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Abstract

This study focuses on explaining key concepts about
ports, their characteristics (e.g., size, operational field,
infrastruc-ture), potential threats (e.g., interception of sen-
sitive infor-mation, illegal access, terrorism) and attacks
(cyber, physi-cal and/or combined), providing an overview
of port risk analysis. It also focuses on recording the char-
acteristics of port facilities to document the requirements
in small and medium sized ports (SMPs), which act as
Supply Chain Service (SCS) providers and/or business
partners (BPs). Finally, three attack scenarios are de-
scribed based on different types of threats, which could
cause particularly problematic effects, even paralyzing an
entire port and by extension the entire region that benefits
from or depends on it.
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1. Introduction

According to ISO 28000:2007 [1], a Supply Chain Service
(SCS) “is considered the service that entails a linked set
of resources and processes that begins with the sourc-
ing of raw material and extends through the delivery of

products or services to the end user across the modes of
transport.”

By extension, a maritime SCS is a dynamic system con-
sist-ing of a set of interconnected organizations (e.g., port
au-thorities, coast guards, customs services, shipyards,
marine insurance companies), other critical infrastruc-
tures (e.g., energy, transportation, telecommunications),
people, ser-vices and other elements aimed at providing
a service or product to end users.

In recent years this complex chain has significantly in-
creased its reliance on Information and Communications
Technology (ICT) with the aim of providing innovative
SCSs in the context of the highly competitive maritime
trade [2],[3]. As a result, more and more cybersecurity
inci-dents have been recorded in ports, due to the digitiza-
tion related to the interconnection of Information Technol-
ogy (IT), Operational Technology (OT) assets, as well as
the introduction of new technologies, such as cloud com-
puting, big data, Internet of Things (loT), etc. Some of the
most well-known events, due to theirimpact, are the cyber
attack on port of Antwerp, the NotPetya ransomware on
Maersk and the wave of ransomware attacks on the port
of Barce-lona and San Diego [3].

There are many ways to categorize ports; for the purpos-
es of this study, the categorization of ports will be limited
to two main axes: their size (i.e., small, medium, large)
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and the type of SCS they operate (i.e., cargo, passenger,
fishing).

Small and medium sized port (SMP) facilities are often the
mainstay of a variety of activities in remote areas, such as
islands, riverside or peripheral areas. The SMPs pay the
most important economic role and have significant impact
in the goods’ distribution, people mobility and their well-
being. SMPs in the small Greek islands, for example, are
the main trading areas and economic local providers. Any
neg-ative impact on the operation of the SMPs have cata-
strophic impact to the small regions (e.g., loss of jobs,
short-age of basic goods, loss of national safety, loss of
lives).

So far, the area of cyber security in these types of ports
has lacked attention in existing risk analysis methodolo-
gies. This study challenges the belief that SMPs are less
important than the larger ones in SCS management and
security.

2. Categories and Characteristics of SMPs

There are many ways to distinguish ports, especially the
smaller ones, which may be the only communication of
some remote areas with the rest of the world and because
of this, probably provide more than one SCS. The most
com-mon approach to categorizing them is to use met-
rics based on annual cargo volume or the total volume of
ships handled by them. Therefore, for the needs of this
study, the categorization of ports will be focused on two
main axes; their size and the type of SCS they manage.
More specifically, for size the ESPO categorization will
be followed, while regarding the type of SCS that can be
managed by the ports their distinction will mainly be made
according to that of ENISA. The two categorizations are
analyzed below.

According to a European Sea Ports Organization (ESPO)
report published in 2010 on the governance of European
ports [4], port authorities are classified based on the an-
nual volume of goods handled into small, medium and
large.:

« small: 10 million tonnes maximum;

* medium: more than 10 million tonnes and 50
million tonnes maximum;

* large: more than 50 million tonnes.

In 2019, the European Union Agency for Cybersecurity
(ENISA) published a study on good practices for cyber se-
curity in shipping and in particular in ports [3]. According
to this, ports can be distinguished into three main groups,
depending on the categories of their maritime SCS infra-
struc-ture and services:

+ cargo: those that have special infrastructures
for the management of operations, such as loading, un-
loading and storage of goods, sanitary and customs con-
trol, etc., and related to any type of cargo, for example
liquid, dry, container, etc.;

* passenger: those whose infrastructures are
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specially designed for the transport of vehicles and pas-
sengers and provide reception services for them on ships
with parking areas, passenger corridors, bars/restaurants,
etc., e.g., serve ferries or Roll-on/Roll-off (Ro-Ro) ships,
where the goods are transported in trucks and lorries;

« fishing: those which provide services related
to fish-ing, through their special infrastructures, such as
the reception of fishing vessels, loading and unloading,
inspection, storage and cooling of catches, etc.

However, a small port facility may have additional roles
due to its uniqueness in the area, such as serving Navy
or Coast Guard vessels. By the same logic, the SCS that
can be served by an SMP are from passengers on lin-
ers, private boats and yachts, boats and fishing trawl-
ers, to goods and materials, such as for earthworks and
construction works. The SCS that can be managed by an
SMP is not limited in terms of its distance or the value of
the goods transported, but only in terms of the volume of
the goods, the infrastructures and the systems used. For
example, a cargo of electronic devices could be transport-
ed from China or America, chocolates from Switzerland or
diamonds from Africa, but it would be impossible for a ship
carrying liquefied gas or containers to dock and unload its
cargo, because of the shortcomings of its infrastructure,
such as large terminals, special cranes or water depths.
Regarding the legal and regulatory framework that ap-
plies to SMPs, “all the necessary regulations apply to both
small and large ports and the cost of compliance can be
dispro-portionately high,” as Howard Holt, director of Sea-
ports, reports [5]. The same applies to standards, as they
are de-signed to cover the full range of infrastructure and
processes that may need to be secured.

3. Potential Threats and Attacks

Port facilities are places through which countless crowds
of people pass every day and a large volume of goods are
traded worldwide and, by extension, provide equally great
economic, political or even military benefits to the respec-
tive region. For this reason, they can become the target
of a multitude of criminal actions. However, the losses a
port can suffer from maritime crime are not only financial,
which are often immediate. Costs may include potential
loss of life, reemployment, retraining, redesigning func-
tions, spending time with law enforcement such as the
Coast Guard, lawyers, etc. or even the mass media. This
means that the costs include port exposure and by exten-
sion exposure to liability, loss of goodwill and reputation,
loss of business and/or increased insurance costs. So
overall there is a big impact on productivity [6].

The most important physical threats that a port can face
are fraud, for example, through false customs declarations
for financial gain, sabotage for military, political or ideolog-
ical reasons, vandalism, theft of property, unauthorized
access to its premises, vehicles and equipment or even
unauthorized port entry via vehicles. In addition, common



physical threats are terrorism for political, ideological or
religious reasons, hacktivism, coercion, extortion or cor-
ruption, as well as piracy, any sort of illegal action or other
crime. Finally, environmental or natural disasters are al-
ways potential physical threats [3].

As technology evolves, ports are becoming increasingly
complex environments that include both onshore and off-
shore activities and systems, while combining the physical
and digital worlds [7]. This results in them facing addition-
al cyber threats. Such can be mediation and monitoring
of communications and systems or espionage, intercep-
tion or causing functional problems in systems through
various cyber attacks, such as denial of service (DoS),
entry of malicious software (malware), social engineer-
ing, etc. In addition, they pose intentional threats, such
as the leakage or deletion of information by employees,
system errors, etc., as well as failures or malfunctions.
Finally, power or network outages, as well as staff short-
ages could paralyze the opera-tions of the entire port [3].
Ports play an important role in SCSs and their infrastruc-
tures have interdependencies at multiple levels, such as
local, national or international. In this context, they closely
interact with all the factors of a SCS, i.e., SCS provider,
SCS business partners (BPs), SCS physical and IT/OT/
loT assets, various authorities. This results in cyber-phys-
ical threats such as eavesdropping, piracy, interception,
malicious activity and abuse, accidental damage, physical
attacks as well as system failures and malfunctions, inter-
nally, externally and/or pervasively [8].

In a port, as in a SCS, there are different services that
have been developed for the smooth running of busi-
ness activity. All services are affected by threats that have
various con-sequences if a malicious user exploits them.
According to [3] there are specific categories of effects
that may occur due to threats and attacks in such a space
and environment. Such may be the shutdown/paralysis of
the port operations, human injury or death, theft of cargo/
goods, theft of sensitive/critical data, financial loss, illegal
trafficking, theft of money/fraud, system failures/disaster,
loss of competitiveness/tarnished reputation and/or envi-
ronmental disaster. A further category of impact is added
to this work; that of social/commercial/political disruption.
The impact of cyber-attacks can extend to a SCS, even
on a physical level, which, depending on the type of good
being transported, can be more or less devastating. Ex-
amples of dangerous goods are classified by International
Maritime Organization (IMO), according to the main risks
they pose during transport (e.g., explosive substances
and articles, gases, radioactive material, etc.) [9].

4, Attack Scenarios

According to the formula, risk is equal to the product of
the probability of an event occurring times the impact it
will have (Risk = Probability x Impact). This means that
proba-bility and impact are inversely proportional to each

other, while both are proportional to the risk itself. In other
words, the greater the probability of something happening
or the impact it will have, the greater the risk. Essentially,
any threat, cyber or physical, that can happen to a large
port can be adapted to the goods of a smaller one. The
main difference is that in SMPs there is often a resource
con-straint, which increases the degree of impact, or a
reduced budget, therefore insufficient security measures,
which increases the probability and consequently leads to
increased risk.

For a risk to manifest, a threat must be found to match a
vulnerability in order to have an impact. In other words,
a malicious user must successfully exploit a vulnerabil-
ity. Next, three attack scenarios are described based on
different types of threats, which could cause particularly
problematic effects, even paralyzing the entire port and by
extension the entire region that benefits from or depends
onit.

4.1. SQL injection attack on a database of a ferry tick-
et purchase website (cyber threat)

Assume that someone malicious (e.g., competitor, spy)
via SQL injection gains access to the database (DB) of the
ferry ticketing website of a small company that owns a lim-
ited number of passenger cruise ships that operate from
the port of a small island to that of a larger one and vice
versa, three times a week. The attacker compromises the
confidentiality, integrity and/or availability (CIA) of passen-

Table I: Elements of scenario 4.1

Transportation  of
and/or patients

1. Maritime SCS passengers

2. | SCS Provider Small ferry company/ticket agent

1. Small 1sland medical center

3 SCSBPs ii. Large island hospital/clinic

ii1. Port authority

a. Digital: ticket agent website
(DB, server, etc), passenger da-

ta
4. | SCS Assets ) )
b. Physical: vessel, medical cen-

ters, people (passengers, em-
ployees, crew, port staff), SMP
a. Cyber: SQL injection, illegal
5. Threats Access
b. Physical: -
e Patient health burden / loss of
life

e Interception of personal data
and payment details
e AL e Damage to company reputation
e Financial loss of the company

e Social, commercial and political
disruption
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ger data by gaining access to their personal information
and their debit/credit card or other means of payment. The
attacker can additionally create dummy passenger book-
ings in the DB with the aim of disrupting their transport
and disorienting the Coast Guards. This tourist ship is
also used by the junior doctor or the general practitioner
of the small island’s medi-cal center for transfers of pa-
tients to the hospital of the larger island, patient referrals
to the Emergency Department or to specialist doctors in
general. Thus, it could either delay a transfer, as it would
eventually have to be done in a different way (e.g., a spe-
cial Coast Guard vessel or helicopter) or delay a referral,
which could not be done in a different way, resulting in
the health burden of the person needing medical care or
even death. Such an incident would cause loss of human
life, heavy damage to the company’s reputa-tion, financial
damage, political unrest.

The elements characterizing the above scenario are sum-
marized in Table | and it is depicted in Graph I.

’/sgwje,c‘ﬁ“f—' 9
output of »
\ corrupted data .

Attacker DB of ferry ticket Customers
agency website

Graph I: Depiction of scenario 4.14

2. Terrorist act on a gas tanker truck inside a liner
(cyber-physical threat)

An SMP located within a natural bay, when free from
scheduled coastal shipping routes, is often used by naval
vessels when they are required to anchor temporarily to
hide from the radar of enemy ships while patrolling the
surrounding area. The enemy, unable to approach the
port with its own warship, attacks the Supervisory Con-
trol And Data Acquisition (SCADA) system related to the
supply of power to the gas warehouse and tanker trucks
refueling facilities of a fuel trading company. This causes a
power outage paralyzing all security systems in the area.
Members of the terrorist group enter the site and place
a remotely activated explosive device on a gas tanker
truck. The tanker truck then follows its established route,
for which it must be loaded onto a Ro-Ro passenger ferry.
The ship, in turn, tempo-rarily moors at the specific SMP
for boarding and disembarking passengers, as it is an in-
termediate destination of its itinerary. Then, knowing the
precise location of the ship through the Automatic Identi-
fication System (AIS), which shares the data publicly, the
terrorist group remotely activates the explosive device,
with the risk that the initial explosion could cause a larger
explosion if extended and in the ship’s fuel tanks. This
results in injuries and loss of human life, as well as the
destruction of the port or even part of the residential area
around it with all this implies for the functionality, economy
and tourism of the area, while at the same time alerting
the national security and the navy loses an important cov-
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er position for its ships, thus making its work on patrols
more difficult.

The elements characterizing the above scenario are sum-
marized in Table Il and it is depicted in Graph II.

Table II: Elements of scenario 4.2

1.  Maritime SCS Transportation of fuel

2.  SCS Provider Fuel trading company

i. Shipping company that owns
the large ship of the line

3. SCSBPs ii. Shipping company to which the
oil tanker vehicle belongs

iii. Port authority

a. Digital: fuel provider systems
(SCADA. PLC, etc.), AIS

4. SCS Assets b. Physical: fuel tanker vehicle,
ship, people (passengers, em-
ployees, crew, port staff), SMP

a Cyber: attacks on fuel provider

5. | Threats systems (SCADA, etc.)

b. Physical: trespass, explosion
o Injuries/loss of life

¢ Destruction of the port and po-
tentially part of the surrounding
residential area/damage to the
functionality, tourism and econ-
omy of the area

6.  Impacts

e Jeopardizing national security,
reputation of the country

e Patient health burden/loss of life
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Graph II: Depiction of scenario 4.2

4.3. Attack on oil tanker’s HSMS System
(cyber-physical threat)

There are ports of small island regions that serve tank-
ers carrying oil, which is vital for residents as it is used to
generate energy. The transport of this good, of course, is
also common in larger ports, in order to supply factories,
gas stations, etc. If the process of loading and unloading
these ships is not done carefully enough and the neces-



sary safety measures are not taken, then oscillations are
created capable of splitting the ship in half and conse-
quently sinking. For this reason, the Hull Stress Monitor-
ing System (HSMS) is used to help the crew ensure that
design specifications are not exceeded, hogging and sag-
ging are avoided and the ship balances more correctly by
sending audible signals to the bridge if excessive stress
is detected on the ship’s reefs. Suppose a malicious crew
member gains access to the ship’s network and then to
the HSMS in order to intercept or manipulate the cargo
data fed to and from the monitoring system. As the crew
fully trusts the system during the unloading process, they
believe that everything is going well, until the ship from the
significant deformations in its hull caused by the exces-
sive pressures breaks in two and finally sinks in the har-
bor. Alternatively, a malicious person could gain access to
the ship’s network remotely, by hacking the Satellite Com-
munication (Satcom) system. The sinking of the ship can
cause injuries or even loss of human life, loss of energy
and all that this entails due to the loss of oil, environmental
disaster, port malfunction until cleared, as well as damage
to the reputation and, by extension, financial loss of the
shipping company, but also of the area itself, due to the
reduction/loss of tourism.

The elements characterizing the above scenario are sum-
marized in Table lll and it is depicted in Graph IIl.

Table Ill: Elements of scenario 4.3
1. Maritime SCS Transportation of oil
2.  SCS Provider Oil provider
| i. Shipping company
3. SCSBPs ii. Transport company
iii. Port authority
a. Digital: HSMS, Satcom system

b. Physical: oil, ship. port and area
environment, people (passen-
gers, employees, crew, port
staff), SMP

4. | SCS Assets

a. Cyber: attack on the ship's
HSMS/remote attack on the
5 | "Thieais ship's Satcom system
b. Physical: malicious crew, illegal
access of natural port resources
o Injuries/loss of human life
¢ Environmental disaster
® Loss of energy due to the loss of
oil
6. Impacts ¢ Port malfunction until cleared

e Damage to the reputation of the
shipping company

¢ Financial damage to the compa-
ny and also to the island due to
reduction/loss of tourism
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Graph Ill: Depiction of scenario 4.3

5. Conclusions and Future Work

In this study, basic concepts related to ports are analyzed,
such as the categories used to be distinguished and their
characteristics, such as their size, operational scope, in-
fra-structure, focusing on small and medium-sized ports
(SMPs). An overview of a brief port risk analysis is provid-
ed citing potential threats such as interception of sensitive
in-formation, illegal access, terrorism, as well as cyber,
physi-cal and/or combined (cyber-physical) attacks and
the im-pacts they can cause. Based on different types
of threats, three attack scenarios are presented, which
show how par-ticularly problematic effects can be caused
to SMPs by ex-ploiting vulnerabilities in maritime supply
chain services (SCSs) capable of crippling an entire port
and by extension the entire region benefiting from it.

All ports are economically and strategically valuable to
sur-rounding areas, especially SMPs, as there are areas
that are completely dependent on them. All of the above
leads to SMPs acting as hubs of an SCS like major ports,
since the delivery of goods has no borders. The fact that
SMPs have the same types of needs, work under the
same laws and regulations as major ports and can be ex-
posed to similar threats and attacks challenges their day-
to-day safe and secure operation, due to the limitation of
financial resources and the expenses of security man-
agement. Risk analysis is a process that usually requires
deep knowledge of the infra-structure and factors that can
affect the operation of an organization, so cybersecurity
experts are needed to model and calculate risk.

There is a need for a methodology and a corresponding
tool that can provide a holistic solution of highly auto-
mated cyber risk assessment and enable the correlation
of cyber and physical threats. Our future research work
leans to-wards this direction and aims to create a method-
ology and a tool that can be easily used by SMPs as well.
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