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Abstract—Internet of Things (IoT) along with the advances
in the recently emerged Edge Computing environment, have
allowed the introduction of new and very diverse applications
that can facilitate our everyday life. However, one intrinsic
characteristic of IoT is the heterogeneity of the IoT devices
that are continuously connected and disconnected, creating a
highly volatile communication environment. In addition to that,
new types of IoT devices are constantly manufactured making
a supervised categorization approach not applicable due to the
lack of historical data. Nonetheless, the classification or type
identification of the IoT devices is important for the management
and the decision making of the IoT applications, and can be used
for traffic characterization, density prediction, network planning
and security reasons among others. Accordingly, in this paper
we propose for the first time an unsupervised machine learning
methodology for the IoT device categorization that leverages
traffic characteristics obtained at the network level. To this end,
we tackle the limitation of requiring an annotated dataset, while
our model could also work efficiently with new and not previously
detected IoT devices. To do so, we experimentally evaluate our
approach using two clustering algorithms namely, the K-Means
and the BIRCH in a real dataset. The experimental evaluation
presents promising results that enhance the applicability of unsu-
pervised approaches for the IoT device categorization problem.

Index Terms—Internet of Things, Device Categorization, Un-
supervised Learning

I. INTRODUCTION

The Internet of Things (IoT) has seen tremendous growth
in recent years and more IoT manufacturers are emerging
offering a variety of new types of devices to improve the
well-being and every-day activities of our society. These
devices can range from ordinary household items to healthcare
sophisticated tools with all having Internet access capabilities.
The number of IoT devices is fast increasing with over 7
billion IoT devices connected today, while the experts expect
that number to reach 22 billion by 2025 [1].

IoT devices continuously generate data while they have
significant requirements for computational and storage re-
sources making the network engineers to resort in Cloud
and Edge computing solutions [2]. However, this end-to-end
communication solution can be affected by the type of the IoT
devices and their intermittent association with the application
that is hosted in these remote computing platforms. Thus, it
is of great importance to be able to quickly identify the type
of device and associate it with the application counterpart.
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Additionally, an accurate classification of the device can result
in better identifying the traffic characteristics of each type of
device, more efficiently allocating the resources of a dynamic
and resource limited Edge Computing environment [3], and
indicating malicious devices in the IoT network.

Thus, a new problem is generated, called IoT device clas-
sification, that tries to map each device to a specific category.
This classification can be facilitated by leveraging historical
data that contain labeled and pre-specified categories of IoT
devices and by using supervised machine learning approaches
[4]. However, new applications are constantly introduced and
accompanied with new types of devices. Additionally, recent
trends of virtualization on the IoT device level allow the
devices to dynamically change their type according to the
subset of sensors and functionalities they support at each
time [5]. All these count towards in favor of resorting to less
explored unsupervised learning classification techniques for
the IoT device classification problem.

Hence, the research gap we focus to eliminate in this work,
is the automatic categorization of the type of IoT devices
without prior knowledge of the number and type of classes.
Specifically, in our research we use a clustering algorithm in
order to group the network traces we get by the IoT devices.
The clusters of the IoT traces represent the different IoT types
of the devices, whereas every device is characterized by the
cluster in which its traces are assigned. In order to perform this
clustering we used and adapted for the problem at hand two
well known unsupervised algorithms, namely the K-Means and
BIRCH algorithms. Furthermore, to estimate the number of the
IoT device types the elbow method was utilized. If a new type
of device is identified in the infrastructure, it can be estimated
by an outlier detection technique or comparing the centroids
locations over time. As we will discuss later a centroid is a
feature vector that represents a cluster and the outliers are the
instances that are dissimilar with the previous observations. To
the best of our knowledge, this is the first research endeavor
that deploys an unsupervised learning technique for the IoT
device classification problem.

The rest of the paper is structured as follows: Section II
presents a brief review of the related work. Section III explains
the challenges. Section IV discusses the proposed model. Sec-
tion V describes the experimental evaluation. Finally, Section
VI concludes the paper with an overview of a future work.



II. RELATED WORK

In the pertinent literature, there are various studies for the
device categorization such as fingerprinting based models,
aggregated traffic models and supervised machine learning
approaches. The IoT device fingerprinting models identify
the type of IoT devices used within an IoT application by
analyzing their network traffic i.e., packet-level information.
Regarding the fingerprinting based approaches, Bezawada et
al. [6] proposed both a static and a dynamic behavioral
fingerprinting model. Specifically, the authors used a number
of features from the packet header and payload such as
entropy, length and window size. Similarly, Meidan et al.
[7] proposed a device categorization of IoT devices using
continuous classification. For this, firstly the set of authorized
devices are defined called ”white list”, and then, their network
traces are gathered. 300 network attributes are used from each
TCP traffic session for the device classification using majority
voting for every 20 consecutive sessions.

Miettine et al. proposed a security based classification
system called IoT sentinel in which a device type identification
technique is provided that can recognize and identify the IoT
devices immediately after they are connected to the network
using a single attribute vector with 276 network features [8].
There are also solutions that applied aggregated traffic models
to provide the device identification. Laner et al. [9] proposed
a Coupled Markov Modulated Poisson Processes (CMMPP)
framework to capture the traffic behavior of a single machine-
type communication along with the collective behavior of tens
of thousands of M2M devices. In [10], a classification strategy
is designed for a fleet management use case incorporating three
different classes of M2M traffic states, namely periodic update,
event-driven, and payload exchange.

Regarding machine learning models, there is a great focus
on applying supervised methods to solve the device catego-
rization problem. For instance, the authors in [11] proposed a
Network Traffic Classifier (NTC) based on a combination of
deep learning models. The authors experimented with various
combinations of a Convolutional Neural Network (CNN) and
a Recurrent Neural Network (RNN) with varying architectural
details such as different number of layers and different number
of neurons in each layer. A representation learning technique
was proposed in [12] to identify the different devices. The
purpose of this was to identify the IoT devices in a network
and the devices that do not belong in a predefined white list.
Similarly, Meidan et al. [13] classified the connected devices in
an organization’s network based on an analysis of the network
traffic. Firstly, the authors differentiate the IoT from non-IoT
devices using network traffic and HTTP ownership. Secondly,
the device presence is detected using its network behavior.

Sivanathan et al. [14] introduced an IoT device classification
framework using statistical attributes, signaling patterns and
cipher suites along with two stage machine learning models.
At the first stage, the naive bayes algorithm is applied that pro-
vides the tentative classification and at second stage, random
forest algorithm is applied that provides the final classification
result. Hameed et al. [15] also proposed a two stage IoT device

multi classification framework that utilized both network and
statistical features to characterize the IoT devices in the context
of a smart city. The logistic regression was applied at stage
1 and a gradient boosting algorithm was provided at stage 2
for the final classification. This work was further extended in
[4] by resorting to a deep learning technique, that leveraged a
more extended feature set and by enhancing the classification
accuracy through a feature correlation technique.

The above described works are limited in a way that it
is required to have the labelled dataset as the approaches
are based on supervised learning methods. Furthermore, the
historical data of IoT devices are also required for the training
of the models. Therefore, in this paper, we propose the use of a
clustering and summarization machine learning model in order
to address the limitations of categorizing IoT devices without
previous data and without labelled data. For this purpose, we
examine two different clustering techniques in order to provide
an accurate and timely IoT device characterisation.

III. CHALLENGE AND APPROACH OF REAL TIME 10T
DEVICE CATEGORIZATION

Our research goal is to design a model that identifies the
type of the IoT devices connected to an Edge environment.
This process takes place without historical data for training
the model since it is not feasible or realistic to have a
training dataset for any possible type of IoT device. The
model takes as input the network traces of the devices by
a network monitoring system and outputs for every connected
device its category/type. In this unsupervised approach it is
not provided the manufacturer or commercial name of the
device type. Instead, we use the following four elements to
represent an IoT device type: i) Device Type ID: a unique
identification number; ii) Summarization: a summary of the
device’s network characteristics; iii) Number of Devices: the
number of devices that have been categorized to belong in
the Device Type ID; iv) Cluster Centroid: a feature vector
that represents each device type in the N-dimensional feature
space.

In most cases, IoT application providers and network plan-
ners are mostly interested in the summarization of each device
type and the number of devices assigned to each type. This
summarization includes information such as the protocol of
communication of a device type, the average packet length,
Time to Live (TTL), average Window Size (WS), the Source
and Destination Ports, etc. Thus, with this manner, someone
could extract how many devices are connected in the infras-
tructure, their type, and an estimation of the devices’ behaviour
in terms of the network characteristics.

Additionally, in this work, we also use the Cluster Centroids
for the classification, which are estimated by the clustering
algorithm. They are the mathematical representations, specifi-
cally feature vectors, formed in order to assign each device in
a specific type. The assignments take place using a distance
or similarity function between the device traces, which are
also represented as feature vectors and Centroids. In the event
that a new incoming trace has a long distance from the other



centroids, it can be assumed that a new type of device has
been connected to the infrastructure. This event will trigger
a new clustering and summarization in the observed traces in
order to include the new incoming device type.

From the above description it is obvious that our analysis
takes into consideration the time component. This analysis is
appropriate to the particularities of IoT and Edge computing,
since it manipulates their dynamic behaviour and captures the
types of connected devices that may change over time. For
someone that wants to benefit from such an unsupervised
approach, it does not have to be aware of all the Machine
Learning elements included, such as the Cluster Centroids,
similarities, unsupervised algorithms, etc. In contrast, the
interested parties will only have to follow the the output of
our model, which is the number of connected devices, their
types, a summarization for these types and last but not least
the evolution of this information over time.
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Fig. 1: Architecture of the solution

IV. PROPOSED METHODOLOGY AND UNSUPERVISED
MODELS

In this section, we describe the main components and layers
of the architecture of our solution. The architecture is depicted
in Fig.1. On the left side we see that the devices connected to
the Edge infrastructure produce traffic traces. These traces are
available by a network monitoring tool such as the tcpdump.
After we gather an initial number of packets, a preprocessing
step takes place that maps the fields of the packets into feature
vectors. The feature vectors are also subject to data cleaning
and data normalization before being inputted to a clustering
algorithm. The cluster algorithm provides a number of clusters,
and their centroids. The number of clusters can be predefined
or estimated in runtime by using an appropriate method, such
as the elbow method. Each cluster is related with an IoT
device type and using descriptive data analysis we can have a
summarization of the device behaviour.

Generally speaking, the number of instances in order to
extract the first set of clusters varies based on the algorithm
and the use case. For the [oT device categorization, we have
seen experimentally, it can span from 1,000 packets to 5,000

packets. After the first set of clusters has been calculated the
new incoming packets are also assigned in a cluster using a
distance metric between the cluster centroid and the packet
feature vector. If the packet feature vectors have a distance
from all the centroids bigger than the diameter of all clusters
then a new type of device has been detected. In this case
the clustering algorithm should recalculate the clusters and
the new centroids including the ones produced from the new
packets. In the next subsections, we give more details in the
main components of this methodology.

A. Data Preprocessing

Data Preprocessing is the first step in the pipeline of the
IoT device classification. Data preprocessing includes all the
appropriate data transformations and filtering methods in order
to map the information included in the network packets to
feature vectors. Data Preprocessing in our case includes data
verification, data selection, and data normalization. In the data
verification we check for the accuracy and inconsistencies in
the feature vectors. We also check and manipulate missing
values, duplicate records and that the values are inside their
acceptable range.

Data selection eliminates certain information in the data that
are not necessary in the clustering process or they introduce
bias such as the IP address, packet identification number,
and the MAC address. Regarding the data transformation,
we converted the no-numerical values into a numerical form
as most of machine learning algorithms cannot work with
nominal values.

Most of the clustering algorithms use distance measure-
ments to determine whether an observation should belong to
a certain cluster or not. Euclidean distance is used to measure
these distances. So if a variable has significantly higher values,
it can dominate the distance measures, suppressing other
variables with small values. This can impact the efficiency
of the clustering algorithm. To avoid this problem, we use
the normalization technique of giving a large equal value or
equal weight to all variables so that no variable steers the
performance of the model in one direction simply because it
contains a larger variable. Normalization is a rescaling of the
data from the original range so that all values are within the
new range of 0 and 1. A variable can be normalized by the
Eq 1 where max is the maximum value of the feature and min
is the minimum value.

T — min

Yy=———"" )

max — min
B. Clustering

Clustering is an unsupervised machine learning method that
groups data objects based on information found only in the
data that describes the objects and their relationships. The
goal is for the objects of a group to be similar (or related)
to each other and different (or not related) to the objects of
other groups. In our work we group the network packets of
the IoT devices and we categorize each device based on the
group in which the majority of its packets are assigned to.



There are various clustering algorithms in the literature.
However, for the particular problem, we should select those
that satisfy the particularities of the IoT device categorization.
Specifically most clustering algorithms divide the data objects
into groups but cannot efficiently assign new objects later. In
other words, these clustering algorithms cannot incrementally
update their clusters, but instead the clusters should be cal-
culated from scratch. Two algorithms that do not have this
limitation and they are capable of predicting the cluster of new
objects after the initial cluster formation are the K-Means and
BIRCH.

1) K-Means: K-Means belongs to the Expectation-
Maximization algorithms with two main iterative steps: (a.)
the assignment of objects to their closest centroids and (b.) the
recomputation of the cluster centroids. The algorithm begins
with K initial centroids. For the selection of the number
K, we use the elbow method which will be discussed in
the next subsection. The centroids represent the clusters and
are updated iteratively based on the objects assigned to their
clusters. After a series of iterations and when the centroids do
not change anymore, the K-means converges and the clustering
is considered to be finished. The steps are also given in
Algorithm 1.

Algorithm 1 K-Means Algorithm

Input: D ={dy,ds,...,d,} // Set of n data items.
K // Number of desired clusters
Output:
A set of k clusters
Step:
1. Select K points as initial centroids.
2. Repeat:
3. Form k clusters by assigning each point
to its closest centroid.
4. Recompute the centroid of each cluster.
5. Until centroids do not change.

2) BIRCH: BIRCH (Balanced Iterative Reducing and Clus-
tering using Hierarchies) has the ability to incrementally and
dynamically cluster incoming data objects. It is based on the
Clustering Feature (CF) tree which is a height-balanced tree.
CF is the triple (N, LS, SS) where N is the number of objects
in the cluster, LS is the linear sum of the vector representation
of the objects and SS is the square sum of these vectors.
As each data object is encountered the CF tree is traversed
and is assigned to the closest node at each level up to a
leaf node. Leaf nodes have the restriction that must have a
diameter that is less than a threshold 7. If a new cluster has
a diameter greater than 7', the leaf node must be split. The
steps of BIRCH are given in Algorithm. 2 [16]. For further
details regarding the BIRCH and the clustering methodology
followed, we refer the reader who is not familiar with data
science to [17].

Algorithm 2 BIRCH Algorithm

Input:
D = {dy,da,...,d,} /I Set of elements
T // Threshold for CF tree construction
Output:
A set of k clusters
Step:
1. For each d; € D do:
2. Determine the correct leaf node for d; insertion.
3. if threshold condition is not violated then
4. add d; to cluster and update CF triples.

5. else

6. if room to insert d; then

7. insert d; as single cluster and update CF triples.
8. else

9. split leaf node and redistribute CF features;

C. Number of IoT Device Types

The parameter K in K-means is the number of different
types of IoT devices connected to the network. This number
most of the times is not given in an unsupervised learning
environment. To this end, appropriate heuristics should be used
to estimate it. One well known heuristic is the Elbow method
[17]. The elbow method runs the clustering algorithm for a
range of values of K (say, K from 5-10) and then for each K
value it computes an average score for all of the clusters. This
score can be the sum of square distances from each point to
the centroid of its cluster. To determine the right value of K,
we select the value after which the sum of square distances
start decreasing in a linear fashion.

D. Summarization of Groups

The clustering algorithm assigns the devices in clusters that
represent categories of IoT devices. As described in Section III
the categories include: the device type ID which is a unique
identifier assigned to each cluster we found, the number of
devices in this category, and also a summarization element.
The summarization comes with a description, which is the
output of a descriptive data analysis and includes several
statistical metrics for the network characteristics of a device
such as mean, median, standard deviation, max, min and
the 25% and 75% percentiles. A summary of the statistical
description of an IoT device, named Netatmo Welcome device,
which is included in our dataset under consideration [18],
is provided in Table II. The statistics are extracted for each
of the device feature and their values vary based on the
data distribution of each feature. These statistics are useful
for applications such as task offloading, traffic analysis and
intrusion detection.

This summarization description and depending on the type
of features included (i.e. packet length, protocol used, etc.)
can be of utmost importance for the service and network
provider, since they can have more insights on the type of
traffic generated by each device category. This way, they can
better calculate the QoS expectations (i.e. throughput, delay,



TABLE I: Internal and External Evaluation performance

Silhouette | Precision | Recall | F1-Score
K- Means 0.555 0.724 0.722 0.720
BIRCH 0.590 0.730 0.673 0.698

etc.) of the applications, more efficiently allocate spectrum and
computing resources to each category of devices, and identify
any network pattern that resembles to possible security threats
(i.e. DDoS attacks, etc.).

E. New Type of IoT Devices Detection

IoT is characterized as a dynamic environment in which
new types of IoT devices are connected and disconnected over
time. In case that a new type of IoT device is connected, the
model should be able to identify it and not to assign it in
an existing cluster. In order to achieve this, we propose an
outlier detection approach. In case that the new incoming data
objects have a distance from every centroid, which is bigger
than the diameters of the cluster, then a new type of device
is assumed to have been detected and a recalculation of the
clusters should take place including the new objects.

V. EXPERIMENTAL EVALUATION

For the evaluation of the proposed methodology we used the
IoT Traces dataset collected by a group of researchers based at
the School of Electrical Engineering and Telecommunication
(University of New South Wales) [18]. The dataset is the
collection of passive packet level of network traffic from 28
IoT devices over the course of 20 weeks. The types of devices
are including cameras, lights, motion sensors, health devices
and monitors. We used the Wireshark tool for the offline
analysis of the pcap files. The pcap files include the packet
data with the network characteristics and consists of more than
500,000 observations. The proposed methodology developed
in the Python 3.8 programming language and we used the
libraries NumPy and Pandas and Scikit-learn. The experimen-
tation and implementation of our solution was performed in
an HP 7420 PC with an Intel Xeon processor and 32 GB of
memory running on a Windows 10 operating system.
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Fig. 3: Precision, Recall and F1-Score for BIRCH

A. Experimental Evaluation Protocol

We reorganized the dataset in time ordered mini-batches.
Every mini-batch includes 100 packets and they come se-
quentially in the proposed model. In order to formulate the
first set of clusters we used IoT traces from the first day
of the experiment. Next, we provide sequentially and in time
order the rest mini-batches from the following days and assign
the corresponding IoT devices in clusters that represent the
types of the IoT devices. For the performance evaluation of
the clustering, we use the following internal and external
evaluation metrics [19]. The performance in our experimental
evaluation quantifies the ability of the clustering algorithms to
group together in an unsupervised way devices that belong in
the same category.

1) Internal Evaluation Metrics: Internal evaluation metrics
do not use external knowledge and the ground truth categories
of the devices. Instead, they rely on the dimensional distances
of the clusters and the objects. Specifically they quantify the
degree of whether there is a low distance within the inter-
cluster objects, also named cohesion, or a high distance be-
tween intra-cluster objects, also named separation. Inter-cluster
objects are the data observations assigned to the same cluster.
While intra-cluster objects are the observations assigned to
different clusters.

To express this distance, we have used the Silhouette
coefficient, which expresses how close are the objects to their
own cluster objects compared to the other clusters objects.
Eq. 2 gives the Silhouette coefficient, where a is the average
distance of the objects to the objects in their own cluster and b
is the minimum average distances of the objects to the objects
in other clusters. The coefficient ranges from —1 to +1.

s = biia ()
max(a,b)

2) External Evaluation Metrics: External evaluation meth-
ods introduce external information that targets the real labels
of the objects and consequently the real categories. We use
the external evaluation metrics, the Precision, Recall and F-
measure with the terms True Positive (TP), False Positive (FP),
and False Negative (FN). TP is the number of object pairs
found together in the predicted cluster and in the ground truth
category. FP is the number of object pairs found in the same
cluster but in different categories in the ground truth. FN is



TABLE II: Summarization of Device type Netatmo Welcome

Device Features Mean Standard Deviation ~ Minimum  25% Median (50%) 75% Maximum
Communication Protocol — 1.47749 0.63485 1.00000 1.00000 1.09013 2.00000 3.00000
Average Packet Length 110.05958 228.62041 42.00000  43.00000 66.00000 66.00000 1510.00000
Time to Live (TTL) 64.58941 50.20704 0.00000 47.00000 47.00000 52.00000 255.00000
Average Window Size 324335787  8318.26967 0.00000 836.00000  963.00000 2549.00000  65535.00000

the number of objects assigned in different clusters but they
belong in the same category.

Precision expresses the percentage of the data objects that
are relevant and properly grouped together (TP) out of the total
objects the model grouped together (TP + FP). Recall evaluates
the percentage of data objects correctly grouped together and
identified as relevant (TP) out of the total objects that should be
grouped together (TP + FN). F1-Score is the harmonic mean
of the Precision and Recall and combines these two metrics
in one. The values of all these metrics are calculated between
[0,1] with 1 indicating the best and O the worst performance.

B. Experimental Outcomes

The IoT Traces dataset provides the real categories of the
IoT devices. So, we apply both the external and internal
evaluation metrics. We evaluate the performance for each
sequential mini-batch and the time plots of K-Means and
BIRCH are depicted in Fig. 2 and Fig. 3 respectively. The
average performance is around 70%, with a minimum of
around 50% and a maximum of almost 100%. We have 60 to
80% performance almost all the time. These results show that
K-Means and BIRCH offer a good performance for the real
time categorization of IoT devices. An additional interesting
result is that packets from the same device or similar type of
devices are more likely to be grouped together.

In Table I, we provide the aggregated internal and external
evaluation metrics of our experiments. We see a Silhouette
coefficient of 0.590 for the BIRCH and 0.555 for the K-
Means. These coefficients declare that the clusters are well-
separated and cohesive. Comparing K-Means and BIRCH
we see that BIRCH has better results and formulates more
modular clusters. The Table II also provides the summarization
of a detected device type.

VI. CONCLUSION AND FUTURE WORK

In this paper, we have presented a methodology to catego-
rize 10T devices based on the classical clustering algorithms
K-Means and BIRCH. Both algorithms give an accuracy
performance of about 70%. We aim to explore further cluster-
ing algorithms with more data transformation and processing
methods in order to increase the performance. As future work
we will also examine the multiple applications of our proposed
model in different types of network problems such as the
workload modeling and the task offloading.
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