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Headline points 

• The spectrum of self-reporting is extremely diverse and impossible to govern through a 

one size fits all approach; projects can be scientific or not, can raise important privacy 

concerns, and can be open to organised manipulation and poor governance of risks and 

harms; best practices and guidelines must be adapted to the local setting and remain open for 

improvement 

• People take part in data collection for the most heterogeneous of purposes. Closely 

controlling hopes, aims and beliefs of participants is beyond the reach of any sensible self-

reporting exercise; this heterogeneity introduces various biases in the data, and adds 

unpredictability to the data collection project 

• Governance of self-report data collection is a thorny issue; new data governance 

approaches have been put forth to deal with the heterogeneity of ends that big data collection 

projects now need to be able to support, that require some experimentation, but the best 

chance of long-term sustainable governance comes from collective governance frameworks 
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• Greatest scientific potential of self-reporting is through data linkage with other forms of 

heterogeneous data, however these forms of data linkage are also the source of the highest 

risks for privacy and individual harms; flexible and sustained ethical oversight is key 

• Participation in self-reporting is not equally distributed across society; when there are 

benefits associated in participation, it can exacerbate existing inequalities 
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The ethics of data self-reporting 

Part II: best practice innovations 
 

Introduction 

 

Important ethical questions on data self-reporting have arisen both before and during the 

pandemic. The pandemic saw various kinds of self-reporting apps taken up by extraordinary 

amounts of contributors, and heightened our sensitivity to the issues that came forth then. But 

‘normal times’ had already taught us much on issues of data governance, recognition and 

valuation that it is important to try to address as many of these issues at once to best prepare 

for the time after the pandemic. This report discusses some of the key ones, and highlights 

some of the most promising innovations to tackle them and to help with issues of public trust 

(Bharti et al. 2021). 

 

The report is divided in two parts. This document, Part II: best practice innovations, takes 

stocks of innovations that can help improve best practices with a view to tackle challenges 

outlines in Part I. The previous document, Part I: ethical issues, outlines the ethical issues 

that are outstanding the pandemic experience and the decades preceding it in which web 

technology became mainstream. 

 

1. Best practices 

 

The spectrum of self-reporting is extremely diverse and as such impossible to govern through 

a one size fits all approach; projects can be scientific and not, can raise important privacy 

concerns, and can be open to organised manipulation and poor governance of risks and 

harms; best practices and guidelines must be adapted to the local setting and remain open for 

improvement. The following are three areas of best practice that have been developed to help 

manage the ethical issues generated by data self-reporting projects. They are applicable to 

many different domains and institutional settings. And they should be seen as a rather 

complementary set –conversely, their power is diminished without one another.  

 



The ethics of data self-reporting 4 

1.1 Data trusts and data cooperatives 

Managers and developers of data self-reporting projects should consider what measures they 

can take to ensure data governance is accountable, inclusive, competent. Projects where data 

are extracted from a contributor base to then be shifted and shared according to the 

judgement of a self-selected few are more likely to enter controversy or make poor choices 

from an ethical point of view. These are the governance approaches privileged by private 

companies and tech monopolists who intend to control the way in which commercial value 

can be created by contributed data because they concentrate decision power in the hands of 

allegiant few.  

 

Arguments in favour of individualised, distributed control of data that resonate with recent 

visions of decentralised web and organisational governance are problematic because of the 

burden and risks they put each individual deciding for themselves under. They imagine 

technological frameworks could make it possible for the data to be locked and unlocked by 

the individual they refer to, thus giving, in principle, total control over the data back to them. 

The real world might differ. Few have the expertise and time necessary to scrutinise proposal 

to use their data that might be put before them. Most are likely to take decisions that are 

against their best interests or principles because of poor or rushed judgement.  

 

In recent years there has been a great deal of innovation in data governance frameworks that 

deliver a form of collective control on the projects, uses and aims the data are put to. These 

are the data trusts (Delacroix and Lawrence 2019) and data cooperative (Ernst Hafen 2019; E. 

Hafen, Kossmann, and Brand 2014) approaches. They have been applied with particular 

promise in domains such as health data, where data are sensitive, requiring tight scrutiny, and 

highly valuable and desired by researchers and business alike.  

 

These approaches reject the assumption that each individual is capable and best positioned to 

decide what projects are worth giving access to their data. They instead elaborate on forms of 

delegation whereby a number of research participants are appointed as delegates or trustees 

with data governance responsibilities, and are charged with day to day decision making and 

governance. Depending on the setup, members can exercise their own decision over whether 

to participate in one project or another more or less often. These approaches can be used to 

take over and collectively govern and mobilise existing datasets that were already generated 

for other purposes, for instance, receiving healthcare; but can also be used to start and 
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coordinate the collection of new data from the outset, in a ‘bottom-up’ fashion where the 

project is managed by participants. They are intended to afford better inclusivity, 

accountability and competent data management. Different individuals should be able to seek 

different levels of involvement according to their interest.  

 

Not all self-report collection projects need to be governed through a bottom-up approach such 

as data cooperatives or trusts and in many cases, data governance might be better managed 

through review boards composed of independent experts (see for instance, section 1.3) who 

might or might not be participating in the project themselves. The value of representative 

bottom-up data governance approaches is still in the potential for the project management to 

better articulate finalities, values and directions of a project in a way that better reflects the 

views and aims of its pool of participants, enacting the sort of relational ethics (Birhane 2021) 

where experiential expertise is valued at the same time as professional expertise  

 

1.2 Solidarity and harm mitigation 

Data governance includes the assessment of risks and benefits of ways of working with data 

to the best of knowledge and assumptions held by those involved in decision making. 

Assessing risks and benefits of different ways of using data necessarily involves making 

many assumptions about future developments and events. The exercise is uncertain, and it is 

possible even for the most suitable experts to make mistakes. This is true even when data are 

governed through a collective governance framework such as a data trust or cooperative. 

Harms and benefits will be very likely to distribute unevenly, and collective governance will 

not in itself make things right or fair if mistaken assessments lead to harm and benefits that 

are unfairly distributed in ways that could be mitigated.  

 

As Barbara Prainsack argues (Prainsack 2019a; Prainsack 2019b), only when collective 

governance frameworks are combined with a commitment to the principle of social solidarity 

they can truly fulfil their revolutionary potential of alternative to the monopolistic extractive 

models pioneered by tech giants. To achieve this, data self-reporting projects need to accept 

the possibility of harm and prepare for its mitigation. With her colleagues (Prainsack and 

Buyx 2017; McMahon, Buyx, and Prainsack 2020) she calls for the creation of harm 

mitigation bodies that will operate harm mitigation measures. These, they suggest, could 

include issuance of apologies and stipulation of amendments to avoid future harm recurrence; 

and financial support for the gravest of cases.  
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Through a combination of collective governance (see 1.1) and harm mitigation features, self-

reporting projects can aspire at the implementation of a data donation economy that 

maximises data’s potential to be used for the common good.  

Data donation has been used as a buzzword for broadly mimetic purposes by some 

exploitative projects, but it is not a fuzzy concept. There are a few conditions that must be 

met for a project to be based on data donation. Barbara Prainsack emphasises that for 

practices of data reporting and sharing to qualify as based on data donation, they need to 

exhibit relationality, indirect reciprocity and multiplicity. Relationality requires that the two 

parties (giver and receiver of data) mutually acknowledge the act of donation; this means that 

the data receiver (self-report data project manager) honours the work that the data donors 

(research participants) have done by “systematically considering the needs and interests of 

data donors and their significant others” (Prainsack 2019a:14); this can be reflected in the 

ways in which a project is organised to register, reflect and enact the views of its contributors. 

Relational ethics and bottom-up data governance, for instance, can go some way in this 

direction. But for the data donation economy to ensure that reciprocity is indirect and thus 

shared across the membership, harm mitigation measures are seen as a necessary instrument. 

It is through this combination of arrangements that data multiplicity (Prainsack’s way of 

pointing out the ability for data to be reused multiple times) can serve the common good. 

Data that are collected, for instance, through mainstream, status quo, commercial data 

governance practices (for instance, data collected through a user-generated data platform and 

used by a Silicon Valley giant for undisclosed commercial purposes) might still have multiple 

uses, i.e. multiplicity, but the economy of such a project would not be based on donation, 

because the data are not received as a gift and respected with the ethics gifts command. 

 

1.3 RECs and research ethics governance 

A crucially important function that officers of a data trust, data cooperative or data 

governance organisation form should need to provide is the oversight of ethical risks. At any 

rate, a data self-reporting project should implement an ethical risk oversight function that is 

adequate to its size and ambition. A project that aims to create a data resource that can be 

used time and again and is widely trusted by internal and external stakeholders is highly 

likely to need a formal oversight structure with clear governance procedures.  
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The time-tested standard model in this domain are Research Ethics Committees that have 

been implemented for decades by universities in the UK, US (aka IRB), and the rest of the 

world. They normally require researchers who intend to embark on new research to submit a 

research ethics application. This is usually centered on a formal document (e.g. application 

form) that provides key information about the project aims, methods, resources; and 

evaluations of ethical risks together with a specification of measures planned to control for 

them. The application is reviewed by experts serving in the committee who should be able to 

judge whether the project is responsibly conceived, and the eventual ethical risks are 

acceptably approached, i.e. control measures are fit for purpose. If the application is rejected, 

the research cannot start.  

 

Institutions can design, and have designed, research ethics oversight committees and 

processes differently to adapt to local conditions, but the above tend to be the main features, 

and this model has been adapted outside academia in the public and private sector as more 

organisations sought to control risks of their R&D activities (including reputational risk, 

through the accountability that having a formal process affords). This means that there have 

been no off-the-shelf approaches to research ethics oversight, though there have been various 

guidelines.  

 

The need for up to date guidelines and models has recently become apparent as some late  

developments in research methodology are challenging the research ethics status quo. A 

report by the Ada Lovelace Institute, the University of Exeter Institute for Data Science and 

Artificial Intelligence, and the Alan Turing Institute (Petermann et al. 2022) highlights the 

new challenges and the possible solutions that institutions should consider to keep their 

research ethics oversight function suitable (also, among others, explored by Ferretti et al. 

2021; Jordan; Basl and Sandler 2019; Clark et al. 2019). While for a long time RECs have 

been focusing on the ethical harms and risks that research could pose for the participants in a 

study (resulting from the origins of research ethics in medical research and the design of 

clinical experiments), new kinds of research employing cutting edge data science and 

artificial intelligence methods are bringing up emerging ethical issues. Here, the new 

innovations engendered by data self-reporting projects coordinated over the web are part 

parcel of these changes that need to be confronted.  
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Of growing concern have been the long term consequences of research that might be 

developing methods and technology that can be easily re-deployed (recall ‘function creep’) 

across institutions, jurisdictions, countries, populations, and how they might have disparately 

unequal social impacts; along with a redefinition of issues of privacy, confidentiality, and 

consent at a time when researchers can source individual level data from the web or other 

easily available resources, without asking the individuals these data originated from.  

 

Issues are complex and their governance cannot be a box-ticking exercise. Methods that can 

be seen as gold standard in tacking some problems still require close and situated scrutiny. 

For instance, anonymisation can be a strong solution for granting privacy protection to 

individuals whose data widely available on the web is collected without their explicit 

informed consent. However, it is widely understood that the strength of anonymisation is 

always relative to the way in which various other data sources a researcher can have access to 

can lead to re-identification. Even when anonymisation is considered satisfactory for the 

purpose of privacy protection, in itself it offers nothing to protect individuals from the 

eventual unfair impacts of the outcomes of research once they are operationalised and 

deployed in new systems shaping individual movements, interactions, behaviours and access 

to services.  

 

In recent years and in response to the emerging ethical challenges posed by the latest 

innovations in Data Science and Artificial Intelligence, there has been growing demand for 

the active consideration of broader downstream impacts of such research. Research 

communities and academic societies have started to require researchers to submit research 

ethics statements on the broad societal impacts of their endeavours (Petermann et al., 2022). 

Leading commercial technology organisations have started to experiment with the 

implementation of internal ethics review processes for their commercial R&D projects, in an 

effort to improve their reputation and accountability when the public is questioning whether 

they can be trusted with running the socio-technical infrastructure of much public life. How 

much can commercial organisations be expected to follow together ethical and business 

principles, and successfully map, and manage, the broad landscape of social groups, needs 

and interests, is very much an open question. Criticisms of ‘stakeholder capitalism’ abound. 

But it can perhaps be argued that when self-report data power so many projects and systems 

across both the research and commercial worlds, and underpin affairs in the public sphere; 

and when so much of public life relies on complex infrastructures developed on methods and 
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techniques of recent invention and never fully understood consequence; then, attempts at 

translating some of the ethical principles, expectations and methods developed to deal with 

the arising ethical issues of self-report data might be in order. The implementation of ethical 

oversight functions, which can take many forms, in new contexts is one such opportunity. 

 

Questions around the re-definition of ethical standards and red lines are tightly linked to 

practical questions over the right training and composition of experts that REC should seek 

when evaluating projects with strong interdisciplinary components, whose risks are 

inherently more difficult to assess (Petermann et al. 2022); and complex projects involving 

multiple staggered undertakings where a technological solution builds from the previous. 

Questions that are open to debate and that will require careful consideration when 

implementing research ethics functions in organisations include also the scope, duration and 

frequency of interactions between research ethics functions and the researchers leading a 

project. These questions are not merely operational but really shape the quality of 

understanding and assessment that a research ethics function is able to deliver.  

 

But at any rate, a form of research ethics oversight is needed in data self-reporting projects.  

Here again principles of bottom-up participation will be important. The world-leading public 

health databank SAIL (Ford et al. 2009), which has been managing dozes of highly sensitive, 

linked health datasets and making them available to hundreds of research projects, involves 

members of the public, together with domain experts, as reviewing members of research 

ethics applications.  

 

Bottom-up participation will improve diversity of perspectives and sensitivity to assess bias 

and unequal impacts, and will be a required condition for a full implementation of collective 

governance approach involving data management through trust and cooperative; and design 

and operation of harm mitigation measures. Birhane (Birhane 2021) emphasises, with the 

concept of relational ethics, how those communities and groups that are on the receiving end 

of a project’s impacts should be included in its governance, because they have a key 

epistemic privilege about its social outcomes – decisions should be taken with and through 

them, instead of without.  
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