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Abstract

The release and public deployment of cooperative
and automated vehicles remains a major challenge
for the automotive industry. Despite the recent
progress made by worldwide initiatives in this
field, including the PEGASUS family of projects,
demand for comprehensive simulation-enabled
development, test and validation methodologies
for cooperative and automated driving continues
to rise. In addition, the number of applications can
be expected to grow as well. Integrated Al com-
ponents in particular are inherently complex sys-
tems that require automated, simulation-enabled
and standardized methods and tools throughout
the development and application chain.

The procedures need to be automatically set up
and configured in such a way that they allow for
an “as a service” approach. For this reason, an
open testing architecture that operates similarly to
a "bus system” using standardized components
and interfaces is proposed. This represents a step
towards a plug-and-play testing approach that
supports the independence and exchangeability of
components, systems-under-test, operational envi-
ronments, scenarios, etc. Thus, an open testing ar-
chitecture of this kind can be optimally utilized for
scenario-based testing, which currently seems to
be the best way forward in ensuring the safety of
cooperative and automated vehicles. Development
and testing across the entire spectrum of simula-
tion-enabled methods, such as Model-in-the-Loop
(ML), Software-in-the-Loop (SIL), X-in-the-Loop
(XIL) and Prototype-in-the-Loop (PiL), are supported
up to non-virtual testing on proving grounds and
traffic systems.

1.1 Introduction

Simulation-based procedures, methods and tools/
toolchains are extremely important for a wide
range of engineering tasks during the develop-
ment of automated and connected vehicles and Al
components (cf. Figure 1.1).

Thus, it is possible to deal with the inherently
complex advanced Al-based technologies, the
wide range of functionalities as well as challeng-
Ing environments, e.g. urban areas equipped with
intelligent traffic infrastructures and communica-
tion technologies and also increasingly important
backend systems. With a focus on behavioural
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Figure 1.1:
Simulation-based
procedures,
methods and tools
tor a wide range
of engineering
tasks [1]




and dynamic aspects respectively, a large number
of traffic scenarios and various traffic participants,
in particular cyclists and pedestrians, who often
exhibit non-normative or almost entirely unpre-
dictable behaviour, have to be considered.

Along with these tasks, a wide range of users
have to be supported by simulation-based proce-
dures, methods and tools. One single tool is gen-
erally incapable of fulfilling their diverse needs and
objectives. It is essential to couple or integrate dif-
ferent tools. This is where the idea of “simulation
as a service” comes in.

Our article explores these topics and puts forward
a concrete approach to organizing such methods
and toolchains that benefits particularly from al-
ready existing standards. This approach is further
refined and demonstrated for applications and en-
gineering tasks that are currently of high practical
relevance, such as developing and testing cooper-
ative and automated vehicles and Al components.

1.2 Applications

Automated driving is one of the biggest and most
Inspiring engineering challenges of our age, since
it combines automotive technology, conventional
robot approaches and artificial intelligence-based
methods in one complex safety-critical system,
namely the automated driving system-equipped
(ADS-equipped) vehicle. Simulation-enabled tech-
nologies already play a highly important role in
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each of the underlying basic technologies, and will
only become increasingly important going for-
ward.

Applications for these approaches can be roughly
structured as follows:

¢ Rapid prototyping of early development-phase
AD systems

e Training Al-based algorithms and agents in vir-
tual environments

* Analyzing the working mechanisms of Al algo-
rithms based on external stimulation

* Scenario-based validation of AD systems

* Advanced X-in-the-Loop systems / hybrid reality
in order to bridge the sim-to-real gap

AD systems pose the formidable challenge of a
human driver no longer being available as a backup
to the automation system, and this is the major
distinction between an automotive AD system
(SAE Level >=3) and other similar automation ap-
plications in transportation, e.g., autopilot systems
in civilian aviation. Here, expert users in the form
of the pilots are constantly monitoring the envi-
ronment and the system. Furthermore, Air Traffic
Control is also monitoring the airspace.

4G AM, FM,
5G  DAB, XM

Digital Representations of

Mobile devices,
Bluetooth, NFC, USB
etc.

Vehicle-under-Test,
Surrounding Traffic,
as well as Environment

need to be addressed.
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for virtual develop-
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testing (2]
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Figure 1.3:
Simulation and
hybrid reality for
developing and
testing automated
and cooperative
features [3]

In terms of automotive applications, particularly in
the urban environment, the technological chal-
lenge is the "open world" or “open-context”,
meaning it is neither sufficient nor even possible to
work with a small, limited set of scenarios for the
development and validation of the automated
system.

There is'a need to establish an approach for ex-
ploring the parameter space of the "unknown un-
knowns". As Figure 1.2 shows, this reguires not
only digital representations of the vehicle-under-
test, but also the surrounding traffic and environ-
ment. Furthermore, a methodology benchmark
needs to be identified. Projects within the PE-
GASUS family of projects decided to adopt the
“"GAMAB" principle, which means the new tech-
nology needs to be at least as good as the estab-
lished technology. For the automotive community,
that means that the AD system needs to be signif-
icantly better than an average human driver in a
state-of-the-art modern car. Since humans only
cause a severe accident every 12 million km on
Germany's high-speed motorways for example,
statistical considerations dictate that billions of km
need to be driven to demonstrate a good perfor-
mance level with a sufficient confidence level and
test probability. In the urban context, the situa-
tional complexity is several orders of magnitude
greater than on motorways. Finally, an automobile
is a safety-critical system that could endanger oc-
cupants and other traffic participants if it is not
properly designed and implemented.

For this reason, it is not possible to test or train an
early-stage AD algorithm on public roads. Rapid
prototyping in a fully simulated environment is
therefore of utmost importance and significance,
since any flaws in the system will not harm the
test driver in the vehicle-under-test or other traffic

participants. This holds especially true when coop-
erative and V2X features need to be investigated
alongside automated functions. A cooperative
feature such as cooperative highway merging
takes place in a complex traffic environment and
requires at least three cooperating vehicles and
many more non-cooperating surrounding vehicles,
as Figure 1.3 shows. Staging such an experiment
by orchestrating test drivers is virtually impossible,
not reproducible and, in terms of exploring system
limits, also dangerous. For this reason, simula-
tion-based approaches comprising multi-ego ca-
pability (i.e. several vehicles-under-test operating
at the same point of time) and agent-based test-
ing are key.

Similarly, using a pure real-world approach, it is
impossible to responsibly train an Al algorithm (re-
gardless of whether perception or path planning is
considered, for example) since crashes will occur
during the training stages and learning phases.
This is of particular importance when self-super-
vised or even reinforcement learning Al algorithms
are applied, which (by definition) learn from previ-
ous failures to achieve more mature stages. It
could be assumed that first-stage training takes
place in a fully virtual environment as shown in
Figure 1.4 and moves up to the next stage of the
“road to reality” when pre-defined performance
and quality metrics have been attained.

A simulation environment can also be used to de-
liver external stimuli to a "black-box” neural net-
work in a controlled and reproducible manner for
the purpose of analysing the network’s operational
principles. This is particularly interesting since neu-
ral networks are often trained on and learn from
data set characteristics that might not at first sight
be apparent to a human analyst. By providing
such external stimuli — from a traffic simulation,
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for example - and by careful and controlled varia-
tion of the network combined with subseguent
sophisticated analysis, valuable and highly relevant
insights can be gained. By contrast, such a virtual
environment could also be used to simulate adver-
sarial attacks on an Al-based AD system in the
controlled virtual environment. Doing so, and let-
ting an adversarial agent compete against the AD
module, could achieve a more robust final Al sys-
tem.

The primary focus application of simulation-based
approaches to automated driving involves validat-
Ing a specific AD feature. Typically, there is a col-
lection of simple scenarios from a process, such as
an expert peer review or scenarios captured from
real-world-driving, that are curated for use in a vir-
tual environment. The commonality of both ap-
proaches is that they typically work using “script-
ed scenarios”, meaning that traffic participants
are not independent agents, but follow scripted
trajectories. This approach is an essential basis and
has merit of demonstrating and measuring both
the performance level of an AD system and repro-
ducibility. To increase the long-term applicability of
such scenarios, however, there is a need to trans-
form the scripted traffic participants into inde-
pendent agents capable of running in a long-term
or higher-complexity scenario, such as approach-
ing or emerging from a traffic jam, where the traf-
fic is characterized by a large number of interact-
ing traffic participants and the phenomena that
result from these interactions.

Virtual 4= Virtual

Virtual

Hybrid Virtual/Real

=) Real

Plus ,Silent Testing” and , Staggered Roll-Out”

Finally, simulation-based approaches will always
address at least three distinctive parts

e Perception
e Path planning
e \ehicle dynamics

To reduce the complexity of the challenge of test-
ing and tackling parameter space explosion, it is
sometimes helpful to define procedures and tests
that focus solely on a specific sub-field in a con-
trolled manner. For example, full real-time physical
sensor models are not required to test path plan-
ning and the actors/vehicles dynamics. Similarly, a
full and highly realistic vehicle model is not re-
quired to test perception. Simulation-based ap-
proaches that exclusively address perception
could, for example, augment existing data cap-
tured from real-world scenarios by inserting addi-
tional dynamic or static objects or by changing
certain features of the specific scenario, such as
brightness levels or other weather conditions. This
Is particularly important where the augmented
scenario is not accessible from real-world driving
since it accurs too infrequently to be captured or
would be too dangerous to provoke.

Such focused simulations may be combined to
form a systems approach based on the establish-
ment of regions of interest based on sensor range.
Within this region of interest, the world would be
simulated in high fidelity, and outside this moving
region or window around the vehicle-under-test, a
computationally less demanding lower-fidelity tool
could be used to simulate the environment, vehi-
cle physics and agents. Since the operational im-

Figure 1.4: In-
cremental steps
from MIL/SIL
approaches over
advanced Vehicle-
in-the-Loop and
Prototype-in-the-
Loop/hybrid reality
to public road
operation [2]
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Figure 1.5:
Phases typically
covered by the

Development Op-

erations (DevOps)
cycle

plementation and documentation are also of ut-
most important, a powerful parameter variation
and test execution tool is an indispensable part of
the complete toolchain,

To address the aforementioned challenges, a simu-
lation-based toolchain for automated driving
needs both to be highly modular and flexible and

. to cover different levels from MiL to hybrid reality

approaches on a proving and even to real-world
driving. It must also integrate scripted and agent-
based scenarios or even a combination of both.
Adaditionally, the toolchain should tackle the early
phases of the development process as well as the
late validation parts and should be compatible
with all phases from MiL to Prototype-in-the-Loop/
hybrid reality by applying shared definitions, met-
rics, simulation models and scenario libraries. Our
approach to using an open and modular approach
to achieve these targets is described in the follow-
Ing chapters.

1.3 Framework

Simulation has become an important and power-
ful tool with a high degree of relevance to a wide
range of engineering tasks, ranging from the iden-
tification of first ideas and requirement elicitation
through to final testing and assessment. During
the systems operation and maintenance phases,
simulation can also serve as a tool for improving
our understanding of abnormal or non-normative
situations, for example, and deriving as well as as-
sessing mitigative actions or functional improve-
ments. The DevOps idea and related processes
cover, among other things, these tasks and phas-
es. In general, the entire product lifecycle is cov-
ered (cf. Figure 1.5). DevOps integrates activities
from systems design and development with sys-
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tems operation, the general intention being to re-
duce the time needed to develop the system and
ensure high system quality while providing contin-
uous delivery based on field data and experience.
While DevOps has its roots in IT systems and soft-
ware development, it is now used in other areas,
including the automotive industry.

The main phases of the DevOps cycle are briefly
described below:

* Plan - Collect and precisely describe require-
ments, define the architecture and other aspects
relevant to the implementation/construction of
the system and its release.

* (ode (= implement or construct) — Implement
and/or construct the component parts of the system.

e Build - Integrate the various components and
build the system

¢ Test — The system undergoes testing (over
and above the continuous testing conducted du-
ring previous phases and, in particular, end-of-line
tests).

* Release - The system is available for deploy-
ment, all relevant key performance indicators
(KPIs) have been adequately fulfilled.

* Deploy — The system/product can be made avail-
able and deployed for customer use,

¢ QOperate - The system/product is observed du-
ring use by customers. Further KPI compliance can
be verified during operation using field data.

e Monitor — The long-term performance of the
system/product can be monitored during opera-
tion. The findings from this phase indicate where
improvements or new features are needed. Impro-
vements to system production itself can also be
identified (by means of new or extended test-cata-
logues or adapting KPIs to incorporate customers’
justifiable environmental needs).

1.3.1 Open testing architecture

An open testing architecture (OTA), see Figure 1.6,
was briefly proposed by Koester et al. in the ASAM
SIM:Guide [4] and shortly after that at the SETLev-
el interim event [5]. An OTA consists of generic



components and assumes a high level of standard-
ization for components and their connecting inter-
faces. Utilizing standardized components, interfaces,
data structures and architectural design ensures a
quality standard that is based on a consensus be-
tween participating players, such as OEMSs, TIER1s,
etc, Furthermore, this way of designing the OTA
ensures flexibility, configurability and exchangea-
bility. This seems to be what is missing when user
demand at this point in time is analysed. Moreo-
ver, the code, control algorithms and perception
modules inside the standardized components can
be kept private and thus remain the intellectual
property of the developer. This ensures flexibility
while still delivering an agreed overall standard-
ized framework.

The OTA resembles a bus system where various
components communicate with each other in a
predefined manner. Bus systems connect a variety
of components that serve different purposes and
enable them work together through a standard-
ized, interface-based form of communication. Like
a bus system that amalgamates electronic control
units (ECUs) into a fully functioning end-to-end
system, the OTA connects components that pos-
5@s55 a proader variety than just ECUs, such as sim-
ulation models, operational environment descrip-
tions, entire test descriptions, etc.

Configuration management serves as a contin-
uous approach to set up the individual compo-
nents while providing an overall configuration op-

tion that can be monitored and, if required,
reconfigured at any time. This scheme is based on
the standardized architecture, which predefines
both the minimum and the essential setup options
and additionally limits the possible configurations
to a certain extent, depending on the components
chosen.

A standardized architecture provides several ad-
vantages, including a limit on the minimum number
of configurable components that does not restrict
the complexity of the components them-
selves, yielding a finite set of components that
should be sufficient for the intended aim. In addi-
tion, standards-based architecture necessitates
standardized communication between compo-
nents. The communication system, which consists
of standardized interfaces & data structures
serves to ensure proper communication between
components and provides a further necessary
standard for setting up each individual component
with respect to their interfaces and data struc-
tures. Thus, the entire OTA communicates in a
predefined standardized way and utilizes data
structures which are composed in the same manner.

The specify (test) component embeds test descrip-
tions, test specifications, pass/fail criteria, etc. In
general terms, this component is necessary to en-
sure that the overall test modalities and parame-
ters are predefined and provides input for further
components of the entire OTA.

Configuration Management
Specify (Test) Run Evaluate Postprocess Store
e
Simulation Config./ ML/ HIL/  Proving Public Retrieve
Mode! Integration SIL  PiL/] Ground Roads
i | i I
Log Processing

Figure 1.6:
Generic open
testing architecture
(OTA) [4]
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The simulation configuration/model integration
component integrates the pre-configuration of
the run component. Setting up the simulation-run
environment requires basic simulation configura-
tions, such as simulation time management, re-
quired observers, choice of numerical solvers, etc.,
model integration, model coupling and parameter
selection. It can be beneficial to utilize more than
one simulation tool to take advantage of a variety
of specialized simulation tools simultaneously. For
example, the advantage of using a vehicle dynam-
ics and traffic simulation as a co-simulation has al-
ready been demonstrated in [6] , [7] and [8]. Both
the effects and artefacts of model and tool cou-
pling need particularly intensive investigation and
diligence because the numerical errors and logical
fallacies are not always trivial and easy to identify.
Additionally, the hardware setup needs to be con-
figured within this component. This applies to
solely virtual MiL/SiL setups as well as to Hard-
ware-in-the-Loop (HiL)/Prototype-in-the-Loop (PiL)/
Vehicle-in-the-Loop (ViL) hybrid reality methods
and even real-world testing on proving grounds or
public roads. '

The core of the entire OTA is the run component,
which compiles and processes the tests. For this
reason, the run component requires several
sub-companents within itself in order to operate
properly. First, the system under test (SUT), also
known as the CAV, or a sub-component such as
an Al-based perception module, for example, are
incorporated. Furthermore, the operational envi-
ronment within which the SUT is supposed to op-
erate is the second sub-component within the run
component.

These sub-components are necessary for all test-
Ing methods and deployment procedures. The
configuration of the SUT with respect to the oper-
ational environment itself is especially important.
When specifying a test, the guestion of the con-
text or overall system in which the SUT needs to
be tested arises. Thus, the SUT can vary from a
single component or entire system, such as a CAV,
up to a traffic system or entire city. Likewise, the
operational environment in which the SUT is test-
ed can be described as anything from a single
component to an entire traffic system. The OTA
allows extensive freedom in setting up the SUT
and operational environment, subject to the provi-
so that both need to be specified for the run com-
ponent to operate. Additionally, the hardware for
the necessary calculations needs to be factored
into and specified in this component. For virtual

methods, such as Mil/SiL the hardware setup ac-
counts for computational power and maybe a dis-
tribution over several specialized computation
clusters. In terms of test methods that are no
longer solely virtual, the OTA provides the option
of incorperating HiL/PiL/ViL approaches up to
proving ground and public road testing. Of course,
the considerations for these approaches in terms
of computing power and hardware differ from
purely virtual testing. Nevertheless, hardware de-
sign is an important part of the run component
and needs to be carried out with diligence.

Test evaluation and analysis takes place in the
evaluate component, the purpose of which is
self-explanatory. Metrics, functional and non-func-
tional requirements as well as pass/tail criteria are
calculated within this component. Additionally,
the component can estimate the accuracy of mod-
els and solvers as well as cumulative failures dur-
ing the simulation run. Thus, the component pro-
vides vital information on overall test integrity by
performing an accuracy and validity assessment.

In order to reduce computation time, the post-
process component makes it possible to calculate
deduced test criteria-and metrics on the basis of a
variety of measured signals. While this step could
also be conducted in the evaluation component,
the more complex it becomes to calculate certain
metrics, the greater the preferability of doing so
once the test has been completed,

The repository provides the an option for perma-
nently storing such things as specific or overall
OTA configurations, models, data, calculated test
results and setups. As such, it serves as an overall
storage unit for the entire OTA.

Repository access and data storage are managed
by the Store and Retrieve components, respectively.
These components can also process complex que-
ries.

Every bus system requires simple data logging
function that is connected to all the other compo-
nents in the system. For this reason, a log process-
ing component is embedded in the OTA.

An overview of relevant standards for the OTA
and a more compact description can be found in
the ASAM Guide: Simulation [4].



1.3.2 Automated configuration/set-up

It is important to note that the configuration and
set-up of the OTA and, consequently, every other
future testing procedure cannot be done manually,
simply because of the huge effort involved in CAV
testing in general. Automated configuration can
help a lot by standardizing the entire OTA, inter-
faces, data structures and overall component con-
figuration. While this may be a challenge and ad-
ditional source of work at the outset, it will
become a key enabler in the long run. Recent CAV
testing initiatives have shown repeatedly that us-
ing short cuts to configure and set up testing pro-
cedures in the first place is a game changer when
the long-term overall release of CAV safety is seri-
ously pursued. Thus, the additional time and in-
vestment that need to be spent at the outset will
prove to be of considerable value in the long run.

The issue of what exactly automated configura-
tion/setup means remains a little blurry along the
edges because of the many nuances in testing
procedures, architectures, components, etc. The
authors would now like to illustrate some aspects
of this topic as a way of providing suggestions for
setting up future testing architectures and proce-
dures. There needs to be a formal and standard-
ized way of setting up components and their in-
terfaces to permit automated configuration. The
basic structure should be predetermined, while
the interfaces and data structures for communica-
tion with other components are already specified
by the OTA bus system. The incorporation of code,
simulation models and parameters can be defined
by the developer himself within the basic frame-
work provided by the predetermined structure.
This makes it possible to utilize a variety of simula-
tion models, parameter configurations, etc. that
are tailored to developers' demands while still
guaranteeing automated configuration/setup that
is compatible as “simulation as a service”.

1.3.3 Simulation as a service (SAAS)

The SAAS supported and enabled by the OTA af-
fords the option of utilizing components as well as
tools across domains that are supplier-neutral. It is
thus possible to combine a multitude of commer-
cially available simulation tools, models, evaluation

metrics and test specifications from different sup- -

pliers in such a way as to take advantage of free
market principals. The days where suppliers of-
fered one end-to-end solution for all problems are
definitely over. Nowadays, different solutions have

to collaborate and the component exchangeability
Is needed, which manifests itself in a dominant
mode of thought and a generally preferred engi-
neering design principal for CAV testing.

All in all, SAAS will shape future development, test
and validation procedures for both Al components
and CAVs. Current engineering design principals,
which are already outdated for this engineering
task, will be gradually replaced by "as a service”
approaches, and these will shape the future of
complex testing procedures.

1.4 Engineering tasks

The proposed OTA allows for a diverse range of
different engineering tasks in the field of CAV and
Al testing. To keep this section sufficiently brief,
the authors will focus on the following example
engineering tasks, while noting that these do not
indicate any restriction of applicability. Thus, the
OTA supports the entire spectrum of CAV and Al
testing.

The engineering task of identifying critical scenari-
os [6], which can be regarded as a sub-set of sce-
nario mining, is a well investigated task that relies
quite heavily on simulation. The main challenge of
these approaches is to mine scenarios in the light
of a predefined metric that reflects requirements
that determine which scenarios should be identi-
fied. Criticality parameters are primarily used to
mine challenging scenarios that are subsequently
used in testing in the validation phase of a CAV or
Al component. The scenario mining schemes are
usually set up in a unigue fashion based on a com-
mercial simulation tool. While this way of develop-
ment is obviously outdated, the issue can be re-
solved using the OTA. The advantage of using
various components, medels and tools in a stand-
ardized architecture is that it maximizes independ-
ence and exchangeability. Even the metrics that
are of vital importance for these methods can be
exchanged easily. The same applies to tools and
models, as well as to parameter sets, which
change frequently during testing.

Furthermore, the search for "corner cases” and
their safety-related role is another important engi-
neering task that is considered here. Work on in-
vestigating corner cases focuses on the limits of
the known parameter spaces, on the corners of
extreme circumstances that do not often occur.
The purpose of the tests that are performed is to
generate knowledge about the extreme limits of
the parameter spaces. This is another area where
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the flexibility of the OTA can be exploited. In this
case, the exchangeability of models is important,
because the validity of the simulation models is
deliberately directed to the edges of parameter
spaces in order to permit corner case testing.

Direct access to the repository of critical scenarios
provides a starting point for further investigation.
The OTA makes it possible to exchange, use and
reuse critical scenarios for different test environ-
ments, such as MIL, SIL, HIL, etc. Thus, the OTA
provides a flexible way of incorporating these test
environments and utilizing them across various en-
gineering tasks. In the case of corner cases, com-
bining the OTA with a testing procedure can direct
testing activities towards a predefined metric, for
example, criticality indicators such as TTC. If re-
quired, the test environment can be exchanged to
improve test validity by using HIL/PIL or even tests
conducted on a proving ground up to data gath-
ered on public roads.

This exemplifies how the OTA supports engineer-
Ing tasks and deployment procedures and offers a
novel approach to using automatically configured
SAAS schemes to test Al components and CAVs.

1.5 Simulation-enabled testing and
deployment procedures

Considering the entire spectrum of testing and de-
ployment procedures that simulation enables,
ranging from purely virtual procedures to tests on
public roads, a number of important characteris-
tics and differentiating factors need to be ad-
dressed. It is not necessarily the case that a test on
a proving ground is more valid than a simulation
or vice versa. Depending on the measurement
equipment available at a proving ground, inaccu-
racies arise. Furthermore, it is often claimed that
simulation is cheaper and more efficient than real-
world testing. This is also debatable, given the
computing power required to model the entire
world accurately in a simulation run. However, the
claim that virtual testing requires less effort holds
to some degree. Its validity rises when the proce-
dure tends towards real-world testing by design
using, for example, HiL/PiL/ViL. Conversely, this
does not mean aiming for perfection when using
virtual methods, but introducing more real-world
elements into the testing procedures rather than
constantly increasing the quality and complexity of
the simulation models. This is in line with the idea
that simulation results should be valid enough for
the engineering task in question.

If greater guality and precision are needed, mixed
and hybrid-reality procedures come into play.
These procedures use real components and con-
front them with virtual stimuli. For example, a re-
al-world CAV is driving on a proving ground while
the other test participants are simulated. The sen-
sor object-list can be overwritten to deceive the
CAV into assuming that other participants are per-
forming driving manoeuvres nearby, and the CAV
reacts accordingly. This is an alternative to proving
ground tests utilizing other test vehicles and pos-
sesses many advantages, including test reproduci-
bility, damage mitigation when testing critical sce-
narios, etc.

Introducing real-world test vehicles on a proving
ground can be considered the next step towards
real-world testing. Nevertheless, the fact that the
tests are performed in a confined space consti-
tutes a simplification even though all of the test
participants — including the test environment - are
real-world objects. The test results are error-prone
due to measurement inaccuracies. Even if an inde-
pendent monitoring system is installed, measure-
ment precision increases but cannot be mitigated
entirely.

The same can be argued for tests conducted on
public roads. In this case, there is no longer any
simplification compared to virtual and hybrid real-
ity procedures or proving ground tests. The real
bottleneck for public road testing is the monitor-
ing system, which relies on a variety of sensor per-
ceptions, making the measurement inaccuracies a
difficult challenge to overcome. Monitoring sys-
tems rely on various sensors simultaneously to in-
crease measurement integrity and minimize errors,
such as misclassifications.

As a framework, the OTA’s run component pro-
vides all the above-mentioned testing and deploy-
ment procedures summarized for virtual testing
SILMIL, mixed and hybrid reality approaches HiL/
PiL/VIL as well as proving ground and public road
testing.

1.5.1 Parameter variation

Parameter variation is vital for comprehensive test-
ing. For this reason, the OTA predefines the SUT
and operational environment as key aspects with-
in the run component. It is important to notice
that the parameter variation described in this sec-
tion is intended for test design and thus not for
numerical precision nor the non-design parame-
ters that are embedded in the simulation models



for validity reasons. The parameters described are
therefore designed to create a variety of circum-
stances which create systematic tests for' CAVs
and Al components. Figure 1.7 shows the SUT and
the operational environment, including parame-
terizable examples.

In this example, the SUT is defined as a CAV driv-
Ing on a highway representing the operational en-
vironment. Note that this configuration can be en-
tirely different, as mentioned before, but this
example is being used in this case to explain the
aspects of this section. The CAV in this example
consists of driving functions, sensors and vehicle
dynamics. This represents the minimum set needed
to model a CAV. The operational environment
contains static components, such as roads, road
markings and traffic signs, as well as dynamic
components, such as vehicles and weather condi-
tions, to name but a few, All of these components
can be parameterized within a certain bandwidth.
The parameters can be static, a part of a model
and therefore described as a differential equation
Or as an automaton.

Tests can be generated through specific variation
of these parameters. Now the basic principle of
parameter variation has been clarified, the specifics
and details for these examples can be discussed.
In addition, questions arise if the non-design pa-
rameters are varied as well and what kind of ef-
fects are anticipated and if the design parameters
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can be decoupled from non-design parameters in
all cases,

To keep this section brief, further examples and
engineering tasks will not be added.

1.5.2 Cooperative and automated vehicle
(CAV)

Given the parameters of a CAV, it seems reasona-
ble to separate the design parameters from the
non-design parameters. It should be noted that
the non-design parameters, such as vehicle mass
and center of gravity, can be very well design pa-
rameters in the general vehicle development pro-
cess, but not when focusing on testing of CAV
driving functions. These so-called non design pa-
rameters play a vital role in determining simulation
model quality and need to be generally considered
while designing a motion control algorithm, for
example. As regards test generation, the more in-
teresting design parameters are those used to
make driving strategy decisions, fuse the sensor
perceptions or control vehicle motion. Figure 1.8
shows a CAV with example design and non-de-
sign parameters.

CAV design parameters exist along the sense-
plan-act robotic paradigm, an established para-
digm in CAV development. Parameters can be var-
led in a multitude of dimensions throughout the
paradigm. The challenge to be overcome emerges
in the development of methodologies on how to
vary parameters purposefully and effectively. The
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Figure 1.7:
Parameters of a
CAV (system
under test, SUT)
driving on a
highway (opera-
tional environ-
rment)

Figure 1.8;
Example design
and non-design
parameters of
a CAV
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controller parameters, for example, directly influ-
ence the motion of the CAV, resulting in a more
aggressive or defensive elimination of the control
difference based on the reference value provided
by the trajectory planner. Changing theses param-
eters has a direct effect on safety while simultane-
ously influencing other requirements, such as en-
ergy efficiency, driving comfort, etc. Joint efforts
to resolve these issues can be found in the PE-
GASUS family initiative [9], [10], [11] and pub-
lished research papers [12], [13], [14] and [15], to
name but a few sources for the interested reader.

At all events, the OTA provides the option of in-
corporating yet undeveloped methodologies in
the illustrated components. The OTA’s bus sys-
tem-like configuration makes it possible to en-
hance further OTA components that might be re-
quired once these methodologies have been
developed and agreed.

1.5.3 Operational environment

Parameters for test generation are mostly depend-
ent on the domain the SUT is supposed to operate
in, also known as the operational environment. It
s not a trivial task to describe the operational en-
vironment systematically in all its complexity. Re-
searchers within the PEGASUS family initiative de-
signed a six-layer model categorizing a vertical
layer structure comprising layer 1 (road networks),
layer 2 (roadside structures), layer 3 (temporary
modifications of L1 and L2), layer 4 (dynamic ob-
jects), layer 5 (environmental conditions), layer 6
(digital information) [16]. Within this structure, pa-
rameters can be assigned and varied within a pre-
defined structure and categorization. Considering
the OTA, this model can be used as a guideline for
setting up the operational environment and clus-
tering parameters.

The 6-layer model currently addresses Al-specific
features that could be added to enhance the oper-
ational environment description. The Al-specific
features mostly focus on perception, and for this
reason, the model should be enhanced by adding
sensor-specific aspects as well as reflecting object
properties that affect sensor impressions. Sensor

characteristics are difficult to model using simula-
tion approaches while, unfortunately, perceptihn
failures are one of the major causes of critical sce-
narios. Since perception is the first part of the
sense-plan-act paradigm, errors made at the start
of the chain are difficult to eliminate later on.

An additional challenge, especially for simula-
tion-based approaches, is going to be the valida-
tion of the digital twin of the operational environ-
ment. A lot of effort is going into developing the
perfect sensor models for standard camera, radar
and lidar sensors, but the digital world and all the
reflections of the objects in the environment must
be modelled as well in order to obtain an accurate
sensor impression. This task is even more difficult
than sensor modelling itself and needs further in-
vestigation in subseguent research.

However, the issues of how significant the critical-
ity parameters are and how the deduction of criti-
cal scenarios as well as criticality parameter re-
gions can be identified in an efficient and practical
manner are still subject of current research. Most
current approaches lack practicability, or to put it
in more directly terms, current proposed method-
ologies still have to withstand the credibility test
best summed up by saying the tyre needs to hit
the road at some point. In other words, theoretical
considerations need to applicable and practicable.

Whatever methodology, or, as is more likely, set of
methodologies prevail, the OTA can provide a
framework consisting of every necessary simula-
tion-enabled testing and deployment procedure.
Thus, there are no enforced restrictions on meth-
odologies and approaches. Because of the generic
setup, the OTA supports the application of all
methodologies that are developed for future test-

ing.

1.6 Summary and outlook
The application landscape for simulation-enabled

- development, test and validation methods appears

to be continuing to grow. It is noticeable that this
growth seems to be accelerating over time, indi-
cating that demand for these methodologies is
more likely to increase in the future. That is why
these methods require sophisticated frameworks
and architectures to handle the complexity that in-



trinsically arises when focusing on the develop-
ment, testing and validation of applications, such
as cooperative and automated driving and Al
components.

In recent years the DevOps cycle has gained in-
creasing popularity among the engineering com-
munity working on the above-mentioned applica-
tions. This can be attributed to this framework's
advantage in covering the entire product lifecycle.
Moreover, it makes updates and functional im-
provements to systems that have been released
and are in use feasible.

Within this framework, simulation needs a generic
architecture that permits exchangeability and
standardized components and interfaces. The OTA
provides this in a bus system-like setup. This archi-
tecture allows for SAAS procedures while permit-
ting automated configuration of both individual
components and the entire architecture.

The possibility of tackling a large variety of engi-
neering tasks, such as identifying critical scenarios,
as well as simulation-enabled testing and deploy-
ment procedures such as systematic parameter
variations, gives the OTA a major advantage when
combined with existing simulation-based methods
and procedures.

The aspects presented in this article are key areas
for future research and refinement. Further inves-
tigations of applicability to various engineering
tasks in practice need to be carried out. It is going
to be interesting to see which engineering tasks
will be challenged utilizing these procedures,
methods and tools.

The authors conclude by emphasizing the impor-
tance of standardization in this field, since a high
level of standardization is crucial to satisfying the
requirements outlined in this article.
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