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http://creativecommons.org/licenses/by-sa/4.0/
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NON USCIRETE DI QUI OGGI CON UN DMP PRONTO
e ‘ O SO MA CON GLI STRUMENTI PER SCRIVERLO — OGNUNO DIVERSO

1) NON E FACILE GESTIRE | DATI e

~ 2) NON C’E UNA RICETTA, OGNI DATASET UNICO W
3) CI SONO MOLTI ASPETTI DA CONSIDERARE \
4) MOLTI STRUMENTI DA IMPARARE A USARE
5) SEMBRA RICHIEDERE COSI TANTO TEMPO

6) MA | BENEFICI SONO ENOOOOOOOOOORMI
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. -..vi & mai capitato..:

DI AVERE | DATI SUL COMPUTER
DEL PhD CHE POI SE NE E
ANDATO??

DI PERDERE DATI?

_ DI CHIEDERE DATI DOPO AVER
LETTO UN ARTICOLO E IL
COLLEGA NON LI TROVA PIU??

DI APRIRE DATI ALTRUI E NON
RIUSCIRE A LEGGERLI??



ightmare ™
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‘ UBO DEL DATA STEWARD: N .. EIN PIU:
\\ - NESSUN BACKUP - DATI PRODOTTI CON FONDI PUBBLICI .
- NESSUN SOFTWARE DI - PUBBLICATI SU SCIENCE CHE LI RICHIEDE
ACCOMPAGNAMENTO - UTILI A UNA RICERCATRICE DI AREA

- NESSUNA LEGENDA DATI DIVERSA

o


https://www.youtube.com/watch?v=N2zK3sAtr-4&ecver=2
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: ’} 1.1 PERCHE DOBBIAMO.
1
y 7 DIRETTIVA OPEN DATA
‘; J/J).-/ l . i \ 2 26.6.2019 Gazzetta ufficiale dell'Unione europea L 172/56
==Y ‘J 8 :j:: -A | 8 DIRETTIVA (UE) 2019/1024 DEL PARLAMENTO EUROPEO E DEL CONSIGLIO
e e iy - )
— i i 4 del 20 giugno 2019
| " ,. e el A - relativa all'apertura dei dati e al riutilizzo dell'informazione del settore pubblico
g | Jn__’im_ ’ Open data directive
TE| L4y Al ,
- f '} 17 i .
—— | e ——— 5
J )l Application Programme Interfaces (APIs).
=1 = j": — S ey © Limit the exceptions which currently allow public bodies to charge
. -'-}) ""j_’jf“ ": e Bl more than the marginal costs of dissemination for the re-use of their
- DL = data.
] e |[Enlarge the scope of the Directive to:

« data held by public undertakings, under a specific set of rules. In
principle, the Directive will only apply to data which the undertakings
make available for re-use. Charges for the re-use of such data can be

above marginal costs for dissemination;

sy | DATI DELLA RICERCA SONO INCLUSI NELLA DIRETTIVA «OPEN DATA». R
DEVONO ESSERE APERTI AL



https://ec.europa.eu/digital-single-market/en/european-legislation-reuse-public-sector-information
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1.2 PERCHE DOBBIAMO.

Horizon Eurone'— Grant Agree‘\ment\f

H O R | ZO N E U RO P E SPECIFIC RULES

A

\

V.1 Feb 2021

Horizon Europe (HORIZON)
Euratom Research and Training Programme
(EURATOM)

General Model Grant Agreement
EIC Accelerator Contract

The beneficiaries must manage the dieital research data generated in the action (“data’) ihibinied

responsibly, in line with the FAIR principles and by taking all of the following actions:

establish a data management plan (‘DMP") (and regularly update 1t)

as soon as
trusted repository: if required in the call conditions, this repos

in the EC

ompliance with EOSC requirements

as soon as possible and within the deadlines set out in the DMP, ensure open access —
via the repository — to the deposited data, under the latest available version of the
Creative Commons Attribution International Public License (CC BY) or Creative
Commons Public Domain Dedication (CC 0) or a licence with equivalent rights,
following the principle ‘as open as possible as closed as necessary’, unless providing
open access would in particular:

be against the beneficiary’s legitimate interests, including regarding

commercial exploitation, or
be contrary to any other constraints, in particular the EU competitive interests

or the beneficiary’s obligations under this Agreement; if open access is not
provided (to some or all data), this must be justified in the DMP

GESTITI RESPONSABILMENTE [ ]
IN UN TRUSTED REPOSITORY [ ]
AS CLOSED AS NECESSARY

e 21

ossible and within the deadlines set out in the DMP. deposit the data in a
ry must be federated \



https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/agr-contr/general-mga_horizon-euratom_en.pdf

1.3 PERCHE DOBBIAMO. -at
C;E EOSC Vienna, Nov.23, 2018

We, Ministers, delegates and other participants attending the launch event of the
European Open Science Cloud (EOSC):

1. Recall the challenges of data driven research in pursuing excellent science as stated in the “EOSC Declaration” signed in
Brussels on 10 July 2017.

2. Reaffirm the potential of the European Open Science Cloud to transform the research landscape in Europe. Confirm that

the vision of the European Open Science Cloud is that of a research data commons, inclusive of all disciplines and Member
States, sustainable in the long-term.

PRI IR AL

3. Recognise that the implementation of the European Open Science Cloud is a process, not a project, by its nature
iterative and based on constant learning and mutual alignment. Highlight the need for continuous dialogue to build trust and
consensus among scientists, researchers, funders, users and service providers. P

4. Highlight that Europe is well placed to take a global leadership position in the development and application of cloud
services for Science. Rea

et SEANILESS ACCESS TO OPEN BY DEFAULT sl
5. Recall that the Council FAIR DATA

9. Call for the European Open Science Cloud to provide all researchers in Europe with seamless access o an

open-by-default, efficient and cross-disciplinary environment for storing, accessing, reusing and processing research data
supported by FAIR data principles.

roadmap and the federated

Science Cloud a reality, hinting at the need to further strengthen the ongoing dialogue across institutions and with stake-
holders, for a new governance framework to be launched in Vienna, on 23 November 2018.



https://eosc-launch.eu/fileadmin/user_upload/k_eosc_launch/EOSC_Vienna_Declaration_2018.pdf

ignifica anche datala

’(’ ‘ \ \ ( ~3 the European

Open Science Cloud

”

The number of people with these skills needed to effectively operate the EOSC is, we estimate,
likely exceeding half a million within a decade. As we further argue below, we believe that the
implementation of the EOSC needs to include instruments to help train, retain and recognise this
expertise, in order to support the 1.7 million scientists and over 70 million people working in

innovation®. The success of the EOSC depends upon it.

- WE NEED 500.00 DATA STEWARDS @ &
- DATA STEWARDS ARE ONE OF THE ' )
CRITICAL SUCCESS FACTORS OF s T,
EOSC

of the
European Open Science Cloud (EOSC)
SRlA 1 0 Version 1.0 15 February 2021

7.4. Critical success factors

| The developments and expected impacts described above will not happen spontaneously. For
these benefits to materialise a number of critical success factors (CSFs) must be in place. The
following CSFs have been identified for EQSC:

e Researchers performing publicly funded research make relevant results available as
openly as possible;
e Professional data stewards are available in research-performing organisations in

Europe to help implement FAIR principles and support Open Science;
Uy 4 " )



https://ec.europa.eu/research/openscience/pdf/realising_the_european_open_science_cloud_2016.pdf#view=fit&pagemode=none
https://www.eosc.eu/sites/default/files/EOSC-SRIA-V1.0_15Feb2021.pdf

& KOBENHAVNS UNIVERSITET 06/04/202

Education core content

This 1-year degree should build upon students’ educational/job background through domain specific data
m n r f‘ knowledge and leverage with theoretical and practical competences.
y The education can be viewed as a Data Steward specialisation within the domain of their previous degree/jobs. The

education contains 60 ECTS and is expected to finish witha 15 ECTS project.

Preliminary Content
The 60 ECTS should be distributed among the following main areas:
+ 22,5-30 ECTS: IT competences - including computational thinking, data modelling, data management, data

harvesting, cleaning, and storing, infra-structure (storage & compute). An introduction to data science, machine

° learning, and their derived data needs.
5 KOBENHAVNS UNIVERSITET

« 7,5-15 ECTS: Legal and ethical competences - including GDPR, FAIR, data security, and data & Al ethics.

« 7,5-15 ECTS: Domain specific data competences - including knowledge about data, infrastructure, and practice

C O m pete n Ce P rof i | e within the students primary domain, e.g., health, life-science, finance/fintech, or the public sector.

« 15 ECTS: Graduate project (possibly in collaboration with academia, industry, or the public sector)
Competences such as project management, communication skills, and change management should be

A data steward is a data specialist with strong domain-specific knowledge who
understands and appreciates the relevance of data, data sources, data infrastructure
and constraints within a scientific or other application domain.

IT
The future Data Steward must assume ownership and responsibility for data, data
quality, and the data life-cycle as their primary function. They should ensure Systems &
collaboration and coherence between IT competences, quality assurance, security, infrastructure
rules & regulations, and facilitate the application and use o )

externally in the organisation. CO M P ET E N Z E S U |

e . DATI DI DOMINIO + Data Domain
ompetence profile examples

+ Domain-specific data understanding CO M P ETE N ZE /

Data

TECNICHE SU FAIR Steward

Data ownership
& life-cycle

» Ability to ensure that structured and unstructured data
data is modelled, harvested, stored, and maintained in
documented, and regulated fashion with focus and findability,
accessibility, interoperability, and reusability.

+ Competences to facilitate HPC (High Performance Computing) Data Users Looa

during development and research through handling of large- e rmavarch Rules,

scale data in public and private enterprises. and dev, e.g. ML regulations,
ethics

« Understanding of and competences within legal, ethical and
security aspects of data handling, data sharing, e.g., integrity and
GDPR.

Copenhagen Univ. June 17 2020



https://docs.google.com/presentation/d/1YoJbQFqpMOoRFRPUnfZ0pH8Xh4Yds5pbnPXVv6CZtSg/edit#slide=id.p
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Final report to the National Forum
for Research Data Management (DM Forum

.

.

Data stewards profil

THE ADMINISTRATOR
Establish good practices in
compliance and data privacy
Fast learner with a structured and
analytical mindset
Focus on execution and seek
challenges in strategic development
Implement solutions and educating
end-users about them
Passion for policy and IT security
Positive attitude on cloud solutions
Risk assessments while having
disciplinary knowledge
Team player with can-do attitude
towards processes and operations

THE ANALYST

* Ensure data quality

* Enthusiasm in cloud
solutions
Fast learner and innovative
on building custom software
and databases
Good at multitasking
Programming skills in
statistical and data analysis
Seek challenges, have
positive attitude towards
reporting

THE DEVELOPER

* FAIR principles advisor and
good at data planning and
governance
Focus on collaboration and
knowledge sharing to raise
business awareness
Innovative thinker who
develops procedures and
guidelines
Innovative thinking
concerning master data
management
Passionate about process
optimization via good project
management
Working in a team with
compliance and data privacy

PROFILI gzggnps' ;gn'rc\g Sto establish
ADMINSTRATOR
- ANALYST
- DEVELOPER

- AGENT OF CHANGE

THE AGENT OF CHANGE
+ Agile mindset and enthusiasm

Client and customer oriented,
understanding both users and
processes and operations
Developing user friendly
procedures and guidelines
Educate users on ethics and
the responsible conduct of
research

Focus on execution of policy
and strateqy awareness
Passionate to implement
solutions via project and
change management

B


http://www.atmospheric-chemistry-and-physics.net/peer_review/interactive_review_process.html
https://doi.org/10.5281/zenodo.3609515

Search Hours & locations  Borrow & request  Research support Abe

Data management

OUU\J bk 1101

https://libraries.mit.edu/data-management/share/journal-requirements/

UN NUMERO CRESCENTE DI
RIVISTE CHIEDE DI
PUBBLICARLI INSIEME -
ALUARTICOLO PER 71 R asnmss
TRASPARENZA E e N
_RIPRODUCIBILITA


https://libraries.mit.edu/data-management/share/journal-requirements/

2. PERCHE Cl
CONVIENE.
NELLE CRISI SI CAPISCE
LA LORO IMPORTANZA

The Value of RDA for COVID-19

<

(D

DATA ALLIANCE


https://www.rd-alliance.org/value-rda-covid-19-0
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What are the Key Recommendations?

The RDA COVID-19 Recommendations and Guidelines are aimed at developing a systematic approach
for data sharing in public health emergencies that supports scientific research and policymaking,
including an overarching framework, common tools and processes, and principles that can be embedded
in research practice.

Science through policy and investment. term preservation and sustained access to their data

Coordinate cross-jurisdictional efforts to foster global Open 8 Use Trustworthy Data Repositories committed to the lopg-
holdings.

Incentivise early publication and release of data and software

outputs. 9 Expedite article and data review processes, prioritising and
fast-tracking data at all stages.

Invest in state-of-the-art IT, data management systems

e e e 10 Balance ethics and privacy, taking into account public

interests and benefits while addressing the health crisis.

Data, software and models should be timely and FAIR:
Findable, Accessible, Interoperable, Reusable.

11 chess should be as open as possible and as closed as ]

ecessary.

[Require the use of Data Management Plans. ]

encryption, privacy protection, and de-identification to

1 2 Seek technical solutions that ensure anonymisation,
increase trust in data sharing.

Use common generic as well as domain-specific metadata
standards, and persistent identifiers.

Provide documentation of context, methodologies used to 13 [Provit:‘lle legal frameworlfs that mmte sharing of ]
define, construct, and compile data, data cleaning and quality surveillance data across jurisdictions and sectors.
checks, data imputation, and data provenance.

COVID RDA

A Collaborative Cross-Duscnplmary Effort

A T L A=



https://www.rd-alliance.org/system/files/FINAL_RDA%20COVID-19%20Recommendations%20and%20Guidelines%20on%20Data%20Sharing%20Infographic.pdf
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... HARVARD UNIVERSITY
Vision

Research Data Management @Harvard

5 { ‘ TI 1I
; Vision
3. PERCHE SONO ?r:,-rrri h Jat ila are an important asset to our University and our researchers.
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DI UNA SCIENZA
SOLIDA E DI UNA
RICERCA
RESPONSABILE



https://researchdatamanagement.harvard.edu/vision
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4. PER INTERESSE.
PERCHE | DATI S|
PERDONO

Sl | e 2021 la Repubblica ABBONATI | QuOTIDIANO[R] | A
marzo TRt (CPOPYRIGHT-tvlic.

OVH. dall'incendio ‘ . | il backup: definizione (meno seria)
9 =4" 1 S - - o ~

del datacenter di |

Strasburgo disagi

anche per i comuni

Il backup & quella cosa che andava fatta prima.

italiani

(fonte: Proverbio cinese)

di Alessandro Longo

A Pavia, Cattolica, Trapani e altre citta finiscono offline siti e servizi pubblici dopo l'incidente
nella citta francese. LAgenzia delle Entrate esclude che i rallentamenti registrati oggi siano
legati all'episodio. Per gli esperti é la conferma che bisogna accelerare la migrazione a un
cloud pubblico, come detto anche dal ministro all'innovazione Vittorio Colao ieri



https://blogs.ch.cam.ac.uk/pmr/2011/08/01/why-you-need-a-data-management-plan/
https://www.repubblica.it/economia/2021/03/10/news/l_incendio_di_ovh_manca_offline_siti_e_servizi_di_comuni_italiani-291648493/

Parliamone [dal corso febbraio 2021]
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rEcu;:rEmI:}ill per obsolescenza
Non mi € mai capitato di pefderll Non

irrecuperabili per obsolescenza
ompatibilita (dotu ASCII) Avolte e
stato un problema ricordarsiil
significato delle colonne a causa di
na insufficiente descrizione.

Li conservo nel mio pc o hard disk
esterno. O/E NAS del laboratorio S, &
capitato, che dati non backupati™ si
perdessero percheé la macchina si era
rotta...




Perché occuparci dei daﬁi? Y .\
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Scientists losing data at a rapid rate 2013

380% PERSI
ENTRO 20 ANNI |

B, W i 5. PERCHE | DATI SONO
~ . ‘ FRAGILI... E DOVERLI
2 o5 * " PRODURRE DI NUOVO COSTA

..ECCO A COSA SERVE IL
DATA MANAGEMENT PLAN.
NON E SOLO L'ENNESIMA NOIA
BUROCRATICA


http://www.nature.com/news/scientists-losing-data-at-a-rapid-rate-1.14416
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| DATI POSSONO ESSERE
MANIPOLATI...E VOSTRO

INTERESSE PRIMARIO EVITARL

| ¢“' : 2 4

Nikolai lvanovich Yezhov was head of the People's
Commissariat for Internal Affairs until fell from Stalin's
favor and power. Among art historians, he also has the
nickname "The Vanishing Commissar® because after his
execution, his likeness was retouched out of an official
press photo; he is among the best-known examples of
the Soviet press making someone who had fallen out of
favor "disappear”.

Lazzeri-Di Donato RDM, 2020



https://doi.org/10.5281/zenodo.4326562

7. PERCHE ALCUNI SONO UNICI E
IRRIPETIBILI (EVENTI SISMICI O ;
METEOROLOGICI)




8. PERCHE POSSONO ~ WESSMEE  SpEssO N MODO
FSSERE RIUTILIZZATI [ INEDITO

«THE COOLEST THING TO DO WITH YOUR DATA WILL BE THOUGHT OF BY SOMEONE ELSE» [R.POLLOCK]

4 . R L e LA

Astronomers Find Elusive Planets in Decade-Old Hubble Data 10.06.11

In a painstaking re-analysis of Hubble Space Telescope images from 1998, astronomers have found visual evidence for two
extrasolar planets that went undetected back then

Finding these hidden gems in the Hubble archive gives astronomers an invaluable time machine for comparing much earlier
planet orbital motion data to more recent observations. It also demonstrates a novel approach for planet hunting in archival
Hubble data

Exoplanet HR 8799



©.

\ >> Funded Data for Science,

.
S—

ERCHE LACCESSO Al [ 28

DATI FAVORISCE
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Enhanced Access to Publicly

@) OECD

Technology and Innovation

£ 7 main challenges addressed

2/ Discoverabiidy/findability, machine @
A/ Defnition of responsibiity and ownership @ T

6/ Building human and Iinstitutional capabilities %

Enhanced Access to Publicly

Funded Data for Science
Technology an

@» OECD OECD data



https://www.oecd-ilibrary.org/docserver/947717bc-en.pdf

cuparci dei dati?

Data creates a bridge betweet
spawning discovery and innovz
the hard sciences. Data dissol
channels of communication, li
commercial opportunities. Dat
to create a better world for all.

e
Sk 9
- 10. | DATI CREANO PONTI
§ FRALE DISCIPLINE... o e



https://www.weforum.org/agenda/2012/01/davos-2012-decoding-the-data-deluge/

m—— ' ..E NON E INDIFFERENTE PER LE

MISSIONS DI HORIZON EUROPE...

. . 1 T . . . - .
missions sono interdisciplinari] - §

r— . =

Mission areas
5 mission areas have been identified, each with a dedicated mission board an
help specify, design and implement specific missions in Horizon Europe

Mission area: Adaptation to climate change including societal transformation

Mission area: Cancer EU missions will T
Mission area: Climate-neutral and smart cities « be bold, inspirational and widely relevant to society

« be clearly framed: targeted, measurable and time-bound
Mission area; Healthy oceans, seas, coastal and inland waters « establish impact-driven but realistic goals

« mobilise resources on EU, national and local levels

Mission area: Soil health and food Horizon Europe « link activities across different disciplines and different types of research and innovation

« make it easier for citizens to understand the value of investments in research and innovation


https://ec.europa.eu/info/horizon-europe-next-research-and-innovation-framework-programme_en
https://ec.europa.eu/info/horizon-europe/missions-horizon-europe_en

iy with rese,

We know there are cor ' ns but
approaches for integrity tend to iocus on researchers

=
The way in which we measure su ; prol atic and could even I - I >
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lead to integrity issues : I* ﬂ
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Moemie Aubert Bo

Indicators used to advance re L T igr with
indicators needed to advance

DORA community call March 24, 2021 |NTEGR|TA Sl VAI—UTA SUI—
' PROCESSO NON SUL
RISULTATO FINALE

Welcome  The Turing way

ALLEA .

ALL European
Academies

ROTECT
coua ”“"’/ umwulllvy
, R lal i
o @ : s
} e
~ AN m The European
“" C\

Code of Conduct for

Research Integrity
REVISED EDITION

7
TO0 EASY £
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11. PER ESSERE 12. PER LINTEGRITA
RIPRODUCIBILI DELLA RICERCA

|
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https://ec.europa.eu/research/participants/data/ref/h2020/other/hi/h2020-ethics_code-of-conduct_en.pdf
https://the-turing-way.netlify.app/welcome.html
https://sfdora.org/2021/03/08/dora-community-call-overcoming-obstacles-to-align-research-assessment-with-community-values/

I debito pubblico deprime la crescita? Il clamoroso
Reinhart e Kenneth Rogoff 2013

errore di Carmen

13. PER PERMETTERE [sre High Public Debt Consistently Stifle Economic
VALIDAZIONI E Growth? A Critique of Reinhart and Rogoft
Thomas Herndon* Michael Ash Robert Pollin
CONTROLLI |

April 15, 2013

(E SCOPRIRE ERRORI) Herndon, 2013

JEL cobpes: E60, EG62, EG6H

Abstract

We replicate Reinhart and Rogoff (20104 and 2010b) and find that coding errors,
selective exclusi { avail: : onventional weighting of summary statisti
. lead to sent the relationship between pub

and GDP growth among 20 advanced economies in the post-war period. Our finding is

* ESCLUSIONE SELETTIVA DI DATI
SCHEMA NON CONVENZIONALE DI PESATURA DEI DATI
* ERRORE NEL FOGLIO DI CALCOLO PER SELEZIONARLI



https://www.youtube.com/watch?v=dXKbkpilQME
https://keynesblog.com/2013/04/18/il-debito-pubblico-deprime-la-crescita-il-clamoroso-errore-di-carmen-reinhart-e-kenneth-rogoff
http://www.peri.umass.edu/fileadmin/pdf/working_papers/working_papers_301-350/WP322.pdf

= Q\ scienzainrete Curiosamente, la posizione espressa dal professor Doshi € stata criticata non su basi

o s o e smspunnicn preensione emsa v SCIENtIfiche (che so: errori di metodo, ambiguita negli obiettivi da raggiungere,
Jan 19, 2021

g Utilizzo di software e strumentazioni inadatte) ma dell’opportunita politica e del
principio di autorita. Cioé su presupposti diametralmente opposti a quelli di una
Le ragioni di Peter Doshi sui
vaccini: ""Fidati, ma verifica"

COVID-19/Filosofia

PR —— Chi pratica il metodo scientifico ha la testarda abitudine (incomprensibile ai piu) di

trarre conclusioni dall’analisi di dati secondo i criteri di un'ipotesi di ricerca e

applicando un metodo che consente la verificabilita intersoggettiva dei risultati.

Questo atteggiamento mentale é diametralmente opposto a chi basa le proprie

opinioni e—peggio— decisioni sulla “fiducia” (spesso tramutata in “fede”) e dunque

sull’autorita di eminenze varie. Non discuto questo atteggiamento nell'ambito

religioso; ma in quello laico, quello della scienza, si. Se un dogma esiste, nella

e ———— Dratica del metodo scientifico, & quello della metodicita del dubbio. insieme a

quello dell’assenza di certezze. Un teoria s thebmjopinion it — Topic
quando vale. E successo, tanto per fare un ¢

di fuori dei laboratori, con la gravitazione d
Peter Doshi: Pfizer and Moderna's “95% effective” vaccines—

we need more details and the raw data

Five weeks ago. when | raised questions about the results of Pfizer's and Moderna's [ 53

covid-19 vaccine trials, all that was in the public domain were the study protocols and

a few press releases. Today, two journal publications and around 400 pages of summary data
are available in the form of multiple reports presented by and to the FDA prior to the agency's
emergency authorization of each company’s mRNA vaccine. While some of the additional
details are reassuring, some are not. Here | outline new concerns about the trustworthiness

and meaningfulness of the reported efficacy results.


https://www.scienzainrete.it/articolo/le-ragioni-di-peter-doshi-sui-vaccini-fidati-ma-verifica/andrea-monti/2021-01-19
https://blogs.bmj.com/bmj/2021/01/04/peter-doshi-pfizer-and-modernas-95-effective-vaccines-we-need-more-details-and-the-raw-data/

UN ARTICOLO SENZA | DATI £ SOLO
LA «PUBBLICITA» DELLA RICERCA
NON DA CONTO DEL PROCESSO
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14. PER UNA
SCIENZA SOLIDA

/ WaveLab and Reproducible Research f‘

Jonathan B. Buckheit and David L. Donoho

An article about computational science in a scientific publication is not the

[scholarshup itself, it is mereljadvertising of the scholarship] The actual schol-

arship is the complete software development environment and the complete set

of instructions which generated the figures.

¥ X § \
/ f c il cetind) WSEHP -t ddnt-t e
= / AnEN.
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Stanford University, Stanford CA 94305, USA

74
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https://memegenerator.net/instance/64979477/case-closed-judge-judy-data-or-it-didnt-happen
https://statweb.stanford.edu/~wavelab/Wavelab_850/wavelab.pdf
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Is withholding your data simply bad
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NESSUN DATO?
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scientific misconduct? Nicole Janz argues that if you don't share your data, you are = S OS P ETTOSO S E N O N C | SO N O

breaking professional standards in research, and are thus committing scientific misconduct

Classifying data secrecy as misconduct may be a harsh, but it is a necessary step.

Gold Standard Questionable Research Scientific
Research Integrity Practices Misconduct

T

Data secrecy

Open data P-hacking Fabrication
Open code Sloppy statistics Falsification
Pre-registration Peer review abuse Plagiarism
Version control Inappropriate research design

Not answering to replicators

Lying about authorships



https://twitter.com/alastairdunning/status/968453078218395648
http://blogs.lse.ac.uk/impactofsocialsciences/2015/07/03/data-secrecy-bad-science-or-scientific-misconduct/
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We could then define data in the
phumanities broadly as all materials

and assets scholars collect, generate

land use during all stages of the
research cycle. In this report we
focus on digital assets.
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DATI = TUTTO CIO CHE VIENE RACCOLTO,
GENERATO E USATO NEL PROCESSO DI RICERCA
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Essentials 4
Data Support

COME SONO RACCOLT] (ESPERII\/IENTI, SIMULAZIONI...)
COME SI PRESENTANO (TESTI, QUESTIONARI, VIDEO...)
IL LORO FORMATO ELETTRONICO (.TXT, .MKV...)

IL LORO VOLUME (BIG DATA...)

IN CHE FASE SONO DEL CICLO (RAW DATA...)
RICHIEDONO

O The way the data is collected. STRUMENTI E
TRATTAMENTI
DIVERSI

O By experimenting, simulations, observations, derived data, reference data.

O The data forms.

O For example text documents, spreadsheets, lab journals, logs, questionnaires, software code,

transcripts, code books, audio and video recordings, photos, samples, slides, artefacts, models, scripts,
databases, metadata, etc.

O The formats for electronic storage of the research data.
O The size (volume) of the data files.

O The research lifecycle phase the data is in. Univ. Southampton 2016


https://eprints.soton.ac.uk/403440/1/introducing_research_data.pdf
https://datasupport.researchdata.nl/en/start-the-course
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Univ. Southampton 2016

Five Ways To Think About Rescaivii vaia

Science has progressed by ‘standing on the shoulders of giants’ and for centuries research
and knowledge has been shared through the publication and disemmination of books.
papers and scholarly communications. Moving forward much of our understanding builds
on (large scale) data sets which have been collected or generated as part of this scientific
process of discovery. How will this be made available for future generations? How will
we ensure that, once collected or generated. others can stand on the shoulders of the data
we produce?

Deciding on how to look after data depends on what your data looks like and what
needs to be done with it. You should find out if your discipline already has standard
practices and use them. We hope that this brief introduction will give some templates of
what is already being done in a few disciplines and enable you to start thinking about
what you might do with your research data to make it accessible to others.

Further University of Southampton guidance can be found on the library’s web site
http://library.seton.ac.uk/researchdata. Any research data management questions can
be emailed to researchdata@soton. ac. uk.

This part of the guide introduces five ways of looking at research data.

1 Research data collection

The first way of thinking about research data is where it comes from (Research In-
formation Network, 2008). Each of the case studies in Part II illustrates one of these
categories.

Reference data: Example: the reference human genome sequence in Case Study 1
A data set that can be used for validation, comparison or information lookup.
Scientific experiments: Example: materials engineering fatigue test in Case Study 2
Data generated by. e.g. instruments during a scientific experiment.

Models or simulations:  Example: CFD helicopter rotor wake simulation in Case Study 3
Data generated on computer by an algorithm, mathematical model. or the simulation of
an experiment. A computer simulation can help when experiments are too expensive,
time consuming, dangerous or even impossible to perform.

Derived data: Example: chemical structures in chemistry in Case Study 4

A data set created by taking existing data and performing some manipulation to it. Each
data set requires careful curation because the original data may be needed to understand
the new data.

Observations: Example: archaeological dig in Case Study 5

Data generated by recording observations of a specific. possibly unrepeatable. event at a
specific time or location.

— - - s S

2 Types of research data

3 Electronic storage

forms, some electronic and some phys-
ical. Here are some examples:

s Electronic text documents, e.g. text,
PDF. Microsoft Word files

s Spreadsheets

e Laboratory notebooks, field notebooks
and diaries

e Questionnaires, transcripts and code-
books

e Audiotapes and videotapes
e Photographs and films
e Examination results

e Specimens, artefacts and

slides

samples,

e Digital objects, e.g. figures, videos

o Database schemas

o Database contents

* Models, algorithms and scripts

e Software configuration. e.g. case files

e Software pre-process files, e.g. geo-
metry, mesh

e Software post-process files, e.g. plots.
comma-separated value data (CSV)

e Methodologies, workflows, standard
operating procedures and protocols

e Experimental results

e Metadata (data describing data), e.g.
environmental conditions during ex-
periment

Other data files, e.g. literature review
records, email archives

Research can come in many diﬂ"erent»

P.

The third way to think about research
data is how it is stored on a computer.
Here are some of the categories of elec-
tronic data:

Textual, e.g.:
e Flat text files
e Microsoft Word
« PDF
« RTF

Numerical, e.g.:
s Excel
s CSV
Multimedia, e.g.:
e Image (JPEG. TIFF, DICOM)
e Movie (MPEG, AVI)
e Audio (MP3, WAV, OGG)

Structured, e.g.:
e Multi-purpose (XML)
o Relational (MySQL database)
Software code, e.g.:
s Java
o C
Software specific, e.g.:
e Mesh
s Geometry
s 3D CAD
« Statistical model

Discipline specific, e.g.:
e Flexible Image Transport System
(FITS) in astronomy
e Crystallographic Information File
(CIF) in chemistry
Instrument specific, e.g.:
e Olympus Confocal
Data Format
e Carl Zeiss Digital Microscopic Im-
age Format (ZVI)

Microscope

Data can be born digitally, such as a simulation, or ingested into a computer. such as
scanning a photograph. Some data can remain in a non-digital format.

<

kN



https://eprints.soton.ac.uk/403440/1/introducing_research_data.pdf

3 4 Size and complexity of data sets

Another consideration when evaluating research data is the size of the files. These are
subjective, e.g. a set of photographs may be considered to be large to that researcher,
but another researcher may work with three dimensional X-ray data which can be many
times larger.

o Individual large file, e.g. database; virtual machine’s hard disk; raw CT data;
movie

Data categories in this case s ‘

‘

o Set of small files, collectively large, e.g. time steps in CFD simulation (collectively
representing the full simulation, but individually a subset of time which can be
processed separately); individual frames of movie

® Case study provides good example
] Also relevant in case study

R ¢
e

Sources of data
Observations

Reference data

Types of research data

Set of small files, collectively small, e.g. source code where the entire set of files
are needed to compile

® Details and features about sites and discoveries
Maps of an area; records of previous work on a site

Individual small file, e.g. CSV files produced by a numerical solver; photograph

Electronic text documents ® Excavation diary
o Combinations of the above, e.g. a large file accompanied by a small text file Spreadsheets ® Spreadsheets detailing finds, e.g. dimensions and weight
describing its contents. Laboratory nolebooks, diaries ® Excavation diary
Univ. Southampton 2016 Audiotapes, videotapes ® Excavation site video
Photographs, films ® Photographs of site
z Figure 1: Examples of data sets, and their sizes and complexities Specimens, samples, artefacts, slides @ Discoveries from site
. C Lexit T ¢ dot st Digital objects Digital photogrammetry
x I' e ’ RT dt 1 00s of ot Database schemas Excavation details database
}‘ ttocodlond Vz:o e Gigabyt g st e Database contents ® Excavation details database
3 e
% ProGaras MZ byles Methodologies, workflows, procedures @  Excavation procedures
_ olograp ___og8 Metadata @ IPTC photographic metadata
1 Set of files Individual frames of a movie  Gigabytes =
So ode fi Kilobyt byt Electronic representation of data
rce code files ilobytes/megabytes
v 9 ‘ Textual @ Excavation diary
Numerical ® Spreadsheets detailing finds, 0.9. dimensions and weight
Data categories in this case study Multimedia @ Photogrammetry; scene visualisations
Structured @ Excavation database
@ Case study provides 1 example Software specific ® ArcGIS files
Also relevant in case study Discipline specific ® ARK (Archaeological Recording Kit) files
Instrument specific @ Polygon Workbench for driving laser scanner

Scientific experiments The X-ray examination of the crystal
Derived data ® The extraction of i1, k and | Miller indices

3 —
Electronic text documents Detail regarding properties of sample ; ;
Specimens, samples, artefacts, slides @  The crystalline sample g |
Digital objects Crystal structure images and videos \Z N QU EST E S O N O E SATTA M E N T E I_ E ;
Software pee-process fies Raw X-ray data ¥4 ¥
Software post-process files hkl data TA B E I_ I_ E C H E A N D RA N N O U SAT E

Experimental resulls Raw X-ray data from diffractometer

Electronic representation of data

NELLA PRIMA SEZIONE DEL DMP

Multimedia Crystal struture images

Structured [ ] hk1 structured text data

Software specific Rigaku's CrystaiClear data fies

Discipline specific hi1 data, CIF files

Instrument specific Rigaku diffractometer data a ,\.

o



https://eprints.soton.ac.uk/403440/1/introducing_research_data.pdf

| DATI NON SONO
STATICI. OGNI FASE
DEL CICLO HA I SUOI
STRUMENTI

JISC 2019

Discover, reuse Pfan and design

and cke

‘Research data”

g

Manage, store

life cycle



https://www.jisc.ac.uk/guides/how-and-why-you-should-manage-your-research-data

Integrating Services to Support
Research Computing and Data:

The Harvard use case

& HARVARD @IQSS

UNIVERSITY

Active Research

Cluster Computing ~» Cluster Computing (new
accordion) =

Data Cleaning — Data Cleaning (new
Data Cleaning services and accordion). -

Services offerings throughout the research lifecycle

research lifecycle has also included ¢

Juciisty of the published resuits

https://researchsupport.harvard.edu/

Data Center Hosted
Systems =

Archiving Faculty Research [ Copyright and Intellectual

DASH Open-Access
Repository —

Data and Archiving Data -

Data Curation —

Data Sharing and
Publishing —

Property —

Harvard Dataverse
Repository —

Planning:

Access & Reuse

Plan & Design

(14 service offerings)

Active Research:
Collect & Create
Analyze & Collaborat¢
(22 service offerings)

Dissemination &
Preservation:
Evaluate & Archive
Share & Disseminate

\iservice offerings



https://scholar.harvard.edu/files/mercecrosas/files/rda17-harvard-crosas.pdf
https://researchsupport.harvard.edu/

[l uclo}kylta

ESERCIZIO: QUALI AZIONI SONO
l COLLEGATE A QUESTE FASI NELLA
VOSTRA SPECIFICA RICERCA?

CREATING DATA
« design research
« plan data management (formats, storage etc.)
« plan consent for sharing
+ locate existing data
« collect data (experiment, observe, measure, simulate)
RE-USING PROCESSING « capture and create metadata
DATA DATA
PROCESSING DATA
« enter data, digitise, transcribe, translate
« check, validate, clean data

* anonymise data where necessary
« describe data
* manage and store data

GIVING
ANALYSING
ACCESS DATA ANALYSING DATA

JOBIA - interpret data

« derive data

« produce research outputs

« author publications

« prepare data for preservation

PRESERVING

DATA

<
@ ARCHIVE

UK Data service

PRESERVING DATA

* migrate data to best format

* migrate data to suitable medium

« back-up and store data

« create metadata and documentation
« archive data

GIVING ACCESS TO DATA

« distribute data

- share data

« control access

+ establish copyright
+ promote data

RE-USING DATA

« follow-up research

* new research

« undertake research reviews
« scrutinise findings

« teach and learn


https://ukdataservice.ac.uk/media/622416/trainingresourcespack.pdf
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Data life cycle steps in this case study

LTIy -
4

Data life cycle stages
Collect ® Analysis of DNA sequence using sequencing machine

Pre-Process @ Align sequences against reference genome se-
quence with Novoalign

Process Process data with Genome Analysis Toolkit

Post-Process Filter results with SIFT

Analyse Analyse results with Microsoft Excel

Publish Discovery of genetic cause of a disease 10 a journal

Curate Upload sequence data to public genome databases

‘n'",.u«

CHEMISTRY

Data life cycle steps in this case study

_'&;"

Data life cycle stages

Collect ® The X-ray examination of the crystal
Pre-Process

Process

Post-Process The extraction of /1, k and | Miller indices

®

Analyse @® [Merative process 1o find a model that matches the sample

Publish ® Submit to journal new chemical or new form of known chemical
]

Curate Upload to Crystaliographic Data Centre or eCrystals web site

JARSE RN R R ) O

ARCHAELOLOGY &

T
C Bl ot Sytsarsiion . m—=

~
S

Data life cycle steps in this case study

Data lite cycle stages
Collect @ Taking measurements, pholographs and other data created during

excavation

Pre-Procass

Process

Post-Process

Analysa Assassing collected data fo werity nothing was missad: looking for
panerns in o moosened oipects

Publish Publication of discoveries

Curate Uplsading ta the Archaeology Data Service

O AR A A

i \Av




...un passo indietro...



lil fondamentg

Information Guide: Introduction to Ownership of Rights in 2018
Research Data. CREATe, University of Glasgow, 2018

(2018) Information Guide: Introduction to Ownership of Rights in Research Data. CREATe,

irrow, S, O, Marzond, T, (® and McCutcheon, \
dOpenAIRE University of Glasgow, 2018. Documentation, University of Glasgow. ]
Guides for Researchers = o i e i
How QO | know if my research i Wainer Lusoli y
data is protected? @w_lusol ollowing
A e nd e proseion Y OpenAIRE 3 . . .
| repeat with me: #researchdata is NOT mine. |
| DATI GREZZI | was paid to get it, I'll get a #nobel 4 it, but it's
NON SONO «MIE[» B NOT mine linkedin.com/pulse/repeat-m ...
NON ESISTE COPYRIGHT  [EGCIsERIEElE
PERCHE NON SONO CREATI' . 1 & Traduci dalla lingua originale: inglese
7 P U Repeat with me: research data is not mine

A i
I'his time though it happened. What it was: 64% of researchers believe they own the Seldom do | see something that truly shakes me at work. You
Eb know, work is work, | am no neurosurgeon, no médecin sans

frontiéres nor am | a social

data they generated for their research.

I'he result comes from a solid linkedin.com
piece of academic research based

on equally solid (open) data. The 11:18 - 12 apr 2017

14retveet 18Mipace @ EPPGE 5@ © @ = |usoli, Apr2017

study and the report 'Open Data -

»

" the Researcher Perspective' were
| - r . -

» done by CWTS / Leiden and

b for £ Elsevier. Credit giving, check.

. | | n | | - -

Of course, the study reports



https://www.openaire.eu/how-do-i-know-if-my-research-data-is-protected
http://eprints.gla.ac.uk/171314/

Support

RESOURCES

whe) ne dei dati HELPDESK
della ricerca

Thomas Margoni TRAINING
University of Glasgow - CREATe
OpenAlIRE project

- POSSONO ESSERCI ALTRE FORME DI OOW"A'RE Legal Policy Webinars
PROTEZIONE DEI DATI (ES. CONTRATTI)
- PER DATI CHE RICADONO SOTTO GDPR g

Supporting researchers on the
. reuse of data: legal aspects to
~ consider

29th April and May 4th, at 2 PM CEST

WA 1\ N\ ¥ \



https://www.openaire.eu/item/aspetti-legali-dei-dati-della-ricerca
https://www.openaire.eu/item/openaire-legal-policy-webinars

L0 open FAIR

///
/ : 1. | DATI DEVONO ESSERE «AS OPEN AS POSSIBLE» N

: ¥ : . -2".\\
2. MA SE | DATI NON SONO «FAIR», APRIRLI COMPORTA RISCHI' N\
(O SCORRETTO, CATTIVE INTERPETAZIONI, )

3. MA SE | DATI NON SONO CORRETTAMENTE GESTITI, RENDERLI
«FAIR» COSTA TROPPO TEMPO E DENARO. CON EOSC, DATI GESTITI E
_ DATI FAIR TENDONO A COINCIDERE, FAIR BY DESIGN

', E GESTIRE | DATI CORRETTAMENTE E NELLINTERESSE PRIMARIO DI CHI FA RICERCA,
/

PERCHE L'INTERA RICERCA SCORRE PIU FLUIDA
e | - e




[i tre passi fondamentali]

How do Open, FAIR & RDM intersect?

External

Community benefit

Internal

Self-interest

High FAIRness
Closed

Low FAIRness

Unmanaged



https://insights.uksg.org/articles/10.1629/uksg.468/

Open consumption “Canluseit?”

If there is no license, the legal default is that you cannot use it!

Open for analysis

Open for reuse
Open for redistribution
Open to adapt
= Open for redistribution of adapted versions

Open, but with obligation to cite

Open, but not for commercial applications



https://www.lcrdm.nl/files/lcrdm/2019-06/Shades%20of%20Open.pdf

1. | dati vanno gestiti

T A A CONSERVAZIONE |
B === LINCO —/ ASPETTI LEGAL
TN TR PERIODO | T

= - - —
e > TS e s e oo SN
—— ORGANIZZAZIONE —— = =

- (file naming,
// folders,

versioning..

. BACKUP E STORAGE
) N %

'\ N\ Sy
digital resources remain
iscoverable, accessible and intelligible over the longer term, a process that invests

data and datasets with the potential to accrue value as assets enjoying far wider use

han their creators may have anticipated. In the world of research, such a value-



2. | dati DE

To be Findable:

F1. (meta)data are assigned a globally unique and eternally persistent identifier.

F2. data are described with rich metadata.

F3. (meta)data are registered or indexed in a searchable resource.

F4. metadata specify the data identifier.

TO BE ACCESSIBLE:

Al (meta)data are retrievable by their identifier using a standardized communications protocol.

Al]l the protocol is open, free, and universally implementable.
Al.2 the protocol allows for an authentication and authorization procedure, where necessary.
A2 metadata are accessible, even when the data are no longer available.

TO BE INTEROPERABLE:

1. (meta)data use a formal, accessible, shared, and broadly applicable language for knowledge representation.

I12. (meta)data use vocabularies that follow FAIR principles.

13. (meta)data include gualified references to other (meta)data.
g «ACCESSIBLE»

TO BE RE-USABLE: Z«OPEN»
R1. meta(data) have a plurality of accurate and relevant attributes. — DOVE E A QUAU

R1.2. (meta)data are associated with their provenance. CONDIZIONI
R1.3. (meta)data meet domain-relevant community standards. Force 11 | DATI SONO

ACCESSIBILI

R1.1. (meta)data are released with a clear and accessible data usage license.



https://www.force11.org/group/fairgroup/fairprinciples

Tim Berners-lLee, the inventor of the Web and Linked Data initiator, suggested a

5-star deployment scheme for Open Data. Here, we give examplesfor each step

of the stars and explain costs and benefits that come along with it. e

ot







UGLI STRUMENTI
VANNO «ASSAGGIATI» E ADATTATI AL PROPRIO CONTESTO...
IMPARARE A USARLI PER SUGGERIRLI (IMPENSABILE CHE UN
RICERCATORE SCENDA COSI NEL DETTAGLIO)
FONDAMENTALE IL SUPPORTO
FONDAMENTALE UNA POLITICA ISTITUZIONALE CHE CHIARISCA RUOLI
E RESPONSABILITA E DEFINISCA IL LIVELLO DEI SERVIZI
CREARE UNA RETE DI DATA STEWARDS
[COMPETENZE DI DOMINIO + TECNICHE]
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https://osf.io/yxesw/

E About ANDS | Events | Contact Us o @
andS Australia data service
‘ About us News and Events Partners and Working with Online Services Guides and
— N7 Communities N data > > resources ~

FAIR data training

If you run workshops on FAIR data, or
include FAIR in training that you are
already running check out these ideas
and resources.

MW D|IC|C

Digital Curation Center UK

Because good research needs good data
About v
- '. \
’ - =
iz ,,

- P - o = - . .

News v

Events v

Services v /]

Data Archiving and Networked Services Nederlands  Contact

The Digital Curation Centre in collaboration with After two Dutch data service
Guidance v Research Data Netherlands have developed an enrolmen D A N S

online course on Delivering Research Data the 5th of

Management Services (DRDMS). HOME FOR RESEARCHERS FOR DATA PROFESSIONALS FOR PARTNERS PROJECTS ABOUT DANS NEWS AND EVENTS
Research v

[ E
T W E1COME at DANS: the Netherlands institute for
o Dutch consortium a | permanent accesswodigital research resources.

Research Data Management

lat can we do for you?

Home Experts/Mailing List Task groups RDM Advice & Tips RDM in NL About us/Meetings

NS for researchers DANS for data DANS for partners
professionals

The data support collective

\ i


https://www.ands.org.au/
https://www.dcc.ac.uk/
https://dans.knaw.nl/en
https://www.lcrdm.nl/en/rdm-advice-tips

Taylor & Francis Group

an informa business

019

R o Data Stewardship for Open Science

g:_rsn‘?éusuc Implementing FAIR Principles

jemerting SAR Principies

the worst way imaginable to communicate the outcome of the scienti
process. If science has become indeed data driven and data is the oil
of the 21st century, we better put data centre stage and publish data
as first-class research objects, obviously with supplementary narrative
where needed, steward them throughout their life cycle, and make them
available in easily reusable format.

Yet another recent study claimed that only about 12% of NIH
funded data finds its way to a trusted and findable repository. Philip
Bourne, when associate director for data science at the U.S.A. National
Institutes of Health coined the tcrror the 88% that is lost
in amateur repositories or on laptops. When we combine the results of
the general reproducibility related papers and the findability studies,

GET ACCESS PREVIEW PDF

PASSARE DA ARTICLE+

A DATA +
In conclusion to this paragraph, my statement in 2005: Text-

[CAP'TO |_| ACCESS' Bl Ll DA 1ining? Why bury it first and then mine it again? [Mons, 2005] is

—
article(Data(+)).



https://www.taylorfrancis.com/books/9781498753180

nature Feb. 25, 2020 I tell research institutions that, on average,

5% of overall research costs should go

WORLD VIEW - 25 FEBRUARY 2020

Invest 5% of research funds in ensuring
data arereusable

Itisirresponsible to support research but not data stewardship, says
Barend Mons.

towards data stewardship. With €300

billion (US$325 billion) of public money

spent on research in the European Union,
' we should expect to spend €15 billion on
data stewardship. Scientists, especially
more experienced ones, are often upset

S

: : . hen I say this. Th itas 5%|
Bunk. First, taking care of data is an ethical duty, and should be part of good AR AN AL ok L) Mt

- : - funding for research.
research practice. Second, if data are treated properly, researchers will have

significantly more time to do research. Consider the losses incurred under

« PRENDERSI CURA DE| ===
DATI E ETICO

« ASSUMERE DATA
STEWARDS FA

RISPARMIARE TEMPO

e FAIR=FULLY
ARTIFICIAL

INTELLIGENCE READY

the current system. Students in PhD programmes spend up to 80% of their
time on ‘data munging’, fixing formatting and minor mistakes to make data
suitable for analysis — wasting time and talent. With 400 such students, that
would amount to a monetary waste equivalent to the salaries of 200 full-
time employees, at minimum. So, hiring 20 professional data stewards to
cut time lost to data wrangling would boost effective research capacity.

Many top universities are starting to see that the costs of not sharing data

are significant and greater than the associated risks. Data stewardship offers

T
LTI

excellent returns on investment.

M Funders hold the stick: they should disburse no further funding without a
: properly reviewed and budgeted data-stewardship plan. The carrot is that
x FAIR data allow much more effective artificial intelligence (FAIR can also
mean ‘fully Al ready’), which will open up unprecedented research

opportunities and increase reproducibility.


https://www.nature.com/articles/d41586-020-00505-7

Data science report, 2016, cit. by Susanna Sansone Apr. 27, 2021 & f A

The problem

S

Discoveries are made using shared data and this requires data that are: JEe¢
™

—

- Retrievable and structured in standard format(s) : ‘ \

- Self-described so that third parties can make sense of it

Data preparation accounts for about 80% of the work of data scientists

* e
) article on 2016 Data Scientist Report ) ; b
M - ~ 3 .
°p www fo e /stes/plpres/2016/03/23/cats
eDaration sron-trme-consuming Aeast enioysble dats-scence = || .
Lk X 37
e )

Cl SONO COSTI PER GESTIRE, RENDERE FAIR E CONSERVARE | DATI...
MA PENSIAMO
& QUANTO COSTEREBBE NON CONSERVARLI E NON GESTIRLI
«. - AQUANTO TEMPO PERDETE PER «PULIRLI» PRIMA DI POTERLI
' USARE (79% DEL TEMPO PER PREPARARLI]



http://visit.crowdflower.com/rs/416-ZBE-142/images/CrowdFlower_DataScienceReport_2016.pdf
https://twitter.com/maqcsociety/status/1387029314453995520?s=20

Cost of not having FAIR

COSTI DEL NON AVERE research data
DATl FAl R Cost-Benefit analysis for FAIR research data

Following this approach, we found that the annual cost of not having FAIR research data
costs the European economy at least €10.2bn every year. In addition, we also listed a
number of consequences from not having FAIR which could not be reliably estimated,
such as an impact on research quality, economic turnover, or machine readability of
research data. By drawing a rough parallel with the European open data economy, we
concluded that these unquantified elements could account for another €16bn annually on &
top of what we estimated. These results relied on a combination of desk research, 4
interviews with the subject matter experts and our most conservative assumptions.

@ 10,2 bn DIRETT
| 16 bn INDIRETTI

ST TP TN SECTT TSN | - R T e, e v


https://publications.europa.eu/en/publication-detail/-/publication/d375368c-1a0a-11e9-8d04-01aa75ed71a1/language-en
https://publications.europa.eu/en/publication-detail/-/publication/d375368c-1a0a-11e9-8d04-01aa75ed71a1/language-en

~
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What will it cost to manage

and share my data?

Infrastructure costs Shills cost

= Digitisation = Data wrangling

= Storage = Description and Documentation
= Licensingand Security .and = Metadata generation

» Sharing and Re-use = Formatting and Cleaning

* Archiving = Consent and Anonymisation

A Data Management Plan (DMP) can help to identify
activities and potential costs at the outset ouf your project.
Identifying RDM costs before you begin the project ensures
that you will be able to request adequate funds to support
good data management and enable data sharing.

Things to consider...

n FEligible costs: When applying for funding, remember that there are
typically two types of eligible costs; 'Direct costs', usually referring to @
staff time, travel, equipment, etc., and ‘Indirect costs', generally

covering things like administrative and financial management.

Avoid double dipping’: Most funders will cover justifiable costs
related to RDM. However, if something is covered by indirect costs (e.g.
institutional storage) you can't also claim it as a direct cost. Check with

your institution on how best to include these in grant proposals.

Useful costing.guides:

gement and Costs

%4

« UK Data Service: Data management costing tool and checklist

U \ ‘ \)

May 15, 2020

Some factors that affect RDM costs...

O . -
— =
Security of potenially Dataset size Length of preservation
sensitive data required

3, Remember
Mz Different repositories apply different charging models. Some apply a

/ per data package plus an amount over a certain volume, while ot
apply variable fees depending on the data volt Some may not char,

Pac aiamaala fann sans

- Based on these examples, we have

performed some comparative calculations.

The cheapest repository changes at
different points so shop around!

of data could cost you between
€0 - €109 to deposit

of data could cost you between
€245 - €340 to deposit

of data could cost you between
€790 - €906 to deposit

GOpenAlRE o ‘ D C ‘C

Developed for: More OpenAlRE Advance
resources available here:

. OpenAIRE-Advance receives funding from the European

- Union's Horizon 2020 research and innovation
. programme under grant agreement No 777541



https://www.openaire.eu/rdm-researcher-costs-infographic/view-document
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Open Al RE SERVICES SUPPORT OPEN SCIENCE IN EUROPE

Guides for Researchers

How to identify and assess Research Data —~ i
Management (RDM) COStS 2. Data Data description  If data description is @p_lgg:dhrs per single experimen

Documentotion and Metadata carried out as part of (120 measurements) filling in 60
data creation, data input required metadata fields, with
Aredataina or data transcription - assistance of a data manager at level
spreadsheet, low or no additional cos | 2* salary
database or data
warehouse If needed to be added or | Two to three weeks are costed into an
clearly marked harmonized afterwards - | average two year research grant
with variable, higher cost application to prepare and collate
( THE COST OF DATA MANAGEMENT \ Estimating costs RDM tool variable labels materials for deposit
and value labels, Codebooks for datasets
HOW TO CALCULATE COSTS? code can often be easily More information: http://www.data-
R DMP PHASE ACTIVITY COMMENT! descriptions, exported from software \(hwe‘ac.uk/he%p/user-faq
missing value packages
ESTIMATING COSTS ROM TOOL Preparing Make a Data Make a | descriptions, etc.?
Management start cre
WHAT WILL IT COST TO MANAGE AND Plan decision Are validated
SHARE MY DATA? managir

questionnaires
and standard
coding used?

Are labels
consistent?



# DM costing tool
Lingtree

Data Management Costing Tool

' - Data Management costing tool

FUDelft

Welcome to the Data Management Costing Tool. This is for TU Delft researchers and staff to help determine costs and staffing requirements in project
proposals. Let's start with some questions about your project which will help us estimate the data management needs of your project.



https://zingtree.com/host.php?style=buttons&tree_id=511095771&persist_names=Restart&persist_node_ids=1&start_node=1&start_tree=511095771

Total costs:
2261€

Volume

Lifetime

Usage Backup

Daily changes

10

Content type

Many small Files

Access type

TB costs per year:
452 €

500
10
Detailed storage properties

[] orage o alua
9
]
—
-

¥ W e

Result details

W
GB
years
0
Total costs: TB costs per year:
50365 € 10073 €

Storage drives

Storage servers

Networking

Tape backup

Setup

Incident response

Uninterruptible power supplies

Rezult details

o

158 €

20171 €

5823¢€

7000 €

1104 €

1575€

14535¢€


https://storage-costs-evaluator.ds-wizard.org/

1. GESTIRE | DATI

N

" How and why you should manage
your research data: a guide for
| researchers

An introduction to engaging with research data management

processes. JISC Guide

- -



https://www.jisc.ac.uk/guides/how-and-why-you-should-manage-your-research-data

RISPARMIO DI TEMPO B < Wl 2
MAGGIORE EFFICIENZA
CONSERVA E PROTEGGE
| DATI SONO UN «PRODOTTO»
TRASPARENZA/INTEGRITA Guarda su. B Vot

Save Time - By spending a little bit of up-front time and planning and organising the data you produce you will
save time and resources in the long run.

Increase your efficiency - If you document your data properly whenever you or someone else comes to it they
will be able to understand it quickly and without difficulty. Thus saving time and increasing efficiency.

Preserve and protect your data - It is relatively easy to produce data that will be useful only the once and for a
very specific purpose. Learn how to ensure that the data can be useful again and again, and how to make sure
that it is never lost.

Data is an output in its own right - that’s right; data itself is increasingly being seen as an important output of
research. If shared, it can better enable researchers. The REF (Research Excellence Framework) now takes note
of it.

Meet grant requirements - Many funding bodies now require that researchers archive data as well as the
resulting publications as part of their project. Good data management will make this easy rather than a last
minute chore.

Open Access - In the UK government policy has moved to an open access framework, Producing and making

o

available data is a vital part of this process. Journals are increasingly making room for data alongside articles, for
example.

Transparency/research integrity - If required you have all the documents and materials easily available
making your research more transparent if questioned.

Why data management



https://port.sas.ac.uk/course/view.php?id=73&section=2

PERCHE RISPARMIATE
ENERGIA E LA RICERCA
SCORRE FLUIDA



https://www.youtube.com/watch?v=WmG3ItcIaSE&feature=youtu.be

Add a "version management” tab to your
spreadsheet.

Now, let me expand on this idea.

Start by adding an extra "version management” tab to a new spreadsheet. In this sheet,
carefully write down a version name (name of the file, typically) in the first column, in the
second column the date, and in a third column an explanation of all changes you made to
the sheet. Carefully fill out this sheet every single time you move something around, or
tinker with the sheet.

If you're a starting PhD student, start doing this the very next time you build a new sheet
Thank me later.

take a few extra hours to redefine the logic behind what you did earlier. Your dissertation-
writing self will thank you.

PERCHE | PRIMI RI-UTILIZZATORI DEI VOSTRI DATI

SIETE VOI STESSI FRA DUE MESI O DUE ANNI...

IL DMP NON E UNO SFORZO INUTILE!!!


http://phdtalk.blogspot.it/2013/10/keeping-your-spreadsheets-under-control.html

x May 10, 202
TUDelft May 10,2020 5=

Data Management Concept Note

Main Points for Good Data Management

Data acquisition

e Check the type, source of the data and how to gather/collect it
o Data types (to help define sensitivity of ( )
> Data format (to help define the tools anc Data storing / backup

o Data size (to help define storage and inf e Create a clear folder structure and consistent file naming convention
¢ Check the ownership of the collected and proct » Make a backup strategy where data is stored at least two different physical locations
o Check with the data source about and preferably automatically backed up

conditions (e.g. licence) Access control to confidential data

o Check the need to make a data proce Apply encryption at disk or folder level if needed
on the ownership / access control Create a consistent and standard versioning of the data files

o Are there (own) institutional policies tha Determine the minimal documentation of the data that is required to find it,

o Can the data be shared with other parti¢ understand it and use it
e Confidentiality of the data (if applicable): ,
- Register crucial information regarding ¢  Data sharing
o Ensure security of confidential data (; e Create proper data sharing procedures
data, or data that would harm society wi = Consider agreements established in the Data acquisition phase, and
o Ensure compliance with General Dat evaluate/assess data sharing with other parties
verordening gegevensbescherming whe o Be aware qf the permission and consequence of sharing confidential data
o Ensure there are procedures in place to * C“”""”QSH L'i“'“éngth he data
of a privacy advisor/data protection offic oW snolc omners use e

I o Wheo should be attributed for creating/gathering the data
Data collection o o
e Establish a workflow for data collection Orgamzatlonal ]ﬂ"lp'lCEitlUﬂS

" & ® ®

o How will the data be collected? In addition to the above mentioned actions, there are also a few things to consider to make
© Who has access to which data in short /K gata management a standard practice in daily aperalmns
o What resources are needed for data analysis

o How will the data be exchanged / transferred among relevant stakeholders?

e Storage arrangement : PER FARSI LE DOMANDE

o Check available storage capacity and backup strategy : GIUSTE



https://doi.org/10.5281/zenodo.3819203
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—
Use data Manage data Deposit data

I~|~‘|§3}; UK Dataservice ‘checklist
iz

UK DataService

Data management checklist

0ty g PER FARSI LE DOMANDE
GIUSTE

a management?

10 manago data_ such as people, tme of hacdware?

oCianod w

nd your data and use them propedly?

Are your structured data self-explanatory in ferms of vanable names, codes and
abbreviations used?
Which descriptions and conte | mentabon explain what your data mean, how

thods used 1o create them?

- m pstent procodures 10 coliect, peok |

dify data, such as standard pro is, tompiates or input forms? = Do
u use? Do formats and software enable shanng and long [+
term susianabilty of data. such as non-propne ftware and software based on

infernal metadata have been lost or changed?

P open standards? Copyright
When converting data across formats, 0o you check that no data_annotation or

re]

.
.

what, if an
.

how you keep track of s fuliuri?
ently and requiarly and are backups stored safely?
Sharing



https://www.ukdataservice.ac.uk/manage-data/plan/checklist.aspx

Prima di imbarcarvi/ 3

USING THE DATA MAMAGEMENT CHECKLIST FOR YOUR RESEARCH PLANNING P E R FA RS | I_E D O M A N D E
Use the data management checklist to help point to relevant data management tOpics you nied

TO CONSI3er wien DLNNING your reseanch Droiect. G I U ST E

DATA MANAGEMENT PLANNING

age data, such as

|t data are collected with mobée devices, how will you
ansfer and store the data?

textual docurmentation can If data are held in various places, how will you keep
ollected track of versions?

Are your files backed up sufficiently and regularly and
are back-ups stored safely?

Do you know what the master version of your data

oply
¥ files is?

bad and organks

Who has access to which data during and after
research? Are various access reguiations needed?

| \ [Do your data contain conficdential or sensitive

UK+DATA } | >

\ ARCHIVE information? If L0, have you discussed data sharing with

B the respondents from whom you collected the data?
e ]
| Are you gaining (written) consent from respondents to

[ Do you need to anonymise data, e.g. to remon
= { Identifying infoemation or personal ¢
SN | rosoarch or in preparation for sharing?



https://ukdataservice.ac.uk/media/622416/trainingresourcespack.pdf

Information that would cause severe harm to individuals or the University if disclosed.

| Level Data Classification and Examples (abridged version)
[] []
COr ateV| . Sery\-
[ ]
Research information classified as Level 5 by an IRB or otherwise required to be stored or processed in a high security
environment and on a computer not connected to the Harvard data networks

e n t e/a te n e O p e r Certain individually identifiable medical records and genetic information, categorized as extremely sensitive

High Risk Confidential Information (HRCI) and research information classified as Level 4 by an IRB
Personally identifiable financial or medical information

Information commonly used to establish identity that is protected by state, federal, or foreign privacy laws and
regulations

Individually identifiable genetic information that is not Level 5
National security information (subject to specific government requirements)
Passwords and Harvard PINs that can be used to access confidential information

Information that could cause risk of material harm to individuals or the University if disclosed.

* Research information classified as Level 3 by an IRB
* Information protected by the Family Educational Rights and Privacy Act (FERPA) to the extent it is not covered under
Level 4 including non-directory student information and directory information about students who have requested a

- . DA h1o
P E RC H E | I_ P R O B I_ E I\/I A N O N E S O LO DATl mes or any other information that could identify individuals
. s (employees may discuss terms and conditions of employment with each other and third
Q P E R—I—l/C H | U S | Q F | N E R | C E RC Q pctory student information and directory information about students who have requested a
L )

mes or any other information that could identify individuals

I\/l B E N P | U | l\/l P O R_l_ N _|_ E Hs (employees may discuss terms and conditions of employment with each other and third
~\) A ]

tion

DOVE LI CONSERVO MENTRE Cl LAVORO? s

|
é of which would not cause material harm, but which the University has chosen to

W CHI HA ACCESSO?
- CHESISTEMA DI SICUREZZA E PREVISTO? S

ork papers, drafts of research papers
Building plans and information about the University physical plant

Public information.

Research data that has been de-identified in accordance with applicable rules

Published research

Published information about the University

Course catalogs

Directory information about students who have not requested a FERPA block
Faculty and staff directory information


https://files.vpr.harvard.edu/files/vpr-documents/files/data_classification_table_abridged_7.23.13_0.pdf

- [prepararsi] -

DATA SECURITY BREACHES

P

P -
'.‘

L
=

UK Data service

RESOURCES

Unshredded and unanonymised data transcripts are
found on the street in a clear plastic rubbish bag. It
was too time consuming to shred the large pile of
documents with a basic office shredder so they
were just thrown into the recycling bin.

Ask your institution if there is an approved bulk
shredding service available that can carry out the
task instead of putting it out for recycling.

A senior lecturer stores personal and confidential
data on the hard drive of her university computer.
She is given a new computer by her department and
the old one is given to research students to use in
their office. The students are able to access both her
personal and research data.

Do not presume IT services will clean the hard drive
before passing on the computer. Always delete the
data stored on a hard drive when disposing of a
computer. Even then this might not be sufficient.
Only ‘scrubbing’ or overwriting the data will
sufficiently delete them from the machine.

A researcher has their laptop stolen whilst away on a

| Always keep a back-up of data. When travelling



https://ukdataservice.ac.uk/media/622416/trainingresourcespack.pdf

[DMP]

Serve formazione?

@ cessda
TRAINING

ﬂlan \ . ' In this introductory tour, you will become aware o

2. Organise & Document ' ' . what data management and a data management plan

(DMP) are and why they are important. General

concepts such as social science data and FAIR data

will be explained. Based on our recommendations

and good practice examples, you will be able to start
writing your DMP.

Data Management Expert Guide

3. Process
4. Store

5. Protect
6. Archive & Publish

@iscover )

Organise & Document

Store N | you are looking for good practices in designing an
o appropriate data file structure, naming, documenting
To be able to plan a storage and backup strategy, you

o will learn about different storage and backup and organising your data files within suitable folder

solutions and their advantages and disadvantages. structures, this chapteris for you.

Also, measures to protect your data from
unauthorised access with strong passwords and
encryption will be explained. Process

Protect Archive & Publish

This chapter highlights your legal and ethical When you arrive at this chapter you will have learnt to
obligations and shows how a combination of gaining differentiate between currently available data
consent, anonymising data, gaining clarity over who publication services. You will alse find a number of
owns the copyright to your data and controlling stepping stones on how to promote your data.
access can enable the ethical and legal sharing of

data. .
Discover

How can you discover and reuse existing or previously
collected datasets?



https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide
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‘Con un support\& pratico

@ Versioning

[DMP]

cessda
TRAINING
S ——

ALLA FINE D OGNI MODULO
TROVATE «ADAPT YOUR
DMP» PER APPLICARE | © Interoperability

CONCETTI CHE AVETE In order to be able to link your work to other research, it might be useful to build on
APPENA IMPARATO

-

established terminologies as well as commonly uses coding and soft- and hardware whereve
‘ this is possible.

R 2\
Ada Dt your DMP; pa o e Which software and hardware will you use? How does this relate to other research?
This is the sixth 'Adapt your DMP" section in this

tour guide. To adapt your DMP, consider the
following elements and corresponding questions:

If applicable:

* Will established terminologies/ontologies (i.e. structured controlled vocabularies) be
used in the project? If not, how does yours relate to established ones?
* Which coding is used (if any)? How does this relate to other research?

© Deposit your data

* Will the data you produce and/or used in the project be useable by third parties, in
particular after the end of the project?

Which data and associated metadata, documentation and code will be deposited?
What methods or software tools are needed to access the data?

Is documentation about the software needed to access the data included?

Is it possible to include the relevant software (e.g. in open source code)?

What data quality assurance processes will you apply?


https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide
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netherlands -

o e l research Essentials 4 =
s ' L l data Data Support ~ : iR

| - Abird's-eye view

EAIR data Il - Planning phase

GDPR
lll - Research phase

Integrity
R N Livked dats 8 IV -Harvest phase
; 3 Metadata

V' - Legislation and policy

Open data

Open science : VI - Data support

Persistent identifier (PID)

Closing remarks

Preferred format


https://datasupport.researchdata.nl/en/start-the-course
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B manTeA

Research Data Management Training

toma

MANTRA is a free online course for those who
manage digital data as part of their research

Research Senior Information
Academic Professional

project.  MANTRA oo

DIY Training Kit for Librarians Feedback Contact Us

About Acknowledgements

Learning Units: Select one to start

E Research data in context > <§ File formats & transformation >

I

@ Data management planning > l Documentation, metadata, citation >

,_?—, Organising data > ‘ Storage & security >
-1 [frass)



https://mantra.edina.ac.uk/

Managing and Sharing Research Data: A Guide to
Good Practice

Student Resources Videos

1. Discovery & Planning w Research data life

ata-related activities typically undertaken in the research data lifecycle

udias in the nce of digital data: rery and planning, collection,

proce: and analysis, publishing and sharing, preserving and reusing.
Wiehlnks

ard Templates write a dat

Chec Wideo tutanal an how 1o Wi data management plan, for for a research grant application.

Answers To In-chapter

Data skills: providers of international data

Exercises Student Resources

Data Collection An overview of international governmental organizati 1. Discovery & Planning
Moanetary Fund, the Organisation for Economic Co-operation and D Videos
Data Processing & Analysis International Erergy Agency (IEA) that provide aggregate social and Case Studies

between counrie: Weblinks

Tools and Templates

Checklists

Publishing & Sharin

ich wopics co & W " ol
Preserving Data s Which topics are covered by the World Development Indicatd
tion publishes international comparable data

Answers To In-chapter

Reusing Data
Exercises

ata management planning
2. Data Collection
Wideo explaining what data management planning is, haw you go 8

Handbook online resourceses iisirates how when designing design, you can plan which d

3. Data Processing & Analysis
4. Publishing & Sharing
Preserving Data

Reusing Data

Tools and Templates

DMP online

Web-based tool developed by the Digital Curation Centre, designed to help researchers develop data
management plans according to the requirements of major research funders, publishers or
institutional requirements. Using the tool, one can create, store, update and share multiple versions of
a data management plan at the grant application stage and during the research lifecycle. Plans can be

customized according to funder or institution, and exported in a variety of formats. Funder- and

institution-specific best practice guidance is provided to users via a range of tailored templates.

DMPTool

Online tool developed by the California Digital Library to help researchers generate data management
plans required by funders. The tool allows researchers to select their institution and research funder
and presents a plan template according to that funder’s requirements. Funder-specific and institution-
specific guidance and resources for each topic are included. Plans can be exported or shared online.

Data Stewardship Wizard

Online tool to develop Data Management Plans for FAIR Open Science, through questions, hints,

external resources and community help.

FAIR self-assessment tool

Online tool to assess the FAIRness of a dataset. i.e. how Findable, Accessible, Interoperable and

Reusable an existing dataset is, and to determine how to enhance its FAIRness.

* How can a data management plan contribute to research transparency?


https://study.sagepub.com/corti2e
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escience .
vidensportal Video 2019

PE / N A 4 - . eScience Supercomputing Traeningskurser Omos Podcasts

elLearning course about the importance of good research
data management (RDM)

: o)
Ta ke the course 9 O /0 of the world's data was created within the last two,

Module 1: Introduction Module 2: FAIR principles Module 3: Data Management Plans _'\\
Reser =~ Reser—-= Reser—=~ "
Data P Data P Data P
Management Management Management

B> q) o000 > ) o000

Reference: Viachos, E | Larsen AV, Zurcher, S., Hansen Reference: Martinez-Lavanchy, PM. Huser, FJ , Buss Reference: den Boer, S PA  Buss, MCH, Huser, F.J

AF (2019). 'Introduction’. In: Holmstrand, K F_, den Boer, M.CH, Andersen, J.J , Bagtrup, J W (2019). FAIR Smed, U (2019). 'Data Management Plans’. In: Holmstrand,
S PA  Viachos, E . Martinez-Lavanchy, PM , Hansen, KK Prnciples’. In: Holmstrand, K F , den Boer, S PA__ Viachos K.F, den Boer, S PA , Viachos, E . Martinez-Lavanchy,
(Eds ), Research Data Management (eleaming course) E , Martinez-Lavanchy, PM , Hansen, KK (Eds ), Research  PM, Hansen, KK (Eds ), Research Data Management

doi. 10.11581/dtu 00000048 Data Management (elearmang course). do (elLearming cowrse). doi 10 1158 1/dtu.00000050

4


https://vidensportal.deic.dk/RDMelearn
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Research Data Management

23 Things for Data Stewards

An overview of practical resources and tools that you can begin using today to incorporate research
data management into your data stewardship practices.

Contents

Policy Development

Data Management Plans
Compliance

Data Reference & Outreach
Learning Resources

Community of Practice

Metadata

Digital Preservation & Repositories
... to help data stewards engage with policy, research and infrastructure oriented stakeholders in
research data management.



https://doi.org/10.5281/zenodo.3773662
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Research Ideas and Outcomes 4: 26439
https://doi.org/10.3897/rio.4.e26439

May 9, 2018

Support Your Data: A Research Data Management

Guide for Researchers

¥ John A Borghi, Stephen Abrams, Daniella Lowenberg, Stephanie Simms, John Chodacki

One-Time

Active and Informative

Optimized for Re-Use

Planning your
project

When it comes to my data, |
have a "way of doing things"
but no standard or documented
plans.

| create some formal plans
about how | will manage my
data at the start of a project,
but | generally don't refer back
to them.

| develop detailed plans about
how | will manage my data that
| actively revisit and revise
over the course of a project.

| have created plans for
managing my data that are
designed to streamline its
future use by myself or others.

Organizing
your data

| don't follow a consistent
approach for keeping my data
organized, so it often takes
time to find things.

| have an approach for
organizing my data, but | only
put it into action after my
project is complete.

| have an approach for
organizing my data that |
implement prospectively, but it
not necessarily standardized.

| organize my data so that
others can navigate,
understand, and use it without
me being present.

Saving and
backing up
your data

| decide what data is important
while | am working on it and
typically save it in a single
location.

| know what data needs to be
saved and | back it up after I'm
done working on it to reduce
the risk of loss.

| have a system for regularly
saving important data while |
am working on it. | have
multiple backups.

| save my data in a manner
and location designed
maximize opportunities for re-
use by myself and others.

Getting your
data ready for
analysis

| don't have a standardized or
well documented process for
preparing my data for analysis.

| have thought about how | will
need to prepare my data, but |
handle each case in a different
manner.

My process for preparing data
is standardized and well
documented.

| prepare my data in such a
way as to facilitate use by both
myself and others in the future.

Analyzing
your data and
handling the
outputs

| often have to redo my
analyses or examine their
products to determine what
procedures or parameters
were applied.

After | finish my analysis, |
document the specific
parameters, procedures, and
protocols applied.

| regularly document the
specifics of both my analysis
workflow and decision making
process while | am analyzing
my data.

| have ensured that the
specifics of my analysis
workflow and decision making
process can be understood
and put into action by others.

Sharing and
publishing
your data

| share the results of my
research, but generally | do not
share the underlying data.

| share my data only when I'm
required to do so or in
response to direct requests
from other researchers.

/4 _

| regularly share the data that
underlies my results and
conclusions in a form that
enables use by others.

Because of my excellent data
management practices, | am
able to efficiently share my
data whenever | need to with
whomever | need to.
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How does humanities data tend to be different?

Parthenos

MANAGE, IMPROVE AND
OPEN UP YOUR RESEARCH
AND DATA

BN About the module

This module willl look at emerging trends and best practice in data management. quality assessment

el (¢ Learning Outcomes

Manage, Improve and Openup

By the end of this module. vou should be able to: your Ressarch and Dete


https://training.parthenos-project.eu/sample-page/manage-improve-and-open-up-your-research-and-data/

Data Management - caveat

SCHOOL OF

0 go about your research. It will help you to understand what it P O R T ADVANCED STUDY

— L ‘ ‘ Pasnunning - | UNIVERSITY
is you are doing more clearly and give you the basis to share that data lateron  porT DMP OF LONDON

NON IMPORTA SE ALLA FINE CONDIVIDERETE | DATI O NO.
QUI SI DOCUMENTANO IL PROCESSO DI RICERCA E LE SCELTE DI METODO


https://port.sas.ac.uk/mod/book/view.php?id=1221

Data managepmemABC —
Per-partire -

Ask yourself this:

u were to produce an article researching, for example

twentieth century New York, what data would
for someone else to replicate results? Think about itin terms IGON AR H VSRRV R IDY V2=
your own r - LA MIA RICERCA?
A bibliography would be the most immediate and obvious starting point, TUTTO QU ESTO VA
revealing to the reader all the sources that you have used to base your INSERITO NEL DMP.
10 § PROSPETTIVA DIVERSA
| | SULLA VOSTRA RICERCA
SCHOOL OF -
P O R T ADVANCED STUDY
Poesenvamng - | UNIVERSITY
PORT DMP | OF LONDON is clearly identified with explicit headings, well-str §, and easily identified.

readable format, but to provide documentation and to make sure that the data

Managing your
Research

ou have actually done

to come to your conclusions, It also allows you to show the pro vou have

undertaken; revealing how valuable your approach mig


https://port.sas.ac.uk/mod/book/view.php?id=1221

Data management ABC — File naming

FILE NAMING

,ﬂjﬁif%fﬁﬂwﬁémﬁé

QNE y 1. Read through the following file names.
o 2 If you returned to this data folder in a year's time do you think you would be able to
| Jio recognise what each of these files contains?
; g I m 3. What information do you think you need in a file name in order to identify what is in the
N file's contents?

FRA UN ANNO

CONTENGONO? 1

L Interview with Jane Int1(2)



Data management ABC — Fi nam%ng
[DMP Y = .

THE UNIVERSITY
of EDINBURGH

SCEGLIERNE UNA... ED ESSERE
CONSISTENTI!

. L L RECORDS MANAGEMENT
| File naming conventions

The conventions comprise the following 13 rules. Follow the links for examples and explanations of the rules. N
o

. Keep file names short, but meaningful : Nammg conventions
2. Avoid unne Yy T n and redundancy in file names and file paths. ‘ Make finding electronic records easier.
Jse capital letters to delimit words, not spaces or unders =
.When including a numberin a file name always give it as a two-digit number, i.e. 01-99, unless itis a year or another number with more than two digits.
. If using a date in the file name always state the date ‘back to front’, and use four digit s, two digit months and two digit days: YYYYMMDD or YYYYMM
or YYYY or YYYY-YYYY.

itisincoming or outgoing correspondence, ex
ame of an email attachment should include the name of the cor : = subject, the date of the correspondence,
1g email, except where the inclusion of any of these elements would be
incompatible with rule 2.
. The version number of a record should be indicated in its file name by the inclusion of *V’ followed by the version number and, where applicable, ‘Draft’.
3. Avoid using non-alphanumeric characters in file names.

File naming


https://www.ed.ac.uk/records-management/guidance/records/practical-guidance/naming-conventions

[DMP]
Data management ABC —F

r str
Folder structure CESSDA training

Structuring your data files in folders is
important for making it easier to locate and
organise files and versions. A proper folder
structure is especially needed when
collaborating with others.

Ile naming

\
A
A\

It helps to restrict the level of folders to three or four daep and not to have more than ten [0 organise your data
items in each list plan and organisation of

relevant to the data

Fokdies x ;;]Fm_cous_loos-zmo o the data folders,
2 -
S £ ENSIOproject A BIFG2_CONS_15-04-2010
3 €3 Oata M)FG3_STAK_29-04-2010
I (_06

S £ Datat W 1FG4_STAK_06-05-2010
3 ConsumerSurvey archy of your files and

L) StakeholderNetworkAnalysis
) StakeholderSurvey

ormation on the data

'ocessing procedures. S— ﬁ] 1

e several independent

= ) Images i

) FocusGroupimages advisable to create a separate data folder

! ) Landscapelmages pk at the examples in the accordion below
— | () Models
=l = £ sourd

) FocusGroupRecordngs
o InterviswRecordings
= ) Text
J FocusGroup Transcripts
) InterviewTranscripts
= ) Documentation
= ) ConsentForms
) CF_FocusGroups
) CF_interviows
= L InformationShesats
) IS_ConsumerSurvey
) IS_FocusGroups
o IS_Interviews

3 IS_StakeholderSurvey .
AP UK Data Service

more than ten items on each list.

© Survey data

p or shallow hierarchy is For this survey, data and documentation files are held in separate folders. Data files are
to data type and then according to research activity. Documentation files are organ

documentation file and research activity. It helps to restrict the level of folders to three

ENBIOproject
Data
ConsumerSurvey
StakeholderSurvey
Documentation
Methodology
Method_ConsumerSurvey
Method_StakeholderSurvey
Questionnaires

QuestionnaireConsumerSurvey

QuestionnaireStakeholderSurvey


https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/2.-Organise-Document/File-naming-and-folder-structure
https://www.ukdataservice.ac.uk/manage-data/format/organising.aspx

MIT README: File & Folder Schema (Example)
Libraries

This document is for recording your file-naming schemas and folder structures developed in the
Naming and organizing your files and folders worksheet. This example README includes
descriptions and examples for your guidance. See the README: Fill

(Template) for a blank version.

Sample README fileOrg.docx For guidance on creating readmes to document information on datasets, see: Guide to writing
“readme” style metadata. Cornell Research Data Management Service Group.
hi

WA earch.cornell.edu/content/readm
Folder structure:

Sketch out here or insert a screenshot of your folder structure. Note, if including a screenshot, Overview:
expand all folders to show the full hierarchy.

) Project/Lab Name:  Name the project for which this file organization documentation refers. If it
v Project

documents the organization schema for a research/lab group, include that
Folder 1 here. )
Folder 2 Ex: Our Lab, Project 123
Subfolder 1

Creator: Who created the file organization schema? This is important information
Subfoider 2 as a user may need to get clarification, suggest a revision of the schema,
SubSubFolder 1 etc. Include the institution/address/email for contacting this person.
SubSubFolder 2 - e - :
SubSubSubFolder <

SubSubSubSubFolder Mrr README: File & Folder Schema (Example)
Libraries

File naming schema:

File type Filename schema Schema key Example filename

File type: Microscope image

Filename schema:  [date]_[microscope]_[imageNumber] scope icroscope]_[imag : Date of i age 18011 2
Schema key: date: date of image capture in YYYYMMDD format I""ﬁm [’e::u;n U o lc):t?u re in of im 20180 8-ms3-001 ng
microscope: name/mode! of microscope used ge P!

imageNumber: written in sequential formatting 00X - XXX YYYYMMODD format

Example filename:  20180118_mic53_001.jpg microscope: name of
microscope used
imageNumber: written
Filename abbreviations in squ'z;ﬂ&l) x

Use this section to document any abbreviations used in the file-naming schemes described
above.

Filename descriptor Abbreviations key

Ex: Location ATL: Atlanta
BOS: Boston

Ex: Microscope micS3: microscope 53, located in room 1...
(name)



https://libraries.mit.edu/data-management/store/organize/

m CENTRE FOR Guidelines for README
125208, )).| Guidelines for creating a README file

A readme file provides information about a dataset and is intended to help ensure that
the data can be correctly interpreted, by yourself at a later date or by others when
sharing or publishing data.

A readme file must be submitted along with the dataset file(s).

The outline below should be completed with information relevant to the submitted
dataset.

1. Introductory information Best practices

Title of the dataset Create one readme file for each dataset

For each file or group of similar files, a short description of what dat® Name the file README; not readme, read_me, ABOUT, etc.

it contains Write your readme document as a plain text file; save as README.txt or

Explain the file naming convention, if applicable README.md when writing in Markdown. Or use README.pdf when text formatting
is important for your file.
Format of the file if not obvious from the file name

If the data set includes multiple files that relate to each other, the
relationship between the files or a description of the file structure that holds
them

Contact information; in case users have questions regarding the data files

2. Methodological information

Q

Method description for collecting or generating the data, as well as
the methods for processing data, if data other than raw data are
being contributed

Any instrument-specific information needed to understand or interpret tha

data 3. Data specific information

Software (including version number) used to produce, prepare, rende
compress, analyze and/for needed to read the dataset, if applicable Full names and definitions (spell out abbreviated words) of column

Standards and calibration information, if appropriate headings for tabular data
Units of measurement

Definitions for codes or symbols used to record missing data

Specialized formats or abbreviations used

Sharing and Access information

o Licenses or restrictions placed on the data;
Licenses allow you to specify the ‘terms-of-use’ for your data. The archive
provides a license that is explained in its terms of use and applies this license
as default selection. You can use this licensing wizard to help you to pick a
more appropriate license for the use of your data. This license will then be
displayed in the metadata.


https://researchdata.4tu.nl/fileadmin/user_upload/Documenten/Guidelines_for_creating_a_README_file.pdf
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e Mome  Create  EvemaiDats  Databate Teoh s @
¥ Pimaey tey Falnsen Rows A py -] -
] AN posse #Dente Rom = ¥ _ 58 :jﬂ
ey &7 Test vanammon Rutes o Medey Lootupe "m it ] e mpm:«‘
s Tosh Vo Yade Fiedd, Record & Tadle Dents Relwtanihgs
0 FARM SURVEY DATA 184 o B B’
[T heigName Oata Type —_— Descrigtion =
¥ rarmercode Text Fatmer identification code =
Kheme Text Oranage schame
Teanscript Hypedink Transeript of imteeview
Date Date/Tinwe Date of interview
Interviewer Text Name of Interviewer
Incomplete data Yes/No Observation has data missing
Nb holdings Number Number of holdings farmed by farmer
Tot Farmsize Number Total size business umit {na)
B % area owned Number Area owned of business unit, in percentages (%]
Farmtype Text Main enterprise of business una
Organic Yes/No Farm is organic
Wi Grecps WRRLGIELL R Winter wheat Number Wirtter wheat (ha)
- Spring wheat Number Spring wheat (ha)
,,,,, . @ . L oo | E&ﬁ i . @ | winter bartey Number Wintter bacley (ha)
Name Type Width || Decimals [ seringbertey N Fiekd .WSW"‘G i -
175 qualal0 MNumeric 2 o Which of the L ‘
" 176 | activb Numeric 2 0 Activity status — Deomal
Structured tabular data should have as documentation (where applicable): : 2 o Pecert
177 |empstat Numeric 2 0 Fore Prachien, 18
. o ) | 178  |everjob Numeric 2 0 Ever had paid | ;
« vanable names, labels and descriptions (maamum 80 characters) [ 179 ftptime Numeric 2 0 Fullime or pz | wput vk A5k came 0 Be 9 10 64 usenctes 350,
| 180 howlong Numeric 2 0 How long have Dets 0 AGNG 1pdies. :::'r: 104 help on fietd ‘
1 - ot Vatue
.
units of measurement for variables e e 2 o At o sartw ||| Vamn R
» reference o the qu&gli@n number of a SUrvay or qmstimmirﬂ | 182  |wklookd Numeric 2 0 Looking paid 1 m :
| 183 |nemplee Numeric 2 0 Number emplc || Smart fags
| 184 |nssec Numeric 5 1 NSSEC-lon, || e
- 2 v :.'llr"l"l'ﬂ'll Ehil -h: ) 4 E z § —
E“mpl" variable ‘q11he I art r3 spant laking Fh} sical exercise in a [ 185 |othpaia Numeric 2 0 Ever had other emplnymenl (waiting to start work) {-9, Noans... -99 - -1
typical week’ — the label gives the unit of measurement and a reference to the | 185 |payage  |numerc 3 0 Age when last had a paid job {9, Noans... -99- -1
. | 187 |paylast Numeric 4 0 Y ear left last paid job {9, Noans...-99 - -1
question numbar (CH11) | 186 paymon  |Numeric 2 0 Month last left paid job {9, Noans... -99 - 1
189 sclass Numeric 2 0 Social Class {-9, Noans... -99 - -1
« value code labels | ’
| 190 seg Numeric 2 o Socio-Economic Group {-9, Noans... -99 - -1
. . - | 191 snemplee Numeric 2 0 Self employed, how many employ {-9, Noans... -99 - -1
Example: variable 'p1sex’ = "sex of respondent’ with codes “1=female’, "2=male’, | 192 |age Numeric 3 0 Age last birthday (9 Noans.. 99-1 ||
L ettt ottt ittt ittt I
‘B=don't know', "9=not answeared' :I—
Variable View
« coding and classification schemas axplainad, with a blbmgrapl'nc and dated [PASW Siatistics Processor isready | | |

reference (some standards change over tima)

Examples: Standard Occupational Classification, 2000 — a series of codes 1o B [ D e E

classify respondents’ jobs; IS0 3186 alpha-2 country codes —— an international Site Location Type Instrument From
1 = =] [¥]  Numb~)

standard of 2-lefter country codes 2 |Beckingham Beckingham & Idle Baro Barometer 73937 7722007 18/10

« codes for missing data, with reason data are missing (blanks, system-missing or ‘0 3_|Beckingham Beckingham Ditch Diver 80137 72272007 161

4 |Beckingham Beckingham Fld Centre Diver 80136 77222007 1641

values are best avosded) 5 |Beckingham Beckingham Fld Edge Diver 80129 70272007 1B/

6 |Bushley Bushley Barometer Barometer 77599 14272007 4

Example: "989=not recorded’, "88=nal provided (no answer), "9T=not applicable’, ‘96=not 7_|Bushl Bushley Ditch Diver 63017 14272007 23/

8 |Bushl Bushley Fid Centre Diver 53632 147272007 231

known', "#5=armor’ 9 |Bushley Bushley Fld Edge Diver 53194 142272007 12/4

s deviating universe infarmation for variables in case of skipped cases or questions Cuddyarch Sough |Cuddyarch Sough Baro Barometer 62943 10/52007 301

Cuddyarch Sough |Cuddyarch Sough Fld Centre Barometer 62963 10572007 30A1

. . . . . . Cuddyarch Sough |Cuddyarch Sough Fid Edge  Barometer 62959 10/52007 30N

derived or constructed variables created after collection, giving code, algorithm or Cuddyarch Sough [Wedholme Sough (River) Diver 48432 1082007 304

command files used 1o creata tham —— simple derivations, such as grouping age Idle Idle Ditch Diver 80133 7007 74

. ) . ) . . Idle Idle Fid Centre Diver 80131 722007 161

data into age intervals, can be explained in the variable and value labels; complax dle idle FId Edge Diver a0132 700007 164

derivations can be described b:,.l pn:widing the algnrirhms., Inugical slatements or Idle Idle Upland Barometer 77531 822007 1810

. . Morda Morda Baro Barometer 62975 31562007 291

functions wsed o creale derived variables, such as the SPSS or Stata command 19 Morda Morda Ditch Sarornater 62970 3150007 290

i« < » n)\Instrument details { Field schematics { Beckingham / Bushley / Cuddyarch /Ide / Mor

G o


https://www.ukdataservice.ac.uk/manage-data/document/data-level.aspx
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[ This work is licensed under a Creative Commons Attribution- |
@ NonC licence (CC BY-NC-SA 4.0). Tn
view a copy of this licence, wsrl @|
1] Data collection number 0000 T LRI =
2 | Title
3| Depositor, A.
4
5
Date of birth Gende |Occupatio |Organisatio |Marital Household Country of Interview Place of Date of No of Text file
Interview ID|/Birth year /JAge |r n n status D Relationshi crigin topics Notes interview interview pages name Audio file name

Noﬁes (delete these from the final list)

The nature of the data collection and the chosen anonymisation strategy will affect which fields are to be included in the data list.
Fields and columns should be filled in in a consistent format throughtout the data list.

Bold fields should be seen as a minimum for effective reusability of the data.

Italic fields should be used as appropriate, and ideally in the order they appear here.
Fields that are relevant for your specific data collection should be added to the table.
+ When the table is completed, remove italics, make all headers bold, align fields, and delete any blank columns.

Study Number 6377
Integrated Floodplain Management, 2006-2008
Morris, J.

Floodplain farm survey

Interview | Farmer Age Farm scheme Farm type Size of farm | Number of Date of Interviewer | No of | Text file name | Audio file name
ID code (hectare) | holdings interview name | pages
1 Bel 35-45 | Beckingham Beef 360 1 04.12.2006 Helena 28 6377int001 6377int001
Be2 45-55 | Beckingham Arable 364 1 05.12.2006 Helena 21 6£377int002 £377int002
3 Be3 45-55 Beckingham Arable 372 2 06.12.2006 Helena 22 6377int003 6377int003
4 Bed 45-55 | Beckingham Arable 194 3 06.12.2006 Helena 18 6377int004 6377int004
5 BeS 55-65 Beckingham Arable 108 1 07.12.2007 Helena 21 6377int005 6377int005
6 Be6 45-55 | Beckingham Arable 1254 2 01.02.2008 Helena 19 6377int006
7 Bul 55-65 Bushley Mixed 101 2 13.02.2007 Quentin 29 6377int007 6377int007
DAT' QUA L | TAT | \/| 8 Bu2 >65 Bushley Mixed 97 1 15.02.2007 Quentin 15 6377int008 6377int008
9 Bu3 >65 Bushley Arable 194 4 13.02.2007 Quentin 21 6377int009 6377int009
10 Bud 55-65 Bushley Mixed 202 1 15.03.2007 Helena 19 6377int010 6377int010
11 Cul 35-45 Cuddyarch Dairy 64 1 08.05.2007 Helena 19 6377int011 6377int011
12 Cu2 55-65 Cuddyarch Dairy 189 2 08.05.2007 Helena 18 6377int012 6377int012
13 Cu3 55-65 Cuddyarch Mixed livestock 76 1 08.05.2007 Helena 13 6377int013 6377int013
14 Cus 45-55 Cuddyarch Mixed livestock 198 1 09.05.2007 Helena 24 6377int014 6377int014
15 Cub 55-65 Cuddyarch Dairy 89 1 09.05.2007 Helena 14 6377int015 6377int015
16 Cu? >65 Cuddyarch Mixed livestock 190 4 11.05.2007 Helena 20 6377int016 6377int016
17 Cug 55-65 Cuddyarch Mixed livestock 109 2 11.05.2007 Helena 22 6377int017 6377int017
18 1d1 55-65 Idle Arable 158 3 07.02.2007 Quentin 17 6377int018 6377int018a
18 1d1 55-65 Idle Arable 158 3 07.02.2007 Quentin 17 6377int018 6377int018b
19 Id1b 55-65 Idle Arable 158 3 Quentin 22 6377int019
Idle Dairy 1 08.02.2007 | 6377int020 6377int020



https://www.ukdataservice.ac.uk/manage-data/document/data-level.aspx
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7

5 Variable Information Log

g . UK data service - data documentation
7 |Introduction
8 For datasets being deposited that include secondary data resources, researchers are advised to prepare a descriptive Variable Information Log describing these resources.

9 The Variable Information Log should include the variable name, its source, how it was collected, a brief description, and any restrictions noted on its further use. (See the notes below)
10

11 Notes

12 These fields should be completed for the original data sources for each variable:

13

Variable name: Provide a list of all the variables (name/number) used in the dataset.
14

\Variable label: A brief description necessary to identify the variable.
15

|Source: Source of the dataset/data owner or producer (e.g. World Bank data, IMF data, Penn World
Tables data).
16

'Dataset version: Datasets keep evolving, so best practice is to indicate which version has been used.
17

|URL/DOI: Provide a persistent identifier or link of the source dataset used. Alternatively, if the data are
not available online, provide a brief description of how they were obtained.

£

License information: Please indicate the licensing information (type of data), as it is important to ensure that the
researchers have permission from the data owners. For example, Open data, Data owned by
the researcher (you), Data owned by another researcher or Third party licensed data.

19

|Unit of analysis Indicate the unit of analysis used in the primary dataset (individuals, cases, addresses).
20

'Date data downloaded/obtained |Itis important to state the date when the dataset was downloaded or obtained and used for
‘ analysis. The data source may have been updated since that time.
21

|Brief description of the data: Provide a brief description of the dataset, including what was the aim of the study. If a
codebook is publicly available for the data used, provide a link.

|Data collection method: Where the data collection procedure for the dataset is well documented, provide a link to that
‘ information. If there is little information available, provide a brief description on how data
were gathered.



https://www.ukdataservice.ac.uk/manage-data/document/data-level.aspx
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Data versioning A

£ §w]in il & JS] @ #suare

What do we mean by the term ‘data versioning’?

A version is “a particular form of something differing in certain respects from an earlier form or other forms of
the same type of thing 0". In the research environment, we often think of versions as they pertain to
resources such as manuscripts, software or data. We may regard a new version to be created when there is
a change in the structure, contents, or condition of the resource.

In the case of research data, a new version of a dataset may be created when an existing dataset is
reprocessed, corrected or appended with additional data. Versioning is one means by which to track changes
associated with ‘dynamic’ data that is not static over time.

Why is data versioning important? Numbering system 1

Versioning

nlike the software domain, the data community doesn’t yet have a standard numbering system. Three
epresentative data version numbering patterns in use include:

Numbering system 1

Numbering system 2

Numbering system 3

What tools are available for data versioning?

There is no one-size-fit-all solution for data versioning and tracking changes. Data come in different forms
and are managed by different tools and methods. In principle, data managers should take advantage of data
management tools that support versioning and track changes.

Example approaches include:
Git (and Github) for Data O (with size <10Mb or 100k rows) which allows:

« effective distributed collaboration — you can take my dataset, make changes, and share those back with
me (and different people can do this at once)

« provenance tracking (i.e. what changes came from where)
« sharing of updates and synchronizing datasets in a simple, effective, way.

Data versioning at ArcGIS O

e Users of ArcGIS can create a geodatabase version, derived from an existing version. When you create
a version, you specify its name, an optional description, and the level of access other users have to the

ersion _As the awner of the yarsion _yo an chande these nronertisg or delata 2 version any time

Fas

Increasingly, researchers are required to cite and iden

to support research reprodumblllty and trustworthiness Data versioning follows a similar path to software versioning, usually applying a two-part numbering
rule: Major.Minor (e.g. V2.1). Major data revision indicates a change in the formation and/or content
of the dataset that may bring changes in scope, context or intended use. For example, a major

accurately indicate exactly which version of a dataset

particularly challenging where the data to be cited are revision may increase or decrease the statistical power of a collection, require change of data
accessed via a web service.

revision may incorporate:

« substantial new data items added to /deleted from a collection

¢ additional data attributes introduced
« changes in a data generation model
« format of data items a changed

« major changes in upstream datasets.

« renaming of data attribute
« correction of errors in existing data

« minor changes in upstream datasets.

access interfaces, or enable or disable answering of more or less research questions. A Major

« data values changed because temporal and/or spatial baseline changes

Minor revisions often involve quality improvement over existing data items. These changes may not
affect the scope or intended use of initial collection. A Minor revision may include:

« re-running a data generation model with adjustment of some parameters



https://www.ands.org.au/working-with-data/data-management/data-versioning

University of Leicester
Good Practice and Guidance — Document Version Control Chart [Draft)

Version chart

amed 1. Create DoturmentFile

= Save the document according to file naming guidance fgood practice.

et 2- Document Identification

= |dentify on the dotument @.g. in header o footer, the author, filename, page
number and date the docement is created revised.

3. Version Control Table

Example version control table:

Data management-ABC —Versioning .

- [DMP]

A!

UK Data Service

» Versions and changes documented with Version Cortrol Table where
significantNoremal/project based.

Title:

Vision screening tests in Essex nurseries

File Name:

VisionScreenResults_00_05

Description

Results data of 120 Vision Screen Tests carried
out in 5 nurseries in Essex during June 2007

el 9. Versicn Mumber

= Current version number identified on the first page and where approgriate,
incorporated into the header or footer of the dodument.
= Wersion numbaer k& included as part of the file name.

Created By: Chris Wilkinson
Maintained By: Sally Watsley
Created: 04/07/2007
Last Modified: 25/11/2007

* Named as version “0-1° (no full stops in electronoic file names).
= Subsequent draft wersions 0-2, 0-3, 0=4 ..,

Based on:

VisionScreenDatabaseDesign_02_00

Pe—

Version

Responsible

Notes

Last amended

6. First FinalfApproved Version

= When document is finalfapproved it becomes version 1-0.

00_05

Sally
Watsley

Version 00_03 and 00_04 compared and
merged by SW

25/11/2007

00_04

Vani Yussu

Entries checked by VY, independent from SK

17/10/2007

7. Changes to Final Version

* Changedrevised final version becomes x-1.
* Subseqguent drafts to Final version become &g 1-1, 1-2, 1-3 ete.

00_03

Steve
Knight

Entries checked by SK

29/07/2007

00_02

Karin Mills

Test results 81-120 entered

05/0772007

== & Further FinalfApproved Documents

* Version member increased by “1-0° e.g. 1-0, 2-0, 3-0 etc.
» g Amendments to Final 1-0 are 1-1, 1-2, 1-3 and a3 approved becormes 2-0.

Karin Mills

Test results 1-80 entered

04/07/2007



https://www2.le.ac.uk/services/research-data/old-2019-12-11/documents/UoL_VersionControlChart_d0-1.pdf/at_download/file
https://www.ukdataservice.ac.uk/manage-data/format/versioning

Data management ABC — Versioning
[DMP] e
/ i |

e Uniquely identifying different versions of files using a systematic naming convention, such

Version control
Version control can be done through:

as using version numbers or dates (date format should be YYYY-MM-DD, see 'File naming');
o Record the date within the file, for example, 20010911 _Video_Twintowers;
o Process the version numbering into the file name, for example, HealthTest-00-02 or
HealthTest_v2;
> Don't use ambiguous descriptions for the version you are working on. Who will know

whether MyThesisFinal.doc, MyThesisLastOne.doc or another file is really the final
version?
¢ Using version control facilities within the software you use;
* Using versioning software like Subversion (2017);
e Using file-sharing services with incorporated version control (but remember that using
commercial cloud services as the Google cloud platform, Dropbox oriCloud comes with

of use which applies for example to copyrights);
e Designing and using a version control table. In all cases, a file history table should be
included within a file. In this file, you can keep track of versions and details of the changes

specific rules set by the provider of these services. Private companies have their own terms L

which were made. Click on the tab to have a look at an example which was taken from the :
- i
UK Data Service (2017c). CESSDA training = HEAS T, B


https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/3.-Process/Data-authenticity

ata management ABC — Versioning
[DMP

B .
0 glt --distributed-even-if-your-workflow-isnt Git

Git is a free and open source distributed version control system
designed to handle everything from small to very large projects with
speed and efficiency.

Git is easy to learn and has a tiny footprint with lightning fast , S  m
performance. It outelasses SCM tools like Subversion, CVS, Perforce, ~ s . * i
and ClearCase with features like cheap local branching, convenient

staging areas, and multiple workflows.

o About = Documentation
source Release

The advantages of Git compared Command reference pages, Pro z
il A to other source control systems. Git book content, videos and 2.31. 1
— P

other material. Release Notes (2021-03-26)

Download 2.31.1 for Windows
Downloads Community

GUI clients and binary releases Get involved! Bug reporting,

for all major platforms. ailing list, chat, development .



https://git-scm.com/
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Data Management Expert Guide

1. Plan > T

: @ Check the completeness of records
2. Organise & Docurment >

3. Process bt

@) Reduce burden at manual data entry

Data entry and integrity

s mtitarias g ol b

Luantitative CoOaIng o~

R ) Minimise the number of steps

Qualitative g g

eights c ey data
- ’ P s
e s e =) Conduct data entry twice
Data authenticit
) - _

e | T e T e @ Perform in-depth checks for selected records
== —>==4 Adapt your DMP: part 3
————— sources and further reading @ Perform logical and consistency checks

fore >

@ Automate checks whenever possible



https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/3.-Process/Data-entry-and-integrity

The UK Data Service developed a free easy-to-use open source tool

known as QAMyData that provides a health check for numeric data.
The tool uses automated methods to detect and report on some of the
most common problems in survey or numeric data, such as
missingness, duplication, outliers and direct identifiers. Requirements
were scoped through a series of engagement exercises with the

Service's own data curation team, other data publishers, managers and

quantitative researchers to create a comprehensive list of ‘tests’ that ar

typically used when quality assessing numeric data files.

QAMydata

The tool offers a number of configurable tests that have been

categorised into four types: file, metadata, data integrity, and identifiers,

which can be run on popular file formats, including SPSS, Stata, SAS
and CSV. A standard config file has default settings for each test, such
as a threshold for pass or fail on various tests (e.g. detect value label
that are truncated, email addresses identified as a string, or undefined
missing values) which can be easily adapted to meet the user's own
desired thresholds. The configuration feature allows the creation of a
unique Data Quality Profile. The software creates a ‘data health
check’ that details errors and issues as both a summary and detailed
report, providing a location of the failed test. New tests can easily be
added. Data depositors and publishers can act on the results and
resubmit the file until a clean bill of health is produced.

/

4;(:,7 = - 4
3 e A —
Basic File Checks )
Moo Suns 00 Ovscpson
Metadata Checks
Name St (W) Oescripmon

I

A

[ )

QAMyData: Table of QA tests included (V1.0)

Type of check | gpecific test User note
available
/
File opens. Checks whather acceptable format
:""”" Bad filename check, regular via Regex requires quotes Ta-2]". Touse a
pattermn special characters, e.g. a backskash (1)
a backslash before is required e.g.
Repeort on numbser of cases and variables Always run
Count of grouping variables
Migsing variable labels Must be set to true, of the test will not
n
Mo label for user defined missing values e.g. - | SPSS only
‘Ode’ characters in variable nameY and labels | User specifies the characters

N Matadata checks

wd' characters in value la

User specifies the characters

MMNIS. e.g. >79

characters

User specifies the length

Maximum length of value labels, e.g. >39
characters

User specifies the length

User specifies the variables. Multiple
variables can be added on new lines
e.g. Caseno or AnotherVariable

Data il
‘Odd’ in string data User specifies the characters
Spelling mistakes (non-dictionary words) in User specifies a dictionary file
string data using a dictionary file
Percentage of values missing (‘Sys miss'and | User sets the threshold, e.g. more than
= undefined missing) 25%

Identifying disclosure risk from unique values
or low thresholds (frequencies of categorical
variables or minimum values)

User sets the threshold value, e.g. 5

| Disclosure risk
chocks

Direct identifiers using a RegEx pattemn search

User runs separately for posicodes,
telephone numbers etc. Advise tests

run separately as resource intensive

Useful checks
to add

Specific test

User note

Metadata checks

Export a Code book DDI

Data integrity
checks

Expected format for a variable for coded data

Values outlving the listed code values

code

User specifies field type/format e.g. ICD



https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/3.-Process/Data-entry-and-integrity
https://www.ukdataservice.ac.uk/about-us/our-rd/qamydata.aspx

Storage Solutions

Personal Computer & Laptop

LUNGO O BREVE
TERMINE?

Checksum Checker

Software for Digital Preservation

Download version 3.0.1, released 25 March 2014 AEST

Checksum Checker is free and open source software developed by
the National Archives of Australia. Checksum Checker is a piece of
software that is used to monitor the contents of a digital archive
for data loss or corruption.

Checksum Checker is a component of the Digital Preservation
Software Platform (DPSP).

Features

As part of the Digital Preservation Recorder (DPR) workflow,
checksums are generated for each Archival Information Package
(AIP). Checksum Checker generates a new checksum for each AIP
and compares it against the stored checksum. If the checksums do
not match, then the AIP is flagged as being corrupt.

Checksum Checker incorporates the following features:

« Checksum Checker functions as a service.

e Checksum Checker sends automated emails to a nominated
administrator email address, coinciding with certain events
(such as the start of a checking run or when an error is
encountered).

is available

Networked drives

File servers managed by your
university, research group or facilities
like a NAS-server

External storage devices

Download

USB flash drive, DVD/CD, external
hard drive

FA.Q )
g Cloud services

.| Licensing
—

External

#S  Links

-n
b Contact Us

|

Checksum Checker js relggsed under the GPLy3, an
=Bttt 7chackslimehecker sourceforge.net/

| -

Organize and document research data. Make digital

Advantages

Always available

Portable

Regularly backed up

Stored securely in a
single place

Low cost

Portability

Automatic
synchronization
between folders and
files

Easy to access and
use

Disadvantages

Drive may fail

Laptop may be stolen

Costs

Easily damaged or lost

It's not sure whether data security

is taken care of

You don't have direct influence on
how often backups take place and

by whom

Suitable for

Temporary
storage

Master copy of
your data

(if enough

storage space is
provided ..)

Temporary
storage

Data sharing

versions of paper data documentation in a PDF/A format

(suitable for long-term storage).



http://checksumchecker.sourceforge.net/

Data Management ABC-

and storage

Disadvantages/Risks Precautions for (sensitive) personal

data

Cloud storage ocal storage Metworked drive .
o Automatic * Not all cloud services are secure. May not ¢ Encrypt all (sensitive) personal
N backups. be suitable for sensitive data containing data before uploading it to the
* Often personal information about EU citizens, cloud. This is particularly
automatic ¢ Insufficient control over where the data is Important to avoid conflict with
ﬂ . version stored and how often it is backed up. European data protection
= . control. o Free services by commercial providers regulations if you do not know in
: . m ' {e.g. Google Drive, Dropbox) may claim which countries servers used for
! Loptops, tablets, external bard-drives, Rosh drives and Compact Discs rights to use content you manage and storage and backup are located
share them for their own purposes. (see "Security’ for more
| * Data can be lost if your account is information on encryption; also
Y Adva ntages Disadvantages/Risks Preca suspended or accidentally deleted, or if see 'Protecting data’),
. (sens the provider goes out of business,
data
I Recommendations
|
8 ¢ Allow easy transport of data and files & Easily lost, damaged, or Use ir * Do: use cloud services for granting shared, remote and easy access to data and other files to all involved in
without transmitting them over the stolen and may, theralare, Encry the project.
Internet. This can be especially helpful offer an unnecessary security passw ¢ Do: Read the terms of service. Especially focus on rights to use content given to the service provider,

. fc ropean, 5 st cloud s wh ! n Eur f le,
when working in the field. risk. o Dot Opt for European, national, or institutional cloud services which store data in Europe if possible
© Badrop (EUdat, nd ) s an mxample of » European cloud storage solution
* Low-cost solution. * Mot robust for long-term © SWITCHGeve 7) it # Swiss scbution
STﬂmEE‘ or mﬂs'-'l:'rfl:lljlﬁ's Qf © DataverseNL [Dats Archiving 008 Networkad Sanvices, 2017) i an example of 8 service 102 Dutch researcherns that aliows the

Horage a0d sharing of Cats DO Juring o afer the research period

your data and files.

* Don't: make this your only storage and backup solution,

* Possible quality control * Don't: use for unencrypted (sensitive) personal data. CESSDA Guide
ssues due to version

confusion.

CI SONO STRUMENTI DIVERSI PER ESIGENZE DIVERSE (DURANTE/AL
TERMINE). DURANTE, DOVETE ANCHE POTERCI LAVORARE CON IL TEAM

—



https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/4.-Store/Storage

Digital Technelogy
and the Practices

of Humanities
Research
.

Evtien w
JENNIFER EDMOND

DARIAH Pathfinder to Data
Management Best Practices in the
Humanities

10. THE RISK OF LOSING THE THICK DESCRIPTION: DATA 235
MANAGEMENT CHALLENGES FACED BY THE ARTS AND
HUMANITIES IN THE EVOLVING FAIR DATA ECOSYSTEM
Erzsébet Toth-Czifra

Edmond, 2020

§ ) y | | EG! / USE CASES / SCIENTIFIC APPLICATIONS AND TOOLS / DARIAH GATEWAY
- $

Ki

1. Why research data management?

Systematically planning how you will collect, document. organize, manage, share and preserve your
data has many benefits. It helps to build a common framework of understanding with your
collaborators and other stakeholders such as data archivists or professionals of GLAM institutions.
But you can also think of your future seif as your primary collaborator, imagining yourselt looking for
o~ o p .

The 2020
ceocvd - AlanTuring

an 100 fanguage thin the S tructure b .
isting databases Institute
* Parallel Semantic Search Engine (PSSE): a parallelised version of SSEt

The appications made available via the DARIAM G

OPENMETHODS

OpenMethods

* Simple Semantic Search Engine (S5£): 3 semar

e et e ot 4 00 veare i e HUMANIties and data science
e Austrian Academy of Science. special interest group

alable via the DARIAH Gateway are

e osEsEa s The challenges and prospects
w10 and berween woane « OF the intersection of humanities
and data science:

A white paper from
The Alan Turing Institute

INTERESTED IN BLOGGING
ABOUT YOUR RESEARCH? THE
DIGITAL HUMANITIES TOOLS
AND METHODS BLOG IS FOR
You!

Q hypotheses

The Language Cultural Ontologies:

Interpretability Tool: the ArCo Knowledge
Extensible, Graph.
Interactive IN COOPERATION WITH

Visualizations and
Analysis for NLP
Models

*ARIAH-EU

anaged by some Italian

like the MiBAC



https://campus.dariah.eu/resource/dariah-pathfinder-to-data-management-best-practices-in-the-humanities
doi:10.11647/OBP.0192
https://www.egi.eu/use-cases/scientific-applications-tools/dariah-gateway/
https://openmethods.dariah.eu/
https://www.turing.ac.uk/research/publications/challenges-and-prospects-intersection-humanities-and-data-science

Establishing criteria for selection decisions

"HIT SsSLERb
2 -

: ! = } ‘ ? B Home | Digital curation | About us
; O\S a ‘ O I I 5 e r V a ne Home > Resources > How Guides > How Develop Rdm Se raisal - how to
]
ST i : 5

In this section How to Develop RDM Services - a guide for HEIs

You should establish criteria to guide selection decisions. The DCC’s How to
Select and Appraise Research Data for Curation[56] proposes seven criteria as
outlined below:

1.

Relevance to mission: the resource content fits any priorities stated in
the institution’s mission, or funding body policy including any legal
requirement to retain the data beyond its immediate use.

. Scientific or historical value: is the data scientifically, socially, or

culturally significant? Assessing this involves inferring anticipated future
use, from evidence of current research and educational value.

. Uniqueness: the extent to which the resource is the only or most

complete source of the information that can be derived from it, and
whether it is at risk of loss if not accepted, or may be preserved
elsewhere.

. Potential for redistribution: the reliability, integrity, and usability of the

data files may be determined; these are received in formats that meet
designated technical criteria; and Intellectual Property or human subjects
issues are addressed.

. Non-replicability: it would not be feasible to replicate the data/resource

or doing so would not be financially viable.

. Economic case: costs may be estimated for managing and preserving

the resource, and are justifiable when assessed against evidence of
potential future benefits; funding has been secured where appropriate.

. Full documentation: the information necessary to facilitate future

discovery, access, and reuse is comprehensive and correct; including
metadata on the resource’s provenance and the context of its creation

News

e |/

§5as WID‘CIC because good research needs good data o

Events | Resources @ Training @ Projects

[DMP]

’

* RILEVANTI PER LA X

MISSIONE DELLENTE
VALORE STORICO
e UNICITA

POTENZIALE DI RIUSO |

NON REPLICABILI
COSTO/BENEFICI
DOCUMENTAZIONE
COMPLETA


https://www.dcc.ac.uk/guidance/how-guides/appraise-select-data

FOSTER managing data

FOSTER R

Managing and Sharing Research Data 'l

- )
¥ of

Data-driven research is becoming increasingly common in a wide range of

1

academic disciplines, from Archaeology to Zoology, and spanning Arts and Science AN

subject areas alike. To support good research, we need to ensure that researchers

Full details

Level of knowledge: Introductory previous kn

have access to good data. Upon completing this course, you will:

« understand which data you can make open and which need to be protected

¢ know how to go about writing a data management plan

¢ understand the FAIR principles

e be able to select which data to keep and find an appropriate repository for

them

learn tips on how to get maximum impact from your research data



https://www.fosteropenscience.eu/node/2328

T s ). Cl

a proteggere

Click the plus sign to expand the bect b

+ What are personal data?

FOSTER data protection

+ Protecting personal data

FOSTER

\ 4 ~ ) \ y “ 9
|\ G A/ \§
“ ' Data Protection and Ethics + Legal requirements - GDPR research exemptions

+ Legal requirements - EU General Data Protection Regulation (GDPR)

This course covers data protection in particular and ethics more generally. It will
help you understand the basic principles of data protection and introduces
techniques for implementing data protection in your research processes. Upon

completing this course, you will know: Full details
Level of knowledge: Intreductory: no previous knowled
¢ what personal data are and how you can protect them Is required ’ ‘ N

» what to consider when developing consent forms
* how to store your data securely
* how to anonymise your data

Topics



https://www.fosteropenscience.eu/node/2330

© Legal Basis

Personal data can only be processed when there is a valid legal basis to do so. The GDPR
recognises six bases (grounds):

dati personal

consent of the data subject

necessary for the performance of a contract

legal obligation placed upon the data controller

necessary to protect the vital interests of the data subject
| carried out in the public interest or in the exercise of official authority (public task)
5 l legitimate interest pursued by the data controller

i(‘f‘ﬁ"m\jA -\ S

=

B
B

The research exemption

Sesrvisene:

The GDPR contains an exemption which entails that some of the principles above are slightly T~
different when you collect and process personal data for research purposes. This is called the N ’ ) ' | -

'research exemption’
ART. 89

Processing for archiving purposes in the public interest, scientific or historical research ECCEZIONI PER LA
purposes or statistical purposes, shall be subjected to appropriate safeguards, in
accordance with this Requlation, for the rights and freedoms of the data subject. Those . RICERCA MA SEMPRE
safeguards shall ensure that technical ond organisational measures are in place in ] S U U N A B AS E |_ E G A |_ E
particular in order to ensure respect for the principle of data minimisation. Those measures
may include pseudonymisation provided that those purposes can be fulfilled in that ( CHE VA ESPLICI TATA)
manner. Where those purposes can be fulfilled by further processing which does not permit oy
or no longer permits the identification of data subjects, those purposes shall be fulfilled in
that manner | General Data Protection Regulation, Article 89.

-

In practice, this means that Principle Il. and V. are
less strict. Further processing of personal data for

cessda

U TRAINING

the purposes of archiving, scientific or historical
research purposes and statistical purposes is not

CESSDA guide
Data Management Expert Guide



https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/5.-Protect/Processing-personal-data

dati personali]

I. Process lawfully, fair and transparent

The participant is informed of what will be done
with the data and data processing should be done
accordingly.

Il. Keep to the original purpose

Data should be collected for specified, explicit and
legitimate purposes and not further processed in a
manner that is incompatible with those purposes.

Ill. Minimise data size

Personal data that are collected should be
adequate, relevant and limited to what is
necessary.

A\ cessda
TRAINING

CESSDA guide
Data Management Expert Guide

Personal data should be accurate and, where
necessary kept up to date. Every reasonable step
must be taken to ensure that personal data that
are inaccurate are erased or rectified without
delay.

V. Remove data which are not used

Personal data should be kept in a form which
permits identification of data subjects for no
longer than is necessary for the purposes for which
the personal data are processed.

VI. Ensure data integrity and confidentiality

Personal data are processed in a manner that
ensures appropriate security of the personal data,
including protection against unauthorised or
unlawful processing and against accidental loss,

-


https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/5.-Protect/Processing-personal-data

leggi appl

: e Science Europe
& O ; Guidance Document
R = e ‘-‘ | D Presenting a Framework for Discipline-specific
Privacy Science Europe 2018 e

© Personal Data Protection Acts are present in all Ewropean countries and concern general

6/

laws regulating the protection of personal ds

EC.” This Directive will be replaced in the

a. They are based on European Directive 9
r future by the General Data Protection Regulation

(GDPR),™ which all EU Member States will have to implement in their national legislation by
May 2018.

Obligations to Report Data Leakage Acts are additions to the Personal Data Protection Acts

They deal with the publcation of personal data and contain sz

clions in the form of penalties

O Freedom of information Acts regulate and enable citizen access to documents held by public
authorities or companies camying out work for a public authority. They do not specifically deal
with access to research data

© Medical Treatment Agreement Acts regulate the use and preservation of personal (patient)

data in and for medical research.

Heritage Acts are relevant for archaeological research data in so far as that they regulate
awnership of documentation (data) from archasological excavations,

compuisory for all medical research projects.

D Statistical Information Acts regulate the competencies of the statistics authorities in data
gathering as well in access to data.

Intellectual Property Rights
© Copyright Acts regulate the rights of the creator of a work, One distinguishes between

& Land Registry Acts (cadastral information) regulate the competencies of the national land
registries and access o their data, with special provisions conceming personal data contained

in their various databases.

exploitation rights and personal intellectual nghts (‘'moral nghts”).

© The Database Rights Act recognises the investments made in creating and/or compiling a
database. It is based on European Directive 96/9/EC.’

Codes of Conduct/Ethical Issues
© Related Rights Acts or Neighbouring Rights Acts mostly refer to the rights of performers, 0 Codes of Conduct, where fhesa axist on a national leval or in an institution, should be taken

phonogram producers, and broadcasting organisations. into account in DMPs, They contain the general principles of good academic teaching and

resaarch.
© Patent Acts are for the protection of patents. Publication of research results (including data)
is restricted during the appication stage of a patent. © Codes of Practice for the use of personal data in scientific and scholary research are based
Public data on the Parsonal Data Protecton Acts™ and prescrbe how to handle parsonal data in ressarch
© Public Records Acts (Public Archives Acts) oblige all public administration offices and services practice.

10 preserve their documents and transfer these, after appraisal and selection, to public archives.

0 Codes of Conduct for Madical Research regulate how researchars should handle medical
personal data, They may be basad on Medical Treatrment Agresment Acts,

© Public Sector Information Acts (concemning re-usability of public data) are based on European
Directive 2013/37/EU™ that focuses on the economic aspects of the re-use of public information.
It encourages Member States to make as much of this information as possible available for
re-use. This also covers content held by museums, libraries, and archives, but does not apply
to the educational, scientific, and broadcasting sectors.


https://www.scienceeurope.org/wp-content/uploads/2018/01/SE_Guidance_Document_RDMPs.pdf

Research Data Management

PLANNING RESEARCH COLLECTING DATA PROCESSING DATA

GDPR in research

1 your résearch only inCiudes andonymised daMa (bt ©

direct perso
dentification of an individual and <

fyou don't process personal data in you

Search

GDPR in research

ARCHIVING DATA  GDPR IN RESEARCH  SUPPORT & TRAINING

> GDPR in research: introduction

> FAQ GDPRin research

Data quality

The data quaiity principle comprises that data has to be of
good quality, |.e. the dats has to be accurate and up-to-d
> GDPRin research: data quality

> FAQ data quality

Minimisation of use

Minimise the processing of and access to persondd data
pre et and penod of time, and only by

» GDPR in research: minimisation of use

»> FAQ minimisation of use

Transparency
The GC

> GDPRin research: transparency
» FAQ transparency

Data minimisation

> GDPR in research: data minimisation

> FAQ data minimisation

Goal setting

In the goal setting, you describe w

> GDPR in research: goal setting
> FAQ goal setting

Security measures

Make sure that the personal data you collect is well secu

When

» GDPR in research: security measures

> FAQ security measures

Rights of data subjects

Fundamental of the GOPR are the right of ¢

> of the

> GDPR in research: rights of data subjects
» FAQ rights of data subjects



https://www.ru.nl/rdm/gdpr-research/

The Privacy Impact Assessment (PIA) Route Planner for Academic Research
Inspired by Harry Beck’s London Metro Map

Mo processing of personal data Demanstrate compliancy
i your research with the GDPR

Demanstrate compliancy
with the
privacy principles

Processing (special categories of]
personal data of [vulnerable] individuals Ha high risk
in your research Processing

O O

Mitigate risks with

Legal ground appropriate measures
for processing

Implement appropriate
technical and
organisational measures

High risk
processi Prior consultation
Mo legal ground e with the

for processing supervisory authority

Re-design Research

O

Stop Research

Erasmus University Rotterdam
marlon.domingus@eur.nl
February 2018

https://surfdrive.surf.nl/files/index.php/s/BPRxchnZ44NZAgW


mailto:marlon.domingus@eur.nl
https://surfdrive.surf.nl/files/index.php/s/BPRxchnZ44NZAgW

The Logic of a Privacy Impact Assessment (PIA) for Academic Research

Q1. Do you process (special categories of) personal data
of (vulnerable) individuals in your research?

YES =——@2. Whatis the legal ground for this processing?

NO Lawfulness of Processing YES =——03.Is this processing a high risk processing?
Proceed - no (GDPR*, Article 6, 89)
'k d measures 1. The individuals participating in your research have N O Criteria for high risk processing
required for freely given their explicit consent for one or more (WP29 - DPIA Guideline**): YES
| — —

safeguardingpriv specific purposes. Stop fesear‘:h or 1 1. Evaluation or scoring NO
acy. 2. Your research contributes to a legitimate interest, redefine 2. Automated-decision making with legal or similar Proceed -
"Personal Data" (GDPR*, Article 4): yet results in no high risks for the individuals research. signiﬁcan.t effect. ‘ zzzi:jgzsfor
Any information relating to an identified or participating in the research. 3. Syste.rpatlc monitoring . safe-guarding
identifiable natural person: a name, an identification 3. Your research has a scientific, historical or 4. Sensitive data or data of a highly personal nature privacy.
number, location data, an online identifier, one or statistical purpose, yet results in no high risks for 5. Data p.rocessed on.allarge scale
more factors specific to the physical, physiological, the individuals participating in the research. 6. Matching or c.ombmmg datasets .
genetic, mental, economic, cultural or social identity 7. Data copcermng vuIner.abIe data SUbJeCtS.
of that natural person. — action 4 8. Innovetw.e use or applymg new technological or
organisational solutions
"Special Categories of Personal Data Data protection by design and by default 9. When the processing itself prevents data subjects
(Sensitive Data)" (GDPR, Article 9): (GDPR*, Article 25): from exercising a right or using a service or a
Data revealing racial or ethnic origin, political opinions, |  Implement appropriate technical and organisational measures: contract
religious or philosophical beliefs, or trade union
membership, the processing of genetic data, biometric | 1. Individual participating in your research (data subject). Is
data for the purpose of uniquely identifying a natural the participant well informed, aware of possible risks for —Action <@
person, data concerning health or data concerning a her/him and aware of the purpose of the research? Prior consultation
natural person's sex life or sexual orientation. 2. Data. Is the data de-identified and encrypted? (GDPR*, Article 36):
' 3. Access Management. How is access managed and controlled 1 The,Data Protection Officer shall, on behalf of the
Action < s gorf:he Pl ;;Eia;‘ (expaAndiﬁ)/Tpubllc? Service f g researcher, consult the supervisory authority, prior
e e s oot | | o ocsing e s une
% . . . . processing would result in a high risk in the absence
(GDPR*, Article 30): access and has which usage rights)? - .
. . . L . . of measures to mitigate the risk.
The university shall maintain a digital record 5. Devices. Are devices used safe? Encrypted drive, encrypted v
of the processing activities in your research to communication, strong password / two factor L Action P
demonstrate compliancy to the GDPR. authentication. h
This register contains: 6. Partners. Are the research partners / service partners Principles relating to processing of personal data (GDPR*,
1. The name and contact details of the researcher, trusted and are appropriate legal agreements made, with Article 5):
the research partners and service providers; regards to roles, rights and responsibilities? Demonstrate compliancy with the principles:
2. The purposes of the processing; 7. Safe and secure collaboration. Is the ((cross border) lawfulness, fairness, transparency, purpose limitation, data
3. Adescription of the categories of data subjects communication to, in and from the) collaboration platform minimisation, accuracy, storage limitation, integrity,
and of the categories of personal data; end to end encrypted, are roles and permissions defined and confidentiality and accountability.
4. The categories of recipients to whom the implemented, is logging and monitoring implemented?
personal data have been or will be disclosed. 8. Risk definition and mitigation. Are risks defined and

mitigated? Is a risk audit procedure started?

* Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). Online available at: http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN

** Article 29 Data Protection Working Party: Guidelines on Data Protection Impact Assessment (DPIA) and determining whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679.
Adopted on 4 April 2017. As last Revised and Adopted on 4 October 2017. Online available at: https://ec.europa.eu/newsroom/document.cfm?doc id=47711



http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
https://ec.europa.eu/newsroom/document.cfm?doc_id=47711
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Note: Documents and services listed in this diagrams are meant as example. The list is not exhaustive TU Delft
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*“% What are you planning to do?

In what form are you gathering/frecording data from/about your participants?
0 .

) What types of data do you collect from the participants?
B ) i Please be aware 173t t ¢ t 0

Generic data categories
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APPLICABLE LEGISLATION, CONSULT A LAWYER IN YOUR C(C
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https://www.ukdataservice.ac.uk/manage-data/legal-ethical/anonymisation/quantitative.aspx
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i Because good research needs good data

B Principles of data citation

Data citation for authors
Ways of referencing data

Ig DataCite  Datacite How to

LI A B 0 e U 0 R P 0 Pl ol B 0 Pl A e I e U U, o Sl e 1 Tl 80 LI 1 LA it S R e S ]

order to
» support proper attribution and credit Elements of a data citation

= support collaboration and reuse of data
« enable reproducibility of findings Dlg'ta' ObJeCt Identifiers
» foster faster and more efficient research progress, and

= provide the means to share data with future researchers

DataCiter also looks to community practices that provide data citation guidance. The Joint Declaration
Citation Principles is a set of guiding prnciples for data within scholarly Literature, ancther dataset, or a
research object (Data Citation Synthesis Group 2014), The FAIR Guiding Principles provide a guidelne for t
that want to enhance reuse of their data (Wilkinson 2016)

Granularity

Citing unreleased data

i
=
O
B Contributor identifiers
=
=
=

Data Citation Examples

We recognise that the challenges associated with data publication vary across disciplines, and we enco
research communities to develop citation systems that work well for them. Our recommended format for data
citation is as follows

Citing physical data

Creator (PublicationYear). Title. Publisher. Identifier

It may also be deswable to include information about two optional properties, Version and ResourceType (as
appropriate), If so, the recommended form is as follows

Creator (Publicationear). Title. Viersion. Publisher. ResourceType. Identifier


https://datacite.org/cite-your-data.html
https://www.dcc.ac.uk/guidance/how-guides/cite-datasets
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Make Data Count is a global, community-led initiative focused of develop

open data metrics. The principles of our social and technical infrastructure are
rooted in transparency and accessibility. We believe that open data metrics will
require broad adoption and our best path towards B.MONS (2017) NON POSSIAMO
involvement throughout each phase of work. MISURARE UNA SCIENZA NUOVA CON
MISURE VECCHIE

Through the development of standards, centralized and transparent infrastructure,

and reproducible bibliometrics research, we aim towards a state where researchers
and research supporting communities will have properly identified indicators for
data re-use that can be used for assessing research data investment ROIs and help

advance scientific discovery. It is essential that these metrics are flexible, adjusting

e e o

with research as the scientific landscape evolves, and that these openly reproducible

metrics are broadly accepted by researchers.


https://makedatacount.org/

10 Simple Rules for the Care and Feeding of
Scientific Data https://arxiv.org/pdf/1401.2134v1.pdf

Alyssa Goodman', Alberto Pepe!-*, Alexander W. Blocker?, Christine L. Borgman?, Kyle Cranmer?,
Merce Crosas®, Rosanne Di Stefano’, Yolanda Gil®, Paul Groth®, Margaret Hedstrom?, David W.
Hogg®, Vinay Kashyap', Ashish Mahabal®, Aneta Siemiginowska', Aleksandra Slavkovic?

=
Rule 1§ Love your data, and help others love it too.

Data management is a repeat-play game. If you take care to make your data easily available to others,
others are more likely to do the same—eventually. While we wait for this new sharing-equilibrium to
be reached, you can take two important actions. First, cherish, document, and publish your data,
preferably using the robust methods described in Rule 2. Get started now, as: better tools and resources
for data management are becoming more numerous; universities and research communities are moving
toward bigger investments in data repositories (Rule 8): and more librarians and scientists are learning
data management skills (Rule 10). At the very least, loving your own data available will serve you: you'll
be able to find and reuse your own data if you treat them well. Second, enable and encourage others
to cherish, document, and publish their data. If you are a research scientist, chances are that not
only are you an author, but also a reviewer for a specialized journal or conference venue As a reviewer
request that the authors of papers you review provide documentation and access to their
data according to the rules set out in the remainder of this article. While institutional approaches are
clearly essential (Rules 8 and 10), changing minds one scientist at a time is effective as well.

Rule 2§ Share your data online, with a permanent identifier.

Nothing really lasts forever, so “permanent” actually just means long-lasting. For example, your personal
web site is unlikely to be a good option for long-ter— *-*- ~-=-— -t = 4l -l o —

vour data on your site is better than doing nothing Rule 41 Publish workflow as context

URLs to give access to datasets, most become inac

releasing your data with long-term guarantee is to «  pyplishing a description of your processing steps offers essential context for interpreting and re-using data.
“go to” place for your field. A proper, trustwo  Agsuch, scientists typically include a “methods” and Jor “analysis” section(s) in a scholarly article, used
‘handle™ (hdl) or “digital object 1dentilier™ (do1); (2 ¢ describe data collection, manipulation, and analysis processes. Computer and information scientists
and metadata; and (3) manage the “care and feeding [Gall The combination of the collection methods and analysis processes for a project its “workHow,” and|
If no such archive exists in your field, there are als | they consider the information used and captured in workflow to be part of the “provenance” of the data.
can host your data and issue persistent identifiers (st In some cases (mostly in genomics), scientists can use existing workflow software in running experiments
listed in the Resources section (A), and longer comp.  and in recording what was done in those experiments, e.g. Gene Pattern. In that best-case scenario, the
(B). workflow software, its version, and settings used can be published alongside data using the other rules
laid out here. But, it is rare outside of genomics to see the end-to-end process described in a research
paper run, orchestrated, and/or recorded by a single software package. In a plausible utopian future,
automated workflow documentation could extend to all fields, so that an electronic provenance record
could link together all the pieces that led to a result: the data citation (Rule 2), the pointer to the
code (Rule 6), the workflow (this Rule), and a scholarly paper (Rule 5). But what can you do now?
At a minimum, provide, alongside any deposit of data, a simple sketch of data flow across
software, indicating how intermediate and final data products and results are generated. If
it’s feasible and you are willing to deal with a higher level of complexity, also consider using
an online service to encapsulate your workflow (see Resources (C) for a list of services).
Keep in mind that even if the data used are not “new,” in that they come from a well-documented archive,
it is still important to document the archive query that produced the data you used, along with all the
operations you performed on the data after they were retrieved. Keeping better track of workflow, as
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