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Abstract. A large number of EU organizations already leverage Big Data pools to
drive value and investments. This trend also applies to the banking sector. As a
specific example, CaixaBank currently manages more than 300 different data
sources (more than 4 PetaBytes of data and increasing) and more than 700 internal
and external active users and services are processing them every day. In order to
harness value from such high-volume and high-variety of data, banks need to re-
solve several challenges, such as finding efficient ways to perform Big Data analyt-
ics and to provide solutions that help to increase the involvement of bank employ-
ees, the true decision makers. In this book chapter, we describe how these
challenges are resolved by the self-service solution developed within the I-BiDaaS
project. In more detail, we present three CaixaBank use cases, namely 1) Analysis
of relationships through IP addresses; i) Advanced Analysis of bank transfer pay-
ment in financial terminal; and iii) Enhanced control of customers to online bank-
ing, and describe how the corresponding requirements are mapped to specific tech-
nical and business KPIs. For each use case, we present the architecture, data analysis
and visualization provided by the I-BiDaaS solution, reporting on the achieved re-
sults, domain-specific impact, and lessons learned.
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1 Introduction

Collection, analysis and monetisation of Big Data is rapidly changing the finan-
cial services industry, upending the longstanding business practices of traditional
financial institutions. By leveraging vast data repositories, companies can make bet-
ter investment decisions, reach new customers, improve institutional risk control
and capitalise on trends before their competitors. But given the sensitivity of finan-
cial information, Big Data also spawns a variety of legal and other challenges for
financial services companies'.

Following this digitalisation trend, CaixaBank has been developing its own Big
Data infrastructure since years ago, being awarded several times (e.g. “2016 Best
Digital Retail Bank in Spain and Western Europe” by Global Finance). With almost
14 million clients over Spain (and Portugal under their subsidiary brand BPI),
CaixaBank has a network of more than 5,000 branches with over 40,000 employees
and manages an infrastructure with more than 9,500 ATMs, 13,000 servers and
30,000 handhelds. All those figures represent a massive amount of data collected
every day by all the bank systems and channels, gathering relevant information of
the bank operation from the clients, employees, third-party providers and autono-
mous machines. In total, CaixaBank has more than 300 different data sources used
by their consolidated Big Data models and more than 700 internal and external ac-
tive users enriching their data every day, which is translated into a Data Warehouse
with more than 4 PetaBytes (PBs), which increases 1PB per year.

Much of this information is already used in CaixaBank by means of Big Data
analytics techniques, for example, to generate security alerts and prevent potential
frauds -CaixaBank receives around 2,000 attacks per month-. Anyway, CaixaBank
is one of the banking leaders in the European and national collaborative research,
taking part in pre-competitive research projects. Within the EU I-BiDaaS project
(funded by the Horizon 2020 Programme under Grant Agreement 780787), Caixa-
Bank identified three concrete use cases, namely i) Analysis of relationships
through IP addresses; ii) Advanced Analysis of bank transfer payment in financial
terminal; and iii) Enhanced control of customers to online banking to study the
potential of a Big Data self-service solution that will empower its employees, who
are the true decision-makers, giving them the insights and the tools they need to
make the right decisions in a much more agile way.

In the rest of this chapter, Section 2 discusses the requirements and challenges
for Big Data in the banking sector. Section 3 details the different use cases consid-
ered, together with their technical and business KPIs. In Section 4, for each use case,
we present the architecture, data analysis and visualisation of the I-BiDaa$S solution,
reporting on the achieved results and domain-specific impact. It also relates the de-
scribed solutions with the BDV reference model and priorities of the BDV Strategic
and Research Innovation Agenda (SRIA) [1]. Section 5 summarises the lessons
learned through all the experiments deployed by CaixaBank and the rest of I-Bi-
DaasS partners, and finally, Section 6 presents some conclusions.

1 https://www .wilmerhale . com/uploadedFiles/Shared_Content/PDFs/Services/WilmerHale-Big-

Data-FinancialServices.pdf



2 Challenges and Requirements for Big Data in the banking
sector

The vast majority of banking and financial firms globally believe that the use of
insight and analytics creates a competitive advantage. The industry also realises that
it is sitting on a vast reservoir of data and insights can be leveraged for product
development, personalised marketing, and advisory benefits. Moreover, regulatory
reforms are mainly leading to this change. Ailing business and customer settle-
ments, continuous economic crisis in other industry verticals, high cost of new tech-
nology and business models, and high degree of industry consolidation and auto-
mation are some of the other growth drivers. Many financial services currently focus
on improving their traditional data infrastructure as they have been addressing is-
sues such as customer data management, risk, workforce mobility, and multichannel
effectiveness. These daily problems led the financial organisation to deploy Big
Data as a long-term strategy and it has turned out to be the fastest growing technol-
ogy adopted by financial institutions over the past five years?.

Focusing on the customer is increasingly important and the critical path towards
this direction is to move the data analytics tools and services down to the employees
with direct interaction with the customers, utilising Big-Data-as-a Self-Service so-
lutions? [2].

Another critical requirement for financial organisations is to use data and ad-
vanced analytics for fraud and risk mitigation and achieving regulatory and compli-
ance objectives. With cyber security more important than ever, falling behind in the
use of data for security purposes is not an option. Real-time view and analysis is
critical towards competitive advantage in the financial/banking sector.

The usage of Big Data analytics is gradually being integrated in many depart-
ments of the CaixaBank (security, risks, innovation, etc.). Therefore, there is a het-
erogeneous group of experts with different skills but also relies on several Big Data
analytics experts that provide consultancy services. However, the people working
with the great amount of data collected from the different sources and channels of
CaixaBank can be grouped into the following categories (which indeed could be
fairly generalised to other financial entities):

e IT & Big Data expert users: employees and third-party consultants with excel-
lent programming skills & Big Data analytics knowledge.

o Intermediate users: People with some notion on data analytics that are used to
work with some Big Data tools, especially for visualisation and Big Data vis-
ual analysis (such as QlikSense/QlikView*). They are not skilled program-
mers, although they are capable of programming simple algorithms or func-
tions with Python or R.

e Non-IT users: People with an excellent knowledge of the field and the sector;
they could interpret the data, but they lack programming skills or Big Data
analytics knowledge.

2 https://www mordorintelligence .com/industry-reports/big-data-in-banking-industry
3 http://www gartner.com/it-glossary/self-service-analytics.

4 https://www qlik.com/.



Although ‘IT & Big Data expert users’ are getting more involved and being a
relevant part of the business day-by-day operations of the entity, there are few com-
pared to the ‘Intermediate’ and ‘Non-IT users’. Reducing the barriers and the
knowledge required by those user categories in exploiting efficiently the collected
data represents one of the most relevant challenges for CaixaBank.

With all the above mentioned, the I-BiDaaS methodology for eliciting Caixa-
Bank requirements (see Table 1) took into consideration the specific challenges
faced by CaixaBank, as well as the literature on Requirements Engineering (RE)
approaches specifically for Big Data applications [3].

Table 1. CaixaBank consolidated requirements

Business Requirements

R1 | To speed up the implementation of new Big Data analytics applications
(business goal).

R2 | To be able to test new data analytics tools and algorithms outside Caixa-
Bank premises whilst assuring maximum level of security/privacy (busi-
ness goal).

R3 | To enable third parties to efficiently implement and test new tools and al-
gorithms without accessing real data (business goal).

R4 | To ensure accuracy and reliability of analytics process (quality business
goal).

R5 | To improve efficiency of the analytics process (quality business goal).

R6 | Time efficiency (KPI).

R7 | Cost reduction (KPI).

User Requirements

R8 | Data is collected by several different sources (ATMs, online banking ser-
vices, employees’ workstations, external providers’ activity, network de-
vices, etc.) (data provider requirement).

R9 | Data are owned by CaixaBank and are not publicly available. They can be
shared with third parties only once the data is anonymised (data provider
requirement).

R10 | Support the use of techniques related to log analysis such as process mining
algorithms or similar (Big Data analytics provider requirement).

R11 | Users will be able to download results (in several formats such as .csv, .xIs,
etc.) in order to analyse them by their own or send them to other employees
of the Security Operation Centre (data consumer requirement).

R12 | Intermediate users will be able to modify parameters of the algorithms and
refine the initial results (data consumer requirement).

System Requirements

R13 | The system should enable the generation of anonymised and synthetic data
to enable safe experimentation and testing (functional requirement).

R14 | The system should support diversified, analytic processing, machine learn-
ing and decision support techniques to support multiple stages of analysis
(functional requirement).

R15 | The system should ensure security of sensitive data (non-functional re-
quirement).

In particular, the I-BiDaaS methodology followed a goal-oriented approach to
requirements engineering [4] whereby elicitation of requirements was seen as the
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systematic transformation of high-level business goals that reflect the company vi-
sion with respect to the Big Data analytics activity or project, to the user require-
ments of the groups of stakeholders involved (e.g., data providers, Big Data capa-
bility providers, data consumers) and finally to the specific system functional and
non-functional requirements, which describe the behaviour that a Big Data system
(or a system component) should expose, or the capabilities it should own in order
to realise the intentions of its users.

The requirements elicitation process was carried out in collaboration with both
CaixaBank stakeholders and Big Data technology providers. It involved two steps:
the first step was to extract specific requirements based on the characteristics of
each CaixaBank use case; the second step involved the consolidation of all require-
ments in a comprehensive list. Appropriate questionnaires were used to assist par-
ticipants express their requirements. Requirements consolidation was guided by ge-
neric requirements categories identified through the review of RE works for big data
applications [5].

Although described in a linear fashion, the above activities were carried out in
an iterative manner resulting in a stepwise refinement of the results being produced.
The complete list of all requirements elicited is described in detail in [6].

3 Use cases description and experiments’ definition; technical
and business KPIs

The CaixaBank experiments aim at evaluating and validating the self-service Big
Data platform [9] proposed in the framework of the I-BiDaaS project, and its im-
plementation in the specific CaixaBank use cases. More precisely, the experiments
aim to test the efficiency of the I-BiDaaS platform for reducing the costs and the
time of analysing large datasets whilst preserving data privacy and security.

The definition of the experiments follows a goal-oriented approach, whereby for
each experiment: the experiment’s goal(s) towards which the measurement will be
performed are first defined; then a number of questions are formed aiming to char-
acterise the achievement of each goal; and finally, a set of Key Performance Indi-
cators (KPIs) and the related metrics are associated with every question in order to
answer it in a measurable way.

Such KPIs have been defined at the business level during the user requirements
elicitation phase (see Section 2). However, they need to be further elaborated and
refined so that they can be mapped onto specific indicators at the Big Data applica-
tion and platform level. This ensures that (a) both business and technical require-
ments are taken into consideration and (b) the traceability among business and ap-
plication performance are taken into consideration. In addition, for each KPI, the
baseline (current) value and the desired improvement should also be defined, whose
measurement relates to the achievement (or not) of the specific indicator.

The definition of each experiment also included the definition of the experi-
ment’s workflow in terms of the type and order of activities (workflow) involved in
each experiment, as well as the definition of the experimental subjects that will be
involved in the experiment.



Taking all the aforementioned into account, CaixaBank proposed three different
use cases and evaluated the I-BiDaaS tools from the perspective of potential usage
by those different groups of employees:

e Enhance control of customers to online banking.
e Advanced Analysis of bank transfer payment in financial terminal.
e  Analysis of relationships through IP addresses.

The rest of the section includes the final use cases definitions in chronological
order as developed and deployed in the project. We also refer the reader to Section
4 for further details of the use cases corresponding solutions and Section 5, which
provides a complementary description, collecting the lessons learned acquired dur-
ing the respective processes.

3.1 Analysis of relationships through IP addresses

‘Analysis of relationships through IP addresses’ was the first use case selected
to test the I-BiDaaS Minimum Viable Product (MVP). In this use case, CaixaBank
aims to validate the usage of synthetic data and the usage of external Big Data ana-
lytics platforms. It is deployed in the context of identifying relationships between
customers that use the same IP address when connecting to online banking. Caixa-
Bank stores information about their customers and the operations they perform
(bank transfer, check their accounts, etc.) using channels such as mobile apps or
online banking, and they afterwards use this data for security and fraud prevention
processes. One of the processes is to identify relationships between customers and
use them to verify posterior bank transfers between linked customers. Such opera-
tions are considered with lower possibility to be fraudulent transactions. It allows
CaixaBank’s Security Operation Centre (SOC) to directly discard those bank trans-
fers during the revision processes. The goal of this experiment is to validate the use
of synthetic data for analysis (i.e. one of the I-BiDaaS platform features), evaluate
the quality of the synthetic data (i.e. if the algorithm can find the same amount and
patterns of connections using the real and the synthetic datasets) and to test the time
efficiency of the I-BiDaa$S solution.

3.2 Advanced Analysis of bank transfer payment in financial terminal

The second CaixaBank use case that was studied in I-BiDaaS is “Advanced Anal-
ysis of bank transfer payment in financial terminal”. This use case aims to detect
the differences between reliable transfers and possible fraudulent cases. The goal of
this experiment is to test the efficiency of the I-BiDaaS solution in the context of
anomaly detection in bank transfers from employees’ workstations (financial ter-
minal).

For that reason, the first step was to identify all the contextual information from
the bank transfer (i.e. time execution, transferred amount, etc.), the sender and re-
ceiver (e.g. name, surname, nationality, physical address, etc.), the employee (i.e.
employee id, authorisation level, etc.) and the bank office (e.g. office id, type of
bank office, etc.). All this information is coming from several relational database
tables stored in the CaixaBank Big Data infrastructure (called “datapool”). The
meaningful information was extracted and flattered in a single table. This task is
particularly challenging because it is needed to identify events and instances from
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the log file corresponding to the money transfer operations carried out by an em-
ployee from a bank centre and to connect those related to the same bank transfer.
The heterogeneous nature of the log files, as saved in the CaixaBank datapool,
makes this task even more difficult. There is a total of 969,351,155 events in the log
data just for April 2019. These events are heterogeneous in nature and arise from
mixing of disparate operations associated with services provided by the different
types of bank offices. After a laborious table flattering and composition process, a
table of 32 fields was obtained and then tokenised.

3.3 Enhanced control of customers to online banking

In this use case, we focused on analysing the mobile-to-mobile bank transfers
executed via online banking (web and application). It focuses on the assessment that
the controls applied to user authentication are adequately implemented (e.g., Strong
Customer Authentication -SCA- by means of second-factor authentication) accord-
ing to PSD2 regulation and depending on the context of the bank transfer. With that
aim, we wanted to cluster a dataset collected from mobile-to-mobile transfers. Most
of the information of this dataset does not need encryption because only a few fields
were sensitive. The main objectives of the use case are to identify useful patterns of
mobile-to-mobile bank transfers and enhance current cybersecurity mechanisms by
identifying if there is a set of transactions in which the level of security in the au-
thentication process should be increased.

4 I-BiDaaS solutions for the defined use cases

4.1. Analysis of relationships through IP addresses

4.1.1 Architecture

The architecture uses a traditional component-based architecture where the com-
ponents communicate via a message queue (Universal Messaging component). This
approach is important for a scalable and flexible hardware resource organisation.
The architecture includes a batch and a stream processing subcases, complemented
with the Universal Messaging component (mentioned earlier) for easing communi-
cation between components, an Orchestration layer that coordinates their interac-
tion, and a Visualisation layer providing an extensible visualisation framework that
helps in the data inspection and user interaction with the system. The Universal
Messaging component uses a message queue system that allows easy, robust and
concurrent communication between components. The Orchestration layer uses
Docker for managing other components, which are all running individually as
Docker containers. Figure 1 depicts the components of the architecture, as well as
their interactions.

The batch processing subcase starts with the creation of a file of realistic syn-
thetic data in SQLite format (TDF component’), which is then imported in a Cas-
sandra Database which is specifically used for its distributed properties, and

5 TDF: https://www .ibm.com/il-en/marketplace/infosphere-optim-test-data-fabrication.
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COMPS:s [7] with Hecuba® are used to run the analysis. In the streaming subcase,
transactions of users are created and published via the Message Queuing Telemetry
Transport (MQTT) protocol (Universal Messaging), and later an APAMA’ GPU-
enabled data processing application loads the data analysis created in the batch sub-
case, and compares any data coming from the stream to it, generating a new message
if there is a match. 3D data analysis through visualisation is also available via the
Qbeast tool [8].

BATCH PROCESSING STREAM PROCESSING

Transaction Injector

viaMQTT
User interface:
l um Visualization tool

Cassandra COMP
L D\:
APAMA data

groups processing

User interface:
Visualization tool

Figure 1: Updated data flow for the components of the Architecture

The rationale for using realistic synthetic data (TDF component in Figure 1) is
that technology development and testing processes can be simplified and acceler-
ated, before on in parallel with carrying out the processes of making real data avail-
able (e.g., a tedious data tokenisation process). The incorporation of realistic syn-
thetic data is done with care and is subject to data quality assessment (see Section
4.1.2.) An operational-ready solution then replaces the realistic synthetic data with
the corresponding real, tokenised data, as described in subsequent sections.

4.1.2  Data generation

In this first use case, we tried to evaluate the usage of fabricated data, which was
created using TDF according to a set of rules defined by CaixaBank. The rules were
refined several times in order to create realistic data for all different fields consid-
ering the format of the real data. It is difficult to distinguish a data sample from a
field in the synthetic dataset and a sample from the same field in the real dataset.
Some properties were difficult to model as constraint rules, e.g. the concrete time
connectivity patterns that the real data follows, and thus they were not included in
the specification of the synthetic dataset. Constraints for parameters which were not
critical for the relationship analysis that was performed in the use case were some-
times relaxed as long as they allowed the synthetic dataset to remain valid for as-
sessing that there exists the same percentage of relationships as in the real dataset.

6 Hecuba: https://github.com/bsc-dd/hecuba.
7

APAMA: https://www softwareag.com/corporate/products/apama_webmethods/analytics/overview/default.asp.



4.1.3  Data analytics

The goal of the case is to find relations between people, given a set of connec-
tions to IP addresses, maximising the detection of close relations between users.
This application has been implemented using COMPSs programming model and
Hecuba as the data interface with the Cassandra database.

We have defined several parallel tasks, not only to exploit parallelism but also to
benefit from the automatic detection of the dependencies from COMPSs. Using
Cassandra to store the data allows us to delegate on the database the management
of the global view of the data. This approach frees programmers from implementing
an explicit synchronisation between those parallel tasks that modify the data struc-
ture. This way, removing the synchronisation points, we are able to maximise the
parallelism degree of the application and thus the utilisation of the hardware re-
sources. Notice that the interface for inserting data in Cassandra is asynchronous
with the execution of the application, overlapping this way the data storing with the
computation.

The approach to solve this implementation has been to define a clustering-based
analysis of CaixaBank’s IP address connections using a synthetic dataset. The pur-
pose of the analysis is to provide additional modelling possibilities to this Caixa-
Bank’s use case. The obtained results should be understood relative to the fact that
the data set utilised is synthetic, even though the initial feedback from CaixaBank
about the usefulness of the developed process is positive, and the approach is prom-
ising. The data set contains 72.810 instances, with each instance containing the fol-
lowing attributes:

e User ID — representing a unique identification number for each user;

o [P address — representing the IP address of the connection of the user;

o Date — representing the date and the time of the connection made by the user;

o Operation — representing the code of the business operation made by the user;

o Status — representing the code of the status of the operation made by the user.

Initially, the dataset is transformed as follows: each user represents a sample,
while each IP address represents a feature. In such a data matrix, the value in posi-
tion (i, j) represents the number of times user i connected via IP address j. Such a
dataset turns out to be extremely sparse. In order to tackle this problem and retain
only meaningful data, the next pre-processing step is to drop all the IP addresses
that were used by only one user (intuitively, such IP addresses represent home net-
work, etc. and thus cannot be used to infer relationships between users). After drop-
ping all such IP addresses, 1,075 distinct IP addresses remain from the initial 22,992
contained in the original dataset. Subsequently, we filter out the users which are not
connected to any of the remaining IP addresses.

To infer relationships between users, we applied clustering algorithms. In partic-
ular, we used K-means [12] and DBSCAN [13], which are both available in the
dislib library [10]. Additionally, we used the t-distributed Stochastic Neighbour
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Embedding (t-SNE) method [11] to visualise the reduced dataset in 2D. The visu-
alisation is presented in Figure 2.

100

75

Figure 2. t-SNE 2D visualisation

Both K-means and DBSCAN offer some interesting hyperparameters. In partic-
ular, K-means allowed us the flexibility of setting the desired number of clusters.
On the other hand, DBSCAN decides on the number of clusters internally while
providing us with the parameters that represent the minimum number of samples in
a neighbourhood for a point to be considered a core point, and the maximum dis-
tance between two samples for them to be considered as in the same neighbourhood.
These parameters are to be set by an end-user based on experimentation and domain
knowledge and are tuneable through the I-BiDaa$S user interface.

Moreover, the evaluation of this use case was especially focused on analysing
the validation of fabricated data for identifying patterns and number of connections.
Therefore, a more advanced analysis with K-means and DBSCAN was done using
both, the synthetic dataset and a tokenised version of a real dataset. The data tokeni-
sation process included the encryption of all the fields of the dataset. The analysis
performed over this dataset allowed the inference of conclusions and relationships
in the real non-encrypted data.

4.14 Visualisations

The visualisation of the use case includes several graphic types. First, a graph shows
the distribution of relationships detected based on their IP addresses (Figure 3a).

Z-8iDa2S

=3
o

Figure 3 a) User groups per IP relationships Figure 3 b) Real-Time relationship detection
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Using these relationships, visualisation of real-time bank transfers in the form of
a continuous stream of sender-receiver records is used to emulate real-time detec-
tion of possibly fraudulent transactions (Figure 3b). The visualisation utilises the
previously detected relationships to display a graph of connected users so as to aid
operators in determining possible relationships between users and decide whether
further actions should be taken.

4.1.5  Results

Results obtained from both real tokenised data and the synthetic data using those
algorithms showed that the majority of the clusters found were 2-point clusters, in-
dicating a good similarity for this use case.

Additional evaluation process was performed to determine a specific utility
score, i.e., the similarity of results of analyses from the synthetic data and the orig-
inal data. The propensity mean-squared-error (pMSE) was used as a general meas-
ure of data utility to the specific case of synthetic data. As specific utility measures,
we used various types of data analyses, confidence intervals overlap and standard-
ised difference in summary statistics, which were combined with the general utility

results.
pMSE scores for the CAIXA bank IP addresses dataset
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Figure 4. Results for 100 random sampling taken from the real and the synthetic data (5K data-
points each) and the pMSE calculated using a logistic model

Randomly sampling 5000 datapoints from the real and synthetic datasets, and
using logistic regression to provide the probability for the label classification, we
were able to show that the measured mean pMSE score for the ‘Analysis of rela-
tionships through IP addresses’ dataset is 0.234 with a standard deviation of 0.0008.

Those quantitative results showed that the fabricated data is objectively realistic
to be used for testing the use case. However, the rule-generation process that in-
volves the data fabrication through TDF can be complex and long in other cases in
which the knowledge of the data is not complete or the extraction of rules through
statistical analysis is not clear.
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4.2 Advanced Analysis of bank transfer payment in financial terminal

4.2.1 Architecture

To run this use case, its architecture (i.e. the specific components of the I-BiDaaS
general architecture) is the same as the one described in Section 4.1.1, focused on
the batch processing part. Therefore, what essentially changes are the algorithms
used for processing the data (i.e. the bank transfers conducted by employees on their
financial terminals). These algorithms will be described in the next subsections.

4.2.2  Data analytics

This CaixaBank use case is focused on advanced analysis of bank transfers exe-
cuted by employees on financial terminals to detect possible fraud, or any other
potential anomalies that differ from the standard working procedure. The used da-
taset is composed of different attributes which record the different steps that the
employee performs and other important data such as the account, client, or amount
of money transferred. All the data is encrypted using the Dice Coefficient [14],
which codifies the data without losing important information.

All data processing techniques, like the K-means, PCA (Principal Component
Analysis) [15] and DBSCAN have been performed using the dislib library. Also,
the data structure used by dislib has been modified to be stored on a Cassandra
Database using the Hecuba library.

The received dataset must be pre-processed before using the data transformation
techniques from dislib. First, the attributes which only contained the same value for
all the registers have been deleted, as they do not give any relevant information.
Also, all nulls and blank registers have been transformed into O values. Finally, for
those categorical attributes, we transform the variable categories into columns (1,
0), a transformation known as one-hot encoding [16].

Due to the encoding transformations, the number of attributes has increased con-
siderably from 89 to 501. This large amount of attributes made difficult to perform
K-means, and for this reason, it was decided to apply a PCA transformation to re-
duce the number of dimensions to 3, to also be able to represent it graphically. Be-
fore applying the PCA transformation, and due to the differences in the magnitude
of the attributes, we have standardised the data, using the scikit-learn method Stand-
ardScaler.

Finally, we have executed two different clustering algorithms: DBSCAN and K-
means. As K-means requires the desired number of clusters as an input parameter,
we have executed first DBSCAN and we have used the obtained number of clusters
as the input parameter of K-means.

423 Visualisations

For this use case, a 3D graph of the data and detected anomalies has been devel-
oped. Users can select parts of the graph to focus on and can also extract the specific
data samples that are included in the selection.
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Figure 5 Visualisation of detected anomalies in 3-D graph

424  Results

Figure 6a shows the graphical representation of the clusters generated by DBSCAN
in a three-dimensional space, where the third dimension of the PCA is shown as the
Z-axis. The result of K-means can be examined in Figure 6b, we can observe that
some values in the Z-axis are far away from the main cluster and thus, are potential
anomalies in the data.

Figure 6: a) DBSCAN representation. b) K-means representation.

The PCA reduced the attributes from 501 to 3, thus, it is difficult to understand
which is the correlation between the resultant three dimensions and the 501 original
attributes. In Figure 7, we have printed the mentioned correlation. We only show
the first 84 because they are the most interesting with respect to the 3= dimension of
Z-axis. We can appreciate that this third dimension is heavily influenced by attrib-
utes from 64 to 82.
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Figure 7: Heat-plot of the 84s most relevant attributes from the 501 original attributes.
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4.3 Enhanced control of customers to online banking

4.3.1 Architecture

As in Section 4.2.1, the set of components used to analyse the bank transfers
which were executed using online banking options (both web and mobile app) are
the same as the ones described in Section 4.1.1, also with a main focus on the batch
processing part, and selecting a different set of algorithms to analyse the data, as
will be described in the following subsections.

4.3.2  Data analytics

Following the objective of the use case abovementioned in section 3.3, this use
case tried to identify useful patterns of mobile-to-mobile bank transfers and enhance
current cybersecurity mechanisms by identifying if there is a set of transactions in
which the level of security in the authentication process should be increased. For
that reason, we decided to analyse a dataset collecting the information of all the
mobile-to-mobile bank transfers from clients within a month and work on non-su-
pervised methods such as clustering. We needed to cluster on a categorical database
so that most known algorithms lost efficacy. The first attempt was to apply a K-
Means. However, since the vast majority of available variables were not numerical,
calculating the distances for grouping in K-Means algorithm was no longer so sim-
ple (for example, if there are three types of enhanced authentication, the distance
between them must be the same? Should it be greater since some of them are more
restrictive than the others?) This type of question affects the result of the model and
therefore, a transformation was made to the data. Therefore, we applied one-hot
encoding [16]. This transformation allowed to eliminate the problems of calculating
the distance between categories. Even so, the results were not satisfactory. Given
the situation, a search/investigation process was carried out for an appropriate
model for this case series. We find the k-modes library that includes algorithms to
apply clustering on categorical data.

The k-modes algorithm [17] is basically the already known K-Means, but with
some modification that allows us to work with categorical variables. The k-modes
algorithm uses a simple matching dissimilarity measure to deal with categorical ob-
jects, replaces the means of clusters with modes, and uses a frequency-based method
to update modes in the clustering process to minimise the clustering cost function.

Once the algorithm has been decided, we must calculate the optimal number of
clusters for our use case. For this, the method known as the elbow method is applied,
which allows us to locate the optimal cluster as follows. We first define:

e Distortion: It is calculated as the average of the squared distances from the
cluster centres of the respective clusters.

e [nertia: It is the sum of squared distances of samples to their closest cluster
centre.

Then we iterated the values of k from 1 to 10 and calculate the values of distortion
for each value of k and calculate the distortion and inertia for each value of k in the
given range. The idea is to select the number of clusters that minimise inertia (sep-
aration between the components of the same cluster).
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The Elbow Method Using Inertia
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Figure 8: Number of clusters selection for ‘Enhanced Control of customers to Online Banking’

To determine the optimal number of clusters, we had to select the value of k at
the ‘elbow’ in the point after which the distortion/inertia start decreasing in a linear
fashion. Thus, for the given data, we conclude that the optimal number of clusters
for the data is 4. Once we know the optimal number of clusters, we apply k-modes
with k = 4 and analyse the results obtained.

433 Visualisations

A dynamically updated chart depicting the clusters in which the monitored transac-
tions fall into was used for this use case. The number of clusters is automatically
updated to reflect new ones being detected by the processing pipeline.

ilall &

Figure 9. Sample of the I-BiDaa$ graphical interface showing the identified clusters of incoming
mobile-to-mobile bank transfers

4.34  Results

With this use case, I-BiDaaS allowed CaixaBank’s ‘Intermediate users’ and
‘Non-IT users’ to modify the number of clusters and run the algorithm over a se-
lected dataset of transactions in a very fast and easy way. It was used for exploring
clients’ mobile-to-mobile transaction patterns, identifying anomalies in the authen-
tication methods and potential, allowing fast and visual analysis of the results in the
platform (Figure 10).
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Figure 10: Sample of the ‘Enhanced Control of customers to Online Banking’ use case clustering
results in the I-BiDaaS platform

Those results were checked with the Digital Security and Security Operation
Centre (SOC) employees from CAIXA in order to correctly understand if the clus-
tering algorithm applied allowed to identify potential errors in our automated au-
thentication mechanisms in mobile-to-mobile bank transfers. The obtained clusters
of entries were useful to identify the different mobile-to-mobile bank transfers pat-
terns and reconsider the way we are selecting the authentication method to proceed
with the transfer.

4.4 Relation with the BDVA reference model and the BDVA strategic research
and innovation agenda

The described solution can be contextualised within the BDV reference model 0
defined in the BDV Strategic Research and Innovation Agenda (BDV SRIA) and
contributes to the model in the following ways. Specifically, the work is relevant to
the following BDV reference model horizontal concerns:

e Data visualisation and user interaction: We develop several advanced and
interactive visualisation solutions applicable in the banking sector, as illus-
trated in Figures 3,5.9.

e Data analytics: We develop data analytics solutions for the three industrial
use cases in the banking sector, as described in Section 4.1-4.3. While the so-
lutions may not correspond to state-of-the art advances in algorithm develop-
ment, they clearly contribute to revealing novel insights into how Big Data
analytics can improve banking operations.

e Data processing architectures: We develop an architecture as shown in Fig-
ure 1 that is well-suited for banking applications where both batch analytics
(e.g., analysing historical data) and streaming analytics (e.g.,online processing
of new transactions) are required. A novelty of the architecture is the incorpo-
ration of realistic synthetic data fabrication and the definition of scenarios of
usefulness and quality assurance of the corresponding synthetic data.

e Data protection: We describe in Section 5 how data tokenisation and realistic
synthetic data fabrication can be used in baking applications to allow for more
agile development of Big Data analytics solutions.

e Data management: We present innovative ways for data management utilis-
ing efficient multidimensional indexing, as described in Section 4.3.
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Regarding the BDV reference model vertical concerns, the work is relevant to
the following:

e Big Data Types and Semantics: The work is mostly concerned with struc-
tured data, meta-data, and graph data. The work contributes to generation of
realistic synthetic data from the corresponding domain-defined meta-data.

e Cybersecurity: The presented solutions that include data tokenisation corre-
spond to novel best practice examples for securely sharing sensitive banking
data outside bank premises.

Therefore, in relation with BDV SRIA, we contribute to the following technical
priorities: Data protection; Data Processing Architectures; Data Analytics; and Data
Visualisation and User Interaction.

5 Lessons learned, guidelines and recommendations

CaixaBank, as many entities in critical sectors, was initially very reluctant to use
any Big Data storage or tool outside its premises. To overcome that barrier, the main
goal of CaixaBank when enrolling in the I-BiDaaS project was to find an efficient
way to perform Big Data analytics outside its premises. That would speed up the
process of granting new external providers to access CaixaBank data (which usually
encompasses a bureaucratic process that takes weeks or even a month). Addition-
ally, CaixaBank wanted to be much more flexible in the generation of proof-of-
concept (PoC) developments (i.e., to test the performance of new data analytics
technologies to be integrated into its infrastructure). Usually, for any new technol-
ogy testing, even a small test, if any hardware is needed to be arranged, it should be
done through the infrastructure management subsidiary who will finally deploy it.
Due to the size and level of complexity of the whole CaixaBank infrastructure and
security assessment rigid processes, the deployment of it can take months.

For those reasons, CaixaBank wanted to find ways to bypass these processes
without compromising the security of the entity and the privacy of its clients. Gen-
eral Data Protection Regulation (GDPR)® really limits the usage of the bank cus-
tomers’ data, even if it is used for potential fraud detection and prevention and for
enhancing the security of its customers’ accounts. It can be used internally to apply
certain security policies, but how to share this data with other stakeholders is still
an issue. Furthermore, bank sector is strictly regulated, and National and European
regulators are supervising all the security measures taken by the bank in order to
provide a good level of security for the entity and, at the same time, maintain at any
time the privacy of the customers. The current trend of externalising many services
to the cloud also implies to establish a strict control of the location of the data and
who has access to it for each migrated service.

The I-BiDaaS CaixaBank roadmap (Figure 11) had a turning-point, in which the
entity completely changed its approach from a non-sharing real data at all position
to looking for the best way possible to share real data and perform Big Data analyt-
ics outside its facilities. I-BiDaaS helped to push for internal changes in policies

8 https://eur-lex europa.cu/eli/reg/2016/679/0j
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and processes and evaluate tokenisation processes as an enterprise standard to ex-
tract data outside their premises, breaking both internal and external data silos.
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Figure 11. CaixaBank roadmap in I-BiDaa$S project

Results obtained from the first use case validated the usage of rule-based syn-
thetically generated data and indicated that it can be very useful in accelerating the
onboarding process of new data analytics providers (consultancy companies and
tools). CaixaBank validated that it could be used as high-quality testing data outside
CaixaBank premises for testing new technologies and PoC developments, stream-
lining the grant accesses of new external providers to these developments, and thus
reducing the time of accessing data from an average of 6 days to 1.5 days. This
analysis was beneficial for CaixaBank purposes, but was also concluded that the
analysis of rule-based fabricated data did not enable the extraction of new insights
from the generated dataset, simply the models and rules used to generate the data.

The other two use cases focused on how extremely sensitive data can be to-
kenised to extract real data for its usage outside CaixaBank premises. By tokenising,
we mean encrypting the data and keeping the encryption keys in a secure data store
that will always reside in CaixaBank facilities. This approach implied that the data
analysis will always be done with the encrypted data, and it can still limit the results
of the analysis. One of the challenges of this approach is to find ways to encrypt the
data in a way that it loses as little relevant information as possible. Use case 2 and
use case 3 experimentation was performed with tokenised datasets built by means
of three different data encryption algorithms: (1) Format preserving encryption for
categorical fields; (2) Order preserving encryption for numerical fields; (3) A
Bloom-filtering encryption process for free text fields. This enabled CaixaBank to
extract the dataset, upload it to I-BiDaaS self-service Big Data analytics platform
and analyse it with the help of external entities without being limited to the corpo-
rate tools available inside CaixaBank facilities. I-BiDaaS Beneficiaries proceeded
with an unsupervised anomaly detection in those use cases, identifying a set of pat-
tern anomalies that were further checked by CaixaBank’s Security Operation Center
(SOC), helping to increase the level of financial security of CaixaBank. However,
beyond that, we consider this experimentation very beneficial, and should be repli-
cated in other commercial Big Data analytics tools, previously to their acquisition.

The main benefits obtained by CaixaBank due its participation in I-BiDaaS
(highlighted in Table 2) directly relate to the evaluation of the different require-
ments presented in Section 2 of this chapter (Table 1).
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Table 2. Summary of the impact of the CaixaBank use cases studied in I-BiDaaS

Benefits KPIs
To increase the efficiency and competi- 75% time reduction data access from
tiveness in the management of its vast and | external stakeholders using synthetic data
complex amounts of data. (From 6 to 1.5 days).

To break data silos not only internally,
but also fostering and triggering internal
procedures to open data to external stake-

Real data accessed by at least 6 differ-
ent external entities skipping long-time
data access procedures.

holders.
To evaluate Big Data analytics tools I-BiDaasS overall solution and tools ex-
with real-life use cases of CaixaBank in a perimentation with 3 different industrial
much more agile way. use cases with real data.

We were able to speed up the implementation of Big Data analytics applications
(R1), test algorithms outside CaixaBank premises (R2) and test new tools and algo-
rithms without data privacy concerns by exploring and validating the usage of syn-
thetic data and tokenised data (R3) in three different use cases, improving the effi-
ciency in time and cost (R5, R6, R7) by means of skipping some data access
procedures and being able to use new tools and algorithms in a much more agile
way. User requirements regarding the availability of ‘Intermediate and Non-IT us-
ers’ to analyse and process the data of the use cases were also validated through
several internal and external workshops® in which the attendants from several de-
partments of CaixaBank and other external entities (data scientists, business con-
sultants, IT and Big Data managers) provided very positive feedback about the plat-
form usability. Moreover, use cases 2 and 3, as mentioned previously, were also
validated by the corresponding business processes employees, being able to extract
the results by themselves.

Last but not least, it is important to highlight that those results should be appli-
cable to any other financial entity that faces the same challenges and tries to over-
come the limitations of data privacy regulation, the common lack of agility of large-
scale on-premise Big Data infrastructures and very rigid but necessary security as-
sessment procedures.

6 Conclusion

The digitalisation of the financial sector and the exploitation of the incredible
amount of sensitive data collected and generated by the financial entities day-by-
day makes their Big Data infrastructure very difficult to manage and to be agile
integrating innovative solutions. I-BiDaaS integrated platform provided a solution
to manage it in a much more accessible and friendly manner that approaches the
Big Data analytics to the bank employees with less technical and data science
knowledge. It also explored ways to reduce the friction between data privacy regu-
lation and the exploitation of the sensitive collected data for several purposes, show-
casing it for several use cases on enhancing the entity cybersecurity and preventing
fraud to their clients.

o https://www ibidaas.eu/blog/%e2 %80 %9cl-BiDaaS- Application-to-the-Financial-Sector%e2 %80 %9d-W orkshop/
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