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HIGHLIGHTS

o We propose a scheme for tasks allocation in multiple nodes.

o Tasks can be executed locally at the nodes where they are present or at their peers.
e The proposed mechanism optimally decides the allocation of tasks.

e We describe a two-step decision making mechanism.

e Our model is based on a classification technique and the utility theory.
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network or at the Fog/Cloud. Their management at the network edge may limit the required time for
concluding responses and return the final outcome/analytics to end-users or applications. IoT nodes, due
to their limited computational and resource capabilities, can execute a limited number of tasks over the
collected contextual data. A challenging decision is related to which tasks the IoT nodes should execute
locally. Each node should carefully select such tasks to maximize the performance based on the current
contextual information, e.g., tasks’ characteristics, nodes’ load and energy capacity. In this paper, we
propose an intelligent decision making scheme for selecting the tasks that will be locally executed. The
remaining tasks will be transferred to peer nodes in the network or the Fog/Cloud. Our focus is to limit the
time required for initiating the execution of each task by introducing a two-step decision process. The first
step is to decide whether a task can be executed locally; if not, the second step involves the sophisticated
selection of the most appropriate peer to allocate it. When, in the entire network, no node is capable of
executing the task, it is, then, sent to the Fog/Cloud facing the maximum latency. We comprehensively
evaluate the proposed scheme demonstrating its applicability and optimality at the network edge.

© 2018 Elsevier B.V. All rights reserved.
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Cloud, are centralized systems which implies a large average sepa-
ration between devices and Cloud. This, in turn, increases the aver-
age network latency and jitter negatively affecting delay sensitive,
real-time applications [2].

For alleviating the problem of delay, Edge Computing (EC) [3]

1. Introduction

The Internet of Things (IoT) gives the opportunity for the cre-
ation of intelligent applications on top of numerous computing,

sensing, and actuation devices. Devices are interconnected to com-
municate while they collect data from their environment and pro-
cess them, thus, they become knowledge producers. Knowledge
may have the form of a response in analytics queries (predictive
and inferential analytics) defined by end-users or applications [1],
or they may be the result of more complicated tasks. Legacy sys-
tems adopt the Cloud infrastructure where various services’ mod-
els are available. However, large-scale data centers, present in
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is coming into scene. In EC, numerous human-controlled devices
form the network edge like tablets, smart-phones, sensors or nano
data-centers [4]. Edge-centric computing aims at a distributed
model that interconnects heterogeneous resources controlled by
various nodes to the Fog and, accordingly, to the Cloud. In EC, we
can deploy Cloud-like capabilities in the devices to make them
able to process the collected data. Hence, we minimize the re-
quired time for initiating tasks processing and acquiring responses.
Fog Computing (FC) is the next step, one hop away for the data
production and the aforementioned pre-processing model. In FC,
nodes communicate with cloudlets, and cloudlets communicate
with Cloud to realize the data processing and analytics tasks. Both
EC and FC aim to keep processing tasks close to the nodes, thus,
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the sources of contextual data to limit the latency in the provision
of responses. Recent advances in the field involve the adoption of
light weight virtualization techniques on top of the available het-
erogeneous devices present at the EC [5]. The orchestration of the
devices could be realized through containers or unikernels facili-
tating the packaging of the provided services [6]. A comprehensive
performance evaluation that aims to show the strengths and weak-
nesses of several low-power devices when handling container-
virtualized instances is presented in [7] while their suitability is
reviewed in [8]. Other recent approaches incorporate P2P control
protocols for the exchange of service provisioning information
between various FC nodes and their coordination [9].

For supporting IoT applications, edge nodes should perform/
execute a set of tasks. Tasks are generated, possibly, at high rates
and should be concluded immediately in terms of allocation and
execution. In the relevant literature (see next Section), task allo-
cation and scheduling originates in the management of a group
of nodes. The allocation is, then, adopted to determine the as-
signment of each task to a node while scheduling mainly aims
to the sequence of the execution for each task. The challenges
are to (C1) maximize the performance and (C2) minimize the
energy consumption, thus, maximizing the lifetime of the network.
Multiple research efforts deal with centralized approaches, thus,
the allocation and scheduling models suffer from the drawbacks
reported in the literature for Cloud computing. In this paper, we
build on the autonomous nature of nodes and propose a distributed
scheme for pushing the local optimum allocation of incoming tasks
from centralized decision making to the network edge. In contrast
to other research efforts elaborated in Section 2, we consider
that each task can be (i) executed in an edge node itself, or (ii)
executed in a group of peer/neighboring nodes, or (iii) delegated to
the Fog/Cloud. Due to energy and computational constraints, each
node can afford a limited number of tasks; it should select those
that maximize its performance while meeting certain resource
constraints. The rationale behind our scheme is that we distinguish
two conditional decisions: the first decision is related to whether
a task can be executed locally. The second decision is related to
whether the task can be executed in the group of peers or in the
Fog/Cloud conditioned on the result of the former decision. The
aim is to optimally decide the execution of tasks starting from the
node itself to minimize the time for initiating the execution. The
first decision is achieved by a classification model derived from an
k-Nearest Neighbor Classifier (kNNC) [10]. The conditional second
decision is obtained by adopting the utility theory [11]. For both de-
cisions, we aim to find the closeness of the incoming tasks with (in
a sequential order): (i) the training set adopted to indicate which
tasks should be executed locally based on a set of constraints; (ii)
the characteristics of the peers in the network. Both decisions are
made over contextual information related to the status/context of
nodes, e.g., current load, remaining resources, collected data dis-
tribution, and every task’s characteristics, e.g., priority, execution
requirements.

The paper is organized as follows: Section 2 reports on the
related work and how our mechanism departs from it discussing
the key contribution points. Section 3 presents the problem of
pushing the task allocation to the edge and the decision making
methodology. In Section 4, we describe the proposed in-network
centric approach while in Section 5, we provide an analysis for
the short- and long-term load of nodes. In Section 6, we present
the experimental evaluation of the proposed scheme and Section
7 concludes the paper discussing our future research plans.

2. Related work & contribution

Tasks allocation and scheduling are important research subjects
in multiple domains. Both subjects have a significant impact in

the IoT and EC as nodes have limited computational capabilities
while being restricted by various energy constraints. Hence, nodes
should carefully select the tasks that they will execute locally
making imperative the need for applying intelligent techniques for
tasks scheduling. In any case, nodes should take into consideration
tasks’ specific characteristics in combination with their current
status for any decision making. Cloud serves as the intermedi-
ate between IoT devices and applications exhibiting a vast in-
frastructure where increased computational (possibly virtualised)
capabilities are available for processing. EC provides the necessary
framework for hosting and executing tasks with the minimum
delay/latency. Smart gateways and micro-data centers are adopted
to facilitate the task processing [12,13]. A widely studied research
subject is task scheduling in Wireless Sensor Networks (WSNs).
Task mapping and scheduling should take into consideration en-
ergy constraints to secure an efficient execution [ 14,15]. A task pre-
processor and a scheduler can be responsible for the final alloca-
tion. The pre-processor tries to identify the energy requirements
of the incoming tasks and, based on energy monitoring activities,
decides on the final scheduling. Another approach is to study a fair
energy balance among sensors while minimizing the delay using a
market-based architecture [ 16]. Nodes are modeled as sellers com-
municating a deployment price for a task to the consumer. Taking
into consideration the defined constraints, nodes may cooperate
to conclude the final allocation of tasks [17]. Example algorithms
involve task clustering and node assignment mechanisms based on
task duplication and migration schemes. In any case, the aim is to
minimize the execution time, thus, to deliver the final response
in limited time [18]. A model that could be adopted for such
purposes is to cluster the network and build intra-cluster and inter-
cluster scheduling relations. An Integer Linear Programming (ILP)
formulation and a 3-phase heuristic are also adopted to solve the
task allocation problem in [19]. Each sensor node is equipped with
discrete Dynamic Voltage Scaling (DVS) while the time and energy
costs of both computation and communication activities are con-
sidered. In [20], the authors propose a modified version of binary
Particle Swarm Optimization (PSO). The method adopts a different
transfer function, a new position updating procedure and mutation
for the task allocation problem. Another PSO-based solution is
presented in [21] which allocates tasks into a number of robots
trying to decrease the communication cost. In [22], the authors
present a task allocation mechanism of a dynamic alliance that
is based on a Genetic Algorithm to acquire the balance between
energy consumption and accuracy. In [23], the authors discuss
three algorithms to solve the task allocation problem: a central-
ized, an auction-based, and a distributed algorithm. The distributed
algorithm adopts a spanning tree over the static sensors to assign
tasks.

A set of sub-tasks may consist of a more generic task. The
efficient combination and execution of sub-tasks will lead to the
efficient completion of the initial, more generic, task. A scheduling
algorithm for a set of sub-tasks is proposed in [24]. The aim is
to assign each sub-task into the available nodes for maximizing
the performance. Zenith [25] proposes a methodology for resource
allocation in a set of small-scale micro-data centers that represent
an ad-hoc and distributed collection of a computing infrastructure.
Zenith allows service providers to establish resource sharing con-
tracts with the edge infrastructure.

Task scheduling heavily depends on the application domain.
IoT and Cloud define different requirements due to their different
nature. Cloud mainly offers the available services on demand,
while the IoT may involve applications where nodes push their
data and knowledge into the network. A review on scheduling
algorithms that fit on both the Cloud and the IoT is presented
in [26]. In [1], the authors propose a model for data distribution
over IoT devices. The model aims to eliminate bandwidth and
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storage constraints. Simulated annealing is also adopted to solve
the problem of scheduling while optimization techniques can be
used on top of the load of tasks in Cloud applications [27]. The
model tries to build on the parallelization of allocating various
tasks in a multi-cloud system. Another task allocation scheme for
Cloud is presented in [28]. The provided model takes into con-
sideration both task and nodes diversity. Workloads are clustered
into different classes with the same characteristics through the
adoption of the k-means algorithm. In [29], the authors propose
a Quality of Service (QoS) aware resource scheduling algorithm
adopting a PSO model to derive the final scheduling. The aim
is to reduce the required time for deciding the final allocation
and ensure the load balancing towards the maximization of the
performance. Finally, JarvSis is proposed as a distributed scheduler
capable of automating the execution of multiple heterogeneous
tasks in [oT [30]. Through JarvSis, developers can easily configure
and deploy hierarchies of control tasks.

Recently, research community focuses on the management of
virtualized resources and their combination to perform processing
at the edge of the network. Some efforts incorporate algorithms
for the allocation of the processing tasks to the available nodes.
For instance, in [31], the authors propose a novel workflow-like
service request scheme and a dynamic algorithm for allocating the
virtualized resources to multiple processing points. The aim is to
map the requests defined in a workflow format to the services
offered by the edge computing. The provided simulations reveal
the minimum latency and an efficient behavior when uploading
the involved virtualized resources. In addition, the research effort
presented in [32] aims at proposing a model for the management
of Cloud-of-Things and Edge Computing (CoTEC) traffic in multi-
domain networks. In this effort, the proposed scheme incorporates
traditional multi-topology routing and introduces a number of
programmable nodes that can be configured to ease the ongoing
traffic. Routing tasks are allocated to the available nodes while the
provided results show a lower execution time and a better quality
of service compared to a model that does not adopt the proposed
algorithm.

Studying other relevant efforts in the field, we observe that
the majority of them focus on the WSNs domain. Hence, the main
attention is paid on energy constraints when finalizing the allo-
cation of tasks. In addition, they also focus on eliminating the
communication overhead towards the reduction of messaging to
lower the transmission collisions. They are, usually, centralized ap-
proaches, i.e., a central entity decides on the final allocation based
on the currently available contextual information. This inevitably
conveys the disadvantages of any centralized system, i.e., increased
communication overhead and a single point failure. The central
entity can also decide to transfer the data to the node where
each task will be executed (with the use of migration algorithms).
In general, migration techniques focus on ‘univariate’ contextual
information. This means that the final decision is delivered taking
into consideration only a single parameter/perspective, e.g., en-
ergy, transmission requirements, topology of the network. More
importantly, data migration techniques suffer from the increased
migration cost especially at the network edge due to the increased
amount of data ‘circulated’ in the network. To the best of our
knowledge, our scheme is one of the first attempts that departs
from the centralized task allocation intelligence and focuses on a
distributed, local ‘multivariate’ scenario where the intelligence is
pushed to the edge of the network. The final decision is locally
made taking into account multiple parameters, e.g., the current
load of nodes, their speed of processing, the communication cost,
and the remaining resources. That is, our scheme casts as a lo-
cal multi-criteria optimization mechanism for delivering the best
decision. Apart from that, we further take into consideration the
data collected at each node without adopting any data migration

solutions, thus, avoiding redundant communication overhead. The
proposed sequential decision making scheme aims to eliminate the
initiation time of a task giving priority to the local execution, i.e., to
the node where each task is initially reported.

Our model can be also combined with other schemes recently
proposed for the management of tasks at the edge of the net-
work. For instance, the virtualized resources allocation for pro-
cessing [31] or the deployment of network services into a set of
programmable router nodes [32] could be the first step before
the execution of our scheme. Such efforts (i.e., [31,32]) focus on
an allocation based on a ‘global’ view on the available process-
ing points/nodes deciding over the information available for the
present nodes. This information is related to the network perfor-
mance. Our scheme could consist of the second step where every
node receiving a task could decide if it has the resources and the
data to process the task locally. Hence, in this second step, we
have the nodes deciding based on the ‘local’ view on their status
and their peers. Actually, the output of the algorithms like those
provided in [31] & [32] could be the starting point for our model
triggering the efficient management of the incoming tasks. The
following list summarizes the contributions of our paper:

e we provide a distributed, ‘multivariate’ decision making
mechanism for the optimal allocation of tasks;

e our model ‘reasons’ over the status and the data present in
each autonomous node;

e our mechanism does not require the migration of data to
become the subject of tasks’ execution, thus, we avoid the
redundant communication overhead in the network;

e the proposed mechanism decides based on the ‘local’ view of
the status of each node;

e we provide a large set of simulations adopting real and syn-
thetic data together with a comparative assessment with
other models in the domain.

3. High level description of the proposed scheme

We consider a set of 10T nodes, i.e, N' = {ny,ny, ..., 0}
responsible to ‘observe’ their environment and collect contextual
data. On top of the collected data, nodes can execute a set of
(simple) processing tasks. A task stream 7; reported to node n; is
defined by a series of ordered tuples (t, Ty, Ci;), where t is the
time-stamp of the task T; and C; is the set of constraints for
Ti. The processing of each task corresponds to a result that is
delivered to end users or applications. We consider that every
task is accompanied by a set of constraints C = {c1, C2, ..., Cc }
For instance, let ¢ = {latency, lifetime} be the set of constraints
and C; = {2.0, 15} be their realization reported for T;; at some
time instance t. When no constraints are present, then C; = (.
Among the characteristics/constraints of a task, in this paper, we
focus on its priority and complexity. Such parameters depict two
significant aspects of a task execution process, i.e., an indication
of the immediate initiation of its execution (priority) and the time
and resources required for the execution (complexity).

Constraints can be in any form, however, a methodology that
matches them to nodes’ characteristics is necessary. We could
consider constraints related to libraries that should be adopted
by nodes when executing a task or we could involve intervals
or non-linear relations and match them with the specific char-
acteristics of each node. Constraints can be incorporated in an
‘aggregation’ function that will result a subset of them that will
be taken into consideration in the final processing. An aggregation
function could incorporate the strategy that we want to adopt
when deciding to execute each incoming task. For instance, the
involvement of specific libraries or non-linear relations between
constraints may increase the execution complexity of a task with
specific consequences in the decision making. The aforementioned
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Fig. 1. An example of an edge-network architecture with task flows among edge
nodes.

approach is part of our future research plans. In Fig. 1, we show
an example environment with |A| = 4 nodes. After the recep-
tion of a task through 7;, n; should decide if it should execute it
locally or transfer it to its peers/Fog/Cloud. Specifically, n; should
sequentially decide on the following actions: Action 1. Execute Tj
locally; Action 2. Send T;; for execution to one of the peers present
in the same local network; Action 3. Send T;; to be executed in
the Fog/Cloud. Actually, these actions could be seen as the result
of two sequential decisions, i.e, D1. Decide if n; can execute T;;; D2.
If not, decide if there is a peer node to ‘host’ Tj;. Actions 2 and 3 are
examined conditioned to the decision for Action 1.

Locally, n;, after the reception of T;, concludes, based on its cur-
rent status and T;;’s requirements a Task Requirements Tuple (TRT)
i.e,, (I, ¢, z, b;), where [ is the current load, r; is the remaining
resources, z; is the priority of the task and b, is its complexity;
l¢, r¢, z¢, by € [0, 1]. In this paper, we rely on the priority and the
complexity of a task as representative characteristics/constraints
for indicating the time and resources requirements that should be
met when allocating tasks to the available nodes. Without loss of
generality, we consider that [, and r, represent, with real values, the
current load and the resources left for tasks execution, respectively.
Both can be delivered by specific processes (their presentation is
beyond the scope of the current paper). z; can be also depicted
in the interval [0, 1] by dividing it into equal sub-intervals. For
instance, if we want to incorporate four priorities, the first could
be depicted by the value 0.25, the second by the value 0.50 and so
on. In addition, b; represents the complexity of each task related to
the required calculations to conclude the final result. b is ‘profiled’
in each task and its calculation is beyond the scope of the current
work. However, we could also separate the interval [0, 1] into
equal sub-intervals as in the z; case. For instance, if we focus on the
following complexities, nlogn, n?, 2", the first could be depicted
by 0.33, the second by 0.66 and the third by 1.00. In this approach,
the available complexities should be sorted in an ‘increasing’ order.

The discussed nodes form a graph G = (N, E) where E is the
set of edges connecting the nodes. Each connecting edge e; € E
defines the communication channel between nodes n; and n; and
is characterized by a communication cost k;; € R™. At pre-defined

intervals, nodes exchange information about their status including
their load and remaining resources to support the distributed deci-
sion making process. The discussed message is in the form (lj, 1j, rj)
where the index j refers to the jth node. 7; is defined through the
calculation of the number of tasks successfully concluded in a time
interval (i.e., the throughput of the node). The message is processed
locally to create a tuple for each peer. Initially, n; checks if T;
can be executed locally, thus, the communication cost is k; = 0
and the time for starting the execution is limited (decision D1-
Action 1). The first decision is made using the TRT which represents
the context of n; and the requirements of the task. If the decision
is negative, n; checks if T;; can be executed by its neighborhood
N\ {n;}. The second decision is based on the tuples (I;, 13, 7, k)
as derived by the reported messages. In such case, the cost for
starting the execution is analogous to the «j. It should be noted
that «;; is dynamically adapted to the network conditions. When
nodes exchange their statuses at pre-defined intervals, they also
conclude the cost «;; with the ‘assistance’ of the aforementioned
messages maintaining the calculated historical values for future
use. The second decision is based on the distance between the
task characteristics and the status of each node accompanied by
the communication cost. Again, if no node could be selected for
assigning Tj;, n; decides to send T to Fog/Cloud with an increased
communication cost; higher than the max(«y), Vj. In Fig. 2, we
present the discussed internal decision process.

Motivating Example. Assume that we want to monitor a forest
for detecting emergency situations like fires. A set of nodes are
placed in the forest and are responsible to collect various data like
temperature, humidity, etc. Nodes are characterized by specific re-
sources and can stored limited amounts of data (usually, a window
of the collected measurements) for performing a simple process-
ing. The area covered by the forest, is separated into a number of
sub-areas, thus, a set of nodes may observe the same sub-area. In
the back end system placed at the Cloud, there is the opportunity
for end users to define their queries and get information about the
current status of the forest. These queries may be separated into a
number of sub-queries, i.e., tasks that should be responded by the
available nodes. When a query is fired, its sub-queries are reported
to a node that should respond as soon as possible. For instance, the
node can be instructed to report the average measurements for a
time interval or to apply regression models and so on. Every node
after the reception of each task checks its resources, its load as well
as task’s characteristics and decide if it will be executed locally. If
not, the node selects the most appropriate peer (a node located in
the same sub-area) to allocate the task for execution. Otherwise,
the node sends the task to an application performing mathematical
calculations placed in the Cloud and wait for the final response
facing an increased latency that will affect the final response time.

As mentioned, at pre-defined intervals, nodes exchange their
load, remaining resources and speed to provide a view on their sta-
tus to peer nodes. These intervals should not be low as the network
will be flooded by the performance messages affecting the commu-
nication cost «, however, they should not be high as nodes will not
have an ‘fresh’ view on the performance of their peers. In any case,
in the time between the intervals, possible changes may happen in
the performance of nodes; it consists of a stochastic process, thus,
nodes cannot have a view on the completion time of each task that
may vary. Furthermore, for eliminating the completion time, we
can increase/enhance nodes’ characteristics/resources, however,
this is very difficult to happen in a ‘working’ network. Let x is the
time observed to get a response for a task. We also get z as the
waiting time for a task to be executed and q as the completion
time. The following equation stands true: x = z + g. Both z
and q are stochastic variables affected by various parameters. For
instance, z can be affected by the number of tasks waiting in the
execution queue. Suppose, we are able to estimate g either a task
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is executed locally or in a peer or in Fog/Cloud. Then, x heavily
depends on z. There are two approaches that may be adopted
in our scenario. The decision for the local execution is made on
top of (i) q or (ii) z. When the decision is based on g, we try to
minimize the time for starting and executing future tasks, i.e., this
is a type of a priority scheme. In this scheme, the task with the
lowest g has the highest priority and it will be executed first. Such
an approach is typical in operating systems for the management of
processes [33]. However, it is known that priority schemes suffer
from starvation, i.e., indefinite blocking of tasks that exhibit high
completion time. When the decision for a task execution is made
based on z, we have the following choices: (i) execute it locally
with z being the time for which the task will wait in the local
execution queue; (ii) execute it in a peer with z being equal to
the transmission time plus the time for which the task will wait
in the peer’s execution queue; (iii) execute it in the Fog/Cloud with
z being equal to the transmission time plus the latency for starting
the execution of the task and getting the final result. However,
Cloud offloading almost always incurs an additional 100 to 200 ms
latency compared to using edge computing solutions [34]. In this
paper, our view is that tasks should be processed in a sequential
order to avoid possible starvation effects and propose a model that
tries to eliminate the waiting time before the execution of a task
starts. An hybrid solution, i.e., a model that focuses not only on
the elimination of z but, in parallel, in handling a priority scheme
(based on the lowest q) is part of our future research agenda.

The proposed decision making mechanism is a function

g {TRT;, (. 17, 7, ky5)} — {A} where Ais the set of the available
actions defined as follows: A = {a;, ay, as, ...}. In our case, A =
{ni, {Nselected, ¥}}. n; is the node deciding for T;; and ngepecreq is the
peer selected to host/execute T;; when it is subject of a transfer. A
formal definition of the available decisions is:

e Decision 1. Apply the current TRT in the decision making
mechanism g and decide if T;; can be locally executed; pos-
sible actions {a; = n;, {ay = Ngelected} }-

e Decision 2. If T;; cannot be locally executed, decide the peer
node where T; will be transferred for execution; possible
actions {a; = Ngejected, a3 = ). If no peer is appropriate for
executing T, send T; to the upper layer (Fog/Cloud); action
{(13 = (/)}

Proposition 1. Function g concludes the one-step optimal execu-
tion of Tj; w.r.t. actions a,, a,, as based on TRT, and context vectors
(.17, 5 k).

Proof. g delivers the final action a; based on a sequential pro-
cessing. It applies the principle of optimality [35], which implies
that every decision should be optimal for the remaining problem
(initially, we select between three actions, next, we select between
two actions). Actually, g applies the one-step optimality process.
As the time and remaining resources are the critical parameters,
g, initially, examines the possibility of executing T;; locally taking
into consideration the parameters I;, r¢, z;, by and communication
cost ki = 0. The local execution of T; secures that the time
required for starting T;; is limited. In addition, the decision is made
taking into consideration the load and remaining resources. Hence,
if the node has enough resources to conclude on T; will decide
the local execution. On top of these parameters, it derives the
optimal result which is one of: {n;, N\ {n;}}. When, the decision
{NM\ {n;}} is made, g examines the execution of T in the neighbor-
ing nodes to (again) limit the starting time. In this case, there will
be a communication/transfer cost in terms of time and resources.
However, g derives the result which will be one of the following:
{Nselectea € N\ {ni}, ¥}. The decision is optimal in terms of time and
resources as the execution of Tj¢ in Ngejeceq € N\ {13} is concluded

Nodes Internal Decision Process

| Local No, Peer No|
Task» Execution Selection i
e P Fog/Cloud
wes Lyes
v
Local Task
Processing Transfer

Local Storage

Fig. 2. The internal decision process of each node. A sequential decision making is
fired for each incoming task.

based on the T and nseecreq Characteristics. g applies a utility max-
imization decision making for optimally deciding the appropriate
action. When {@} is the final decision, T;; will be transferred to
the Fog/Cloud which is, again, the optimal decision as no node in
the group can efficiently execute T;; based on the set of realized
constraints and task’s/nodes’ characteristics. O

4. The task allocation scheme

Every node should apply the proposed scheme in a number of
tasks arriving through streams. For the realization of the proposed
scheme, we rely on techniques that take into consideration the
combination of the available contextual data (the aforementioned
tuples) before finalizing the outcome. The adopted techniques can
deliver the result in the minimum time as we aim to support (near)
real-time IoT applications. For concluding on the Decision 1, we
rely on the k-Nearest Neighbors (kNN) classification [10], while
for the Decision 2, we adopt the principles of utility theory [11].
Our previous work presented in [36] deals with the same problem
as our current effort, however, it solves it through the adoption
of a capacity model. In [36], we propose a scheme for selecting
the most significant tasks to be executed at the edge providing a
model for defining the significance level of a task and taking into
consideration the energy constraints of nodes. Usually, capacity
schemes suffer from the conversion process into the mathematical
model. In addition, it is difficult to ‘aggregate’ multiple parameters
into the same model and get the final result in a reasonable time (it
depends on the number of parameters). Our current effort ‘sees’ the
problem as a process that classifies a task into two classes, i.e., the
local execution or the transfer to another node/Fog/Cloud. In the
respective literature, one can find a number of research efforts that
handle a resource allocation model as a classification problem [37-
41]. The advantage is that classification models may incorporate
the relationships between the adopted parameters and can be
based on past experiences as represented by historical values. In
addition, the separation of the solution environment into a set of
classes, it can simplify the environment reducing the confusion
about the appropriate solution.

4.1. kNN classification

The local decision making depends on a training dataset and a
kNN Classifier (kNNC). We select such a technique, as kNNCs ex-
hibit ease interpretation, low calculation time and acceptable pre-
dictive power when compared with other techniques, e.g., logistic
regression, random forests. In addition, a kKNNC is non parametric,
which means that it makes no explicit assumptions about the form
of the function producing the final result. However, it heavily de-
pends on the provided training dataset. The kKNNC decides whether
the node receiving T;; can/should execute it locally or not. This
decision is made based on the TRT; i.e., (I;, ¢, z¢, b).
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The kKNNC is based on learning by analogy, i.e., it compares the
given tuple with the training tuples to identify the similar ones.
The training tuples and the incoming tuples are characterized by
the same number of variables/attributes. The training tuples can be
extracted by a statistical analysis process performed on top of his-
torical values. Such historical values are recorded (e.g., for a warm
up period) and adopted to build the classifier. It becomes obvious
that, in this process, the intervention of experts that will define
the final class for each tuple is required. The kKNNC searches in the
dimensional space (let Y be the number of variables/dimensions),
the pattern space that is close to the incoming tuple. We consider
that closeness is defined through the adoption of the Euclidean
distance, i.e., d(TRT;, TRT;), Vs; s is the index of each training tuple
met in the available dataset D. Actually, D consists of multiple
TRTs accompanied by the appropriate action for each one (local
execution or not). Other distance measures could be also adopted
e.g., Manhattan, Minkowski, Hamming. Let y; be the ith variable in
the TRTs (i.e., y; € {l, r, z, b}). Then, the aforementioned Euclidean

distance is defined as: d(TRT;, TRT;) = \/ Z,ﬂ (yi,nm - .Vi,TRTS)z.
The closeness between the incoming tuple and the training tuples
is based on the difference of the numeric values for each variable.
The kKNNC estimates the conditional probability for each class.
There are two classes in our case; the local execution depicted by
the action a; = {n;} and the transfer to peers depicted by the action
a; = {N'\ {n;}}. The probability is translated as the fraction of
points with the corresponding class label. The incoming tuple is
assigned to the most common class among the k nearest neighbors
i.e., the class with the highest probability. The value for k is selected
to be the value that minimizes the error rate and it is derived
through simulations.

4.2. Peer selection scheme

The second decision of our scheme is related with the identi-
fication and the selection of the appropriate node for allocating
any ‘rejected’ task. For this decision, we rely on the principles of
the Utility Theory [11]. We focus on the multi-attribute utility
theory [42] where we consider that each peer is characterized by
the above discussed tuples <l] I, Tj, ;c,j). In this section, the notion
of ‘attribute’ is the same with the notion of variable/dimension
adopted in the previous sections. As every node is characterized by
multiple attributes, we aim to ‘combine’ them and provide a final
ranking to select the most appropriate peer. Multi-attribute utility
theory concerns with expressing the utilities of multiple attributes
(called as individual utilities) as a function of the utilities of each
attribute taken singly [ 11]. Our approach focuses on the selection of
the most desirable alternatives among many different alternatives.
In theory, many functions can be adopted for the calculation of
individual utilities. For instance, we could rely on additive, mul-
tiplicative or multi-linear functions. However, as studied in [42],
for four or more attributes, the reasonable models are the additive
and the multiplicative schemes. In our case, we adopt both of them
and provide two rankings of the available peers. Afterwards, we
aggregate the two ranked lists and select the node present in the
first place of the final aggregated list. If no node in the final list
exhibits an aggregated result above a pre-defined threshold, the
task will be allocated for execution in the Fog/Cloud. The above
described process is fired for every T; for which the action a; is
decided.

As mentioned, in n;, there is available information for the status
of peers, i.e., (I,r, t,«x). Our model can be easily extended to
involve more attributes. For some attributes, we desire a low value
close to 0 to gain high utility (e.g., [, ) while for others, we aim
at high values close to unity to gain high utility (e.g., r, t). The
former attributes are called non-proportional, while the latter are
called proportional. For each attribute y;, s = 1,2,...,Y, we

define the individual utility function f(y;) based on the exponential
distribution. For proportional attributes, we get f(y;) = e~ ¥t}
while for non-proportional attributes we get f(y;) = rvﬁ
Parameters y and § are adopted to produce values in the interval
[0, 1] and affect the final utility. For instance, we can follow more
‘strict’ strategies where the utility abruptly falls to zero when an
attribute exceeds a threshold or be more relaxed concerning that
the tendency is smoother than in the previous example.

These single/individual utility functions are initially ‘combined’
with the additive function: Uapp (y1, Y2, ..., Yy) = ZZ:l wsf (¥s),

with ', w; = 1.0. In the case of the multiplicative func-
tion, the following equation stands true: Uyy, (1, Y2, .-, Yy) =
]_[::] wsf (¥s). In general, the definition of the appropriate weights
is a strategic decision based on the attributes we want to pay an
increased attention when we calculate the weighted outcome. In
the relevant literature, one can find various efforts that propose
automated ways to calculate the most appropriate weights. Some
of these models are the Min-Max principle [43], optimization
approaches [44] or geometric programming [45,46]. The adoption
of an intelligent technique can facilitate the dynamic definition
of weights according to the characteristics of the environment.
However, this dynamic approach is beyond the scope of the current
work. Based on Ugpp and Uyy;, we provide two ranked lists of the
peers in a descending order. Peers in the first place of the lists offer
the highest possible utility when T;; will be allocated to them.

The final step is the aggregation of the two lists, i.e., Uspp and
Uyt For the provision of the final list U, we rely on a simple and
fast technique, i.e., the Borda count model [47]. We consider that
the aforementioned lists are preferences of peers retrieved by the
corresponding functions. The peer present in the first place of a
list gets |[A| — 1 points, the second gets |A| — 2 points and so
on. The final list U is created through the averaging of the points
collected by the two lists. U is, finally, sorted in descending order.
If no node exhibits a result over a pre-defined threshold, the task
is allocated to the Fog/Cloud otherwise, the first node will host Tj.
The pre-defined threshold could be delivered through simulations
or through a dynamic threshold optimization model to derive the
most appropriate value for each instance of the problem [48-50].

5. Estimating the load of nodes
5.1. The short term expected load

As nodes process a number of tasks, their load will be affected
by their report rate. The more the number of tasks, the higher the
load becomes. Recall that the load affects the decisions related
to the location of the execution of each task. In this section, we
provide an analysis on the short term expected load for each node
to have a view on the parameters that affect their performance. The
short term expected load is related to the number of tasks that will
be executed locally after their initial allocation. We consider that
multiple ‘execution eras’ deal with the execution of tasks reported
in G. At every era, nodes receive a number of tasks and apply the
proposed sequential decision making process. Let us define the
following events: (i) M1: T;; arrives at n;; (ii) M2: n; decides the
action a;. Without loss of generality, we consider that these events
are independent. The decision for action a; (i.e., event M2—the
local execution of Ti) depends on the expected number of the
incoming tasks at n; and the probability of local execution. The
arrival of tasks in G can be modeled as a Poisson process with
rate 1 while the decision for local execution can be seen as a
Bernoulli trial with probability of success p = P(M2). A Poisson
process arises when there is a large number of sources that produce
events independently, e.g., arrivals, requests to a server, etc [51].
In addition, a trial (e.g., a local decision making) where only two
outcomes are possible (e.g., local execution of a task or not) can be
modeled as a Bernoulli trial [52].
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Proposition 2. The expected number of tasks arriving at n; is ﬁ
Proof. We consider that |T| tasks arrive in G with arate A in a time
unit (e.g., an hour, a day, a week). The arrival of tasks in G follows
a Poisson distribution while the initial ‘allocation’ of tasks follows
a Uniform distribution, i.e., reporting every T;; to n;. Based on the
Poisscqn distaibution, the expected number of tasks reported to n;
1S: A== W = U

n; after the reception of T;; checks the available training dataset
and applies the kNNC. The probability of the local execution, then,
depends on the ‘class’ indicated by the majority of the k neighbors.
Any decision for local execution indicates that the majority of the
kNNs report the action ay, thus, the ‘class’ n;. Initially, we assume
that values for each variable/dimension y follows the Gaussian
distribution. In general, a continuous-valued variable is typically
assumed to have a Gaussian distribution to easily estimate the
distribution’s parameters (i.e., mean and standard deviation) from
training samples [10].

Lemma 1. The probability of locally executing T;; when the Gaussian
distribution is assumed is

_Zk (k) T m 1— 1 k=m
P=2ineivn W) (i W2
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where T = and

Proof. For calculating p, we should calculate the probability of hav-
ing the majority of the k neighbors indicating the class n;. The prob-
ability of the majority among the k neighbors is [53]: P(majority) =
Z’T;:L%HJ )" (1- p’)k_m where p’ is the probability of hav-
ing the mth neighbor at the correct class (i.e., the tuple indi-
cating local execution—class n;. Under the assumption that vari-
ables/dimensions follow the Gaussian distribution, the probability
of having the TRT; ‘generated’ by the n; is P(n;|TRT; ). Based on the
Bayes theorem, we get: P(n;|TRT;) = % However P(n;) =

— (ys— lts
INI In addition, P(TRT;) ]—[VS( 2 ® T2l where us and
o5 are the mean and the deviation of the sth varlable/dlmensmn
as calculated through the training dataset. In addition, ys is the

sth variable in the TRTs (i.e., ys € {l, r,z, b}). Finally, we get
P(TRT;|n;)

_ (ys—mn;)
where ., and o, are the
l_[Vs /Zﬂlfn 20”21' Hon; nj

mean and the deviation of the sth variable/dimension for tuples
classified in the local execution class. Through calculations, we get
the final equation as presented by the Lemma. O

Based on the probability indicated by Lemma 1, we can easily
calculate the short term expected load E(I) for each node just after
the initial allocation of the incoming tasks. E(I) can be extracted
by the Binomial distribution corresponding to the aforementioned
Bernoulli trial when having |Q | tasks for local execution.

Lemma 2. The short term expected load for each node in the network
when the Gaussian distribution is assumed is

A T k k T m
E(l) = Wi (] - w\lnz) Zm=L§+1J (r:z) (\Nlnzlfm) where
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Proof. The short term expected load of a node is the sum of the
expected number of tasks multiplied with the probability of locally
executing a task. From Proposition 1, we have that the expected
number of tasks that will be reported to n; is ] N\ For any Binomial

distribution, the expected value is derived by: Z‘Q‘ (‘Q‘)p (1 -
p)!Ql=i where |Q| is the number of the tasks reported locally. Based

on the Binomial theorem, we can easily conclude that the expected
value of the Binomial is |Q|p (we omit the proof as it is widely
studied). Based on Lemma 1 and through substitutions, we can
easily derive E(l) as depicted by Lemma 2. O

For providing a complete analysis of the problem, we also focus
on the adoption of the Uniform distribution to depict the value of
each attribute.

Lemma 3. The probability of locally executing T;; when the Uniform

k
distribution is adopted is p = ('A‘/A‘[’ll) Z;_LKHJ (") (W\ TN
)

Proof. For calculating p, we follow the same approach as in
Lemma 1. However, the probability density function is constant in
the Uniform distribution case. Through the same calculations as in
Lemma 1, we get the final equation as presented by the current
Lemma. O

Based on the probability indicated by Lemma 3, we can easily
calculate the short term expected load E(I) when the Uniform
distribution is adopted.

Lemma 4. The short term expected load for each node in the net’-
work when the Uniform distribution is adopted is E(l) = AINI-DE

k+1
k k 1 ad
Zm:tgm (m) (NT-D7"

Proof. For proving the Lemma, we adopt the same approach as in
Lemma 2, however, the probability of local execution is delivered
by Lemma 3. Hence, through substitutions, we can easily derive E(I)
as depicted by Lemma 4. O

5.2. The long term expected load

The long term expected load for each node is concluded through
the transfer of tasks in the network. It consists of the load in an
‘execution era’ after multiple tasks rejections and transfers. In our
model, we consider that after £2 decisions/transfers, every node
assigns the ‘rejected’ tasks to the Fog/Cloud. £2 is a parameter
with a strategic meaning; a high value will lead the ‘rejected’ tasks
to ‘circulate’ among nodes till their final execution. In this case,
tasks are transferred between nodes till they ‘find’ a node that
will undertake the responsibility of their execution. This could
happen when nodes characteristics indicate that the load and
the resources (are dynamically updated) can support the action
a;. When 2 — oo, the proposed model forces the tasks to be
circulated to the network till a node decides their execution, thus,
the ‘execution era’ is implicitly extended. However, in that case, the
time required for the transfers and the communication overhead
should be compared with the delay/latency realized when tasks’
execution is concluded in the Fog/Cloud. In our model, £2 is defined
based on the average latency for executing tasks in the Fog/Cloud
and considering a minimum time for realizing a task transfer form
a node to another. For instance, simulations in [54] show that the
average latency for executing tasks in the Cloud is over 24 ms when
the tasks arrival rate increases. A low £2 indicates a limited number
of ‘hops’ till tasks’ transfer to the Fog/Cloud. Our future research
plans is to define an intelligent model for delivering the final 2.

Recall that with probability p, each node decides to locally
execute a task, thus, with probability 1 — p a task is ‘rejected’. After
receiving ‘ Jifl tasks, n; will accept (i.e., locally execute) ﬁp tasks
and will transfer - il (1—p) tasks to the network. In the ‘worst’ case,
after the first decision, all the ‘rejected’ tasks could be transferred
to the same peer; the same could be true for the remaining nodes.
In this case, a single node, e.g., Nseected, iN the entire network, will
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host ] /\/ Zv; ; #J — pi) while the long term expected load of the
remaining nodes will be limited.

Without loss of generality, let us focus on the ‘average’ case.
In the average case, n;, after every decision, uniformly distributes
the ‘rejected’ tasks to the available |V| — 1 peers. This means
that n; will distribute W(l — p;) tasks to each of its peers.
However, when n; distributes the ‘rejected’ tasks, at the same time,
the remaining nodes send their ‘rejected’ tasks into the network as
well. Hence, each node distributes and receives a number of tasks
that are ‘rejected’ after every decision made at the round w €
{1,2,3,..., £2}. It should be noted that during the distribution of
tasks, nodes continue to execute the ‘accepted’ tasks, thus, their
characteristics are updated (e.g., their load).

Lemma 5. The long term expected load for each node, at the w decision
round, is a function of the success probabilities p;,i = 1,2, ..., |N]|
calculated for every node in the network based on their characteristics.

Proof. In Table 1, we present the load for two decision rounds. ]In
_ ; e (V] @7
general, n; at w will receive T \(\NI T (Z )) ,

j= 1]#1
w € {1,2,..., £2}. From those tasks, the number of the locally
executed will be o

success probabilmes calculated for each node in the network.
O

Based on Lemmas 2 and 5, we can easily calculate the final
long term expected load for each node for an ‘execution era’. We
consider that the next era will start only after the final execution
for every incoming task (i.e., 2 — 00).

Lemma 6. The long term expected load for a node n; is E(I) =
_MNI=D o where v = Z ( _ )
WiV -1 Pi X =0 pj)-

Proof. The long term expected load will be calculated based
on Lemma 5 for the entire set of values of w. We consider that 2 —
oo. Hence, we should calculate the sum of the number of tasks
multiplied by the probability of success forw = 1, 2, ..., £2.Based
on Lemma 5, we get that the expected number of tasks that will

be locally executed is: ‘AW‘P:‘ + W (Z}ifl“j#(l - pj)> pi +

— (W 1_.)2.+..._L.29 _x
INI(IN|-1)? J= 1]?&! pj bi - \N\pl o=1 (|N]-1)®~ 1"
with x = /¥, (1 — p;). We observe that W < 1.thus, the

final long term expected load is the result of the sum of an infinite

geometric series, i.e., E(l) = W pi. O

An interesting observation is that if p;s for the |\ — 1| peers are
equal to zero, the expected load of n; will be infinite. This scenario
depicts the above discussed worst case scenario.

w—1

6. Experimental evaluation

In our experimental evaluation, we investigate whether the
model is capable of optimally deciding the local execution of each task
or transferring this responsibility to the appropriate peer.

6.1. Experimental setup & performance metrics

In our simulations, we adopt the parameters (I, r, z, b) for de-
cisions related to the local execution of the incoming tasks and
(I, r, T, k) for selecting the appropriate peers in the network. We
focus on two aspects: (a) The correct identification of tasks that will
be executed locally, and (b) The correct identification of the appro-
priate peer to execute the task. For the first aspect, we adopt the
widely known metrics precision € and recall ¢. We also adopt the

F-measure ¢ and the accuracy v metrics. These metrics are defined
asie = pim, = myms ¢ = 255 ¥ = poyema Where T
refers to ‘true’, P refers to ‘positive’, F refers to ‘false’, and N refers
to ‘negative’. Hence, TP refers to true positive events, i.e., identified
events that had to be identified, FP refers to false positive events,
i.e., identified events that had to not been identified, and so on.

We also evaluate the selection of the appropriate peer when a
task should be transferred to the group/neighborhood. We adopt
random values for each parameter (i.e., (I, r, 7, k)). With proba-
bility 0.20, a new message arrives to nodes indicating updates on
the status of the remaining peers (i.e., load, speed, communication
cost). For evaluating the selection of the appropriate peer, we
focus on the mean of each parameter (i.e., (I, r, t, k)) over the
selected peers. For [ and «, we target on a low mean while for the
remaining parameters, we expect to observe high values. The mean
isrepresented by the indication A in every metrici.e., (I, Ta, Ta, ka)-
In addition, we define metrics for identifying if the selected peers
are the best among the available nodes (optimality of the model).
For this, we adopt the indication B in each metric, i.e., {Ig, g, T3, k).
The indication B in the aforementioned parameters is used to de-
pict the difference of the value achieved by our model compared to
the optimal value observed in peers’ characteristics. We calculate
the optimal value (the highest or the lowest depending on the
parameter) between all the nodes in the network and compare it
with the characteristics of the selected node. It should be noted
that a node exhibiting e.g., the lowest load, it does not mean
that the same node exhibits e.g., the lowest communication cost.
As our model aims to get decisions based on multiple attributes,
our evaluation process manages the entire set of parameters at
the same time. Any negative result means that the selected node,
by our model, exhibits better characteristics than the peer with
the lowest load. Based on these metrics, we aim to reveal if the
proposed model is capable of selecting the best possible peer to
host the ‘rejected’ tasks.

We adopt a simulator created in Java and train the proposed
decision making mechanism adopting synthetic and real data. The
real dataset is adopted from [55] and concerns data related to
fire detection and the calculation of the affected area. From these
data, we adopt the temperature, the humidity, the wind and the
rain indication for feeding values to our parameters. We assume
that the indication of fire and the presence of an affected area
corresponds to action a, i.e., the local execution of a task. Usually,
the indication of a fire is characterized by a low humidity, a high
temperature and a high wind.! In our scenario, the decision for the
local execution of a task is supported by a high priority, a low load
and a high availability of resources (the complexity is combined
with the remaining parameters for the final decision making).
Hence, adopting the real dataset and adapting it into our scenario,
we select the rain indication to ‘virtually’ correspond to z (we
consider three priorities), the humidity to [ (we target to a low load
to locally execute a task like a low humidity may support the indi-
cation of a fire), the temperature to r (we target to high resources
availability like a high temperature may support the indication of a
fire) and the wind to b. Each tuple in the training dataset (either the
synthetic or the real) is related to (I, r, z, b). The training dataset,
provides various combinations of the aforementioned parameters
accompanied by the appropriate decision (i.e., the correspond-
ing action). When the tuple is classified as 1, it means that the
corresponding task should be executed locally (action a;) while
a classification value 0 indicates the decision of transferring the
task to the group or Fog/Cloud (actions a, and as). In the real
dataset, we add the class 1 when the temperature, the humidity,
the wind and the rain indicate a fire; otherwise, we add the class 0.
We also present experimental results for the performance of our

1 http://learningcenter.firewise.org/Firefighter-Safety/1-6.php.
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Table 1
Incoming and Outgoing Tasks for three decision steps.
3} Tasks
Incoming Locally Executed Outgoing
1 I _ Ui\[ﬁp.i Fr(1=n)
2 NTONTD Z}ﬁfl‘_j#,v(l — ) NTINTT Zj"ivl",j#i(l —pj)pi WD Z]“j:\/;l,j#i(l —p)1—pi)

model concerning the expected load of each node. We perform
the evaluation of our scheme for |N| = {10, 50, 100, 1000}. We
study how |N/| affects the results. In addition, we consider four (4)
experimental scenarios: (i) Scenario A: {ws} = {0.3,0.3,0.3, 0.1};
(ii) Scenario B: {w,} = {0.6, 0.2, 0.1, 0.1}; (iii) Scenario C: {w,} =
{0.2,0.2,0.4, 0.4}; (iv) Scenario D: {ws} = {0.2,0.1,0.1, 0.6}.
Through the aforementioned scenarios, we pay attention on differ-
ent parameters when selecting a node for transferring the task. For
instance, Scenario A pays equal attention on the load, the resources
and the speed while Scenario B pays more attention on the load.
Scenario C pays more attention on the speed and the cost and,
finally, Scenario D pays attention on the cost.

6.2. Performance evaluation

Initially, we report on the complexity of the proposed model.
This complexity is affected by: (i) the complexity of the kNNC; (ii)
the complexity of the utilities calculation; (iii) the complexity of
the utilities aggregation; (iv) the complexity of the sorting process
to produce the final utilities list. In the worst case, the complexity
for (i) is O(k|D| + |D|Y), where D is the training dataset, k is the
number of neighbors and Y is the number of dimensions/variables.
In Fig. 3, we present the plot of the discussed complexity. In
addition, the complexity for (ii) and (iii) is O(|\|) while the com-
plexity for (iv) is O(|NV|log|A|) (we can rely on a fast sorting
technique e.g., merge or heap sort). In Fig. 4, we keep Y constant
and present the complexity of the proposed scheme for various
numbers of the length of the training dataset and the number of
the peers. Based on the above, the final complexity in the worst
case scenario is O(k|D| + |D|Y + |N|log|N|). We compare the
complexity of our model with other relevant efforts in the domain.
In [56], the authors discuss three task scheduling algorithms,
the EASU (Energy-Aware Scheduling under Uncertainty), the RAS
(Reliability-Aware Scheduling) and the basic resource provisioning
algorithm. The complexity of the EASU is O(|T||VMs||A|) where
|VMs| is the number of the VMs where the tasks should be allocated
and |A/] is the number of hosts like in our case. The complexity
of the RAS is O(|VMs||N||N|¢) with |[N|- depicting the number
of candidate hosts. In [1], the tasks allocation problem is seen as
a capacity problem. The network is modeled as a graph like in
our case. The complexity of the proposed algorithm is O(|NV| +
(N2IT]) + |IVIIE|?) (for the calculation of the last part of the
complexity we consider the Edmonds-Karp algorithm for finding
the maximum flow in a graph). Finally, in[57], the authors solve the
task allocation problem through the adoption of the network flow
method and conclude that the intranode communication cost is a
key to the complexity of the algorithm. They prove that complexity
is O(|A|?|T[*) if the intranode communication cost equals the
internode communication cost. In addition, the convex cost flow
version of the algorithm can be solved in O(JA|?|T [2log (|| + |T|)).

In the following experiments, we try to reveal the short term
expected load for each node when we adopt various realizations for
parameters A, |V and Y. Our aim is to see how many tasks will be
hosted locally when w = 1. For this, we simulate the arrival of 1000
TRTs and for each one, we adopt the Uniform and the Gaussian
distributions to get values for every parameter participating in the
envisioned tuples. The Uniform distribution is adopted to simu-
late a very dynamic environment where parameters can change
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Fig. 4. The complexity of the proposed model.

values allocated in the entire interval [0, 1]. On the other hand,
the Gaussian distribution is adopted to simulate a more ‘stable’
environment where parameters realizations are allocated around
the mean. In Fig. 5, we present our results for the expected load
E(1) and for different A. As natural, we observe that an increment
in the number of the incoming tasks in the entire network will
increase the short term expected load of nodes. The interesting is
that the Uniform distribution results more tasks for local execution
compared to the Gaussian distribution. The reason is that the local
datasets, in the Uniform distribution case, contain data that are
not concentrated around the mean increasing the probability for
local execution. Recall that the probability for having a task locally
executed depends on the ‘similarity’ between the characteristics
of every task and the available dataset adopted for delivering the
kNNs, thus, the final decision. Another interesting observation is
as follows. In this set of experiments, we get |[N| = 5 while
E(l) = {46, 33} for the Uniform and the Gaussian distributions,
respectively. If we consider that 1000 tasks arrive in the network
in a time unit, thus, approximately, 200 tasks are reported at each
node, only 230 and 165 tasks, respectively, will be executed locally
after the first decision while the remaining will be transferred to
peers or the Fog/Cloud. It should be noted that those numbers do
not include the tasks that are transferred in the current node by
peers.

In Fig. 6, we show our results for short term E(I) and for different
|A]. In these plots, we do not present the results for |[NV| = 1
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Fig. 5. Expected load for various A values.

because it is the only result above unity. For all the remaining
experimental scenarios, we get the short term E(l) below unity,
which indicates that the load for each node is limited. This is more
intense when |N| — 1000, thus, tasks are offloaded to peer
nodes instead of being kept locally. This could lead to a situation
where nodes could execute tasks reported to other nodes instead
of keeping ‘their’ tasks. This is natural as nodes want to offload the
incoming tasks and keep only tasks that are important to be locally
executed as indicated by the adopted classifier. However, such an
approach may lead to an exchange of tasks in the long term, thus,
tasks will be continuously circulated in the network.

The performance of the proposed model for various Y real-
izations, is depicted in Fig. 7. These results are similar as in the
previous experimental scenarios, i.e., the adoption of the Uniform
distribution leads to a high E(I). In addition, our results exhibit that
when Y < 10, fluctuations in the expected load can be present.
However, such fluctuations are eliminated and the proposed model
exhibits ‘stability’as Y — 1000. Again, the adoption of the Uniform
distribution leads to higher expected load compared to the sce-
nario where the Gaussian distribution is adopted to produce values
for each parameter. Again the observed outcomes can be consid-
ered as natural as the production of values based on the Uniform
distribution depicts a very dynamic environment where nodes’ and
tasks’ characteristics are continuously updated. Hence, when a task
is generated and reported to a node, peers’ characteristics may be
completely different compared to the previous execution round.
For instance, the Uniform distribution can ‘generate’ a low value
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Fig. 6. Short term expected load for various || values.

at timestep t while at t 4+ 1 a high value can be the case. This
way, it is natural to observe higher values for the load compared
to the scenario where the Gaussian distribution is adopted. The
reason is that in the Uniform distribution scenario, the load is not
gathered around the mean but it is produced in the entire interval
in consecutive decision rounds.

In Fig. 8, we plot the nodes’ expected load vs the rate A and
|A]. In this set of simulations, we experiment with p € {0.2, 0.8}.
When p = 0.2, each node will locally execute the 20% of the
incoming tasks while p = 0.8 indicates that nodes will locally
execute the 80% of the incoming tasks. The expected load ‘follows’
the probability p, i.e., a low p leads to a low expected load. This
is natural, however, it is interesting to observe that, no matter p,
when the number of nodes is high, the expected load for each node
will be minimized. These outcomes confirm our expectations for
the load of the nodes when tasks arrive at high rates.

In Fig. 9, we present our results for the long term expected for
each node. In this set of experiments, we consider that the success
probability for peers is around 0.5. We observe that the expected
load, in the lifetime of the network, is low except the scenarios
where the number of nodes is limited and the local probability of
success is high (close to unity). These experiments enhance our
view that when |A/] is high, the incoming tasks could be served,
in total, by the network without the need of transferring tasks to
the Fog/Cloud. When we have a high number of nodes present in
the network, we secure the execution of the incoming tasks no
matter their characteristics while the load of each node remains
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Fig. 7. Short term expected load vs different TRT cardinality.

at low levels. However, as already mentioned, we should take into
consideration the burden for transferring tasks in the network
compared to the latency that we will enjoy if tasks should be
allocated to the Fog/Cloud. In addition, these results depict the
load for receiving tasks in a time unit (e.g., second, hour, day,
week), i.e.,an ‘execution era’. This means that we can easily support
multiple groups of tasks, thus, multiple ‘execution eras’ as the load
will be also limited.

In our simulations, the kNNC exhibits high performance as it
results ¢ = 1.0. This means that no false positive events are
identified, thus, the corresponding tasks are correctly transferred
to the network. In addition, we observe ¢ = 0.97 which means that
false negatives events are also limited. For the remaining metrics,
we get ¢ = 0.98 and » = 0.98. These results expose the accuracy
of our model in the identification of the tasks that should be locally
executed.

We also evaluate our scheme in the peer selection process.
We want to identify if the characteristics of the selected peer are
those that facilitate the execution of the allocated task. For this,
we deliver the mean values for each parameter calculated over a
high number of experiments. In Fig. 10, we present our results for
I and for each experimental scenario. We observe that the lowest
load is achieved in Scenario B. In this scenario, the weight of the
utility for load is the highest among the available weights, thus,
the proposed scheme naturally pays more attention on the load
of the peer where every task will be allocated. Recall that weights
are adopted in the calculation of the utility in the additive utility
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function. We also observe that the higher the number of nodes, the
lower the load of the selected peer becomes confirming again the
above discussed outcomes. On the other hand, in Scenarios C & D,
we observe the highest average load, i.e., in scenarios where [ is
assigned with a low weight compared to the remaining parame-
ters. The mean [ is below 0.4 when |A| — 1000. The increased
number of nodes positively affects the final outcome as our scheme
has many alternatives for selecting the final peer. The involvement
of multiple utility functions (an ensemble scheme) manages to
find the appropriate peers when a task should be allocated in the
network.

In Fig. 11, we present our results concerning the available
resources r in the selected peer. In the majority of the results r
is above 0.5 while the increased number of nodes assists in the
increment of the final outcome. The highest mean r is observed
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Fig. 11. Our results for the mean resources of the selected peers.

in Scenarios B and C when |N| = 1000. Our outcomes indicate
that the selected nodes are characterized by a high availability of
resources that can be devoted to the execution of the allocated
tasks. In Fig. 12, we observe our results concerning r. We get the
highest outcome in Scenario A when |N| = 100. In general, the
discussed results are judged as efficient due to that t is close or
over 0.6 for the majority of the cases. Our experimental evaluation
for « is presented in Fig. 13. We observe that the lowest value
is related to Scenario D where we assign the highest weight for
k. Outcomes show that the increased weight and the increased
number of nodes assist our scheme to select a peer with a low
communication cost. One can observe that, in the majority of the
experimental scenarios, « is below 0.4 while it is approaching 0.2
when |N| — 1000. The high number of nodes present in the
network gives more opportunities to find the lowest possible com-
munication cost, thus, it minimizes the communication overhead
of the network. This way, we can limit the resources and the time
required to allocate tasks and get the final response.

We devote a set of experiments to reveal the allocation of the
‘rejected’ tasks to the appropriate peer. We focus on the multi-
attribute optimality, meaning that the proposed scheme takes into
consideration all the parameters at the same time. In Table 2, we
present our results for the Scenarios A and B. We observe that the
difference of the selected peer (as resulted by our model) with
the peer exhibiting the lowest load is around 0.420 and 0.270 for
Scenarios A and B, respectively. Recall that in Scenario B, the weight
of the load is the highest when calculating the final utility. We
observe that the increased weight leads to the selection of a peer
that is close to the optimal decision. In any case, decisions under
the Scenario B lead to better results for [ compared to the decisions
made under the Scenario A. Our model manages to select a peer
that exhibits ‘better’ characteristics for the remaining parameters
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Fig. 13. Our results for the mean cost of the selected peers.

in the majority of the experimental scenarios. This is depicted
by the negative values, i.e., the selected peer exhibits higher re-
sources, speed and lower cost than the peer with the lowest load
in the network. Similar results we get if we focus on Scenarios C and
D (see Table 3). These outcomes support the observation that our
model can be adopted to select peers exhibiting the best possible
characteristics under the perspective of having a multi-attribute
decision making.

We also perform a set of experiments adopting the real dataset.
Our results deliver e = 0.81,¢ = 0.49, ¥ = 0.67,and ¢ = 0.61.
We observe that, compared to the synthetic trace, there is an in-
creased number of false positives and false negatives. A number of
positive events (i.e., the local execution of a task) is not identified,
thus, the corresponding tasks are transferred to peers. From the
517 tasks, 163 are locally executed while 354 are transferred to
peer nodes. The interesting is that no task is transferred to be
executed in Fog/Cloud.

We report on the optimality results for the real dataset. Tables 4
and 5 present our outcomes for Scenario A, Scenario B, Scenario C
and Scenario D, respectively. In general, the load of the selected
nodes is lower than in the experiments realized with the synthetic
trace. The proposed model manages to select nodes that their char-
acteristics are close or lower than the best possible node selection.
The interesting is that in this set of experiments, the number of the
nodes present in the network affects our results. One can observe
an increment for [ or ¥ as |[A| — 1000. For Scenario A, the
real trace exhibits the best performance for [ and « while for the
remaining metrics the best performance is achieved through the
adoption of the synthetic trace. For Scenario B, we observe similar
performance in both cases with some fluctuations in the results.
For Scenario C, the adoption of the real dataset leads to the best
performance for [ while the adoption of the synthetic trace leads to
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Table 2
Optimality results for Scenarios A & B (synthetic trace).
[N Scenario A Scenario B
lp B T3 Kp Ip B 3 Kp
10 0.420 —0.125 —0.123 —-0.112 0.270 —0.036 —0.016 —-0.120
50 0.350 —0.120 0.060 —0.220 0.310 —0.220 —0.150 0.004
100 0.380 —0.090 —0.200 —0.106 0.290 0.090 —0.230 —0.080
1000 0.310 —0.020 —0.040 —0.030 0.290 —0.059 —0.096 —0.370
Table 3
Optimality results for Scenarios C & D (synthetic trace).
[N Scenario C Scenario D
Iy ] B Kp Ig g T KB
10 0.290 0.029 —0.010 —0.109 0.350 0.040 0.120 —0.140
50 0.350 —0.114 —0.010 —0.196 0.370 —0.100 0.009 —0.001
100 0.420 —0.128 —0.001 —0.146 0.330 —0.085 —0.233 0.036
1000 0.310 —0.060 —0.138 —0.136 0.330 —0.103 —0.045 —0.162
Table 4
Optimality results for Scenarios A & B (real dataset).
[N Scenario A Scenario B
lB B B KB lB §:] B KB
10 0.205 —0.055 0.091 —0.055 0.174 0.009 0.107 —0.009
50 0.264 0.004 0.043 —0.004 0.209 0.080 —0.065 —0.080
100 0.264 —0.082 —0.088 0.082 0.261 0.020 —0.053 —0.020
1000 0.287 —0.310 0.004 0.310 0.293 —0.296 0.010 0.296
Table 5
Optimality results for Scenarios C & D (real dataset).
[N Scenario C Scenario D
Ig Tp T KB Ig g T KB
10 0.193 0.084 0.031 —0.084 0.194 0.041 0.079 —0.041
50 0.270 —0.056 0.031 0.056 0.262 0.067 —0.050 —0.067
100 0.257 —0.029 —0.035 0.029 0.272 0.033 0.009 —0.033
1000 0.269 —0.293 0.007 0.293 0.277 —0.295 0.019 0.295

the best performance for «. Similar performance is observed for r
and t. Finally, for Scenario D, the synthetic trace leads to the best
results for = while for the remaining metrics we observe a similar
behavior.

We compare the performance of our model (i.e., the ‘Model’)
with the scheme presented in [58]. In [58], the authors propose a
task scheduling algorithm (ETSI) for IoT that is based on a heuristic
to finalize the allocations of tasks to the available nodes. The
algorithm adopts a node state analyzer that delivers the final out-
come based on the remaining energy, the distance from the edge
of the network and the number of neighbors. The edge gateway
calculates the rank of each node and decides on the final allocation
for each task. Actually, the node with the lowest ranking is selected
for the final allocation. In Tables 6 and 7, we present our results for
Scenario A, Scenario B, Scenario C and Scenario D, respectively. As
the experimental results presented in [58] focus on the network
lifetime and load, in our results, we consider the outcomes for Ig
and rg. We observe that the Model outperforms the ETSI for all
the experimental scenarios. There is a significant difference in the
load of the selected node where tasks will be allocated. The reason
is that ETSI mainly takes into consideration the energy issues and
the distance of nodes from the gateway without paying significant
attention on the load. However, the increased load may negatively
affect the energy resources especially when the allocated tasks are
characterized by an increased complexity.

Trying to reveal the hidden aspects of the performance of our
model, we provide plots for the probability density estimation
(pde) for each parameter in Fig. 14. We set equal weights (i.e., 0.25)
for each parameter and record their realization. We observe that
I and k are concentrated in the first half of the interval [0, 1]

0 0.5 1 .5

N

Fig. 14. Probability density estimation for the model parameters.

while 7 is concentrated at the upper part of the same interval. r
is concentrated at the middle of the interval. In any case, these
results exhibit the potential of the proposed model to select the
appropriate peer when it is necessary.

7. Conclusions

IoT nodes are capable of collecting and processing various data
becoming knowledge providers. Recent advances in the [oT domain
involve the execution of processing tasks at the edge, at the nodes,
to limit the time for retrieving results. IoT nodes are characterized
by limited computational capabilities while they are instructed to
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Table 6
Comparison of the optimality results (Scenarios A & B).
[N Scenario A Scenario B
Model ETSI Model ETSI
Ip g Ig s Ip g Ip g
100 0.264 —0.082 0.490 0.058 0.261 0.020 0.540 0.017
1000 0.287 —0.310 0.701 —0.057 0.293 —0.296 0.687 —0.042
Table 7
Comparison of the optimality results (Scenarios C & D).
[N Scenario C Scenario D
Model ETSI Model ETSI
Ip g Ig s Ip g Ip g
100 0.257 —0.029 0.489 0.064 0.272 0.033 0.501 0.076
1000 0.269 —0.293 0.710 —0.044 0.277 —0.295 0.698 —0.067

execute multiple tasks. Hence, nodes, when tasks ‘arrive’, should
select the tasks that will be executed locally or be transferred to
their peers in the network. This way, we create a collaborative,
however, distributed scheme for tasks execution trying to find
paths for minimizing the response time without jeopardizing the
resources of nodes.

We describe a scheme that, in a distributed manner, sequen-
tially decides where the tasks will be processed. Our scheme
pushes the task allocation intelligence into the edge network by
providing a two-level decision making mechanism. The mecha-
nism derives decisions related to which tasks will be executed
locally in the nodes. The proposed decision making scheme se-
quentially examines possible actions to optimally decide the place
where tasks will be executed. Every node autonomously decides
the execution of tasks. We evaluate our scheme with synthetic and
real data and provide numerical results. We show that the pro-
posed scheme manages to deliver decisions that optimally select
the place of the execution based on a set of parameters. When
the decision concerns the group of nodes, the proposed scheme
selects a node in the network edge and transfers the task there.
Our experimental evaluation shows that the selected nodes are
appropriate minimizing the average difference with the optimal
solution. Our future research plans involve the provision of an
uncertainty management model. Such a model could incorporate
more easily the uncertainty present in the decision making process.
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