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ABSTRACT

Visual cryptography encodes a secret binary image (S) into shares of random binary patterns. In visual
cryptography, the decoding process is performed directly by the human eyes; while in general, the shared
images need some processing to reconstruct the secret image. The shares are xeroxed onto transparencies,
the secret image can be visually decoded by superimposing a qualified subset of transparencies, but no
secret information can be obtained from the superposition of a forbidden subset. Halftone visual
cryptography is extended technique in visual cryptography where the random shares are embedded in high
quality grayscale images to give them meaning and thus reducing the doubt of eve’s droppers that some
secure data is hidden. Improved shares have been developed by changing the error filters that were earlier
used in halftone visual cryptography via error diffusion and results were compared with the existing work
for improvements on visual basis and on mathematical basis using mathematical parameters for index of
quality of the image like PSNR and Universal quality index UQI.
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1. INTRODUCTION

Even with the remarkabl e advance of computer technology, using a computer to decrypt secretsis
infeasible in some situations. For example, a security guard checks the badge of an employee or a
secret agent recovers an urgent secret at some place where no electronic devices are applied. In
these situations the human visual system is one of the most convenient and reliable tools to do
checking and secret recovery. Secure digital imaging combines methods and techniques of
cryptography and image processing. Visual cryptography enables distributing sensitive visual
materials to authentic user through public communication channels, as the generated secure
images do not revea any information if they are not combined in the prescribed way. In visual
cryptography, the decoding processis performed directly by the human eyes; while in general, the
shared images need some processing to reconstruct the secret image.

Visual cryptography (VC), proposed by Naor and Shamir in [1], allows the decoding of concealed
images without any cryptographic computation. Particularly in a k-out-of-n visual secret sharing
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scheme (VSS), a secret image is cryptographically encoded into n shares .The n shares are then
xeroxed onto transparencies respectively and distributed among n participants and the secret
images can be visually revealed by stacking together any k or more transparencies of the shares
and no cryptographic computation is needed. Each of the n shares resembles a random binary
pattern. However, by inspecting less than k shares, one cannot gain any information about the
secret image, even if infinite computational power is available.

As an example of Visual secret sharing (VSS), consider a ssmple 2-out-of-2 VSS scheme shown
in Figure 1. The secret image is divided into a number of pixels and each pixel p is encoded into a
pair of black and white subpixelsin each of the two shares. If p iswhite/black, one of the first/last
two columns tabulated under the white/black pixel in Figure 1 is selected randomly with 50%
probability for selection of either column. Then, the first two subpixels in that column are
assigned to share 1 and the following two subpixels are assigned to share 2. Each pixe p is
encoded into two subpixels of black-white or white-black with equal probabilities in both the
shares, without caring whether p is black or white. Thus, an individual share gives no clue as to
whether pisblack or white [1]. Now consider the superposition of the two shares as shown in the
last row of Figure 1. If the pixel p is black, the superposition of the two shares outputs two black
subpixels corresponding to a gray level 1. If p is white, it results in one white and one black
subpixel, corresponding to a gray level 1/2. Then by stacking two shares together, we can obtain
the full information of the secret image.

Pixel White [T] Black [}
Probability] 50% 50% 50% 50%
Sharel I] [I I] [I
Share?2 l] [I [I [.
Stack
Sharztl&2 I] [I . .

Figure 1. Construction of atwo-out-of-two VC scheme: a secret pixel can be encoded into two subpixelsin
each of the two shares.

Figure 2 shows an example of the application of the 2-out-of-2 VSS scheme. Figure 2(a) shows a
secret binary image Sl to be encoded. According to the encoding rule shown in Figure 1, each
pixel p of Sl is split into two subpixels in each of the two shares, as shown in Figure 2(b) and
Figure 2(c). Superimposing the two shares leads to the output secret image shown in figure
2(d).the decoded image is clearly identified, although some contrast loss occurs. The width of the
reconstructed image is twice that of the original secret image since each pixel is expanded to two
subpixelsin each share.

144



International Journal on Cryptography and Information Security (1JCIS),Vol.2, No.3, September 2012

I

2(a).Secret image 2(b).Sharel 2(c).Share2 2(d).Overlapped

Figure 2. Example of 2-out-of-2 scheme.

The two-out-of-two visual threshold scheme demonstrates a special case of k-out-of-n schemes
[2]. Ateniese et dl. [3] proposed k-out-of-n scheme to reduce the problem of contrast loss in the
reconstructed images. The concept of access structure was developed which focused on the
qualified and forbidden subsets of shares. The participants in a qualified subset can recover the
secret image while the participants in a forbidden subset cannot. The properties of a k-out-of-n
scheme including the conditions needed for optimal contrast and the minimum pixel expansion
attainable can be found in [3]. The concepts of VC have been extended such that the secret image
is allowed to be a grey-level image rather than a binary image [4]. Although the secret image is
grey scale, shares are till constructed by random binary patterns. Zhou and Arce [5] proposed
halftone visua cryptography to increase the quality of the meaningful shares based on the
principle of void and cluster dithering. In this algorithm modifying the pixel in the origina
halftone image depends on the content of the pixel chosen and thus results in visible image
residual features of the origina halftone images.

Halftoning uses patterns of larger and smaller pixels in a monochrome images to give the illusion
of gray i.e., process of converting a gray scale image into a binary image. Error diffusion is a
method to produce higher quality images with less computation cost. Different error filters are
availablein error diffusion that can be used to enhance the visual quality of the shares.

2.RELATED WORK

Visual cryptography is a cryptographic technique which allows visual information (pictures, text,
etc.) to be encrypted in such a way that the decryption can be performed by humans without the
aid of computers. The following sections provide an introduction to visual secret sharing scheme,
halftone visua cryptography and error diffusion techniques.

2.1. Visual secret sharing scheme

Visual Secret Sharing is based on the access structure schemes specified as follows:
k out of n Scheme:

The 2-out-of-2 VSS scheme demonstrated above is a special case of the k-out-of-n VSS scheme
[1]. Ateniese et al. designed a more genera model for VSS schemes based on general access
structures [4]. An access structure is a specification of al the qualified and forbidden subsets of
shares. The participants in qualified subsets can recover the secret image while the participantsin
aforbidden subset cannot.
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Let p= {1,......, n} be a set of elements called participants. A VC scheme for a set p of n
participants is a method to encode a secret binary image Sl into n shadow images called shares,
where each participant in p receives one share. Let 2p denote the set of all subsets of p and let
Mow 2pand Moy, 2p, Where Moua N Moy =P. We refer to members of Mgy as qualified sets
and call members of I, forbidden sets. The pair (I'qua, [Forw) 1S Called the access structure of the
scheme [3]. Any qualified set of participants X  Iqua Can visually decode Sl, but a forbidden set
of participants Y  Iron, has no information of Sl [3]. A visual recovery for aset X  qua CONsists
of copying the shares given to the participants in X onto transparencies and then stacking them
together. The participants in X are able to observe the secret image without performing any
cryptographic computation. VSS is characterized by two parameters: the pixels expansion v,
which is the number of subpixels on each share that each pixel of the secret image is encoded
into, and the contrast a, which, is the measurement of the difference of a black pixel and a white
pixel in the reconstructed image [6].

2.2. HALFTONE VISUAL CRYPTOGRAPHY

Traditional VC constructions are exclusively based on combinational techniques. In the
halftoning framework of VC, a secret binary image is encrypted into high quality haftone
images, or halftone shares. In particular, this method applies the rich theory of blue noise
halftoning to the construction mechanism used in conventional V SS schemes to generate halftone
shares, while the security properties are still maintained, the decoded secret image has uniform
contrast. The halftone shares carry significant visual information to the reviewers, such as
landscapes, buildings, etc. the visual quality obtained by the new method is significantly better
than that attained by any available VSS method known to date. As a result, adversaries,
inspecting a halftone share, are less likely to suspect that cryptographic information is hidden. A
higher security level is thus achieved [5]. Error diffusion agorithm [5] is used to achieve
improved halftone image quality in each share.

2.3. ERROR DIFFUSION

Error diffuson is a simple, dtill efficient algorithm to halftone a grayscae image. The
guantization error at each pixel isfiltered and fed back to a set of future input samples. Figure 3
shows a binary error diffusion diagram where f(m,n)represents the (m,n)th pixel of the input
grayscale image, d(m,n) is the sum of the input pixel value and the “diffused” past errors, and
g(m,n) is the output quantized pixel value [7]. Error diffusion consists of two main components.
The first component is the thresholding block where the output g (m, n) is given by

,ifd(m,n)=t(m,n)
g (mn)= {'0
, Otherwise

The threshold t (m, n) can be position-dependent. The second component is the error filter h(k,l)
whose input e(m,n) is the difference between d(m,n) and g(m,n) . Finally, we can compute d (m,
n) as:

d(m, n)= f(m,n) - ¥, Ak, De(m — k,n—1)

Different error filters that can be used are Floyd-Steinberg [8], Jarvis [9], Stucki [10], Burkes
[11], Sierra[12] and Stevenson’s-Arce [13] error diffusion filter.
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3. PROPOSED WORK

Figure 3. Error Diffusion

Select the binary secret image

4

Apply VC to obtain the shares

v

Select the sharing grayscale image in which
the secret image isto be hide.

v

Apply error diffusion dithering to the
grayscale image with different filters (using
Matlab)

v

Randomly select the basis matrix M

\:

Select the secret information pixelsin the
halftone cells

v

Replace the secret information pixels for
each halftone cells with the randomly
selected basis matrix.

v

Stack the shares to get the recovered image
for each error filter.

v

Comparative analysis of the shares for each
filter on the basis of PSNR and universal
image quality index

Figure 4: Methodology for effects of error filtersif used for dithering of grayscale images
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Stepl:

. Thefirst step in constructing a halftone V SS scheme is to construct the underlying k-out-
of-n VSS scheme where a secret image pixel as shown in 4.1(a) is encoded into y pixels in
each share given in 4.1(b) and 4.1(c). y isthe VC pixel expansion and only a function of(k,n).

4.1 (b). Sharel 4.1 (c). Share2

Figure 4.1: Secret image encoded into 2 shares

Step2:

* A halftone image |, obtained by applying any halftoning method such as the error diffusion
agorithm on agrey level image Gl, is assigned to participant 1, and its complementary image
! , obtained by reversing all black/white pixels of | to white/black pixels, is assigned to
participant 2.

e To encode a secret pixel p into a Q:X Q. haftone cell in each of the two shares, only two
pixels, referred to as the secret information pixels, in each halftone cell need to be modified.

» The two secret information pixels should be at the same positions in the two shares, such as
pixelsAand Bin Fig. 4.2.
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Error diffusion

Replace secret
information pixels

1

£

Reverse

Select position of

<— secret information

pixels

Row 1 Row 2

Grayscale Image

Replace secret
information pixels

)

01) (1O

01/ (10

Select amatrix
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01} 10

10| b1

Figure 4.2: Procedure for replacing the secret image pixelsin dithered images in halftone visual

cryptography
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* If p is white, a matrix M is randomly selected from the collection of matrices C, of
conventional VC. If pisblack, M israndomly selected from C,. The secret information pixels
inthei™ (i=1, 2) share are replaced with the two subpixelsin thei" row of M.

e Since C, and C; are the collections of conventional VC, these modified pixels carry the
encoded secret. The other pixels in the halftone cell which were not modified are referred to
as ordinary pixels, maintaining halftone information.

e It can also be found that if p is white, one out of Q;Q, pixels in the reconstructed halftone
cell, obtained by superimposing the two encoded halftone cells, is white while all other pixels
are black. If pisblack, all pixelsin the reconstructed halftone cell are black. Thus the contrast
condition is satisfied. The secret pixel p can be visually decoded with contrast (1/Q:Q5).
However, as long as their locations are independent of the secret information construction
satisfies the security condition.

Step 3:

¢ When stacking together shares of a qualified subset, the pair of complementary halftone
shares prevent the share visual information from appearing on the reconstructed image as a
result of the OR operation.

4.3(a) Sharel 4.3(b) Share 2

4.3(c) Recovered fina image

Figure 4.3: Halftone shares stacked together to get final recovered share

¢ Only the secret information carried by SIPsis shown.

e The secret image can be recovered visually by taking the shares givenin figure 4.3 (a), 4.3 (b)
onto transparencies and then stacking them together (figure 4.3(c)) or digitally they can be
combined by using XOR operation.
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Step 4:

e For each of the filters primary halftone share i.e. of the grayscale image is calculated for
PSNR and universal image quality index and a comparison based on the visua quality of

The halftone shares along with mathematical parameter of universal image quality index and

PSNR is made and for better understanding they are shown graphically also.

4, SIMULATION RESULTS

In this section examples are provided to illustrate the effectiveness of different error filters. A 2
out of 2 halftone visual cryptographic scheme is constructed. An image of size 256 x 256 is used
as a secret image. A lena image of size 512 x 512 is halftoned with different error filters. This
halftoned image is used as Sharel and a complement of haftoned lena image is used as Share2
(Figure 5). The pixel expansion of secret pixel is 9 times and the size of the halftoned cell is g=3.
Different error filters are used to diffuse the error without affecting the secret pixels. And finally
any of the two shares can be stacked digitally to get the recovered secret image shown in Figure
8.
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Figure 5. Impact on shares of halftone VC with different error diffusion filters .(al),
(a2),(b1),(b2),(cl),(c2),(d1),(d2),(el),(e2),(f1),(f2) are two halftone shares of Floyd-Steinberg, Jarvis, Stuki,
Sierra, Burkes and Stevenson-Arce error filters respectively.

On the basis of shares obtained by using different error filters it can be seen on examining the
images that images gets sharper with the Stucki, Sierra and Stevenson-Arce filter as compared to
that obtained by Floyd Steinberg filter. In Floyd Steinberg filter there isloss of contrast which is
better in case of Stucki and Sierra filters but Stevenson Arce filter provides the best results as
edges are best identified inits case.

But as the difference is very small we take the help of mathematical parameters to find out the
filter which provides best results in terms of visual quality of the image. Hence we choose two
parameters which are generally used in image processing to measure the quality of the image.
UQI is better than PSNR in terms that UQI can be used under any conditions but PSNR varies
with conditions and the viewer. But the previous results were made based on PSNR therefor
PSNR is used for comparison purpose.
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Table 1. PSNR measures for halftone shares

Error Floyd- Jarvis- Stucki Burkes Seirra | Stevensons

Filter Steinberg Judice- Arce
Ninke

PSNR 6.3957 6.4240 6.4040 6.4004 6.4147 6.4912

Table 2: UQI for primary halftone shares as compared to grayscale image as obtained by applying different
error filters for dithering of the grayscale image before applying VC.

Error Floyd- Jarvis- Stucki Burkes Seirra | Stevensons
Filter Steinberg Judice- Arce
Ninke
uQl 0.1954 0.2001 0.1937 0.1957 0.1995 0.2125

These values in table can be drawn into graph for better and easy comparison of the filters. As
giveninfigure 6.

PSNR

stevenson-arce
burkes

sierra

stucki

jarvis
floyd-steinberg

6 6.1 6.2 6.3 6.4 6.5 6.6

Figure 6: Graphical representation for PSNR values of the primary share in comparison to grayscale image
as given by using different error filters for dithering of the grayscale image before applying VC.

157



International Journal on Cryptography and Information Security (1JCIS),Vol.2, No.3, September 2012

uaQl

stevenson-arce |
sierra I
hurkes B
stucki I
jarvis
floyd I
0.185 0.19 0.195 0.2 0.205 0.21 0.215

Figure 7: UQI measures for primary halftone shares as compared to grayscale image as obtained by
applying different error filters for dithering of the grayscale image before applying VC.

Figure 8. Stacked secret image

5. CONCLUSION

In this paper various error diffusion filters are applied to improve the image quality of the
halftone shares. The halftoning visual cryptographic method inserts the secret information pixels
into preexisting uncoded halftone shares. Visual cryptography is used aong with the concept of
halftoning where the continuous-tone image is first transformed into a binary image by using
error diffusion and hence different error filters, and then the visua secret sharing is applied. Error
diffusion has low complexity and provides halftone shares with good image quality. The
recovered secret image is not so clear but the shares are of better quality means better secret
hiding and hence the quality of the secret image can be traded off for better secrecy. A
reconstructed secret image, obtained by stacking qualified shares together, does not suffer from
cross interference of share images. Also the more the error is distributed among the neighboring
pixelsthe better isthe error filter.

From the results it is clear that visual quality of the halftone shares increases with the complexity

of the error filters. Since the secret image pixels are added as white noise they produce
guantization error at a particular location therefore degrading the quality of the halftone share.
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A filter that diffuses the quantization error to more of the neighboring filters produces visualy
better images. Sierra, Stucki, and Stevenson acre filter produces more sharp images than Floyd
Steinberg filter and the contrast are better. But Stevenson-Arce filter shows best results along the
edges which can be clearly distinguished.

Also it can be derived that shares provided by using Stevensons-Arce error filter provided the best
results for PSNR and UQI as it diffuses the quantization error in a better way to more pixels.
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