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Why Did ICPSR Build this Capacity?



Restricted Data at ICPSR
– Bill and Melinda Gates Foundation funded 

research project - Measures of Effective 
Teaching Longitudinal Database

– Classroom videos and survey data
– Virtual Data Enclave (VDE) was developed for 

these data
– Used by many  ICPSR projects today.



VDE and NAHDAP

• With the VDE established, we proposed to the 
National Institute on Drug Abuse to use the 
VDE to provide access to sensitive, addiction 
data.

• Data added by NAHDAP tend to be 
longitudinal, often are regional, and also 
contain sensitive information about drug use, 
risky behaviors, HIV status.



Tobacco Regulatory Research

• Food and Drug Administration began in 2009.
• Family Smoking Prevention and Tobacco 

Control Act
– Regulate tobacco products
– Need for data and new research to guide 

regulation



The PATH Study

• Population Assessment of Tobacco and Health
• National, longitudinal
• Tobacco->Health (+ smokeless, e-cigarettes)
• Survey of 46,000 people ages 12+ 
• Goal provide broad public access, including to 

the tobacco industry, protect confidentiality
• Restricted & Public Use Data (biospecimens)



The VDE Process at NAHDAP



Virtual Data Enclave

• Virtual machine launched from your desktop machine

• Functions just like your local machine, but with 
restrictions on what can enter and exit the 
environment

• Full suite of statistical packages and other software



Virtual Data enclave (VDE) – user experience

VDE

My laptop’s task bar



NAHDAP Volume of VDE Applications

• We have 106 initiated applications, 55 
approved.

• We review and give feedback within 72 hours. 
• Delays occur to process modified DUAs.



Common Reasons for Delays for Access

• Revise description to identify datasets needed
• ID an investigator with experience with 

confidential data with 1-3 references
• Require separate DUAs for people at different 

institutions
• CV/biosketches do not provide up-to-date 

information on affiliation with the institution.



How we keep application to VDE “Easy”

• Informative Interface (Create Project) walks 
applicants though steps to make a request.

• Text appears below boxes in the application 
with further guidance. 

• Automatic emails provide instructions for that 
step. 

• Staff available (via email) to answer Qs





Volume of NAHDAP Disclosure Reviews

• Project manager has processed 47 disclosure 
reviews across 15 projects since January 2016.

• About 1/3 are returned for the output to be 
modified in order to clear or more information 
on what is to be reviewed.



Common Problems 

• Not clearing the sample size and minimum cell 
size threshold. 

• More information on what files are to 
review/be received outside the VDE.

• The reviewer being able to understand the 
characteristics of the sample and procedures 
in order to conduct the review.



Cell Count Too Small



Wait Times

• Users are told to expect 10 days for the 
review.

• Currently the average number of days for 
submission to receipt of cleared files is 8 days.

• Requests returned have the longest 
turnaround time are where the researcher 
asked to resubmit. 

• Times from receipt to 1st return is ~3 days



Attempts at Efficiencies?

• De-centralized, NAHDAP staff (2 people) do 
NAHDAP reviews.

• We only review the files in the disclosure 
review folder.

• Require users to point to the syntax that 
produced table.

• Prefer to review tables/slides, not output files.



Clearance Memo

• A clearance memo describing the review 
process guides users in preparing their files for 
review.

• Added this to “Output Review Folder”
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