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Agenda
• What is SAFE?
• What is a secure desktop?
• Requesting a secure desktop in SAFE
• Installing software
• Connecting to the secure desktop
• Joining an existing project/Access document
• Import/Export
• Linux server
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What is SAFE
At the IT-department at the University of Bergen, we have 
developed a solution for secure processing of sensitive personal 
data in research, SAFE. SAFE is based on “Norwegian Code of 
conduct for information security in the health and care sector” 
(Normen) and ensures confidentiality, integrity, and availability 
are preserved when processing sensitive personal date. 
Through SAFE, the IT-department offers a service where 
employees, students and external partners get access to 
dedicated resources for processing of sensitive personal data. 
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Secure desktop
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Secure desktop
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Requesting a secure desktop

UNIVERSITETET I BERGEN

SIDE 6

UiBhjelp

IT

SAFE
Komme i gang med MAC OS X egendriftet.

Komme i gang med Windows egendriftet

To log in, use FEIDE.

https://hjelp.uib.no/tas/public/ssp/content/detail/knowledgeitem?unid=831523ef347041c08b603cb1883f4f15
https://hjelp.uib.no/tas/public/ssp/content/detail/knowledgeitem?unid=831523ef347041c08b603cb1883f4f15
https://hjelp.uib.no/tas/public/ssp/content/detail/knowledgeitem?unid=831523ef347041c08b603cb1883f4f15
https://hjelp.uib.no/tas/public/ssp/content/detail/knowledgeitem?unid=b8b50f5b5b4e4147a6a8af239f5f16c5


Software
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Software
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Link to video which shows how to install as well as the 
file you need. The dialog boxes are shown.



Software
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You need to log in with your local 
account to install software.
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Software

You need to log in with your local 
account to install software.
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Restart your computer before connecting



Software
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The video shows how to install 
Microsoft Remote Desktop.



Software
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The video shows how to connect 
to the secure desktop.



Joining an existing project/Access document
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Only the project owner (or delegated) can grant access to the secure desktop. This is done 
be updating the access document. Also, the SAFE team need to be informed about the 
update in https://hjelp.uib.no/



Import
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This is a generic method. If you have a UiB Windows 10 
client, you can import directly to the secure desktop as U:\
newyork\Import is available from there.

desktop.uib.noOwn PC

Documents

newyork.uib.no

O:\ImportU:\newyork\Import

You move/copy The system moves



Export
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desktop.uib.noOwn pc

Documents

newyork.uib.no

O:\ExportU:\newyork\Export

You move/copy
The system 

encrypts and 
moves

S:\Systemowner\
DataOutCopy

The system copies

Password to decrypt is kept in:

O:\Export\_password.txt



Linux server
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• If needed, each project can request a Linux server 
only available from their secure desktop.

• This server is available using Putty.
• Sudo-rights can be given as well.
• Data is available from the secure desktop as well 

as from the Linux server
• Red Hat Enterprise Linux 7
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