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Chapter -1
What is 1oT?
1.1 Genesis of 10T

The Internet of Things (10T) achieved a significant breakthrough around 2008 or 2009, a
period that marked a defining moment in the evolution of technology. It was during these
years that the number of devices connected to the Internet surpassed the total global
human population, signaling the beginning of a transformative era. This event was more
than just a numerical milestone; it represented the emergence of a new phase known as
the Internet of Things. This era is characterized by a world where more "things"—such
as smart devices, sensors, and machines—are connected to the Internet than the number
of people on the planet. This pivotal shift not only emphasized the rapid pace at which
digital devices were becoming an integral part of daily life but also highlighted the
increasing interconnectivity that defines modern technology. The subsequent
prol'g_eration of 10T devices has continued to reshape how we interact with our
surrglndings, fostering innovation and enhancing connectivity across various industries,
from' healthcare and transportation to smart homes and cities. The 10T's expansion has
bece%ne a driving force behind the continuous evolution of our interconnected world,
influ%ncing the way technology integrates into and enhances our lives.

Kevin Ashton is widely recognized for coining the term "Internet of Things" in 1999,
during his tenure at Procter & Gamble. Ashton introduced this phrase to articulate a
groundbreaking idea he had for linking the company's supply chain to the Internet. His
vision was to improve efficiency and tracking by enabling physical objects to
communicate and share data over the Internet, thereby facilitating a more seamless
exchange and management of information. This innovative approach was intended to
revolutionize supply chain operations, making them more responsive and streamlined
through the integration of digital technology. Ashton's insight into the potential of
interconnected devices not only sparked the initial concept of 10T but also laid the
groundwork for what has since become a vast and rapidly growing field. Today, the
Internet of Things continues to expand, profoundly influencing industries ranging from
manufacturing and logistics to healthcare and smart homes, and significantly impacting
everyday life by enhancing connectivity and efficiency across countless applications.
Ashton's early recognition of the power of interconnectedness has proven to be a
foundational moment in the evolution of modern technology.
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Kevin Ashton has recently clarified that the Internet of Things (10T) extends beyond just
connecting devices; it involves giving computers new sensory capabilities. "In the
twentieth century, computers were brains without senses—they only knew what we told
them," Ashton explained, highlighting a key limitation of traditional computing.
Previously, humans had to input information into computers manually, using methods
like typing and scanning bar codes. This process limited the efficiency and scope of what
computers could achieve. However, with the advent of 10T, this paradigm is being
fundamentally transformed. In the twenty-first century, computers are evolving to
become more self-aware, equipped with the ability to autonomously sense and interact
with their surroundings. This development allows computers to gather data
independently, thereby reducing their dependence on human input and greatly enhancing
their overall functionality and intelligence. The integration of these sensory capabilities
represents a crucial shift in computing, leading to the creation of smarter, more responsive
systems. These advancements are poised to revolutionize various applications across
industries, enabling more efficient operations and opening up new possibilities for
techgblogy to serve human needs.

The gevelopment of the Internet can be understood as a progression through four distinct
stag%, each of which has significantly influenced our society and daily lives. These
stag®s, visually represented in Figure 1.1, have each brought about transformative
changes in how we communicate, conduct business, and interact on a daily basis. Table
1.1 provides a detailed overview of these stages, highlighting the key characteristics and
technological advancements that define each period. As the Internet has evolved, it has
continuously reshaped various aspects of life, driving both technological innovation and
societal change. With each stage, the Internet's impact has deepened, increasingly
demonstrating its vital role in modern life. This ongoing evolution underscores the
Internet's powerful ability to connect people, facilitate commerce, and transform the way
we operate in the world. The progression through these stages not only reflects
technological growth but also illustrates the profound and expanding influence of the
Internet on nearly every aspect of our lives.
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Figure 1.1 Evolutionary Phases of the Internet
Table 1.1 Evolutionary Phases of the Internet
Internet Phase Definition
Connectivity This phase connected people to email, web services,
(Digitize access) and search so that information is easily accessed.

Networked Economy | This phase enabled e-commerce and supply chain
(Digitize business) enhancements along with collaborative engagement
to drive increased efficiency in business processes.
Immersive Experiences | This phase extended the Internet experience to
(Digitize interactions) | encompass widespread video and social media
while always being connected through mobility.
More and more applications are moved into the
cloud.

Internet of Things This phase is adding connectivity to objects and
(Digitize the world) machines in the world around us to enable new
services and experiences. It is connecting the
unconnected.

These evolutionary stages are all built upon one another. Businesses, governments, and
society at large can benefit more from each succeeding phase.

Authot - Copy

The first phase of the Internet's development, often referred to as the era of connectivity,
began in the 1990s. For many younger individuals today, it might be difficult to recall or
even imagine a time when the world wasn't as interconnected as it is now. During this
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period, having access to email and the Internet was considered a luxury, typically
reserved for businesses and academic institutions. For the average person, getting online
was a cumbersome process that involved dial-up modems, where simply connecting to
the Internet often felt like a minor miracle. The Internet was still in its infancy,
characterized by limited accessibility and slow connection speeds. Despite these
challenges, this phase laid the crucial groundwork for the high-speed, ubiquitous
connectivity we take for granted today. It marked the beginning of a profound
transformation in how people communicated and accessed information, setting the stage
for the technological advancements that would follow. The connectivity phase, although
rudimentary by today's standards, was pivotal in initiating the shift towards a more
interconnected world, where digital communication and information exchange began to
take hold, forever changing the landscape of global interaction.

A saturation point was eventually reached where connectivity itself was no longer the
primary challenge, even as the speed and reliability of connections continued to improve.
At this stage, the focus began to shift from merely connecting to the Internet to leveraging
thatﬁonnectivity to boost productivity and drive revenue. This transition marked the onset
of t@e second phase of the Internet's evolution, known as the Networked Economy.
Dur@g this period, businesses and individuals increasingly harnessed the Internet for e-
conmerce, online services, and digital communication, fueling economic growth and
improving efficiency. The Networked Economy capitalized on the already established
infrastructure to introduce new business models and opportunities, fundamentally
altering the way economic activities were conducted. This phase highlighted the Internet's
potential to go beyond simply connecting people; it demonstrated its power as a catalyst
for economic innovation and expansion. The Networked Economy underscored how the
Internet could be utilized not just as a communication tool, but as a transformative force
that could reshape industries, create new markets, and drive significant economic
development across the globe.

The rise of e-commerce and digitally linked supply chains during the Networked
Economy era led to one of the most significant disruptions in the last century. Suppliers
and vendors became closely connected with manufacturers, while the advent of internet
shopping transformed the retail landscape. This shift profoundly impacted traditional
brick-and-mortar stores, as the direct connections between suppliers, vendors, and
consumers led to a more digitally integrated economy. The widespread adoption of online
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shopping revolutionized the retail sector, offering consumers unprecedented convenience
and access to a global marketplace. Traditional stores found it increasingly difficult to
compete with the efficiency, reach, and variety provided by e-commerce platforms.
Moreover, the integration of digital supply chains improved operational efficiency,
enabling real-time tracking, better inventory management, and streamlined logistics. This
digital integration not only reshaped the economic landscape but also spurred innovation
and altered consumer behavior. The Networked Economy established the foundation for
a world where digital interactions became central to economic activity, driving further
advancements in technology and commerce. This period marked a crucial turning point
in the evolution of the economy, as digital connectivity began to dominate how
businesses operated and how consumers engaged with the market.

The third phase of the Internet's evolution, known as Immersive Experiences, is marked
by the pervasive use of multiple devices, social media, and collaboration tools. In this
phase, connectivity is not limited to just one type of device; it is seamlessly accessible
acrogs a variety of platforms, including laptops, desktop computers, tablets, and mobile
phoé‘:’es. This extensive and multi-device connectivity has fueled the rapid growth of
socia;l media platforms and diversified communication methods such as email, text
mes@ging, audio calls, and video conferencing. Consequently, human-to-human
comunication has increasingly shifted to digital formats, enabling instant and
continuous interaction regardless of geographic location. This transition has
revolutionized how people connect, share information, and collaborate, creating new
opportunities for creativity and social interaction. The digitalization of communication
has become deeply embedded in daily life, profoundly influencing personal relationships,
reshaping professional environments, and altering social dynamics on a global scale. The
Immersive Experiences phase has not only changed the way we communicate but also
redefined the nature of human interaction, fostering a world where digital connections
are central to how we engage with others and participate in the broader community.

The Internet of Things (loT) represents the most recent and dynamic phase in the
evolution of the Internet. Although IoT has garnered extensive hype and media attention,
it is essential to recognize that we are still in the early stages of realizing its full potential.
To understand the scope of this phase, it’s worth noting that an estimated 99 percent of
"things" remain unconnected, underscoring the vast opportunities that lie ahead. In this
era, both human beings and an ever-growing array of devices are becoming increasingly
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interconnected, leading to an exponential increase in data generation and information
exchange. This burgeoning connectivity is unlocking new insights, enabling enhanced
automation, and improving process efficiency on a scale that was previously
unimaginable. The 10T has the potential to revolutionize our world in ways that echo the
transformative impacts of earlier Internet phases, such as the emergence of connectivity,
the Networked Economy, and Immersive Experiences. As IoT technologies continue to
develop and become more integrated into our daily lives, we can anticipate profound
changes in how we live, work, and interact with our surroundings. This phase is poised
to usher in a new era of innovation and possibilities, fundamentally altering our
relationship with the digital and physical world.

1.2 10T and Digitization

The terms digitalization and Internet of Things (1oT) are often used interchangeably, but
it’s important to recognize their distinct meanings and applications. Digitalization
broadly refers to the process of converting information and processes into digital formats.
It igrolves the adoption of digital technologies to enhance or transform business
proéésses, improve efficiency, and enable new ways of interacting with data. This can
incl@e anything from digitizing paper records to adopting advanced software solutions
for @anaging operations.

On the other hand, the Internet of Things specifically refers to the network of physical
devices embedded with sensors, software, and connectivity capabilities, allowing them
to collect and exchange data over the Internet. 10T focuses on the integration of physical
objects into the digital realm, enabling real-time data collection, remote monitoring, and
automation.

While digitalization encompasses a wide range of activities aimed at transforming
traditional processes into digital ones, 10T is a subset of this transformation, concentrating
on the connectivity and data exchange between physical devices. Understanding this
distinction helps in appreciating how digitalization serves as a broader framework for
technological advancement, whereas 10T represents a specific application of these
technologies in creating interconnected systems.

The Internet of Things (10T) represents a broad concept that revolves around the idea of
connecting various physical "things,” such as machines and everyday objects, to a
network like the Internet. This connectivity allows these devices to communicate with
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each other and exchange data seamlessly, enabling automation and real-time interactions
that were not previously possible. The term "l1oT" has gained widespread recognition and
acceptance across different sectors because it embodies the integration of physical objects
with digital networks, facilitating enhanced functionality and interconnected systems.

On the other hand, the term "digitization™ can be understood in several ways depending
on the context in which it is used. Generally, digitization refers to the process of
converting information and processes into digital formats. This involves linking these
connected "things" with the data they produce and leveraging this data to derive valuable
business insights. While 10T is primarily concerned with the connectivity and interaction
between devices, digitization focuses on transforming data into actionable insights that
inform business decisions and improve processes. Recognizing the difference between
loT and digitization is essential for understanding how each contributes to technological
progress and operational efficiency, with 10T enhancing connectivity and digitization
optimizing the use of data.

In aghopping mall, Wi-Fi devices serve as the "things" in the context of Wi-Fi location
moﬁﬁoring. This technology enables the tracking of a customer's movements within the
reta@environment using their smartphone and the mall's Wi-Fi network, a process known
as WA-Fi location tracking. While shoppers benefit from the convenience of connecting
to the Wi-Fi network, mall managers and store owners gain substantial commercial
advantages from monitoring the real-time locations of their Wi-Fi-connected clients. This
tracking capability provides valuable insights into customer behavior, such as identifying
the areas within a mall or store where shoppers tend to gather and how long they stay in
these locations. Analyzing this data can lead to significant changes in various aspects of
mall management and marketing strategies. For example, it can inform decisions about
where to place advertisements and product displays, how to position different types of
stores, and the amount of rent to charge for retail spaces. Additionally, insights from Wi-
Fi tracking can even influence the strategic placement of security personnel to ensure
effective coverage. Overall, Wi-Fi location tracking allows businesses to optimize their
operations and enhance the customer experience based on detailed data analysis.

At its core, digitization refers to the process of converting information into a digital
format. This fundamental concept has been applied across various industries over the
years, significantly altering how we interact with and manage data. A prominent example
of this transformation is seen in the photography industry. In the past, photography
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required purchasing film, taking it to a store for development, and waiting for the physical
prints. Today, digital cameras, which are often integrated into smartphones, have largely
replaced this traditional method. The shift to digital photography has revolutionized the
way people take and share photos, making the process not only more convenient but also
more immediate. Digital cameras and smartphones allow users to capture high-quality
images and instantly view and share them with others. This transition exemplifies how
digitization can profoundly impact entire industries by simplifying and streamlining
processes, enhancing user convenience, and fundamentally changing the user experience.
The move from film to digital photography demonstrates the extensive influence
digitization can have, reshaping both technological practices and everyday life, and
highlighting its role in driving significant advancements and improvements.

In the transportation sector, digitization is driving a profound transformation, particularly
in the realm of taxi services. Companies like Uber and Lyft exemplify this shift by
leveraging digital technologies to simplify and enhance the ride-booking process through
theizmobile applications. These apps handle various essential aspects of the service,
incluo,ding identifying the vehicle, the driver, and the fare associated with each ride. Once
a ria{lae is confirmed, users can conveniently pay the fare directly through the app,
streagnlining the entire transaction process. This shift towards digital platforms has
intra8uced a significant disruption to traditional taxi services, offering a more efficient,
user-friendly, and transparent alternative. By allowing riders to book, track, and pay for
their rides electronically, these digital platforms have fundamentally altered how people
interact with transportation services. This new approach challenges the established
practices of conventional cab companies, forcing them to adapt to the evolving landscape.
The rise of these digital ride-hailing services represents a major shift in the industry,
showcasing how digitization can revolutionize traditional sectors by improving
convenience, efficiency, and overall customer experience.

In the context of the Internet of Things (loT), digitization plays a crucial role in
integrating objects, data, and business processes to enhance the significance and utility
of networked interactions. A prime example of this is the Nest smart home system, which
many people can easily relate to. Nest utilizes sensors to determine optimal temperature
settings and connects seamlessly with other smart devices, such as video cameras, smoke
alarms, and various third-party gadgets. Before such technologies, managing and
controlling these devices required handling them individually, which limited the overall
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efficiency and effectiveness of home automation. With the advent of digitization and loT,
systems like Nest provide a unified, intelligent experience that was previously
unattainable. By combining data from multiple devices and automating processes, Nest
and similar products illustrate how digitization and 10T are transforming our lives. They
enable more valuable and relevant networked interactions by integrating various
technologies into a cohesive system that enhances convenience, security, and energy
efficiency. This advancement highlights how the intersection of digitization and 10T is
significantly improving the way we interact with and manage our environments.

Today, organizations increasingly recognize digitization as a vital factor that
distinguishes their operations in a competitive landscape, with the Internet of Things
(1oT) serving a crucial role in this transformative process. Digitization is propelled by the
integration of smart objects and advanced connectivity, which enhances operational
efficiency and fosters innovation. The 10T supports this evolution by linking various
devices and systems, thereby generating valuable data and insights that facilitate more
effegtive digital processes. This growing trend is embraced by businesses, nations, and
govéf’vnments alike due to its potential to boost efficiency, enable automation, and support
dataédriven decision-making. As a result, the convergence of 10T and digitization is
becogning a fundamental element of contemporary strategies, fundamentally reshaping
how<organizations operate and engage with their surroundings. By leveraging loT
technologies, organizations can achieve greater operational excellence and strategic
advantage, transforming traditional practices and creating new opportunities for growth
and development in an increasingly digital world.

1.3 10T Impact

The Internet of Things (loT) is anticipated to have a profoundly transformative impact.
Currently, only about 14 billion devices, or 0.06% of all "things," are connected to the
Internet. Cisco Systems projects that this number will skyrocket to 50 billion by 2020.
However, a UK government assessment suggests that the actual figure 1.2 could surpass
even these estimates, potentially reaching up to 100 billion connected devices. This
explosive growth in the number of connected devices is expected to yield an additional
$19 trillion in revenue and cost savings, according to Cisco's projections. Figure 1.2
visually illustrates this anticipated expansion, showcasing the dramatic increase in
connectivity and its potential economic implications. The substantial rise in connected
devices highlights the transformative power of 10T, which is set to revolutionize various
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industries by significantly enhancing efficiency, driving innovation, and creating new
opportunities for economic growth. This expansion underscores the pivotal role that 10T
will play in reshaping how businesses operate and how technology integrates into daily
life, leading to profound changes across the global economy.

These projections underscore the profound impact the Internet of Things (IoT) is
expected to have on the way organizations and individuals interact with their
environments. The widespread adoption of real-time connectivity through smart devices
opens up new avenues for data-driven decision-making. This enhanced connectivity
facilitates the optimization of systems and processes, leading to more efficient operations
and innovative service delivery. As a result, I0T not only elevates the quality of life by
offering smarter, more responsive services but also contributes to time and resource
savings for both individuals and businesses. The capacity to leverage real-time data and
automation will catalyze significant advancements across various sectors, fundamentally
transforming how we live and work. By enhancing overall efficiency and convenience,
IoT Bgset to drive progress and innovation, creating a more interconnected and responsive
word@. This transformation will enable more informed decisions, streamline operations,
and érovide new levels of convenience and efficiency, shaping a future where technology
is degply integrated into daily life and business practices.

The<fcollowing examples highlight some of the key advantages and effects of the Internet
of Things (loT), offering insight into real-world applications and their impact on
everyday life. These instances demonstrate how 10T technologies are employed in
various contexts, providing practical examples of their benefits and transformative
potential. For a more in-depth exploration of specific application cases and their influence
across different industries, please refer to the chapters in Part I11, "10T in Industry.” This
section provides a detailed examination of how 10T is being leveraged across various
sectors, showcasing the practical applications and benefits that are shaping the future of
both personal and professional environments. By delving into these chapters, readers can
gain a comprehensive understanding of how loT is revolutionizing industries, enhancing
operational efficiency, and creating innovative solutions that impact daily life and
business practices.

1.4 Connected Roadways

For many years, the idea of autonomous vehicles, or self-driving cars, has captured the
imagination of movies and literature. Today, however, projects like Google's self-driving

10
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car are making this long-standing vision a reality. The Internet of Things (l1oT) plays a
pivotal role in this transformation by helping create a fully connected transportation
infrastructure.
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Figure 1.2 The Rapid Growth in the Number of Devices Connected to the Internet
>

loT gchnology enables real-time communication between vehicles, road infrastructure,
and \Larious sensors, which is essential for the safe and efficient operation of autonomous
veh'@les. This connectivity allows for seamless navigation, improved traffic
manggement, and advanced safety features, all of which contribute to the functionality of
self-driving cars. By integrating 10T into transportation systems, we are not only
advancing the development of autonomous vehicles but also moving towards smarter,
more efficient transportation networks. This evolution has the potential to significantly
transform how we travel, making our journeys safer, more convenient, and more
streamlined, while also paving the way for future innovations in transportation.

Through bidirectional data transfers, the Internet of Things (IoT) significantly enhances
the interaction between self-driving cars and their surrounding transportation systems,
while also delivering essential data to riders. For autonomous vehicles to operate at peak
efficiency, they require continuous and reliable communication with a range of
transportation-related sensors and infrastructure. This need for constant data exchange
forms the foundation of the "connected roadways" concept, which integrates autonomous
and driver-assistance vehicles seamlessly with the local transportation network. Such
connectivity enables self-driving cars to navigate safely and make well-informed
decisions based on real-time information. Figure 1.3 illustrates a Google self-driving car,
showcasing the sophisticated technology and integration necessary to establish a fully

11
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connected transportation ecosystem. This illustration highlights how advanced loT
capabilities contribute to the development of a cohesive and responsive transportation
infrastructure, facilitating improved safety, efficiency, and overall functionality of
autonomous vehicles.
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Figure 1.3 Google’s Self-Driving Car

Modern vehicles are already equipped with basic sensors that monitor crucial automotive
systems, tracking parameters such as temperature, tire pressure, and oil pressure. Drivers
access this data through in-vehicle interfaces like pedals, steering wheels, and various
controls. These sensors and controls are essential for safe driving, as they allow drivers
to understand and manage their vehicle's performance, enabling informed decision-
making on the road. The Internet of Things (I0T) enhances this concept by integrating
advanced sensors and connectivity into vehicles, significantly expanding the scope of
data management and interaction. 10T enables the collection of more comprehensive data
from diverse sources, leading to improved vehicle performance, safety, and efficiency.
Through 10T, the traditional sensory and control paradigm is elevated, allowing for
sophisticated data analysis and real-time decision-making. This expanded capability
contributes to the development of smarter, more interconnected transportation systems,
offering advanced features like predictive maintenance, automated adjustments, and

12
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enhanced driver assistance. By leveraging 10T, the evolution of vehicle technology moves
towards a more integrated and intelligent approach, transforming how vehicles operate
and interact within the broader transportation network.

Modern cars are equipped with a multitude of sensors that monitor various factors,
ranging from location and fuel efficiency to the entertainment systems used by
passengers. Many of these sensors are now IP-enabled, which enhances their connectivity
with both internal and external systems. This technological advancement is being
harnessed by automakers to transform the driving experience, making it increasingly
connected and interactive. To further elevate this connectivity, new sensors and
communication technologies are being developed that enable vehicles to communicate
with each other, as well as with traffic lights, school zones, and other elements of the
transportation infrastructure. This evolution is paving the way for a fully integrated
transportation system, where vehicles and infrastructure interact within a synchronized,
intelligent network. Such integration promises to improve safety by allowing for better
coorghination and real-time adjustments, enhance efficiency through optimized traffic
mar@gement, and ultimately provide a superior driving experience. By fostering a more
intergonnected and responsive transportation environment, these advancements are
sett@g the stage for a future where vehicles seamlessly interact with their surroundings,
contfibuting to a smarter and more efficient transportation ecosystem.

The majority of connected highways solutions address the problems of modern
transportation. These difficulties fall into the three groups indicated in Table 1.2.

Table 1.2 Current Challenges Being Addressed by Connected Roadways

Challenge Supporting Data
Safety According to the US Department of Transportation, 5.6
million crashes were reported in 2012 alone, resulting in more
than 33,000 fatalities. 10T and the enablement of connected
vehicle technologies will empower drivers with the tools they
need to anticipate potential crashes and significantly reduce
the number of lives lost each year.
Mobility More than a billion cars are on the roads worldwide. Connected
vehicle mobility applications can enable system operators and
drivers to make more informed decisions, which can, in turn,

13
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reduce travel delays. Congestion causes 5.5 billion hours of
travel delay per year, and reducing

travel delays is more critical than ever before. In addition,
communication between mass transit, emergency response
vehicles, and traffic management infrastructures help optimize
the routing of vehicles, further reducing potential delays.
Environment | According to the American Public Transportation Association,
each year transit systems can collectively reduce carbon
dioxide (CO2) emissions by 16.2 million metric tons by
reducing private vehicle miles. Connected vehicle
environmental applications will give all travelers the real-time
information they need to make “green” transportation choices.

Connected roads offer a range of substantial societal benefits by addressing several
critigal issues outlined in Table 1.2. One of the key advantages is the reduction of urban
traffic and gridlock, which leads to smoother and more efficient travel experiences.
Enh@ced connectivity also plays a crucial role in improving road safety by enabling real-
timeSdata exchange and communication between vehicles and infrastructure. This can
signﬁicantly reduce the number of injuries and fatalities by allowing for better-informed
and timely responses to potential hazards. Furthermore, connected roads facilitate faster
response times for emergency vehicles, which enhances overall emergency management
and can save lives during critical situations. Additionally, these connected systems
contribute to lower car emissions by optimizing traffic flow and reducing instances of
idling, thus minimizing environmental impact. Collectively, these improvements in
efficiency, safety, and sustainability represent a transformative shift in how transportation
systems operate, ultimately leading to a more streamlined, secure, and eco-friendly
transportation network.

For instance, the concept of Intersection Movement Assist (IMA) exemplifies how 10T-
connected roads can significantly enhance road safety. IMA utilizes real-time data to
manage high-risk scenarios, such as a vehicle running a stop sign or inadvertently
entering the wrong lane. By leveraging this data, IMA can alert drivers or direct self-
driving cars to take corrective actions to prevent potential collisions. This application
depends on an advanced communication system that integrates both infrastructure and
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vehicles, ensuring that potential collision scenarios are managed swiftly and safely. The
loT integration allows for seamless coordination between vehicles and traffic control
systems, leading to improved overall road safety. For a visual representation of how IMA
functions and its impact on traffic management, please refer to Figure 1.4. This Figure
1.4 illustrates how the system operates and highlights its role in enhancing safety through
effective real-time data utilization and communication between various elements of the
transportation network.

Intersection Movement Assist
<| warns drivers if it is not safe to
enter an intersection.

Author - Copy

Figure 1.4 Application of Intersection Movement Assist

IMA represents a notable example of the advancements emerging from the integration of
IoT with both conventional and autonomous vehicles. Beyond IMA, several other
promising applications are leveraging loT to transform transportation. One such
application is road weather communications, which deliver real-time updates on weather
conditions to improve driving safety by informing drivers of potential hazards and
enabling better route planning. Another significant innovation is in freight management,
where 10T technologies optimize logistics by providing accurate tracking of goods in
transit and enhancing overall supply chain efficiency. Additionally, automated vehicle
tracking systems offer precise monitoring of vehicle fleets, leading to improved
efficiency, better route optimization, and enhanced security. These advancements
collectively contribute to a more intelligent and interconnected transportation ecosystem.
By harnessing the capabilities of 10T technology, these solutions are driving the evolution
of transportation systems towards greater efficiency, safety, and overall effectiveness.
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Automated vehicle monitoring utilizes a car's location data to offer a range of practical
benefits, including providing highway assistance, preventing theft, and notifying drivers
of estimated arrival times. By continuously tracking the vehicle’s position, this
technology significantly enhances both safety and convenience, allowing for prompt
assistance in case of breakdowns and accurate notifications about arrival times. Similarly,
cargo management systems capitalize on precise location data to alert dispatchers and
optimize delivery routes. By considering real-time traffic and weather conditions, these
systems ensure the efficient and timely delivery of goods, minimizing delays and
improving operational effectiveness. Additionally, road weather communications
systems harness data from various sources such as sensors, satellites, highways, and
bridges to inform vehicles about hazardous conditions or adverse weather. This real-time
information helps drivers make safer decisions while on the road, contributing to overall
driving safety and efficiency. Collectively, these technologies represent a significant leap
forward in integrating real-time data into transportation management, improving safety,
convenience, and operational efficiency across various aspects of travel and logistics.
=)

Modrn road cars are equipped with approximately a million lines of code, which
reprg'asents just a fraction of their data generation capabilities. As vehicles become more
netv@rked and sophisticated, they continuously produce vast amounts of data related to
varisus factors such as location, performance, driver behavior, and more. The data
generation potential of a single connected vehicle is immense. For example, a fully
connected car is projected to generate over 25 terabytes of data per hour. This data is
primarily transmitted to the cloud, where it is analyzed for a range of applications. Real-
time diagnostics, predictive maintenance, and enhanced driving experiences are just a
few of the areas that benefit from this extensive data. The sheer volume of data highlights
the crucial role of cloud computing and data analytics in managing and extracting
valuable insights from the information produced by modern vehicles. This capability
allows for improved vehicle performance, more accurate maintenance predictions, and a
more personalized driving experience, demonstrating the transformative impact of data
on the automotive industry.

To put this into perspective, a connected car could be transmitting up to twelve High-
Definition (HD) videos to the cloud every hour. Given the total hours driven each year
and the large number of vehicles on the road, the scale of data generation, transmission,
and storage becomes enormous. The cumulative annual data from connected cars is
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projected to reach the zettabyte range, translating to over a billion petabytes. This
immense volume underscores the critical need for sophisticated data management and
storage solutions capable of handling such massive amounts of information. Managing
this data efficiently involves addressing challenges related to data transfer speeds, storage
capacity, and real-time processing. For a comprehensive understanding of the sensors and
connectivity technologies that contribute to this data flow in a connected car, refer to
Figure 1.5, which provides an overview of how these components interact to generate
and transmit data. This Figure 1.5 highlights the complexity and scale of data generated
by modern vehicles, emphasizing the importance of advanced infrastructure to support
this new era of automotive technology.

Wireless Router

* Online erdertainment

* Mapping, dynamic rerouting, safety
and secunty

Connected Sensors

* Transform “data” to “actionable
imiclligence”

* Enable proactive maintemance

* Collision avoidance

* Fuel efficiency

Author - Copy

Urban Connectivity

* Reduced congestion
* Increased cfficioncy
* Safcty (hazard avosdance)

Figure 1.5 The Connected Car

The way third parties will leverage data generated by connected vehicles is transforming
the landscape of automotive data utilization. To handle this data securely and effectively,
the network infrastructure must ensure high availability, robust security, and reliable
authentication of both drivers and vehicles. With such comprehensive data, various
stakeholders can gain valuable insights. For example, tire manufacturers can access real-
time data on tire performance and durability across different conditions, which can inform
product improvements. Automakers can utilize data from vehicle sensors to analyze
driving patterns, monitor part wear, and detect potential failures, ultimately enhancing
the design and reliability of future models. This is especially crucial with the advent of
autonomous vehicles, which will operate differently compared to conventional cars. The
insights gathered from connected vehicles will be instrumental in refining vehicle
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technology and operational strategies, enabling continuous advancements in both vehicle
design and driving experience. As the industry adapts to these changes, the integration of
data from connected vehicles will play a significant role in shaping the future of
transportation.

In the future, the interaction between vehicle sensors and third-party applications like
GPS and mapping services will significantly enhance the ability to dynamically reroute
vehicles. By providing real-time updates and adjustments based on current traffic
conditions, accidents, and other hazards, these technologies will help drivers avoid delays
and navigate more efficiently. Additionally, advancements in internet-based
entertainment will transform the travel experience by offering customized streaming
options for music, movies, and other digital content. This personalization ensures that
journeys are not only safer but also more enjoyable and engaging. Leveraging the
connectivity and data capabilities of modern vehicles, these developments promise to
revolutionize both the safety and entertainment aspects of travel, creating a more
seangess and enjoyable driving experience.

Tarééted advertising will increasingly leverage the data generated by connected vehicles.
As @38 navigation systems integrate more deeply with vehicle sensors and wayfinding
soft\&‘ﬁare, personalized routing recommendations will become feasible. For example, if
the navigation system is aware of your preference for a specific coffee shop, it can use
cloud-based data links to suggest routes that pass by that business. This level of
personalization not only enhances the driving experience by aligning routes with personal
preferences but also enables businesses to target potential customers more effectively
through tailored advertisements and recommendations. This integration of data and
advertising represents a significant advancement in both the functionality of navigation
systems and the relevance of promotional content.

The advent of the loT data broker technology is a direct result of the immense data
potential generated by connected vehicles. Modern cars produce a vast array of data, from
location and performance metrics to driver behavior and environmental conditions. This
diverse data creates substantial business opportunities, turning vehicle and driver data
into a valuable commaodity. Once collected and transmitted to the cloud, this data can be
efficiently managed by 10T data brokers who specialize in isolating and selling specific
data sets to interested parties. For example, tire manufacturers may be particularly
interested in data related to tire performance and wear, while they would have no use for
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other types of data. The role of the data broker is to ensure that such specialized data is
securely extracted, managed, and sold in a way that meets the specific needs of each
buyer. While information brokers have been around for some time, the 10T industry's
growth is driving a significant focus on developing technologies that enhance the secure
and targeted collection, segregation, and distribution of data from connected vehicles.
This emerging field is set to play a critical role in the future of data management and
monetization in the automotive sector.

Connected roads are poised to be a major area of innovation, promising transformative
changes in transportation infrastructure. Over the past century, the evolution of
automobiles and the road networks they use has been remarkable, and the forthcoming
advancements are set to be equally groundbreaking. In recent years, highway systems
globally have integrated sophisticated sensor technologies capable of monitoring a broad
spectrum of events. These sensors can detect severe weather conditions, traffic
congestion, earthquakes, and automobile accidents, significantly enhancing road safety
and gfficiency. Recent advances in roadside fiber-optic sensor technology now allow for
detaged recording of vehicle speed, type, and the volume of traffic, providing more
granglar data than ever before. The integration of 10T technology into both vehicles and
roadglays exemplifies the early adoption of these innovations, driven by the need for
impréved safety, traffic management, and overall transportation efficiency. As connected
roads become more prevalent, they will play a critical role in shaping the future of
transportation by enabling real-time data collection and communication, leading to
smarter, more responsive infrastructure.

1.5 Connected Factory

For years, traditional factories have struggled with significant competitive disadvantages
due to their disconnected production environments. These factories often operate in
isolation, with limited integration with corporate business systems, supply chains,
customers, and partners. This lack of connectivity results in factory managers effectively
"flying blind,” lacking clear visibility into their operational activities. The separation
between plant floors, front offices, and suppliers means that operations are fragmented
and disjointed. This isolation complicates the task of addressing critical issues such as
downtime, quality problems, and other sources of industrial inefficiencies. Without real-
time data integration and a comprehensive view of their operations, factory managers
find it challenging to identify and resolve these issues. Consequently, the factory’s
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productivity and effectiveness are compromised. The inability to seamlessly connect and
coordinate various aspects of production leads to persistent inefficiencies and missed
opportunities for improvement. The lack of a unified approach prevents factories from
achieving optimal performance and responding swiftly to operational challenges.

The following are the principal obstacles that modern production in a factory setting must
overcome:

¢ Introducing new goods and services more quickly in order to take advantage of market
and customer opportunities

o Lowering costs while raising plant output, quality, and uptime

¢ Reducing unscheduled downtime, which typically costs at least 5% of output

o Protecting manufacturing facilities from online attacks

. Lo>v\vering expensive cabling and re-cabling (up to 60% of total deployment expenses)
. Ir@easing worker safety and productivity

The@ challenges are further complicated by the need to address them at various levels
with'aqm the manufacturing company. Executive management is focused on finding
innovative manufacturing solutions to mitigate rising costs for materials and energy while
ensuring that time-to-market for new products is optimized. Product development teams
prioritize bringing new products to market swiftly, often with a focus on efficiency and
responsiveness. Plant managers, on the other hand, are primarily concerned with
enhancing plant efficiency and operational agility to streamline production processes.
Meanwhile, the controls and automation department is tasked with overseeing the plant's
networks, controls, and applications, necessitating complete visibility into all operational
systems. Each level of the organization has distinct priorities and requirements, making
it essential to integrate and coordinate these different perspectives. The need for
comprehensive visibility across all systems and levels of the manufacturing process
becomes crucial to effectively manage and resolve operational issues, optimize
performance, and ensure that each department's objectives are met in a cohesive manner.

Globally, industrial companies are embracing advanced technologies and modern designs
to tackle longstanding issues and boost the agility and efficiency of their manufacturing
operations. These advancements have led to significant improvements in various areas,
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including overall equipment effectiveness, supply chain responsiveness, and customer
satisfaction. The concept of the "connected factory™ signifies a pivotal shift towards
integrating global IT networks with factory-based operational technologies and
infrastructure. This convergence of IT and operational technology enables real-time data
exchange and communication between different parts of the manufacturing process,
resulting in more streamlined operations, enhanced visibility, and better coordination. By
leveraging these innovative technologies, factories can adapt more swiftly to changes in
demand, optimize production processes, and ultimately deliver higher-quality products
and services. The connected factory represents a transformative approach to
manufacturing, where digital and physical systems work together seamlessly to drive
efficiency and competitiveness in a rapidly evolving industrial landscape.

Much like the 10T solutions designed for connected roadways, factory floors are already
equipped with a range of basic sensors. However, the integration of 10T technology
elevates these sensors to a new level of sophistication and connectivity. By utilizing
advanced Ethernet infrastructure and Internet Protocol (IP), these sensors become more
intetﬁgent and capable of seamless interaction with other systems. This enhanced
conrgectivity enables real-time data collection, analysis, and response, leading to
signgicant improvements in operational efficiency. Factories can monitor and manage
prod@iction processes with greater precision, addressing inefficiencies more effectively
and adapting to changing conditions in real time. The transformation brought about by
IoT integration results in a more cohesive and responsive manufacturing environment,
ultimately boosting overall productivity and ensuring more streamlined operations.

The equipment on the plant floor is becoming increasingly sophisticated, driven by
advancements in sensor integration and the capacity to manage and transmit substantial
volumes of real-time diagnostic and informational data. Modern devices, such as plant
floor robots, now feature Ethernet connectivity, which extends their communication
capabilities beyond just the factory's main controllers. Additionally, the production
environment is incorporating a growing number of IP-enabled devices, including mobile
phones, smart diagnostic tools, and video cameras. This expanded connectivity enables
more extensive data collection, enhanced diagnostics, and superior monitoring of
production processes. As a result, factories can achieve heightened operational efficiency
and improved decision-making, fostering a more responsive and effective manufacturing
environment.
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In smelting facilities, where metals are extracted from ores using heat and chemicals, the
process involves several steps and multiple control rooms spread throughout the facility.
Traditionally, operators had to travel significant distances to these control rooms to access
data and make production adjustments, resulting in considerable time lost during their
shifts. This inefficient system often hindered productivity, as operators spent valuable
time moving back and forth rather than focusing on their tasks. The advent of 10T and
connected manufacturing solutions has revolutionized this scenario by establishing direct
"machine-to-people” connections. Sensor data is now transmitted directly to floor
operators via mobile devices, eliminating the need for frequent trips to control rooms.
This real-time data delivery not only saves time but also enables operators to make
immediate decisions, enhancing productivity and swiftly addressing quality issues. This
seamless integration of data into the operational workflow significantly improves
efficiency and responsiveness in the manufacturing environment.

A Real-Time Location System (RTLS) serves as a prime example of an advanced
conrgcted manufacturing solution that utilizes Internet of Things (1oT) technology to
optinoaize production processes. RTLS involves the use of small, deployable Wi-Fi RFID
tagsé which can be attached to virtually any material or component within a
mar@facturing facility. These tags provide continuous real-time updates on the location
and<Status of items as they move through the production line. By embedding these loT
sensors into the assembly process, manufacturers gain the ability to track each item’s
position and progress in real time. This dynamic monitoring system enables precise
evaluation of production rates and worker efficiency, allowing for timely adjustments to
the production speed. Whether the goal is to accelerate or decelerate production to meet
specific targets, the data collected facilitates informed decision-making. Moreover, RTLS
helps quickly identify quality issues and bottlenecks at various stages of the production
line, enabling rapid resolution of these problems. By integrating real-time visibility into
every step of the manufacturing process, RTLS enhances operational efficiency,
promotes proactive problem-solving, and leads to more effective and streamlined
production operations.

The concept of the Internet of Things (10T) not only represents a leap forward in digital
connectivity but also signifies a profound shift in industrial practices, marking what is
known as the Fourth Industrial Revolution. This term, coined by the World Economic
Forum in 2016, underscores the transformative impact of 10T and related technologies on
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industry. Historically, the first Industrial Revolution, which began in the late 18th century
in Europe, was driven by the use of steam and water power in mechanical production,
fundamentally altering manufacturing processes. The second Industrial Revolution,
spanning from the early 1870s to the early 20th century, introduced mass production and
the electrical grid, further advancing industrial capabilities. The third revolution emerged
in the late 1960s and early 1970s with the advent of electronics and computers, which
began to influence manufacturing and other industrial systems. Today, the Fourth
Industrial Revolution, characterized by the Internet of Things, is propelling industry into
a new era. This revolution, sometimes referred to as Industry 4.0, integrates advanced
digital technologies with traditional manufacturing processes, driving unprecedented
levels of efficiency, automation, and connectivity. Figure 1.6 provides a visual summary
of the progression from Industry 1.0 to Industry 4.0, highlighting the evolution of
industrial practices over time.

Industry 4.0: loT Integration (Today)
Sensors with a new level of
interconnectivity are integrated

Industry 3.0: Electronics and Control (Early 1970's)
Production is automated further by electronics and IT

Author - Copy

Industry 2.0: Mass Production (Early 20" Century)
Division of labor and electricity lead to mass production facilities

Industry 1.0: Mechanical Assistance (Lafe 18th Century)
Basic machines powered by water and steam are part of production facilities

Figure 1.6 The Four Industrial Revolutions

Manufacturing is undergoing a significant transformation driven by Industry 4.0 and the
advent of the Industrial Internet of Things (1oT). This shift marks a move away from
traditional, fully automated assembly lines toward a new paradigm where machines are
not only automated but also possess intelligence and the ability to communicate with each
other. The core of this transformation lies in the integration of smart objects into
manufacturing processes. This involves embedding sensors, actuators, and controls into
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various components of production systems. As a result, these intelligent devices can
connect seamlessly, facilitating enhanced interaction between machines and human
operators. This connectivity allows for sophisticated data analysis and informed decision-
making, leveraging real-time information to optimize operations. Over time, this
development aims to achieve machines that can self-monitor, self-repair, and predict
potential failures before they occur. Such advancements point toward a future where
human oversight and intervention might become less critical, as the system's built-in
intelligence will handle routine and predictive maintenance autonomously. This
evolution signifies a leap toward more efficient, autonomous manufacturing
environments where technology plays a central role in managing and enhancing
production processes.

1.6 Smart Connected Buildings

The Internet of Things (10T) is driving significant changes in the field of smart connected
buildings, revolutionizing how these structures are managed and operated. Traditionally,
buil@ngs have become increasingly intricate as various systems—ranging from IT and
mec(tfanical to electrical and structural—have been layered on top of one another. This
comEIexity has often led to a fragmented approach where these functional networks,
esseftial for maintaining a building's environment, are installed and managed as separate
entities with limited interaction between them. As a result, managing these systems can
be cumbersome and inefficient, with each system operating in isolation. The advent of
IoT technology is reshaping this scenario by facilitating deeper integration and
connectivity across these disparate systems. By connecting various building systems
through 10T, it becomes possible to achieve a more unified approach to management,
allowing for real-time monitoring and control. This enhanced connectivity leads to more
efficient energy usage, better operational oversight, and the ability to respond
dynamically to changing conditions. The outcome is a smarter, more responsive building
environment that optimizes performance and improves overall efficiency.

A building's primary function is to ensure a comfortable, productive, and safe
environment for its occupants. Essential elements include appropriate lighting, climate
control, and security measures such as fire alarms, suppression systems, and physical
security alarms. Despite advancements in these systems, they often function
independently, lacking coordination and failing to account for the precise location and
number of individuals within different areas of the building. This isolation limits their
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effectiveness and can lead to inefficiencies. In contrast, modern buildings are increasingly
integrating sensors throughout their spaces to monitor occupancy and enhance
operational efficiency. These sensors, often linked to video cameras or motion detectors,
are particularly effective in managing lighting by automatically adjusting based on
detected movement. For example, motion sensors can turn off lights in a room when no
activity is detected. However, these systems can encounter limitations, such as when
individuals are present but outside the sensor's field of view. This can result in frustrating
situations where lights are turned off despite the presence of occupants, highlighting the
need for more sophisticated and integrated solutions that ensure consistent comfort and
operational efficiency throughout the building.

In smart buildings, sensors are essential components of HVAC (Heating, Ventilation,
And Air Conditioning) systems, contributing significantly to energy efficiency and
occupant comfort. Temperature sensors are strategically placed throughout the building
and integrated into the Building Management System (BMS). These sensors continuously
mongor temperature levels and relay this data to the BMS, which then adjusts the heating,
cooho_ng, and ventilation systems accordingly. This real-time feedback enables the BMS
to pg'aecisely control the amount of air entering different areas, ensuring that each space
maipgains the desired temperature and comfort level. The integration of 10T connectivity
enhafices this process by allowing for more dynamic and responsive management of
HVAC systems. As a result, buildings can achieve optimal energy usage, reduce
operational costs, and improve overall sustainability. The use of these advanced sensors
helps to fine-tune climate control, leading to more consistent and efficient performance
of HVAC systems and contributing to the overall effectiveness of the smart building's
infrastructure.

An intriguing aspect of smart buildings is their potential to be more cost-effective and
easier to maintain compared to traditional structures. Given the substantial costs
associated with managing complex buildings and the fact that many people spend the
majority of their working hours indoors, building managers are increasingly focused on
finding ways to enhance operational efficiency and reduce expenses. For instance,
complaints about insufficient workspace or underutilized areas are common among
employees. In traditional settings, convincing superiors to make changes to office layouts
often requires substantial evidence to justify the request. Smart buildings, however, use
0T and data analytics to provide real-time insights into space utilization and occupancy
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patterns. This data allows for more informed decision-making regarding space
management, making it easier to optimize layouts and address issues related to space
efficiency. By leveraging this technology, organizations can better allocate resources,
improve overall workspace utilization, and ultimately reduce costs associated with
building maintenance and operation.

However, office floor efficiency and usage data often remain anecdotal, relying on
subjective observations rather than concrete evidence. When occupancy detection and
smart building sensors are combined with advanced data analytics, this situation changes
dramatically. Sensors can continuously track and analyze how different areas of a
building are utilized, providing objective insights into floor plan usage. This data enables
building managers to identify areas that are underutilized or inefficiently allocated,
allowing for strategic adjustments to optimize space. For example, if certain areas are
consistently empty, the data can highlight opportunities to reconfigure the layout or
repurpose the space to better meet the needs of the occupants. This integration of 10T
tech@plogy and data analytics has marked the advent of building automation, offering a
dataHiriven approach to managing and enhancing building efficiency. By leveraging
these;3 advanced tools, organizations can achieve more effective space management,
imp@ve operational efficiency, and ensure that their facilities are used to their full
potefitial.

Historically, managing building systems involved using various specialized technical
solutions, each operating on separate overlay networks dedicated to specific tasks. For
instance, different systems would handle HVAC, lighting, fire alarms, and access control
independently. In response to the need for a unified approach, the Building Automation
System (BAS) was developed to consolidate these disparate systems into a single
management framework. The BAS aims to integrate and streamline the control of all
building systems, allowing for more cohesive management and enhanced operational
efficiency.

However, the challenge lies in ensuring that the diverse sensors and connections within
the BAS work harmoniously together. Each system within the BAS might support
different types of sensors and communication protocols, complicating the task of
achieving seamless integration. This issue highlights a significant concern within the
Internet of Things (loT) field: the heterogeneity of IoT systems. Managing and
integrating various 10T technologies and standards into a cohesive framework is crucial
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for realizing the full potential of 10T in building automation. Addressing this challenge is
a key focus of ongoing research and development in the field, aiming to create more
interoperable and unified solutions.

To effectively integrate heterogeneous systems, a crucial first step is achieving
convergence at the network layer and implementing a unified services layer that enables
seamless application integration. This approach facilitates the creation of a cohesive
environment where disparate systems can interact and function harmoniously. The
concept of network convergence has demonstrated its value in other sectors. For instance,
in the early 2000s, companies like Cisco led the integration of audio and video
technologies onto a single IP network, which also supported various IT applications. This
integration resulted in the widespread adoption of Voice over IP (VolP) and collaboration
tools, becoming standard practices due to the significant cost savings and operational
efficiencies gained from such a unified approach. Despite these successes, the
convergence of building systems onto a common IP-based framework has progressed
morgslowly. The delay can be attributed to several factors, including the complexity of
exisﬁng building systems, the diversity of technologies involved, and the need for
stangardized protocols to ensure compatibility and interoperability. As a result, the
benegits of integrated building automation systems, similar to those achieved in other
induStries, have been more challenging to realize.

For example, BACnet (Building Automation and Control Network) serves as the primary
communication protocol for building automation systems. Essentially, BACnet defines a
range of services that enable Ethernet-based communication between various building
systems, such as lighting, fire detection, HVAC, and access control. This protocol can be
implemented using the existing Ethernet switches within a building, which are typically
used for IT purposes. Through the use of a gateway device, BACnet allows for integration
with the IT department's IP network, bridging the gap between building systems and IT
infrastructure. Additionally, BACnet/IP, an extension of BACnet, is specifically designed
to facilitate communication between different devices in the building network using IP
protocols. This integration supports a more cohesive and unified building management
system by enabling seamless interaction across various subsystems within a single
network framework. The gradual shift of building protocols to IP-based systems is
illustrated in Figure 1.7, demonstrating the evolving landscape of building automation
towards a more interconnected and efficient infrastructure.
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Figure 1.7 Convergence of Building Technologies to IP

The "digital ceiling” is an innovative loT technology rapidly gaining traction in smart
connected buildings. It represents a significant leap beyond traditional lighting
mané’gement, offering a comprehensive approach to building integration. The digital
ceilﬁfig technology consolidates multiple building networks into a single, unified IP
netvngk. This includes the integration of systems such as security, HVAC (Heating,
Venglation, and Air Conditioning), lighting, blinds, and CCTV (Closed-Circuit
Tele<5ision). By creating a unified framework, the digital ceiling enables seamless
communication and coordination among these diverse systems, enhancing overall
building functionality and efficiency. This holistic approach not only simplifies
management but also optimizes the performance of various building systems by ensuring
they work together harmoniously. The concept and structure of a digital ceiling are
illustrated in Figure 1.8, highlighting its role in advancing the integration of building
technologies and fostering a more connected and responsive environment.

The lighting system plays a crucial role in digital ceiling technologies. A notable trend in
the lighting sector is the widespread adoption of Light-Emitting Diodes (LEDs), which
represent a significant advancement over traditional lighting options. LEDs are favored
for their extended lifespan and energy efficiency, offering substantial benefits compared
to conventional lighting technologies. Their lower power consumption allows LED
fixtures to be connected to standard network switches through Power over Ethernet
(PoE). This integration with PoE technology enables LEDs to operate efficiently while
leveraging existing network infrastructure. Consequently, LEDs become an integral part
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of the digital ceiling, enhancing overall building connectivity and functionality while
contributing to energy savings and sustainability.
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In @odigital ceiling environment, every luminaire or lighting fixture is seamlessly
inteQ’rated into the network infrastructure, receiving both power and control through the
same system. The transition to LED lighting has facilitated this integration, allowing
lighting components to be controlled via the IT network. This shift enables luminaires to
become part of a unified building management system, which consolidates various
functions into a single converged network. This network not only manages lighting but
also supports voice, video, and other data applications, providing a comprehensive
solution for building operations and enhancing overall efficiency.

Next time you look at your office building’s ceiling, take note of the number of lights.
You'll likely find that the quantity of lights far surpasses the number of physical network
ports available. This discrepancy necessitates a redesign of the network to accommodate
the higher density of IP addresses and Ethernet ports required. To manage this increased
demand, a silent, finless Power over Ethernet (PoE)-capable switch should be installed
in the ceiling. Despite the additional initial investment needed for such a network
upgrade, the long-term benefits significantly outweigh the costs. LED luminaires, which
are more energy-efficient compared to traditional fluorescent or halogen lights, lead to
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substantial savings on energy costs. The financial advantages of a digital ceiling become
even more compelling when a new building is being constructed or an existing one is
being refurbished. In these scenarios, installing CAT 6/5e cables in the ceiling proves to
be a more cost-effective solution than running plenum-rated electrical wiring to each
individual light fixture.

The energy efficiency of Power over Ethernet (PoE)-enabled ceiling-mounted LED
lighting is already notable, but the true potential of these systems is unlocked when they
are equipped with IP-enabled sensors. For example, many modern LED ceiling lights
come with built-in occupancy sensors. These sensors capture high-resolution occupancy
data, which not only helps in managing lighting by turning it on or off based on presence
but also enables more sophisticated applications. This data can be integrated with
advanced analytics to control other systems within the building, such as security and
HVAC systems.

Unlil><‘e traditional sensors that rely solely on basic motion detection, contemporary
lightghg sensors use a range of occupancy-sensing technologies including Bluetooth Low
Eneﬁ;y (BLE) and Wi-Fi. These sensors detect BLE or Wi-Fi signals emitted by nearby
devi‘ges—most people today carry smartphones that support these protocols. As a person
moves closer to a light fixture, the sensor tracks their location and communicates with
the building's wireless system. This allows for real-time adjustments to the HVAC
system's airflow in that specific area, thereby optimizing the comfort of occupants. An
example of such an occupancy sensor integrated into a digital ceiling light is illustrated
in Figure 1.9.

Figure 1.9 An LED Digital Ceiling Light with Occupancy Sensor
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Envision the transformative potential of Internet of Things (IoT) smart lighting in an
office setting. Beyond merely adjusting lighting levels based on real-time occupancy and
building utilization, 10T smart lighting systems can revolutionize various aspects of office
management. They enable precise control over temperature regulation, video
surveillance, smoke and fire detection, and building access control—all through a unified
network. This integration streamlines the installation process and reduces overall system
ownership costs. By consolidating multiple functionalities onto a single network, loT
smart lighting not only enhances operational efficiency but also provides a more cohesive
and responsive building management system. This approach optimizes energy usage,
improves safety, and ensures a more comfortable and secure work environment.

1.7 Smart Creatures

When considering the Internet of Things (1oT), it's common to focus on the connectivity
of machines and inanimate objects. However, 10T also extends to the realm of living
beings, offering fascinating possibilities for connecting animals and even insects to the
webSBy embedding sensors on these creatures, similar to how they are applied to
mac(tfines, we can achieve remarkable results. These sensors enable real-time tracking
andgnonitoring of their movements, behaviors, and environmental interactions. This
cap@ility opens new avenues for research and applications, such as studying wildlife
behavior, monitoring livestock health, and even managing pest control with precision.
The integration of living beings into the loT ecosystem showcases the technology's
versatility and its potential to enhance our understanding and management of the natural
world.

The term "connected cow" refers to a prominent example of 10T applications in animal
management. This concept involves the use of a sophisticated sensor developed by a
Dutch company named Sparked. The sensor is designed to be inserted into a cow's ear,
where it performs continuous monitoring of various health metrics and tracks the animal's
location. The collected data is transmitted wirelessly to the farmer, allowing for real-time
oversight of the cow's well-being and movements. This technology facilitates improved
management practices by providing valuable insights into the animal's health and
behavior, enhancing overall farm efficiency and productivity.

Each sensor used in the connected cow system generates approximately 200 MB of data
annually, highlighting the need for robust network infrastructure to facilitate data
collection, transmission, and storage. Once the data is aggregated, it provides a detailed
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overview of the entire herd, including individual cow metrics. This comprehensive
dataset enables farmers to analyze dietary changes and assess how environmental factors
may affect the herd's overall health. One significant advantage of this system is its
capability to detect early signs of disease, as cows often reduce their food intake prior to
showing visible symptoms. Additionally, these sensors can even aid in diagnosing
pregnancy in cows, further enhancing their management and care. The integration of such
technology not only improves animal welfare but also optimizes farm operations and
decision-making processes.

Mounting sensors on roaches represents an intriguing application of 10T technology with
living creatures, albeit one that might seem unconventional. Despite their general
unpopularity, cockroaches offer significant potential in emergency situations. These
insects can be equipped with miniature sensors to monitor environmental conditions, such
as gas leaks or radiation levels, in places that are otherwise difficult to access. In the event
of a disaster, such as a building collapse or chemical spill, l1oT-enabled roaches can
navigate through debris and relay critical information about the environment back to
resogers. This capability can help first responders identify safe pathways, locate
survg/ors, and assess hazardous conditions more effectively. The use of roaches equipped
with§ensors thus presents a novel approach to leveraging loT for life-saving applications,
denm@nstrating the diverse and innovative ways in which this technology can be applied
to enhance safety and rescue operations.

Researchers at North Carolina State University are leveraging the unique capabilities of
Madagascar hissing cockroaches to assist first responders in disaster recovery efforts. By
equipping these roaches with an electrical backpack, scientists have created a practical
tool for navigating through rubble and debris. This backpack, as illustrated in Figure 1.10,
interacts with the roach's natural sensory mechanisms to direct its movement. Low-level
electrical pulses are applied to an antenna on one side of the roach's body, causing it to
turn away, simulating a response to an obstacle. Additionally, the roach's cerci, which are
sensory organs located on its abdomen, detect changes in air currents and help the roach
sense nearby threats. When the cerci are stimulated by the backpack, the roach moves
forward, interpreting this as an approaching predator. This innovative approach allows
the roach to be used as a mobile sensor, providing valuable information about the
environment in areas that are challenging for human rescuers to reach. This technology
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exemplifies how loT applications can extend to unconventional yet impactful uses,
enhancing emergency response capabilities.

thor - Copy

Fig%re 1.10 loT-Enabled Roach Can Assist in Finding Survivors After a Disaster

The electronic backpack on these Madagascar hissing cockroaches can be controlled
remotely, offering a unique and effective way to navigate through challenging
environments. Imagine deploying a swarm of these roaches to search for survivors in a
collapsed building following an earthquake. The roaches are adept at maneuvering
through tight spaces, making them ideal for navigating debris and rubble. The technology
allows these roaches to be wirelessly guided by a controller, enabling precise movements
in the search area.

To ensure that the roaches remain within the disaster zone and do not stray, similar to
how invisible fencing keeps dogs within designated areas, technology has been developed
to create boundaries for the roaches. By mapping areas that are difficult or dangerous for
human rescuers to access, the use of these insects provides a valuable advantage in
locating survivors. The roaches' natural ability to navigate small and obstructed spaces,
combined with the advanced electronic backpack technology, enhances the effectiveness

33



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

of search and rescue operations in disaster scenarios, potentially saving lives by reaching
places that might otherwise remain unexplored.

The electronic backpack attached to Madagascar hissing cockroaches is equipped with
directional microphones that play a pivotal role in enhancing search and rescue operations
in disaster-stricken environments. These microphones are designed to detect specific
sounds and determine their direction, which is critical for locating survivors trapped
under debris following events like building collapses. The directional capability of the
microphones allows the system to focus on noises that might indicate the presence of
individuals in distress. To ensure that the detected sounds are genuinely from potential
survivors and not from other sources, such as leaks or structural noises, sophisticated
software processes and analyzes the audio. This software is programmed to filter out
irrelevant background noise and highlight sounds that suggest human presence. When
such sounds are identified, they are used to direct the roaches towards the potential
location of survivors, thereby improving the efficiency of the search efforts. Furthermore,
the microphones allow rescue workers to listen to the sounds captured by the roaches,
pro&ing real-time feedback and valuable insights into the situation within the collapsed
strucgure. This technology significantly enhances the ability to locate and assist survivors,
mak@g rescue operations more precise and effective.

Thegce examples illustrate that 10T encompasses more than just outfitting inanimate
objects with sensors and advanced capabilities. It also extends to connecting living beings
to the Internet, which can yield profound and impactful results. By embedding sensors
into animals, such as cows and cockroaches, the 10T not only provides valuable insights
into their behavior and health but also offers novel solutions to complex problems. For
instance, sensors in cows help monitor their health and detect conditions early, while 10T-
equipped cockroaches can assist in locating survivors in disaster scenarios. These
innovations showcase the potential of 10T to revolutionize not only how we interact with
machines but also how we harness the capabilities of living organisms for practical and
life-saving applications.

1.8 Convergence of IT and OT

Operational Technology (OT) and Information Technology (IT) have traditionally
functioned in separate domains. IT focuses on the secure transfer of data within
organizations, supporting internet connectivity and the management of data and
technological systems. It primarily deals with aspects such as network security, data
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storage, and software applications. In contrast, OT oversees and manages physical
systems and processes, including manufacturing facilities, utility distribution networks,
assembly lines, and road systems. OT is concerned with the direct control and monitoring
of machinery and infrastructure to ensure efficient operation. Historically, IT and OT
operated independently, with IT generally avoiding the intricacies of logistics and
production environments managed by OT. This separation was rooted in the distinct
objectives and technologies used by each domain, with IT handling data and information
management, while OT focused on physical and operational processes.

The IT department is responsible for managing a company's information systems, which
encompass databases, email services, file and print services, and other data-centric
functions. In contrast, OT manages the systems and technologies that interact directly
with industrial equipment. This includes SCADA (Supervisory Control and Data
Acquisition) systems, manufacturing machinery, meters, actuators, and electrical
distribution automation devices. Historically, OT systems have been operated through
deceptralized networks that are separate from IT networks. These OT networks use their
ownJistinct communication protocols, designed specifically for real-time control and
mongoring of industrial processes. This separation has allowed OT to focus on the
immgdiate, operational aspects of machinery and infrastructure, while IT has
concéntrated on data management and connectivity.

The vitality of an organization is intricately tied to the effectiveness of its Operational
Technology (OT) management, as it plays a critical role in ensuring the smooth
functioning of essential processes. For example, in a manufacturing setting, the failure of
a factory’s network can lead to a complete shutdown of machinery, bringing production
to a standstill and potentially resulting in financial losses amounting to millions of dollars.
Such a scenario underscores the high stakes involved in OT management, where even
minor disruptions can have significant repercussions on the business’s bottom line. In
contrast, while a failure in the Information Technology (IT) department, such as an email
server going down for a few hours, might cause some inconvenience and frustration
among employees, it is unlikely to have a similarly devastating impact on the overall
operations or financial health of the organization. This example highlights the distinct
roles and challenges associated with managing OT and IT networks, as outlined in Table
1.3, where the critical nature of OT in sustaining core business operations stands in stark
contrast to the often more peripheral role of IT systems in day-to-day functionality.
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Table 1.3 Comparing Operational Technology (OT) and Information Technology

(Im)
L Industrial OT .
Criterion Enterprise IT Network
Network
. . Manage the computers, data, and
Operational Keep the business g p_ . .
. employee communication system in
focus operating 24x7
a secure way
1. Availability 1. Security
Priorities 2. Integrity 2. Integrity
3. Security 3. Availability
Types of Monitoring, control, Voice, video, transactional, and
data and supervisory data bulk data
Securit Controlled physical Devices and users authenticated to
y access to devices the network
S - OT network Can be business impacting,
12" Implication . . . . .
‘.) of failure disruption directly depending on industry, but
5 impacts business workarounds may be possible
= Network . . .
2 uparades Only during Often requires an outage window
PY operational when workers are not onsite; impact
(software or . . ..
maintenance window can be mitigated
hardware)
Low: OT networks | High: continual patching of hosts is
. are required, and the network is
Security .
e isolated and often use connected
vulnerability . . -
proprietary to Internet and requires vigilant
protocols protection

The fields of Information Technology (IT) and Operational Technology (OT) are
increasingly converging, driven by the rise of the Internet of Things (IoT) and the
adoption of standards-based protocols like IPv6. This convergence is characterized by
OT beginning to incorporate network protocols, technology, transport, and procedures
traditionally associated with IT, while IT departments are increasingly accommodating
the operational requirements typically managed by OT. As IT and OT integrate,
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significant economies of scale emerge, as both domains start to utilize the same networks,
protocols, and procedures. This integration not only reduces the need for separate capital
infrastructure, thus lowering costs, but also simplifies network management, making it
more efficient. Furthermore, the convergence facilitates quicker expansion and
technological adaptation, as the use of open standards allows for greater flexibility. This
blending of IT and OT is a pivotal development, streamlining operations, enhancing
scalability, and positioning organizations to more readily embrace future technological
advancements.

Table 1.3 highlights the various challenges that emerge when Information Technology
(IT) and Operational Technology (OT) are merged into a single, unified network. These
challenges stem from the fundamental differences in priorities and organizational culture
between IT and OT. Historically, these two groups have operated somewhat
independently, each focusing on its specific domain—IT on information systems and OT
on operational processes. However, the rise of the Internet of Things (IoT) is pushing
thesggroups to collaborate more closely, leading to friction and misunderstandings. For
exarfbple, IT might schedule a weekend downtime to update software, prioritizing security
and gystem upgrades, without considering the ongoing production needs of OT, which
can '@use confusion and disruptions in operations. Conversely, the IT team may not fully
grasp the significance of the specialized or proprietary systems and solutions that are
integral to OT, leading to further complications. These differences underscore the
complexities of integrating IT and OT, where aligning their distinct approaches and
requirements is essential for creating a cohesive and efficient unified network.

When implementing Quality of Service (QoS) within a network, it is common to
prioritize voice and video traffic to maintain high-quality communication. However, in
environments where Operational Technology (OT) systems are integrated into the same
network, it is crucial to recognize that real-time OT traffic may require even higher
precedence than voice traffic. This is because any disruption to OT traffic can have severe
consequences on business operations, potentially leading to inefficiencies or even critical
system failures. Given the importance of real-time data and control signals in OT systems,
ensuring that these transmissions occur without delay is essential for the smooth
functioning of vital industrial processes. Therefore, prioritizing OT traffic within QoS
settings becomes a key strategy for preserving operational integrity. At the same time, it
is important to balance the QoS configuration to meet the needs of both OT and
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voice/video traffic. By carefully managing these priorities, organizations can enhance
overall network performance and reliability, ensuring that both communication quality
and the continuity of critical operations are maintained.

The convergence of Operational Technology (OT) and Information Technology (IT) is
driving substantial advancements in both fields, leading to a more integrated and efficient
operational landscape. OT systems are progressively adopting open-standard IT
technologies, such as IP and Ethernet, which significantly improve their compatibility
with modern IT infrastructure. This shift facilitates smoother integration, enabling OT
systems to benefit from the scalability, flexibility, and robustness of IT networks. At the
same time, IT departments are transitioning from traditional support roles to becoming
more strategic business partners, gaining a deeper understanding of the organization's
operational requirements and business objectives. This evolving collaboration between
OT and IT fosters not only increased efficiency and innovation but also a stronger
alignment of technological capabilities with overarching business goals. As a result,
orgagizations are better positioned to achieve success, leveraging the combined strengths
of bgth domains to drive progress and maintain a competitive edge in their industries.

Whegﬁ IT and OT collaborate effectively, a company can unlock significant gains in
efficGency and profitability. This collaboration leads to reduced downtime, as the
integration of IT and OT systems allows for more proactive monitoring and maintenance
of equipment. Additionally, the economies of scale achieved through shared
infrastructure and resources lower operational costs. Inventory levels can also be
decreased, as real-time data from OT systems enables more accurate demand forecasting
and inventory management, while faster delivery times are achieved through streamlined
processes and improved coordination. Proper management of IT/OT convergence is
essential to fully support 10T initiatives, ensuring that both departments work together
seamlessly. This synergy results in the development of robust industrial control systems
that are built on a foundation of open, integrated, and secure technology. The outcome is
a harmonious blend of reliable industrial operations with advanced, flexible IT solutions,
offering the "best of both worlds." This integrated approach not only enhances
operational reliability but also drives overall business success by aligning technological
advancements with strategic business objectives.
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1.9 10T Challenges

While the potential of an loT-enabled future is undeniably promising, several significant
obstacles must be overcome before this technology can be fully integrated into all facets
of business and daily life. Despite the rapid advancements in 10T, numerous challenges
persist that require careful attention and resolution. Table 1.4 outlines some of the most
pressing issues currently facing the 10T landscape. These challenges include concerns
related to security, privacy, interoperability, and scalability. Security and privacy are
paramount, as the increasing connectivity of devices creates more opportunities for cyber
threats and data breaches. Interoperability is another critical issue, as the seamless
communication between diverse 10T devices and platforms is essential for the technology
to function effectively. Additionally, scalability must be addressed to accommodate the
growing number of connected devices without compromising performance or reliability.
Successfully managing these challenges is essential for the widespread deployment and
adoption of 10T technologies. Only by resolving these issues can the full potential of 10T
be realized, ensuring its effective, secure, and seamless integration into various sectors,
ultinﬁately transforming how businesses operate and how individuals interact with the
world around them.

Auth

Table 1.4 10T Challenges

Challenge Description

While the scale of IT networks can be large, the scale of OT
can be several orders of magnitude larger. For example, one
large electrical utility in Asia recently began deploying IPv6-
based smart meters on its electrical grid. While this utility
company has tens of thousands of employees (which can be
Scale considered IP nodes in the network), the number of meters in
the service area is tens of millions. This means the scale of
the network the utility is managing has increased by more
than 1,000-fold! Chapter 5, “IP as the IoT Network Layer,”
explores how new design approaches are being developed to
scale IPv6 networks into the millions of devices.

Security With more “thing.s” l?ecor-ning co.nnected with o_ther “things”
and people, security is an increasingly complex issue for 1oT.

39



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

Your threat surface is now greatly expanded, and if a device
gets hacked, its connectivity is a major concern. A
compromised device can serve as a launching point to attack
other devices and systems. I0T security is also pervasive
across just about every facet of 1oT.

As sensors become more prolific in our everyday lives, much
of the data they gather will be specific to individuals and
their activities. This data can range from health information
to shopping patterns and transactions at a retail
establishment. For businesses, this data has monetary value.
Organizations are now discussing who owns this data and
how individuals can control whether it is shared and with
whom.

Privacy

IoT and its large number of sensors is going to trigger a
deluge of data that must be handled. This data will provide
Big dataand | critical information and insights if it can be processed in an
data analytics | efficient manner. The challenge, however, is evaluating
massive amounts of data arriving from different sources in
various forms and doing so in a timely manner.

- Copy
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As with any other nascent technology, various protocols and
architectures are jockeying for market share and
standardization within I0T. Some of these protocols and
architectures are based on proprietary elements, and others
Interoperability | are open. Recent 10T standards are helping minimize this
problem, but there are often various protocols and
implementations available for 10T networks. The prominent
protocols and architectures especially open, standards-based
implementations are the subject of this book
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Chapter -2
The 10T in Practice
2.1 Hardware for the loT

By 2020, it is projected that billions of devices will be connected to the Internet of Things
(1oT), creating a vast network of interconnected gadgets. These devices will be
characterized by their heterogeneity, particularly in terms of hardware configurations
and, even more so, in their software implementations. This diversity poses unique
challenges and opportunities for the integration and management of such a large and
varied array of devices. To provide a general framework for understanding the hardware
platforms of 10T devices, Figure 2.1 offers a high-level overview of the essential
hardware components that constitute a smart object. The Figure 2.1 outlines key modules
that form the foundation of these devices, highlighting the common elements that enable
their functionality and connectivity within the 10T ecosystem. These modules are integral
to e%_suring that smart objects can effectively communicate, process data, and interact
witht the broader network, despite the underlying differences in their specific hardware
and %pftware architectures.

=) .. . .
» Comnmunication Module: This is what allows the smart item to communicate. Usually,
it's szable connection or a radio transceiver with an antenna.

The microcontroller is responsible for the behavior of the smart item. It is a tiny
microprocessor that powers the smart object's software.

» Actuators or Sensors: These enable the smart device to perceive and communicate
with its surroundings.

* Power source: Because the smart object has electrical circuits, it needs power. The
most popular power source is a battery, but there are other types as well, including tiny
solar cells that generate electricity when light shines on them or piezoelectric power
sources that generate power when a physical force is applied.

Microcontrollers utilize two primary types of memory: Random Access Memory (RAM)
and Read-Only Memory (ROM). RAM serves as a workspace for the microcontroller,
storing temporary data that is actively used and modified by the software during its
operation. This volatile memory is essential for executing processes and managing data
that changes frequently. In contrast, ROM is used to store the firmware or software code
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that defines the permanent behavior and functionality of the device. Unlike RAM, ROM
is non-volatile, meaning it retains its contents even when the power is turned off. This
distinction is crucial because ROM holds the essential instructions that dictate how the
microcontroller operates, while RAM provides the necessary support for dynamic,
ongoing processes.

For instance, buffer memory for managing radio traffic and program variable storage are
examples of temporary data.

Sensors
Actuator
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Figure 2.1 Smart Object Hardware, with(a) Radio Network Interface And
(b)Wired Communication Interface

The content of Read-Only Memory (ROM) in microcontrollers is typically programmed
into the device during manufacturing and remains unchanged once the device is deployed,
especially in restricted devices where modification is not intended. However, modern
microcontrollers offer the capability to rewrite ROM, facilitating on-site software updates
after deployment. This feature is advantageous for adjusting or improvements to the
device’s functionality without needing to replace the hardware.
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In addition to memory for storing program code and temporary variables,
microcontrollers are equipped with a range of timers and mechanisms designed for
interfacing with external devices. These include communication modules, sensors, and
actuators. The microcontroller's software has unrestricted access to these timers, allowing
precise control and synchronization of operations. Furthermore, the microcontroller's
pins, which are physically connected to external devices, play a crucial role in enabling
communication and interaction with the external environment. This setup ensures that the
microcontroller can effectively manage both internal processes and external interactions,
enhancing its versatility and functionality in various applications.

Microcontrollers facilitate communication with external devices using serial ports or
serial buses, which are essential for data exchange between the microcontroller and
peripheral components. Most microcontrollers are equipped with a device called a
Universal Synchronous/Asynchronous Receiver/Transmitter (USART), which plays a
critical role in managing this serial communication. The USART can operate in two
modgs: synchronous, where data is transmitted and received in sync with a clock signal,
and@synchronous, where data transmission does not rely on a clock signal but rather on
startéand stop bits to delineate data packets. This versatility allows the USART to handle
a vagety of communication protocols effectively.

In ad<dition to its basic serial communication functions, some USARTS can be configured
to operate as a Serial Peripheral Interface (SPI) bus. The SPI bus is a synchronous
protocol designed for high-speed communication with external peripherals, such as
actuators and sensors. By setting up the USART to function as an SPI bus,
microcontrollers can establish efficient and fast data transfer channels with these
components, enhancing their ability to interact with and control a range of external
devices. This flexibility in communication options is crucial for adapting to different
application requirements and ensuring robust device integration.

Electronics are the driving force behind smart objects, and as such, these devices require
a consistent power source to function. Each smart object needs its own power supply to
operate effectively. While batteries remain the most commonly used power source today,
there are several alternative options available, as detailed in Table 2.1. In addition to
traditional batteries, which include widely used lithium cell batteries, there are other
innovative power solutions such as solar cells, which harness energy from sunlight;
piezoelectric devices, which generate electricity from mechanical stress or vibrations;
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and radio-transmitted energy, which captures energy from radio waves. Additionally,
various scavenging techniques are employed to harvest ambient energy from the
environment, further expanding the range of potential power sources for smart objects.
The choice of power source depends on the specific requirements of the smart object,
including its energy needs, size, and operating environment. While lithium batteries
continue to dominate due to their reliability and energy density, the exploration of
alternative power sources is crucial for advancing the functionality and sustainability of
smart technologies.

When equipped with suitable energy management software and low-power hardware,
smart objects can function for extended periods, often years, using standard lithium cell
batteries. Unlike devices operated by humans, such as computers and cell phones, most
smart objects are designed to operate autonomously, without direct human supervision or
intervention. These smart devices are frequently embedded within other objects or
installed in challenging-to-access locations, making regular maintenance or battery
replaement impractical. Consequently, the ability to sustain operation for long durations
on a@ingle battery charge is crucial. This design consideration emphasizes the importance
of en;_grgy efficiency in smart object development, ensuring that these devices can perform
thei@intended functions reliably over extended periods, even in environments where
acceSs for recharging or replacing batteries is difficult or impossible.

Table 2.1 Power Sources for Smart Objects, Maximum Current Draws, and
Charge They Can Store

Typical maximum Typical charge
Power source
current (mA) (mAh)
CR2032 button cell 20 200
AA alkaline battery 20 3000
Solar cell 40 Limitless
RF power 25 Limitless
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2.1.1 Classes of Constrained Devices

Despite the vast array of Internet-connected devices anticipated in the future, establishing
a consistent vocabulary for various categories of restricted devices remains highly
advantageous. To address this need, RFC7228 provides a comprehensive description of
the primary categories and attributes associated with 10T restricted devices and smart
objects, as detailed in Table 2.2. This framework categorizes these devices based on their
defining features, which correspond to recognizable clusters of commercially available
processors and design cores suited for limited-device applications.

It is important to note that the boundaries between these categories are likely to evolve
over time. Unlike personal computers, where Moore's law predicting the doubling of
transistors on a chip approximately every two years has historically driven rapid increases
in computing power, embedded systems follow a different trajectory. In embedded
systems, advancements in transistor count and density are more often leveraged to reduce
costs and power consumption rather than solely to enhance computing power. As a result,
the dgpabilities and classifications of restricted devices will shift, reflecting these changes
in té(fhnology and market demands.
=

% Table 2.2 RFC7228 Classes of Constrained Devices
< Data size Code size
Name
(e.g., RAM) (e.g., Flash)
Class 0 (C0) <10 KiB «100 KiB
Class 1 (C1) ~ 10 KiB ~ 100 KiB
Class 2 (C2) ~ 50 KiB ~ 250 KiB

In more detail, the classes are as follows
Class 0

Devices classified as Class 0 are typically very limited in their capabilities, resembling
simple sensors with minimal memory and processing power. Due to these constraints,
they are often unable to directly interface securely with the Internet on their own. Instead,
larger devices, such as servers, gateways, or proxies, are used to facilitate their
participation in Internet communications. These intermediary devices handle the
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complexities of secure communication and data management, allowing Class 0 devices
to focus on their primary functions.

Class 0 devices generally have very limited onboard data and are not designed to be
frequently reconfigured. Their functionality is often restricted to responding to basic
keep-alive signals and transmitting essential health and status information. They may also
send simple on/off signals for management purposes. Because of their minimal resource
requirements and infrequent updates, Class 0 devices are typically used in scenarios
where high levels of control and security are not critical. Their primary role is to provide
basic, reliable data without the need for sophisticated interaction or extensive data
processing.

Class 1

Devices with severely limited code space and processing power are unable to use a full
protocol stack, which includes protocols like HTTP, Transport Layer Security (TLS), and
XMIE:-based data formats. These limitations prevent them from directly engaging in
comBlex communications with other Internet nodes. Instead, they rely on specially
designed protocol stacks tailored for constrained nodes, such as the Constrained
Appgcation Protocol (CoAP) over UDP. This alternative protocol stack enables
meagtingful communication without the need for an intermediary gateway node.

Despite their constraints, these devices are capable of supporting the necessary security
features for integration into a larger IP network. They can operate as fully functional
peers within this network, but must carefully manage their use of state memory, code
space, and power. This frugality is essential for maintaining efficient operation while
handling protocol and application demands. By utilizing lightweight protocols and
optimizing their resource usage, these devices can participate effectively in the network
while adhering to their limited capabilities.

Class 2

Devices in Class 2, being less constrained than Class 0 devices, are capable of supporting
many of the same protocol stacks as servers or laptops. However, they benefit from
adopting protocols that are designed to be lightweight and energy-efficient, which helps
reduce bandwidth consumption. This approach is advantageous because it allows Class 2
devices to use fewer resources for networking, thereby allocating more resources to
application processing.

48



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

By leveraging these optimized protocols and stacks, Class 2 devices can potentially lower
development costs and enhance interoperability. This is because protocols and stacks that
cater to devices with greater limitations can be adapted for use in Class 2 devices,
enabling them to communicate effectively while still benefiting from their increased
capabilities. The result is a more cost-effective and versatile solution that improves
overall system performance and integration within a network, aligning with both
operational and budgetary constraints.

2.1.2 Hardware Platforms

This section provides an overview of some of the most popular hardware platforms on
the market, emphasizing their unique characteristics and related categories.

2.1.3 TelosB

Memsic Technology manufactures the TelosB1 mote, which shares its design with
Sentilla's Tmote Sky mote. This device is equipped with a CC2420 radio chip and an
MS@?;O microcontroller, specifically the MSP430F1611. The microcontroller operates
at aq?equency of 415 MHz and is equipped with 48 kB of programmable flash memory,
alongside 10 kB of internal RAM. The TelosB mote was originally developed by the
Uniwersity of California, Berkeley, drawing on insights gained from previous generations
of rﬁ%tes to inform its design. This evolution resulted in a new mote design aimed at
enhancing experimentation capabilities. The design of the TelosB1 was driven by three
primary objectives: first, to provide greater flexibility in hardware configuration,
allowing for a wider range of experimental setups; second, to ensure robust and efficient
communication capabilities, essential for experiments involving wireless networks; and
third, to optimize power consumption, thereby extending the operational life of the mote
in field applications. These design goals collectively contribute to the TelosB1’s
effectiveness as a versatile tool for research and experimentation in wireless sensor
networks and similar areas.

The TelosB1 mote was designed with three key objectives in mind: reduced power usage,
enhanced software and hardware reliability, and ease of use. One significant
improvement is its power profile, which is approximately one-tenth of that of earlier
mobile platforms, largely due to the efficient MSP430 microcontroller. This advancement
helps extend the operational life of the mote, making it more suitable for long-term
deployments and experiments. Figure 2.2 illustrates the schematic layout of the mote,
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showing how its various components interact with each other. Additionally, Table 2.3
provides a detailed hardware profile, outlining the modules and their respective functions.
Despite its advanced features, the TelosB1 mote is classified as a constrained Class 0
device. This classification reflects its limited resource capabilities while highlighting its
efficient design for specific applications in wireless sensor networks and similar
environments.

2.1.4 Zolertia Z1

Designed for diverse loT applications and wireless sensor networks, the Zolertia Z12
serves as a versatile development board. It features two built-in digital sensors: a
temperature sensor and an accelerometer, which provide essential environmental and
motion data. Additionally, the Z12 is equipped with Phidget Sensors connectors, allowing
for seamless integration with a variety of external devices such as actuators and additional
sensors. This connectivity capability makes the Zolertia Z12 a flexible tool for expanding
and customizing 1oT and sensor network projects, facilitating experimentation and
dev%opment in a broad range of applications.

A schematic representation of the Z1 and a list of the available sensors and component
inte@ctions are provided in Figure 2.3 and Table 2.4.
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Figure 2.2 The Hardware Schema and the Board Image of the Telosb Mote
Platform
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Table 2.3 Hardware Specification of the MemSic TelosB Mote

Name Description
MCU TI MSP430F1611
RAM 10 kB
ROM 48 kB
Serial UART

communication
Main module current | 1.8 mA (active mode)

draw 5.1 pA (sleep mode)
IEEE 802.15.4
compliant
RF transceiver 2400-2483.5 MHz
RF current draw 23 mA (receive mode)
o 21 pA (idle mode)
& 1 pA (sleep mode)
o Battery 2 x AA batteries
é Sensors Visible light sensor
Z

Humidity sensor
Temperature sensor

Figure 2.3 The Zolertia z1 Platform with Board Images and Main Component
Schema
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Table 2.4 Hardware Specification of the Zolertia Z1 platform

Name Description
MCU T1 MSP430F2617
RAM 8 kB

ROM 92 kB

Digital communication

12C, SPI and UART

Main module current
draw

0.5 mA (active mode)
0.5 pA (standby mode)

IEEE 802.15.4
complian

RF transceiver

CC2420 2.4 GHz

RF current draw

18.8 mA (receive mode)
426 pA (idle mode)
20 pA (sleep mode)

sensor 3-axis, +2/4/8/16g digital
accelerometer, 3V and 5V
Phidget Sensors connectors

§ Battery 2 x AA or AAA cells

o 1 x CR2032 coin cell

é Sensors Low-power digital temperature
El

<

their connectors. Like Telos B, Zolertia Z1 can be classified as a Class 0 constrained

device.

2.1.5 OpenMote

The OpenMote3 hardware consists of three key components: the OpenMote CC2538, the
OpenBase board, and the OpenBattery board. The core element, the OpenMote-CC2538,
integrates a radio transceiver, a microprocessor, and additional peripherals such as

buttons and LEDs, providing a robust platform for various applications.

The OpenBase board facilitates programming and debugging of the OpenMote-CC2538
by offering multiple connection options, including an Ethernet port for Internet access,
as well as UART and USB interfaces for direct computer connections. This flexibility

supports seamless development and troubleshooting.
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The OpenBattery board is responsible for powering the entire OpenMote-CC2538
system. It supplies power to all subsystems of the mote and provides connections to a
range of sensors. This setup enables the OpenMote-CC2538 to operate autonomously,
making it a versatile solution for integrating with various sensor networks and
applications without needing external power sources.

The OpenMote-CC2538 includes the following hardware:

e The CC2538 is a System-on-a-Chip (SoC) developed by Texas Instruments, combining
advanced features for enhanced performance in wireless communication. It includes a
radio transceiver similar to the CC2520 and is powered by a 32-bit Cortex-M3
microprocessor. This microcontroller is equipped with 512 kB of flash memory and 32
kB of RAM, supporting a maximum clock frequency of 32 MHz. The CC2538 is designed
to fully comply with the IEEE 802.15.4-2006 standard, operating within the 2.4 GHz
frequency range. In addition to these core components, the SoC features standard
perig@erals such as General-Purpose Input/Output (GPIO) pins, Analog-to-Digital
Congerters (ADC), and timers, which are essential for a wide range of applications and
faciiﬁate versatile functionality in 10T and wireless sensor networks.

. T%as Instruments offers the TPS62730, a step-down DC/DC converter with two
operdting modes: bypass and regulated. When in bypass mode, the TPS62730 connects
the system's whole input voltage—typically 3 V—directly from the battery. The
TPS62730 controls the input voltage down to 2.1 V while it is in regulated mode. This
architecture has the advantage of improving system efficiency both in low- and high-load
scenarios, i.e., when the system is idle or when the radio is sending or receiving.

e Abracon Corporation's ABM8G 32 MHz crystal is utilized to clock the radio
transceiver and microprocessor. Between -20°C and +70°C, it is evaluated at 30 ppm
(parts per million).

e ABSO7: The real-time clock of the microcontroller is clocked by this Abracon
Corporation crystal, which operates at 32.768 kHz. It has a 10-ppm rating between -40°C
and +85°C.

e LEDs: Four LEDs from Rohm Semiconductor are utilized for debugging: red, green,
yellow, and orange.
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e Buttons: Two Omron buttons are present. The microcontroller can be roused from sleep
modes by an interrupt when one is linked to a GPIO line and the other is used to reset the
board.

e Antenna connector: Facilitates the connection of an external antenna to the board.

o XBee layout: The OpenMote is completely compatible with the XBee form factor,
which makes it simple to connect it to a PC via an XBee Explorer dongle.

A schematic overview of the Open Mote, component interactions, and accessible sensors
and connectors is shown in Figure 2.4 and Table 2.5. Several operating systems, including
RiOT, FreeRTOS, OpenWSN, and Contiki, are supported by the OpenMote. It falls
within the category of Class 0 constrained devices.

Author - Copy

OpenBatory Modue

Figure 2.4 The OpenMote Platform with Main Hardware Schema and Core Board
with Battery and OpenBase Additional Modules
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Table 2.5 Hardware Specification of the OpenMote Platform

Name Description
MCU T1 32-bit Cortex-M3
RAM 32 kB
ROM 512 kB
Digital communication 12C, and UART
Main module current draw 0.5 mA (active mode)

0.5 pA (standby mode)

IEEE 802.15.4 compliant

RF transceiver CC2520 2.4 GHz
Battery 2 x AAA cells
Sensors Temperature/humidity sensor (SHT21)

Acceleration sensor (ADXL346)
Light sensor (MAX44009)

opy

O -
2.1.6 Arduino
o

Ard§n04 is a company that focuses on both computer hardware and software, offering
microcontroller Kits designed for creating digital devices capable of sensing and
interacting with their surroundings. Their boards incorporate a variety of microprocessors
and controllers, providing users with digital and analog input/output pins. These pins
facilitate connections with expansion boards, often called "shields,”" as well as other
external circuits and components. Arduino4's programming environment typically
employs a variant of classic C and C++, allowing users to leverage a wide range of
existing developer-community libraries. This setup enables users to build and customize
their projects with a rich ecosystem of tools and resources.

The Arduino project originated in 2005 as part of a course for students at the lvrea
Interaction Design Institute in Italy. The initial objective was to create an affordable and
user-friendly microcontroller board that could be easily utilized by both professionals and
novices alike. The introduction of the shield expansion-board system was a key
innovation, allowing Arduino boards to be extended with additional functionality. This
system facilitates the development of prototypes and devices capable of interacting with
their environment through various communication paradigms, sensors, and actuators. The
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flexibility of Arduino boards, combined with their ease of use, has made them a popular
choice for a wide range of applications, from educational projects to complex industrial
prototypes.

The Arduino Yun was among the pioneering Arduino boards designed specifically for
Internet of Things (1oT) applications. It integrates two key components: the Atheros
AR9331 and the ATmega32u4 microcontrollers. The Atheros AR9331 runs Linino OS,
a Linux-based system derived from OpenWrt, providing advanced networking
capabilities. The Yun is equipped with a 16 MHz crystal oscillator to regulate its clock
speed, a micro USB port for connectivity, and an ICSP header for programming. It also
features three reset buttons for system management. The board offers 20 digital
input/output pins, with seven capable of functioning as PWM outputs and twelve as
analog inputs. For communication, it includes built-in Ethernet and Wi-Fi interfaces,
facilitating seamless network connectivity. Additional features comprise a USB-A
connector and a micro-SD card slot, which expand the board's storage and connectivity
optigns. This combination of hardware and software makes the Arduino Yun well-suited
for cﬁveloping 0T projects and connecting various devices to the internet.

Figu;ée 2.5 illustrates the architecture of the Arduino Yun and demonstrates how the
boarg's Linux module interfaces with the conventional Arduino module. This unique
configuration allows the Yun to leverage its robust networked computing capabilities,
setting it apart from other Arduino boards. The integration of a Linux-based system with
the standard Arduino environment enables the Yun to manage complex tasks and handle
internet connectivity efficiently. This combination is particularly advantageous for
developing Internet of Things (loT) prototypes across diverse application scenarios,
where both high-level networking and low-level hardware control are essential. The
Yun’s ability to interface with various devices and networks through its advanced
communication features makes it an excellent choice for innovative 10T solutions.

Tables 2.6 and 2.7 offer a comprehensive hardware profile of the Arduino Yun modules,
detailing each component and its corresponding description. Based on its capabilities and
design, the Arduino Yun can be categorized as a Class 2 restricted device. This
classification reflects the board's enhanced functionality compared to simpler devices,
with its Linux module and robust networking capabilities positioning it at a higher level
of complexity and utility. The detailed hardware profile underscores the Yun's suitability
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for more advanced applications while maintaining its classification within the Class 2
category of restricted devices.
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Figure 2.5 Classical and Yun versions of the Arduino Platform with a Detailed
epresentation of the Yun Hardware Architecture and Main Components
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Figure 2.5 (Continued)
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2.1.7 Intel Galileo
Based on Intel's x86 architecture, the Intel Galileo6 was the first development board

certified by Arduino. It was created with creators and educators in mind.

Table 2.6 Hardware Specification of the Arduino Yun AVR Arduino
Microcontroller

Name Description
Microcontroller ATmega32U4
Operating Voltage 5V
Input Voltage 5V
Digital 1/0 pins 20
PWM Output 7
Analog 1/0O pins 12
32 kB (4 kB used by

Flash memory

the bootloader)

>
o
S SRAM 25kB
5 EEPROM 1kB
§ Clock speed 16 MHz
T:fble 2.7 Hardware Specification of the Arduino Yun Arduino Microprocessor
Name Description
Processor Atheros AR9331
Architecture MIPS
Operating voltage 3.3V
Ethernet IEEE 802.3 (10/100Mbit/s)
Wi-Fi IEEE 802.11b/g/n (2.4 GHz)
USB type 2.0 Host
Flash memory 16 MB
RAM 64 MB DDR2
SRAM 2.5kB
EEPROM 1kB
Clock speed 400 MHz
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The board incorporates support for Arduino extension shields, along with the essential
software and libraries, leveraging Intel technology. This integration allows for the reuse
of existing software and resources, facilitated by the open-source Linux operating system
that runs on the board. Specifically, the Intel Galileo platform hosts the Linux operating
system, enabling seamless interoperability with Arduino software libraries. This
combination provides a robust environment for both development and deployment,
allowing users to build on established software and hardware frameworks while
benefiting from Intel’s advanced technology.

The Intel Galileo board features the Intel Quark SoC X1000, which is the inaugural
member of Intel's Quark technology family designed for low-power and small-core
applications. The Galileo board is equipped with various 1/O interfaces commonly used
in the computer industry, including a high-speed UART for serial communication, an RS-
232 serial port, and a programmable 8 MB NOR flash memory. Additionally, it supports
PCI Express, 10/100 Mbit Ethernet for network connectivity, and either Micro SD or
SDHE for expandable storage. For further connectivity, the board includes USB 2.0 ports
WithSEHCI/OHCI support and a JTAG port for debugging purposes. These features
colleg;tively enhance the Galileo board's versatility and capability for diverse computing
andgevelopment needs.

Fingr:e 2.6 provides a schematic representation of the Intel Galileo boards, illustrating the
interactions between various components and the available communication modules for
both first- and second-generation devices. The detailed diagram and the information in
Table 2.8 highlight the board's architecture and connectivity features. Based on its
hardware specifications and capabilities, the Intel Galileo is categorized as a limited Class
2 device. This classification reflects its advanced functionality relative to simpler devices,
positioning it as suitable for more complex applications while adhering to the constraints
typical of Class 2 devices.
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Figure 2.6 First and Second Generations of the Intel Galileo Platform with Board
Schemas and Hardware Architecture of Main Components
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Figure 2.6 (Continued)
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2.1.8 Raspberry Pi

The Raspberry Pi Foundation is a British company that developed the Raspberry Pi7 line
of single-board computers. The initial goal of

Table 2.8 Hardware Specification of the Intel Galileo Board

Name Description
MCU SoC X Intel Qua k X1000
RAM 256 MB
Memory SDCard (MBytes)
Serial communication 12C and UART

0.5 mA (active mode)
0.5 pA (standby mode)
Network adapter IEEE 802.3 10/100 (Ethernet)
Battery -
Sensors -

Main module current draw

- Copy

The éfounders aimed to advance fundamental computer science education within
eduétional institutions and in underdeveloped regions. Their vision was to create
hardware that would not only serve educational purposes but also inspire innovation
across various fields. The introduction of their boards significantly transformed the way
developers and manufacturers approached the conceptualization and development of new
technologies. Over time, the initial board model gained substantial popularity, extending
its use beyond its original focus on robotics. This shift in application demonstrated the
board’s versatility and effectiveness, leading to its adoption in a wide range of scenarios.
As a result, the board became a catalyst for broader technological exploration and
development, influencing how new ideas are generated and implemented across different
domains.

Figure 2.7 illustrates three Raspberry Pi boards, showcasing their hardware profiles and
the components available on each. The first-generation Raspberry Pi utilized the
Broadcom BCM2835 SoC, which was inspired by the chip architecture used in early
smartphones, specifically the ARMv6 architecture. This SoC features a VideoCore IV
GPU, integrated RAM, and an ARM1176JZF-S processor running at 700 MHz. It
includes a 16 kB level 1 (L1) cache and a 128 kB level 2 (L2) cache. The L2 cache is
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predominantly used by the GPU, which is a key component for graphics processing. The
RAM chip is positioned beneath the SoC, making it visible only at its edges. This setup
highlights the Raspberry Pi's integration of components and its design philosophy,
leveraging established technologies to provide a compact and efficient computing
platform.

The Raspberry Pi 2 features the Broadcom BCM2836 SoC, similar to those found in
many contemporary smartphones. This SoC incorporates a 32-bit, quad-core ARM
Cortex-A7 processor, which operates at a clock speed of 900 MHz. It also includes a
shared level 2 (L2) cache of 256 kB. This upgrade provides enhanced performance and
efficiency compared to previous models, allowing the Raspberry Pi 2 to handle more
complex tasks and deliver improved computational capabilities. The increased number
of cores and the larger cache size contribute to better multitasking and overall system
responsiveness.

The Easpberry Pi 3 is equipped with the Broadcom BCM2837 SoC, which features a 64-
bit, @ad-core ARM Cortex-A53 CPU operating at 1.2 GHz. This SoC also includes 512
kB 6f shared level 2 (L2) cache. The 64-bit architecture and increased clock speed of the
AR@ Cortex-A53 provide significant performance improvements over previous models,
enhaisncing processing power and efficiency. The expanded L2 cache further supports
these gains by improving data access speeds and reducing latency, resulting in smoother
operation and better handling of more demanding tasks.

The Raspberry Pi Model A, A+, and Pi Zero are designed without built-in Ethernet
modules, requiring users to rely on external Ethernet or Wi-Fi adapters for network
connectivity. In contrast, the Raspberry Pi Models B and B+ come with an integrated
USB Ethernet adapter that provides built-in Ethernet connectivity. This integrated adapter
allows these models to connect directly to a network without needing additional external
components. This design simplifies network connections for users and eliminates the
need for separate network interface hardware, streamlining the setup process and
enhancing overall convenience.
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Raspberry Pi 1 model B+ revision 1.2
and Raspberrv Pi 2 model B

Figure 2.7 Main Raspberry Pi Boards and Revision

The Raspberry Pi 3 and Pi Zero W (wireless) are equipped with a networking module
based on the Broadcom BCM43438 chip. This module provides 2.4 GHz Wi-Fi
connectivity compliant with the 802.11n standard, capable of speeds up to 150 Mbit/s,
and Bluetooth 4.1 with a maximum data rate of 24 Mbit/s. Additionally, the Raspberry
Pi 3 features a 10/100 Ethernet connector, allowing for wired network connections in
addition to its wireless capabilities. The LAN9514 chip from SMSC is used in Models B
and B+ to facilitate Ethernet connections through an integrated USB Ethernet adapter.

Moreover, the Raspberry Pi is highly versatile and can interface with a wide range of
devices and components that feature USB capabilities. This includes USB storage
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devices, USB-to-MIDI converters, and other peripherals. In addition to USB
connectivity, the Raspberry Pi offers a set of GP1O (General Purpose Input/Output) pins
and other connectors on its board surface. These pins and connections facilitate the
attachment of various external devices, sensors, actuators, and additional peripherals,
expanding the Raspberry Pi's functionality and enabling it to interact with and control a
broad array of hardware in diverse applications. This flexibility makes the Raspberry Pi
an adaptable platform for numerous projects and integrations.

The Raspberry Pi board family supports a diverse array of operating systems, including
Raspbian, Fedora, Ubuntu MATE, Kali Linux, Ubuntu Core, Windows 10 loT Core,
RISC OS, Slackware, Debian, Arch Linux ARM, and Android Things. This extensive
compatibility enables Raspberry Pi boards to function as robust and sophisticated nodes
within various heterogeneous Internet of Things (loT) applications. Leveraging their
combination of advanced hardware, versatile software, and diverse operating systems,
these boards excel in managing and integrating multiple heterogeneous protocols and
serviges simultaneously. This makes them highly effective as loT hubs, gateways, and
dataZollectors. Their capabilities align well with the requirements for Class 2 restricted
deviges, providing flexibility and power in a wide range of I0T scenarios.

=
2.2 %)ftware for the loT

This section provides a comprehensive overview of the leading operating systems
designed for the Internet of Things (IoT). Among these, Contiki stands out due to its
importance and distinct features tailored for 10T environments. Contiki is a lightweight,
open-source operating system that is optimized for low-power, resource-constrained
devices often used in 10T applications. It supports a range of wireless communication
protocols, including IPv6, 6LoWPAN, and RPL, which are essential for enabling
seamless connectivity and communication in 10T networks. Contiki's architecture is
designed to efficiently manage memory and processing resources, making it suitable for
devices with limited capabilities. Additionally, the operating system provides a flexible,
event-driven programming model that allows developers to create responsive and energy-
efficient applications. Contiki's capabilities extend to handling real-time tasks and
integrating with various sensors and actuators, which are crucial for the effective
deployment of 10T solutions. By offering robust support for networking, low-power
operation, and extensibility, Contiki has become a pivotal platform in the development
and implementation of 10T technologies.
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2.2.1 OpenWSN

OpenWSN is an open-source implementation that provides a fully standards-based
protocol stack specifically designed for Internet of Things (10T) networks. It is built upon
the IEEE 802.15.4e time-slotted channel-hopping standard, which is crucial for ensuring
reliable communication in challenging environments. This standard enhances the ability
of 10T networks to operate efficiently by minimizing interference and optimizing channel
usage. When combined with additional 10T standards such as 6LoWPAN, RPL, and
CoAP, OpenWSN enables the creation of highly dependable and ultra-low-power mesh
networks. 6LOWPAN facilitates IPv6 communication over low-power wireless personal
area networks, RPL provides routing protocols for low-power and lossy networks, and
CoAP is a lightweight protocol for resource-constrained devices. Together, these
technologies support the development of interconnected networks that can effectively
manage and communicate data while maintaining energy efficiency. OpenWSN thus
plays a pivotal role in advancing loT infrastructure by providing a robust, scalable
solufion for creating fully integrated, low-power mesh networks that are seamlessly
conggcted to the Internet.

OpeEWSN has been ported to a variety of commercial platforms, ranging from outdated

16-@ microcontrollers to cutting-edge
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Figure 2.8 OpenWSN Protocol Stack, Highlighting Hardware-Independent
Modules and Supported Hardware Platforms
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The OpenWSN project significantly advances the broader goal of promoting the adoption
of low-power wireless mesh networks by offering a comprehensive, open-source protocol
stack implementation. It leverages the IEEE 802.15.4e standard to facilitate the
development of highly reliable and energy-efficient networks. This initiative not only
provides the foundational protocol stack but also includes essential debugging and
integration tools to support developers. By making these resources freely available,
OpenWSN aims to lower the barriers to entry for creating and deploying low-power
wireless mesh networks, thereby encouraging innovation and adoption across various
applications. The project's alignment with Cortex-M configurations highlights its focus
on optimizing performance and compatibility with low-power microcontrollers, which
are integral to many 1oT solutions. Overall, OpenWSN's contributions are instrumental
in fostering the growth of interconnected, low-power networks, which are critical for the
expansion and success of 10T technologies.

OpenWSN provides hardware-independent software libraries and protocol layers that
facilitate the development and deployment of 10T networks. Figure 2.8 illustrates these
soft@are components and highlights the range of compatible hardware platforms that
suppgrt their installation and operation. By offering a versatile and adaptable software
framgwork, OpenWSN allows developers to implement its protocols across various
hardWare configurations without being constrained by specific hardware requirements.
This approach ensures that OpenWSN's solutions can be integrated with different devices
and systems, promoting flexibility and broad applicability in creating and managing low-
power wireless mesh networks. The comprehensive list of compatible hardware platforms
showcases the project's commitment to interoperability and ease of use, further
supporting its goal of advancing low-power network technologies.

2.2.2 TinyOS

TinyOS is a free, open-source operating system designed specifically for low-power,
embedded distributed wireless devices used in sensor networks. Licensed under the BSD
license, TinyOS is optimized to perform efficiently with minimal hardware requirements,
catering to the high concurrency needs typical of networked sensors. It was developed
through a collaborative effort between Crossbow Technology, Intel Research, and the
University of California, Berkeley. The operating system is programmed using nesC
(Network Embedded Systems C), a specialized variant of the C programming language
tailored for managing concurrency and components effectively. TinyOS is component-
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based and supports event-driven programming, which allows it to handle the complex,
concurrent operations required by sensor networks efficiently. This design philosophy
ensures that TinyOS can effectively manage the demanding tasks of embedded sensor
applications while maintaining low power consumption and high performance.

2.2.3 FreeRTOS

FreeRTOS is a real-time operating system kernel designed specifically for embedded
devices, characterized by its compact and straightforward nature. Distributed under the
GNU General Public License (GPL) with one optional exception, it provides a flexible
licensing model that allows for the integration of proprietary code while keeping the
kernel itself open source. FreeRTOS has been successfully ported to 35 different
microcontrollers, making it highly adaptable to various hardware platforms. Its design
focuses on efficiency and minimalism, ensuring that it provides essential real-time
capabilities without unnecessary complexity. This combination of open-source
availﬁbility for the kernel and the flexibility to keep proprietary application code closed-
sourge makes FreeRTOS particularly attractive for developers working on commercial
proéﬂcts and proprietary systems.

=

The&reeRTOS kernel is predominantly written in C, which enhances its readability,
portéoility, and ease of maintenance. This design choice ensures that the kernel's source
code can be easily understood and adapted across various platforms. While the core
functionality is implemented in C, some assembly functions are incorporated to facilitate
scheduling operations specific to different processor architectures. FreeRTOS includes a
range of functionalities crucial for real-time operations, such as software timers, mutexes,
semaphores, and support for multiple threads or processes. These features collectively
enable efficient task management and synchronization, making FreeRTOS a versatile and
effective solution for real-time embedded systems.

224 TI-RTOS

TI-RTOS is a real-time operating system designed to accelerate development by
eliminating the need for developers to create and manage essential system software
components. It provides a comprehensive suite of tools, including schedulers, protocol
stacks, power-management frameworks, and drivers, all included as complete C source
code. Notably, TI-RTOS is offered without runtime or upfront license fees, making it a
cost-effective solution. This platform allows developers to focus on enhancing their
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applications by offering scalable options ranging from a minimal, real-time preemptive
multitasking kernel to a fully-featured RTOS. It also includes additional middleware
components, such as a power manager, TCP/IP and USB stacks, a FAT file system, and
various device drivers. This flexibility enables developers to efficiently build and
differentiate their programs while leveraging a robust and integrated development
environment.

The TI-RTOS operating system's primary software components are illustrated in Figure
2.9. The system is structured around a core layer that provides essential functionalities
such as power management, networking, and a real-time kernel. This core layer is
complemented by a range of platform APIs that empower developers to create custom
applications tailored to their specific needs. TI-RTOS includes an extensive set of
libraries built upon TCP/UDP/IP networking, the standard BSD socket interface, and key
application layer protocols like HTTP, TFTP, Telnet, DNS, and DHCP. These pre-built
libraries facilitate rapid development and integration of networking capabilities and
comgunication protocols into applications, significantly streamlining the development
proegss.
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Figure 2.9 Schematic Overview of the TI-RTOS Operating System with Main
Modules and Software Components
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2.2.5RIloT

RIoT is an open-source microkernel operating system designed for the Internet of Things
(1oT) and licensed under the LGPL. Distinct from other operating systems with similar
minimal memory footprints, such as TinyOS or Contiki, RIoT provides robust support
for full multi-threading and real-time operations, making it well-suited for complex loT
applications. It accommodates application programming in both C and C++, offering a
versatile development environment. RIOT is compatible with a range of hardware
arch?ectures, including 8-bit systems like the AVR Atmega, 16-bit systems such as the
TI I\WSP430, and 32-bit systems, including ARM Cortex processors. This broad hardware
comgatibility allows R10T to be deployed across various device types. Additionally, RIoT
can Be executed as a process on Linux or MacOS systems through a native port, enabling
devgfopers to leverage widely-used development and debugging tools, including the
GNU Compiler Collection, GNU Debugger, Valgrind, and Wireshark. The operating
system partially adheres to POSIX standards and includes a variety of network stacks,
such as IPv6, 6LOWPAN, and essential protocols like RPL, TCP, UDP, and CoAP, as
illustrated in Figure 2.10. This comprehensive support enhances RI0OT’s capability to
manage diverse network communications and integrate seamlessly into 10T ecosystems.

2.2.6 Contiki OS

Targeting low-power wireless Internet of Things devices, Contiki is an operating system
designed for networked systems with little memory. Its primary attributes are:

RIoT is continuously evolving and remains open source, allowing developers to tailor
and enhance its functionality according to their specific needs. Unlike commercial
operating systems, which often come with extensive documentation and robust support,
R10T's development relies heavily on community contributions. This open-source nature
enables developers to create customized programs and modify core operating system
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components, such as the TCP/IP stack and routing protocols. Although RIOT may not
have the same level of comprehensive documentation or maintenance as its commercial
counterparts, its flexibility and accessibility provide a significant advantage for
developers who need to adapt the system for specialized applications. The collaborative
nature of its development encourages ongoing improvements and innovations, making
RIoT a dynamic and versatile choice for 10T solutions.

RI0T utilizes 6LoWPAN for header compression, which effectively reduces the size of
IPv6 headers to suit the constraints of low-power wireless networks. This compression
technique is essential for optimizing bandwidth and improving efficiency in resource-
limited environments. The operating system includes a comprehensive TCP/ulPvé6 stack,
which enables robust and efficient communication over these networks. Additionally,
RI1oT employs RPL (Routing Protocol for Low-power and Lossy Networks) to establish
and manage routes within LR-WPAN (Low-Rate Wireless Personal Area Networks).
RPL is specifically designed to handle the challenges of low-power and lossy networks,
ensuging reliable data transmission and network stability despite the inherent limitations
of s@¢h environments.

ConEki, an open-source operating system for the Internet of Things, was founded by
Adam Dunkels in 2002. Since its inception, it has been developed and supported by a
diverse global team of contributors. This team includes developers from a range of
prominent organizations and institutions, such as Texas Instruments, Atmel, Cisco,
ENEA, ETH Zurich, Redwire, RWTH Aachen University, Oxford University, SAP,
Sensinode, the Swedish Institute of Computer Science, ST Microelectronics, and
Zolertia. Their collective efforts have significantly advanced Contiki, making it a robust
platform for developing low-power, networked devices and applications.

Contiki is designed to operate on hardware with extremely constrained resources,
including limited memory, processing power, and communication capabilities. For
example, the operating system itself requires only about 10 kB of RAM and 30 kB of
ROM, despite providing multitasking and an integrated TCP/IP stack. Systems running
Contiki typically feature processing speeds measured in megahertz, memory sizes in the
range of kilobytes, power budgets in milliwatts, and communication bandwidths around
hundreds of kilobits per second. These characteristics are common in various embedded
systems and some older 8-bit computers, reflecting the OS's suitability for environments
with stringent resource limitations.
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We'll give a quick rundown of Contiki's key features and explain why developing
sophisticated 10T apps calls for them in particular.

2.2.7 Networking

Contiki provides three network mechanisms:

The ulP13 TCP/IP stack, which provides IPv4 networking;
* The ulPv6 stack, which provides IPv6 networking;

» The Rime stack, which is a set of custom lightweight networking protocols designed
specifically for low-power wireless networks.

The IPv6 stack contributed by Cisco was notably compact, being the smallest to receive
IPv6-ready certification at the time of its release. This stack includes key components
such as the 6LOWPAN header compression and adaptation layer, which facilitates
efficient data transmission over low-power wireless networks, and the RPL (Routing
Protgeol for Low-power and Lossy Networks) routing protocol, designed to manage
netwrk routing in environments with constrained resources and intermittent
conngectivity.

Whgl the overhead associated with traditional IPv4 or IPv6 stacks is deemed excessive,
the Rime stack offers a practical alternative. Designed specifically for low-power
wireless systems, the Rime stack provides a suite of communication primitives that cater
to constrained environments. These primitives include single-hop unicast, single-hop
broadcast, multi-hop unicast, network flooding, and address-free data gathering. Each of
these primitives can be utilized independently or combined to construct more complex
communication systems and protocols. This flexibility allows for the development of
tailored solutions that are both efficient and effective for low-power and low-bandwidth
applications.

2.2.8 Low-power Operation

Many Contiki systems are designed for environments with stringent power constraints,
particularly wireless sensors that rely on batteries and must function autonomously for
extended periods, sometimes for years, without battery replacement or maintenance. To
address these power limitations, Contiki offers several strategies to minimize energy
consumption. One key method is ContikiMAC, which is implemented to achieve
efficient, low-power radio operation. By utilizing ContikiMAC, nodes can remain in a
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low-power state while still being capable of receiving and transmitting radio signals. This
approach ensures that the system conserves energy without sacrificing its ability to
communicate effectively, thereby extending the operational lifespan of battery-powered
devices.

2.2.9 Simulation

Cooja is a network simulator that is part of the Contiki system (Figure 2.11). Cooja
simulates Contiki node networks. Three classifications to which the nodes may belong
are:

» Emulated nodes, where the entire hardware of each node is emulated:;

* Cooja nodes, where the Contiki code for the node is compiled and executed on the
simulation host;

« Java nodes, where the behavior of the node must be reimplemented as a Java class.

In Cgpja, it is possible to integrate nodes from all three classifications—hardware nodes,
simdated nodes, and mixed nodes—within a single simulation environment. This
flex'rgility allows for comprehensive testing and analysis by combining different types of
nod@ to reflect various real-world scenarios. Additionally, Cooja supports the inclusion
of nBn-Contiki nodes through the use of emulated nodes. Emulated nodes can mimic the
behavior of nodes running different operating systems or network stacks, enabling the
simulation of heterogeneous networks that include both Contiki-based and non-Contiki
devices. This capability enhances the versatility of Cooja by allowing researchers and
developers to model complex network environments and interactions between diverse
devices, facilitating more robust and realistic testing of network protocols and
applications.

In Contiki 2.6, Cooja provides the capability to emulate platforms featuring TI MSP430
and Atmel AVR microcontrollers, which significantly aids developers in testing
applications. By leveraging its emulative functions, Cooja allows developers to simulate
and analyze their applications in a controlled environment without the need to upload and
test each new firmware version on actual hardware. This capability accelerates the
development process, as it reduces the time and effort required for physical hardware
testing. Developers can run simulations to identify issues, optimize performance, and
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refine their applications more efficiently, ultimately leading to faster and more effective
development cycles.

My simulation «- Cooja: The Contiki Network Simulator
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Figure 2.11 Screenshot of Cooja Contiki Network Simulation for an Ubuntu
System with Contiki 2.6 Running on 41 nodes Forming an IPv6/RPL/6lowpan
Network

2.2.10 Programming Model

Protothreads form the core of the Contiki programming model, enabling efficient
operation on systems with constrained memory resources. They are designed to be a
lightweight, memory-efficient abstraction that merges aspects of event-driven
programming with multi-threading capabilities. Protothreads allow for the execution of
concurrent processes without the overhead typically associated with traditional threading
models. When an internal event, such as a timer expiring or a message arriving from
another process, or an external event, such as receiving a packet from a neighboring radio
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or detecting a sensor trigger, occurs, the Contiki kernel invokes the relevant protothread.
This approach ensures that memory usage remains minimal while still providing robust
support for concurrent operations and responsive behavior in resource-limited
environments.

Protothreads in Contiki are scheduled collaboratively, meaning that processes must
explicitly yield control to the kernel periodically. This approach requires processes to
voluntarily hand over execution to allow other protothreads to run. Contiki provides a
specialized protothread construct that enables processes to manage their own execution
flow more effectively. By using this construct, processes can avoid blocking while
waiting for events, allowing them to relinquish control and allow the kernel to handle
other tasks. This method ensures efficient multitasking within the constraints of limited
system resources, enabling the operating system to maintain responsiveness and manage
multiple concurrent operations without the overhead of traditional preemptive
scheduling.

>
2.2. Bt Features
O

Contiki supports inter-process communication through several mechanisms designed to
WOI‘{% efficiently within its constrained environment. The primary method is message-
pass%g events, which enable processes to send and receive messages, facilitating
communication and coordination between different parts of the system. Additionally,
Contiki provides optional preemptive multi-threading on a per-process basis, allowing
for more advanced task management when needed. For graphical interactions, Contiki
includes an optional GUI subsystem that supports direct graphics for local terminals. This
subsystem can also extend to networked virtual displays via Virtual Network Computing
(VNC) or Telnet, enabling remote graphical access and interaction with the system. This
combination of communication methods and graphical support allows Contiki to
effectively manage and present data across various scenarios and hardware
configurations.

A full installation of Contiki includes the following features
 Multitasking kernel
« Optional per-application pre-emptive multithreading

« Protothreads
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» TCP/IP networking, including IPv6

» Windowing system and GUI

» Networked remote display using virtual network computing

» Web browser (claimed to be the world’s smallest).

2.3 Vision and Architecture of a Testbed for the Web of Things

The term "Web of Things" (WoT) describes a growing set of applications designed to
advance and expand the Internet of Things (IoT) by leveraging the widely accepted web
model. The success of the Internet is often attributed to its web-based approach, and it is
anticipated that the 10T will benefit similarly from this model. WoT applications rely on
specific web-centric application-layer protocols, such as the Constrained Application
Protocol (CoAP), which is tailored for low-power, low-bandwidth environments.
Additionally, these applications utilize protocols that follow the REST (REpresentational
State Transfer) architectural style, which is conceptually similar to HTTP but optimized
for @nstrained devices and networks. By adopting these web-oriented protocols, WoT
aims;to enable seamless integration, communication, and interaction between diverse 10T
dev@es, thereby facilitating their growth and adoption.

In tf% section, we present the Web of Things Testbed (WoTT), a pioneering and diverse
application-oriented platform grounded in the Web of Things concept. WoTT's core
mission is to simplify the development and evaluation of new Web of Things (WoT)
services and applications within a real-world Internet of Things environment. The testbed
is designed to facilitate the testing of human-object interaction mechanisms, which is
vital for broadening the range of potential 10T users. WoTT stands out for its commitment
to using standard protocols and processes, avoiding proprietary or specialized solutions
that might hinder the interoperability of devices. By adhering to these universal standards,
WOoTT ensures seamless integration and communication between various nodes, making
it an ideal environment for testing and developing WoT-oriented innovations.

The main goals of the WoTT can be summarized as follows
to hide low-level implementative details;
* To enhance network self-configuration, by minimizing human intervention;

* To transparently manage, at the same time, multiple protocols and platforms;
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* To provide a platform for the design and testing of human-object interaction patterns.

To ensure the effective testing of new Web of Things (WoT) applications, the WoT
Testbed (WoTT) is designed with a variety of node types, each possessing different
processing capabilities and radio access interfaces. Despite this diversity, the nodes can
be broadly categorized into two main groups: single board computer (SBC) nodes and
constrained 10T (CloT) nodes. CloT nodes, typically based on the Contiki OS, are
classified as Class 1 devices according to the standards set by RFC7228, indicating
limited processing power and resources. In contrast, SBC nodes are more powerful,
equipped with multiple network interfaces, and usually operate on Linux, placing them
in the Class 2 device category. The WoTT’s standardized communication protocols and
methods ensure seamless interaction among these varied nodes, treating each one as if it
were an IP-addressable host, regardless of its inherent characteristics. This flexibility
allows the testbed to manage and integrate both CloT and SBC nodes efficiently, ensuring
robust and comprehensive testing. Detailed specifications of the CloT and SBC nodes
usec@n the WoTT can be found in Tables 2.9 and 2.10.

L,) Table 2.9 Constrained 10T Nodes in the WoTT
£ Constrained 10T nodes
¥ # Node Hardware (OK] _Network
interfaces
MCU: TI MSP430F1611
6 TelosB RAM: 10 kB Contiki | IEEE 802.15.4
ROM: 48 kB
. MCU: TI MSP430F2617
Zolertia .
20 21 RAM: 8 kB Contiki | IEEE 802.15.4
ROM: 92 kB
MCU: ARM Cortex-M3
10 OpenMote RAM: 32kB Contiki | IEEE 802.15.4
ROM: 512 kB
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Table 2.10 Single Board Computer Nodes in the WoTT

SBC nodes

Node

Hardware

0OS

Network
interfaces

20

Intel
Galileo

CPU: SoC X Intel®
QuarkTM X1000
RAM: 256 MB
Memory (SD): 8
GB

[Linux]
Debian

IEEE 802.3

T

Raspbery
PiB

CPU: Broadcom
BCM2835
ARM11
RAM: 512MB
Memory (SD): 8
GB

[Linux]
Raspbian

IEEE
802.3/802.11

Author - Copv

Arduino
Yun

Linux environment
CPU: Atheros
AR9331
RAM: 64 MB
ROM: 16 MB

[Linux]
OpenWRT

IEEE
802.3/802.11

Arduino
environment
MCU:
ATmega32u4
RAM: 2.5 kB
ROM: 32 kB

Arduino

ubOO

Linux environment
CPU: Freescale
i.MX 6
ARM Cortex-A9
Dual core
RAM: 1GB

[Linux]
UDOObuntu

IEEE
802.3/802.11
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Memory (SD): 8
GB
Arduino-like
environment
MCU: Atmel

SAM3X8E Arduino
ARM Cortex-M3
RAM: 100 kB
ROM: 512 kB
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Chapter -3
Internet Connectivity Principles
3.1 Introduction

A gateway for connected devices plays a crucial role in enabling the transmission of data
frames between these devices, acting as a bridge for communication within the network.
As data moves through the network, it is encapsulated in packets that pass through
multiple routers across the Internet, ensuring the establishment of stable connections.
This process is essential for managing, collecting, and organizing data generated by loT
devices. Once the data is properly handled, it is analyzed to extract valuable insights,
which are then used to enhance business operations, optimize services, and support
various applications. The gateway's ability to efficiently manage these data flows ensures
that the information gathered from connected devices is effectively utilized in a wide
range of business contexts.

A g@way for connected devices facilitates the transmission of data frames between these
devk?es, ensuring smooth and reliable communication. As data travels over the network,
it isgencapsulated in packets that pass through multiple routers across the Internet,
esta@ishing connections that guarantee accurate and efficient delivery to its intended
destﬁ\ation. The procedures involved in this data transmission not only manage, collect,
and organize the data from IoT devices but also analyze it to generate valuable insights
that can be applied to business operations, services, and applications. By processing
messages, data-stacks, and commands sent over the Internet by various applications or
business processes, these connected devices are able to perform crucial controlling and
monitoring tasks. This interconnected system empowers businesses to optimize their
operations, enhance services, and innovate by leveraging real-time data from their 10T
devices. The comprehensive management of data transmission and analysis ensures that
these devices function effectively, thereby contributing to increased productivity and
operational efficiency. In essence, the gateway and the associated processes are
fundamental to the seamless integration and functionality of 10T devices within modern
business ecosystems.

To grasp the principles of Internet connectivity and the communication dynamics of
connected devices and 10T applications, it's essential to define key concepts that underpin
these processes. These concepts include the mechanisms that enable data transmission
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and reception between devices within a network. One such mechanism is the gateway,
which plays a pivotal role in facilitating the movement of data frames, ensuring that
information flows smoothly across different parts of the network. Another critical
element is the packet, which acts as a carrier for data, traversing multiple routers on the
Internet to establish necessary connections. Beyond transmission, the -effective
management, collection, organization, and analysis of data generated by 10T devices are
vital for converting raw information into actionable insights that drive business
operations, enhance services, and support various applications. This transformation
process relies on messages, data-stacks, and commands dispatched by applications,
services, or business processes over the Internet to execute controlling and monitoring
tasks. Understanding these interrelated concepts is fundamental to comprehending how
connected devices and loT systems function within a networked environment, ultimately
leading to optimized operations and the development of innovative solutions in diverse
business contexts.

Heagters are vital components in the processing of data stacks at various network layers,
plawong a crucial role in ensuring that data is accurately and efficiently transmitted. As
datagnoves through the network layers, each header encapsulates the data stack from the
upp@ layer before passing it down to the next lower layer. These headers are composed
of rultiple fields, known as header fields, that contain essential information for
processing the data. Each header word is 32 bits in length and can encompass one or more
fields, each corresponding to specific processing needs at different stages of the
transmission process. The proper arrangement and presence of these fields within the
header words are critical for guiding the data through the necessary processing steps,
ensuring that it is correctly interpreted and handled as it progresses through the network
layers. Understanding the role and structure of headers and their fields reveals how data
is systematically managed, enabling reliable and accurate communication across complex
network systems. This systematic management is essential for the smooth and efficient
delivery of information to its intended destination, ensuring the integrity and reliability
of data communication within the network.

IP headers are a specific type of header field that include parameters and their
corresponding encodings as defined by the Internet Protocol (IP). These headers play a
crucial role in the transmission of data across a network by providing the necessary
information for routing packets from the source to the destination. The IP header contains
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various fields that specify key details such as the source and destination IP addresses, the
version of the IP protocol being used, and other parameters essential for ensuring the data
is properly routed and delivered. By adhering to the IP protocol, these headers help
manage the flow of data, enabling reliable communication between devices on a network.

The term "TCP header” refers to the header fields that contain parameters encoded
according to the Transmission Control Protocol (TCP). TCP is the protocol used at the
transport layer to ensure reliable communication between the source and destination. The
TCP header includes various fields that define key information such as source and
destination port numbers, sequence numbers, acknowledgment numbers, and flags that
control the flow of data. These parameters are essential for managing the connection,
ensuring that data packets are transmitted accurately and in the correct order, and
facilitating error checking and retransmission if necessary. By following the TCP
protocol, the TCP header plays a vital role in maintaining the integrity and reliability of
data transmission across a network.

The %aximum number of bytes that can be processed at a given layer or sublayer in
accéfdance with the protocol used at that layer is referred to as the Protocol Data Unit
(PDQ) in the data stack. The PDU represents the specific unit of data that a protocol layer
handdes during communication, encapsulating the data and any associated control
information needed for transmission. Each layer of the network stack processes its PDU
according to the rules and structures defined by its respective protocol, ensuring that data
is correctly interpreted, managed, and transmitted across the network. The size of the
PDU is determined by the protocol specifications, and it plays a crucial role in defining
how data is segmented, reassembled, and passed between layers as it moves through the
network.

A TCP stream is a sequence of bytes that is generated at the transport layer of the source
device and transmitted to the transport layer at the destination device. This stream
represents a continuous flow of data, organized in the correct order for delivery. The
Transmission Control Protocol (TCP) manages this stream, ensuring that the bytes are
sent reliably and in sequence, even across complex networks. At the destination, the TCP
layer reassembles the received bytes into the original stream, ensuring that the data is
accurately reconstructed. This reliable, ordered delivery of data is a key feature of TCP,
supporting various applications that require consistent and error-free communication.
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The maximum number of bytes that can be transported from a higher layer to a lower
layer or physical network is known as the Maximum Transfer Unit (MTU) in the data
stack. The MTU defines the largest size of a data packet or frame that can be transmitted
over a network interface or communication link without needing to be fragmented. It is
crucial for optimizing network performance, as it determines the efficiency of data
transmission and can impact the overall throughput and latency. By adhering to the MTU
size, networks ensure that data is transmitted effectively, minimizing the need for
fragmentation and reassembly, which can affect performance and reliability.

A packet is a structured collection of bytes with a defined maximum size, created for
network layer transfers to facilitate communication between routers. As a packet
traverses the network, it moves through the physical, data-link, and network layers before
arriving at its destination. At the sender's end, data is packetized at the Internet layer using
Internet protocols, breaking the data into smaller, manageable pieces suitable for
transmission across the network. This packetization process is essential for efficient data
trangfer, as it ensures that data is divided into chunks that can be handled effectively by
the @twork. Upon reaching the recipient, the Internet layer at the receiving end performs
de-pgcketizing, or unpacking, to reassemble the data into its original form. This
reasgmbled data is then passed to the transport layer, ensuring that the information is
accufately delivered to its final destination. The processes of packetizing and de-
packetizing are crucial for maintaining the integrity and reliability of data transmission,
enabling effective communication and data exchange between connected devices across
complex network systems.

IP header is part of the data stack that makes up an IP packet. It connects with the
destination IP address from a source IP address via the routers.

The term "data segment" describes the application-support layer's data stack for
transportation. When application data exceeds the maximum amount that can be
transported, it is segmented.

A network interface is a hardware component or system software that facilitates
communication between two computers, protocol layers, or network nodes. It provides
essential functions through its software component, such as message passing, connection
formation, and closure. Network interfaces include both hardware and software
examples, such as sockets, network interface devices, and ports. Each network interface
can be uniquely identified and addressed using a specific port number, socket name, or
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node ID. This precise addressing is critical for establishing and managing connections,
enabling efficient data exchange, and ensuring effective interaction between various
networked systems and devices. By supporting these functions, network interfaces play
a key role in maintaining smooth communication and connectivity across networks.

A port is a specialized type of network interface that facilitates the transmission of data
between application layers and lower network layers using specific protocols. At the
sending end, a port takes the application layer data stack and transmits it down to the
lower layers of the network stack. Conversely, at the receiving end, the port captures the
incoming data stack from the lower layers and directs it upwards to the appropriate
application layer. Each port is associated with a unique number that corresponds to the
protocol it supports, and these port numbers are crucial for both sending and receiving
data. For instance, port number 80 is designated for the HTTP protocol, which
standardizes how HTTP communications are routed and managed across various
networks. This system of assigning specific port numbers ensures that data transmission
is organized and efficient, allowing different applications and services to communicate
effeﬁively without interference. By using port numbers, the network can maintain a
strucgured and systematic approach to managing data flows, ensuring that information is
direged to the correct applications and services across the network.

A sgccket is a software interface that facilitates network communication by using an IP
address and port protocol to manage data stacks. It functions as a key component in
handling network communication, where data is transmitted between sockets.
Essentially, network communication can be visualized as interactions occurring between
these sockets. When data is sent over the Internet, it flows between the sender’s and
recipient’s sockets, enabling the exchange of information across the network. This model
illustrates how data travels and is processed within network communications, with
sockets acting as the endpoints that oversee and direct the flow of data. Each socket
represents a unique combination of an IP address and a port number, allowing precise
management and routing of data between different applications and services. By
conceptualizing data exchange as occurring between sockets, we can better understand
the mechanisms of network communication and how data is organized and transmitted
from one point to another. This framework is fundamental to ensuring effective and
efficient data transfer across networked systems.
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A device or node that is connected to a computer network is commonly referred to as a
host. Hosts play a critical role in the network by providing other nodes with access to
various data, resources, services, and applications. To facilitate accurate identification
and communication, each host is assigned a unique host address by the network layer.
This address enables the network to correctly route data to and from the host, ensuring
that information reaches its intended destination and is properly managed. By using these
unique addresses, the network can effectively coordinate data transfer and resource
sharing among all connected devices, promoting efficient and reliable communication
within the network. This system of addressing is fundamental to maintaining an organized
and functional network environment, allowing hosts to interact seamlessly and share
resources effectively.

An Internet protocol suite user is commonly referred to as an IP host. An IP host is a
device or node on a network that utilizes the Internet Protocol (IP) for communication.
Each IP host is associated with one or more IP addresses, which are assigned to its
network interfaces. These IP addresses uniquely identify the host on the network and
enalgle it to send and receive data. The presence of multiple IP addresses on a host allows
it toémanage different network interfaces and connections, facilitating communication
acrog various network segments and services. By utilizing these IP addresses, the IP host
ensufes effective data routing and connectivity within the network, contributing to
seamless communication and interaction with other devices and services.

A subnet is a logical subdivision of an IP network that is designed to be visible externally
and helps organize and manage network addresses more effectively. By creating a subnet,
a group of networked devices within that subnet can be addressed using a single, shared
IP address. For instance, a company with 1,024 machines might configure these devices
within a single subnet, using the same IP address to represent the entire subnet. The 32-
bit IP address is split into two parts: The Most Significant Bits (MSBs) and the Least
Significant Bits (LSBs). The MSBs of the address denote the network portion, which
identifies the specific subnet within the larger network. Meanwhile, the LSBs are used to
pinpoint individual machines within that subnet. This division into network and host
portions facilitates efficient routing of data and effective management of IP addresses,
making it easier to handle large networks by breaking them into more manageable
segments. By using subnets, network administrators can optimize performance, enhance
security, and streamline address allocation within their broader network infrastructure.
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A 32-bit IP address can be divided into two parts: the most significant bits (MSBs) and
the Least Significant Bits (LSBs), which can be segmented into 8, 16, or 24 bits each.
This division creates two distinct fields within the IP address: the network address, also
referred to as the routing prefix, and the host identification field, often called the rest
field. The network address or routing prefix identifies the broader network segment,
specifying which network the address belongs to. In contrast, the rest field contains a
unique identifier for each host or network interface within that network segment. This
separation of the IP address into a network portion and a host portion allows for efficient
organization and routing of data across networks. By distinguishing between the network
and individual devices, this structure facilitates effective network management, ensuring
that data is accurately routed to the correct network and device or interface. This logical
division helps optimize network performance and scalability, making it easier to handle
and manage large-scale networks.

The remainder field of an IP address, commonly known as the host identifier, can be
furthgr subdivided into two sub-fields: the subnet ID and the host identifier. In a network
thatBas been segmented into multiple subnets, each subnet is assigned its own range of
IP aaédresses designated for hosts. The subnet ID identifies the specific subnet to which a
hostgoelongs, enabling the network to direct traffic to the correct subnet. Within that
subriét, the host identifier uniquely distinguishes individual devices or interfaces. This
hierarchical structure—separating the network into subnets and further identifying
individual hosts—enhances network organization and routing efficiency. By
distinguishing between different subnets and their respective hosts, the network can
manage traffic more effectively, reduce congestion, and improve overall performance.
This system allows for a more scalable and manageable network design, ensuring that
data is correctly routed and delivered to the appropriate subnet and host.

A graphical representation that illustrates the flow of data through various stages using
arrows is known as a Data Flow Graph (DFG). In a DFG, each stage of the process is
depicted as a circle, and the flow of data between these stages is indicated by arrows.
These arrows show the direction of data movement from one stage to the next. Each
circle, or stage, receives inputs—such as incoming data for routing—processes this data,
and then produces outputs. The arrows guide the flow of data through successive stages
until it reaches the final stage. At each stage, the inputs are processed to generate the
outputs, which are then passed along to the next stage. This visual representation allows
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for a clear understanding of how data progresses through different phases of a process,
from its initial entry to its final destination. By following the arrows and stages, one can
trace the path of data and comprehend how it is transformed and routed throughout the
entire system.

An Acyclic Data Flow Graph (ADFG) is a specialized type of Data Flow Graph (DFG)
where, for any given set of inputs, there is a unique corresponding set of outputs. This
means that each specific input configuration will consistently produce the same output,
with no ambiguity or variation. In an ADFG, with the exception of the time required for
processing at each stage, all inputs are immediately available throughout the graph. This
ensures that data can flow smoothly and predictably through the various stages of the
graph.

Non-acyclic data inputs, which can complicate this process, include examples such as a
device's status flag being set to 1 or reset to 0, event inputs that trigger changes, and inputs
that depend on the output conditions of previous processes. These types of inputs
intrdgluce dependencies and conditions that can affect how data is processed and routed,
mal&hg the data flow graph more complex and potentially cyclical. In contrast, an ADFG
mai@ains a straightforward and predictable flow of data, simplifying the analysis and
und@standing of the system's operation.

An Acyclic Data Flow Graph (ADFG) that does not have any of its outputs cycling back
to a previous processing level, stage, or rank as an input is known as a Directed Acyclic
Graph (DAG). In a DAG, the data flows in a single, unidirectional path from input to
output without any loops or cycles. This means that once data progresses through a stage,
it does not return to an earlier stage within the graph.

The absence of cycles ensures that the graph remains acyclic and straightforward, making
it easier to analyze and process. Each stage or node in a DAG represents a specific
processing step or operation, and data moves linearly through these nodes based on the
directed edges that indicate the flow of information. This structure is particularly useful
in various applications such as scheduling tasks, organizing workflows, and modeling
dependencies in algorithms, as it provides a clear and efficient way to represent and
manage processes without complications from cyclical dependencies.

The following sections delve into the concepts of Internet connectivity for connected
devices. For in-depth information on network protocols, their various applications, and
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practical implementation strategies, readers are encouraged to refer to standard textbooks
on computer networks, the Internet, or web technologies. These authoritative resources
offer detailed explanations and comprehensive insights into the technical facets of
network protocols and connectivity. They cover essential topics such as protocol
standards, network architecture, and the practical aspects of implementing and managing
networked systems, providing valuable knowledge for both theoretical understanding and
real-world applications.

3.2 Internet Connectivity

Figure 3.1 illustrates a network where a source-end network layer connects to a
destination through a sequence of IP routers. The diagram also shows how an IP address
facilitates communication by linking to the TCP/IP suite of application protocols at the
destination IP address. This connection enables interaction with the 10T/M2M loT
application and services layer. The Figure 3.1 highlights the role of IP addresses in
routing data across networks and demonstrates how the communication framework
inte@ates with the TCP/IP protocols to ensure effective connectivity and data exchange
WitﬁfloT/MZM applications and services. This visual representation underscores the
pathglay and mechanisms involved in network communication from source to
destzmation, including the crucial role of IP addressing in managing and directing network
traffic.

A global network of routers collaborates to provide Internet access by routing data
packets from the source to the destination using the IP protocol. These routers play a
crucial role in directing data packets across various network segments. The data packets
are transmitted in accordance with I|ETF-standardized formats, which ensures
consistency and compatibility across different segments and devices within the network.
This standardized approach is essential for maintaining efficient and reliable
communication across the Internet. By adhering to these standards, routers can
seamlessly forward data packets from one end of the network to the other, enabling
smooth and uninterrupted data transmission. This system of standardized packet formats
and routing protocols supports the robust and scalable nature of Internet communication,
facilitating effective connectivity and data exchange across diverse network
environments.
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Figure 3.1 Source-End Network-Layer Connected Through a set of IP Routers for
Data Packets from an IP Address and Communicating with 10T/M2M loT
Application and Services Layer Using TCP/IP Suite of Application Protocols

>
3.3 Erternet-Based Communication
O
The gpllowing processes take place as data moves from layer | to layer J

=
o E\Ery layer process data in accordance with the communication protocol that layer
uses.

o After carrying out the operations indicated at that tier, each layer generates a new stack
by sending the data stack it received from the previous upper layer together with a new
header.

e According to the protocol, Layerj will set new parameters and build a new stack for the
next lower layer.

¢ Until data is communicating over the entire network, the process is repeated.

¢ Recall that under the redesigned OSI model, the physical layer is at the bottom and the
Internet of Things application layer is at the top. Therefore, as data moves from the
application layer to the physical layer, it moves from layer | to the following layer J,
where | > j.

¢ The following procedures are carried out when data is received at layeri from layerj, or
the physical layer of an 10T device, to the loT application:
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o Every layer process data based on header field bits that are received in accordance with
the protocol that will be used to decode the fields and take the necessary actions at that
layer.

o After doing the necessary steps, each layer takes the data stack from the lower layer
before subtracting the header words to build a new stack that is designated for the next
higher layer.

o Until the data is received at the port on the highest application layer, the procedure
keeps going.

In the upper layers of the network stack, communication primarily relies on header words
to manage data transmission. However, in lower layer protocols, such as the data-link
layer protocol Ethernet 802.3, tail bits are also utilized alongside header words. These tail
bits serve critical functions, including end-of-frame indication and error control. The end-
of-frame indication signals the conclusion of a data frame, allowing the receiving system
to regognize when a complete frame has been received. Additionally, error control
mecfanisms embedded in the tail bits help ensure data integrity by detecting and
corre{lacting any errors that may have occurred during transmission. This combination of
heac‘gr words and tail bits at the lower layers enhances the reliability of data transfer,
providing mechanisms to both delimit the frame and safeguard against potential
transmission errors.

Remark: On a Local Area Network (LAN), an Ethernet frame facilitates communication
between the data-link layers of two computers. The maximum frame size permitted by
the 802.3 standard is 1518 bytes, which was later increased to 1522 bytes. This frame
size includes 32 trailing bits known as Cyclic Redundancy Check (CRC) bits, or Frame
Sequence Check (FSC) bits. These CRC bits are appended during transmission to detect
errors. At the receiving end, the CRC is recalculated using the received data bits. The
frame is considered valid if the recalculated CRC matches the transmitted CRC;
otherwise, an error is reported. This error-checking mechanism ensures the integrity of
data transmitted over the network by verifying that the frame has not been corrupted.

The TCP/IP protocol suite for Internet communication describes four key levels of the
OSI model: layers 7, 4, 3, and 2. These layers include the Application layer (L7),
Transport layer (L4), Internet layer (L3), and Link layer (L2). Layer 1, which is not
explicitly detailed in the TCP/IP model, generally refers to the physical link
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communication protocol between routers. Figure 3.2 illustrates the communication
process between the source and destination, highlighting the interaction across these
TCP/IP layers. It depicts the Protocol Data Units (PDUSs) associated with each layer: the
Application layer handles data as application messages, the Transport layer manages
segments or datagrams, the Internet layer deals with packets, and the Link layer processes
frames. This visual representation helps to understand how data is encapsulated and
transmitted through each layer of the TCP/IP stack, ensuring effective Internet-based
communication.

In the transport layer of the TCP/IP protocol suite, TCP and UDP handle data differently.
For TCP, data segments received from the Application layer (L7) can be up to 232 bytes
in size, though practical limits are typically smaller. The Transport layer (L4) assembles
these segments into a TCP stream. At the Internet layer (L3), this stream is packetized
into individual packets.

| Port for Data from or to Application Layer LT

| LT Header [ L7 Data Segment PDU
i T for App s
[ Data Stack from L7 or to L7 || nd Services

UDP Header + £
Datagram |L4 TCP []cadcrl Data for TCP Stream ‘

Author - Copy

| 13 Header | | Data Stack from L4 or to L4 | | pou 2B

| L3 IP Packet for the Network |

[C2Header | Data Stack from L3 | L2 Trailing Bits |

i

| Data Stack from L2 (Link Layer) or to L2 |

i

| Physical Layer L1 Layer |

PDU = 1518 B

Figure 3.2 TCI/IP Suite Four Layers Generating Data Stack for the Network and
for Physical Layer During Internet Communication

Alternatively, for UDP, the transport layer accepts datagrams from the Application layer
(L7), with each datagram having a maximum size of 214 bytes. The Transport layer (L4)
then encapsulates these datagrams into UDP datagrams, which can be up to 2716 bytes
in size. When the data reaches the Internet layer (L3), the UDP datagram is packetized
into individual packets. The maximum size of a packet, including the L3 header, is 216
bytes, which matches the maximum size of the datagram delivered from L3. This ensures
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that data is effectively managed and transmitted across the network while adhering to
protocol constraints.

The IP protocol, whether IPv4, IPv6, or RPL, operates at the Internet layer, handling
packet routing across the network. Each router in the network is aware of the route to the
destination, allowing for efficient packet forwarding. When multiple paths are available
from a router, packets from the same source may traverse different paths simultaneously.
Upon reaching the destination, the transport layer reassembles these packets based on
their sequence in the source transport layer's data streams. This reassembly ensures that
the data segment is correctly reconstructed. Once reassembled, the data segment is then
passed up to the loT application layer, where it can be processed and utilized by
applications and services. This process facilitates reliable communication and data
integrity, ensuring that the information reaches its intended destination accurately and
effectively.

EachsubIayer of the data-link layer employs distinct protocols to manage network
comgiunication. Examples of these protocols include Ethernet (IEEE 802.3), MAC
(Me(d)ia Access Control), PPP (Point-to-Point Protocol), ARP (Address Resolution
Protécol), RARP (Reverse Address Resolution Protocol), and NDP (Neighbor Discovery
Protgcol). Ethernet is widely used for logical-link layer communication within Local
Area Networks (LANS).

Resolution processes involve determining network addresses. For instance, ARP is used
to locate a MAC address from an IP address, while RARP performs the reverse function
by finding an IP address from a MAC address. NDP, or Neighbor Discovery Protocol, is
used in IPv6 networks to discover devices on the local link and determine their addresses.
Each of these protocols plays a crucial role in ensuring accurate and efficient data
transmission by resolving addresses and facilitating communication between devices on
the network.

The next subsections describe the features in IPv4, IPv6 and RPL
3.3.1 Internet Protocols

Using the IP version 4 (IPv4) or IP version 6 (IPv6) protocol, the Internet layer receives
data and forwards it to the following layer.

91



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

Internet Protocol Version 4

In an IP packet, the header is composed of (n) words, which are crucial for managing the
packet's transmission across the network. The IP header fields typically include 160 bits,
with additional extended header option words included as necessary. Figure 3.3 illustrates
the data stack received or transmitted at the network layer, showing how the IP header is
structured and utilized. When extra measures or additional information are needed, the
header extension is supplemented with data from or for the transport layer. This extended
header ensures that all required details are incorporated for accurate routing and effective
handling of the packet throughout its journey across the network. By including these
extended options and additional data, the packet is equipped with comprehensive
information to facilitate its proper transmission and reception.

IP, which stands for Internet Protocol, is a fundamental set of procedures used to manage
the transmission of data packets across networks. This protocol operates on a
conngctionless basis, meaning it transmits data without requiring any acknowledgment
frongthe recipient, allowing for efficient and streamlined communication. When data is
sent(ﬁsing IP, the sender does not wait for a confirmation of receipt, making the process
fastg‘? and more efficient. The term "IP packet segment” refers specifically to the portion
of d&a that the Internet layer processes when using the IP protocol to transfer information
from the transport layer to its intended recipient. The Protocol Data Unit for IP,
commonly referred to as PDUIP, has a maximum allowable size of 2216 bytes (65,536
bytes), which defines the largest single packet of data that can be managed by the
protocol. This size constraint is important as it ensures that data sent or received at the
Internet layer remains within a manageable range, aiding in the effective structuring and
organization of data flow. Therefore, PDUIP plays a crucial role in setting the limits for
data units handled by IP, ensuring efficient and organized data transmission within the
network.

The IP data stack depicted in Figure 3.3 illustrates the various IP header fields and
provides detailed information about the start and finish bit numbers for each word and
data segment within the stack. This Figure 3.3 captures the structure of the data stack as
it is received, transferred, or processed at the Internet layer. An IP packet is composed of
a 160-bit segment dedicated to IP header fields, which is crucial for managing and routing
the packet through the network. The packet also includes a data stack made up of “len’
words originating from or destined for the transport layer. Additionally, the packet can
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feature an extended header, which may include up to “(n-5)" words, depending on
specific network requirements and additional information needed. This structure allows
the IP packet to be well-organized for efficient transmission while accommodating any
extra data or extended header information necessary for proper handling by network
protocols. The inclusion of the extended header ensures flexibility and adaptability in
managing various network communication scenarios.

31 16| 15 8 7 4 |3 0
fen [IP Packet length Service Type and Service Type and P
words] Precedence Precedence Version
63 51 |50 47|46 32
Fragment Offser Flags | First Byte Sequence Number in the Stream Header
5 7 72| 7
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Figure 3.3 Data stack Received or Transmitted at or to Network Layer and IP
Packet Consists of IP Header Field 160 bits and Extended Header up to Bit q
(extended when required) Plus Data Stack from or for the Transport Layer

The features of IPv4 are:

e The IP header is made up of five words. When employing option and padding words,
the header can get longer. Maximum v = (n + len) words in the data stack to the network

layer, where v <= (214 —n).

o The header fields for the first, second, and third words are as indicated in the Figure
3.3 (the reader can consult the author's book on Internet and Web technology for the
significance of the header fields for the first three words and option words, which are not
provided here).

e The source IP address and the destination IP address are the fourth and fifth words in
the header.
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o Half duplex unacknowledged data flow from the Internet layer at one end (End 1) to
the Internet layer at the other end (End 2) is known as IP protocol transport.

e The term "IP packet" refers to each IP layer data stack. When the transport layer
protocol is TCP, there is a guarantee that the packet will reach its destination; when it is
UDP, there is no guarantee.

¢ At atime, one packet communicates in one direction.

Internet Protocol Version 6

Internet Protocol Version 6 is a protocol with the following features:
Gives more space for addressing

Limits the growth of routing tables and allows for hierarchical address allocation, which
in turn allows for route aggregation over the Internet.

provides extra optimization for service delivery through the use of interfaces, subnets,
and L%)uters.

overgees the setup, security, and mobility of devices.
Brogjer and easier application of multicast addressing
Supplies giant grams (large datagrams)

Extensibility of options

IPv6 addresses are significantly larger than IPv4 addresses, with a size of 128 bits
compared to the 32-bit size of IPv4 addresses. This expanded size translates to a vastly
larger address space in IPv6, allowing for a greater number of unique addresses. Each
IPv6 address functions as a numerical label that serves multiple purposes: it identifies a
node’s network interface, as well as those of other network nodes and subnets
participating in the IPv6 Internet. When a device connects to a network, it is assigned an
IPv6 address, thereby becoming a node within that network. This address is essential for
routing data to and from the device, ensuring that it can effectively communicate with
other nodes and services across the IPv6-enabled Internet. The larger address space
provided by IPv6 addresses helps accommodate the growing number of devices and
networks, addressing the limitations posed by the more constrained address space of
IPv4.

94



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

RPL [IPv6 Routing Protocol for Low Power Lossy Networks (LLNSs)]

A Low Power Lossy Network (LLN) is characterized by having a limited number of
nodes, unstable communication links, low packet delivery rates, and low data transfer
rates, especially when compared to more robust networks like those using traditional IP.
These networks are designed to operate efficiently despite these constraints, making them
suitable for scenarios where power consumption and network reliability are critical
concerns.

The Routing Over Low-power and Lossy Networks (ROLL) working group of the
Internet Engineering Task Force (IETF) has developed specifications for such networks,
particularly through the Routing Protocol for Low-Power and Lossy Networks (RPL).
RPL is designed to address the specific needs of LLNs by providing efficient routing
mechanisms tailored to their characteristics. One of the key features of RPL is its non-
storing routing mode, which minimizes the amount of routing information that needs to
be st>gred by individual nodes. This mode helps to reduce memory requirements and
optigize network performance in environments where nodes have limited resources and
mus(l,)operate under challenging conditions.

The%outing Protocol for Low-Power and Lossy Networks (RPL) is specifically designed
for %e in 10T and Machine-to-Machine (M2M) environments characterized by low
power and lossy conditions. RPL is optimized to handle the unique challenges of these
environments, such as unstable links and limited bandwidth, ensuring efficient and
reliable data routing.

In networks utilizing IEEE 802.15.4-based Wireless Personal Area Network (WPAN)
devices, IPv6 operates at the Internet layer, managing the communication between
devices. Data is transmitted to and received from the data-adaptation layer, which
interfaces with the lower layers of the network stack. This integration allows IPv6 to
handle the end-to-end transmission of data across the network, despite the constraints
imposed by the low power and lossy nature of IEEE 802.15.4 WPAN environments. By
leveraging RPL and the robust addressing capabilities of IPv6, these networks can
achieve efficient communication and data exchange, supporting the diverse needs of loT
and M2M applications.

In low-power networks, communication should be restricted to neighboring nodes or
nodes that are at most one level higher or lower in the network hierarchy. This limitation
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is due to the constraints of low-power nodes, which are often designed to conserve energy
and operate within a limited range. To enhance reliability in lossy environments, it is
crucial to use disjoint nodes. Disjoint nodes are independent from one another, allowing
for alternative paths for data transmission in case of errors or lack of acknowledgment.
This redundancy ensures that if a transmission fails or is not acknowledged, it can be
retransmitted through another path, thus increasing the robustness of the network.

Additionally, data should be communicated at the optimal size for the given conditions.
This means adjusting the size of the data packets to match the capabilities and limitations
of the network at any given time. By adhering to these practices, networks can achieve
more reliable communication, minimize energy consumption, and maintain effective data
transfer despite the challenges of low power and lossy conditions.

The Destination Oriented Directed Acyclic Graph (DODAG) model is used to describe
how data flows between nodes in a network. In this model, the directed acyclic graph
(DA&) illustrates the paths that data takes between nodes. DODAG is structured in a tree-
Iikegaanner, where data flows either upwards or downwards within the graph.

In a,DODAG, destination orientation determines the direction of data flow. When data
] . . . .

fIOV\g5 upwards, it typically moves toward a higher level in the network, such as towards

a cesttral coordinator or a higher-layer transport service. Conversely, when data flows

downwards, it moves towards the end nodes or devices at the network's edge.

The DODAG model is particularly relevant in the context of the Routing Protocol for
Low-Power and Lossy Networks (RPL), which uses this structure to manage and
optimize data routing in low-power and lossy environments. To illustrate the DODAG
data flow technique used in RPL, consider an example: a network where nodes are
organized in a hierarchical manner. Data originating from end devices flows upward
through the DODAG to reach a central node or sink, while commands or responses from
the central node may flow downward to the end devices, effectively managing
communication across the network. This structure helps ensure efficient and reliable data
transmission while accommodating the constraints of low-power networks.

3.3.2 6LoOWPAN

At the Internet layer, IPv6 manages the transmission and reception of data through the
adaptation layer, as illustrated in Figure 3.1. Before data is transmitted to the IPv6 Internet
layer, it is processed by the 6LOWPAN protocol at the adaptation layer. 6LoWPAN,
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which stands for "IPv6 Over Low Power Wireless Personal Area Networks," is designed
to enable IPv6 communication over low-power and constrained wireless networks, such
as those using IEEE 802.15.4 WPAN technology.

For connectivity, devices equipped with IEEE 802.15.4 WPAN include a 6LoWPAN
interface serial port. This interface allows the device to effectively handle and adapt IPv6
packets for transmission over the low-power, low-bandwidth network. By using
6LOoWPAN, devices can efficiently manage the limited resources of low-power networks
while ensuring compatibility with the broader IPv6 infrastructure. This setup facilitates
seamless communication between devices in a constrained network environment and the
larger IPv6 Internet, allowing for the integration of low-power and lossy networks into
the global Internet framework.

An adaptation-layer protocol for IEEE 802.15.4 network devices is called 6LoWPAN.
The low-speed, low-power nodes are the gadgets. They are a multiple device mesh
netw>grk‘s WPAN nodes.

For@w-power devices, managing data size per transmission is essential due to their
limited resources. To achieve this, data compression and fragmentation are used to reduce
the éta size. Data compression decreases the overall volume of data, while fragmentation
splité data into smaller segments to comply with the device’s constraints. The 6LoWPAN
protocol enhances efficiency in these networks through three key features: fragmentation,
reassembly, and header compression. Fragmentation involves breaking down large data
packets into smaller fragments, with the first fragment header containing vital
information such as the datagram size (11 bits) and datagram tag (16 bits), totaling 27
bits. Each subsequent fragment header, which is 8 bits in size, includes details like the
offset, datagram size, and datagram tag, which are crucial for correctly reassembling the
fragments. The reassembly process is timed to ensure fragments are combined correctly,
typically allowing up to 60 seconds to complete the reassembly before processing. Header
compression further optimizes data transmission by reducing the size of the headers, thus
minimizing overhead and conserving bandwidth. Together, these features ensure efficient
data handling and transmission in networks with limited resources, enabling effective
communication in low-power environments.

Figure 3.4 (a) shows networked i devices physical layer in IEEE 802.15.4 WPAN.
Figure 3.4 (b) shows data-link sublayer and adaptation layer 6LoWPAN protocol.
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Figure 3.4 provides a detailed breakdown of the data frame structure for nodes operating
with IPv6 over the IEEE 802.15.4 standard. The Figure 3.4 specifies how various
components of the frame are allocated. The IPv6 header occupies 40 bytes, while the
UDP header takes up 8 bytes. Each device node includes a MAC address, which is 25
bytes in size. Additionally, the frame includes AES-128 encryption for security purposes,
adding 21 bytes. When these elements are combined, they sum up to a total frame size of
127 bytes, which represents the maximum allowable frame size for the device node.
Consequently, this leaves 33 bytes available for the application data within each device
node’s frame. The MAC (Media Access Control) layer, which operates at the data-link
layer, is responsible for managing how data is transmitted across the network. This
detailed allocation ensures that while overheads for headers, security, and addressing are
managed, a specified portion of the frame remains dedicated to application data, thus
optimizing data utilization within the constraints of the IEEE 802.15.4 standard.
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The IPv6 Maximum Transmission Unit (MTU) at the link layer is 1280 bytes. This size
represents the maximum amount of data that can be transmitted in a single frame at the
network layer. However, when dealing with IEEE 802.15.4 nodes, which have a
maximum frame size of 127 bytes, link-layer frame fragmentation becomes necessary.
To send a frame of 127 bytes over these nodes, the data must be fragmented into smaller
pieces.

In this scenario, each IPv6 frame, which can be up to 1280 bytes in size, is divided into
smaller frames of 127 bytes each to conform to the constraints of the IEEE 802.15.4
standard. This fragmentation ensures that the data can be transmitted effectively across
the network. For each transmission to a device node, the large IPv6 MTU frame is split
into multiple smaller frames of 127 bytes, which are then reassembled at the receiving
end to reconstruct the original data. This process of breaking down and reassembling
frames is crucial for maintaining data integrity and ensuring successful transmission
within the limitations of the IEEE 802.15.4 protocol.

>
6Lo%/PAN has the following features:
O

° Deéscribes the IETF-recommended techniques for fragment reassembly, neighbor
find'@g (6LoWPAN-nd adaption layer), IPv6 and UDP (or ICMP) header compression,
and<t

e Supports mesh routing

Internet Control Message Protocol is referred to as ICMP. Error messages are sent by
routers and other network devices, and they can also carry inquiry messages.

When deploying 6LoWPAN on 10T nodes using operating systems like TinyOS, 3BSD,
or other implementations from sources such as Sensinode and Hitachi, there are two key
options available for managing routing at the IPv6 network layer. The first option is the
Hop-to-Hop Header RPL Option, which is integral to the Routing Protocol for Low-
Power and Lossy Networks (RPL). This option involves including a routing header in
each packet that provides information for routing the packet from one node to the next
through the network. RPL uses this mechanism to navigate low-power and lossy
environments by guiding packets through each hop until they reach their destination. This
method ensures efficient and reliable data transmission by adapting to the network’s
conditions and constraints.
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The second option is the RH4 Routing Header, which is a part of the IPv6 standard
specifically designed for more controlled routing. The RH4 header allows for specifying
multiple intermediate nodes that a packet should pass through, providing flexibility in
defining the packet's path. This can be advantageous for optimizing routes and addressing
specific network needs. Both options are crucial for ensuring effective data routing and
management within 10T networks, each offering distinct benefits tailored to the demands
of low-power and lossy network scenarios.

TCP/IP Suite

The term "TCP/IP suite" encompasses a set of Internet protocols organized into a
structured hierarchy of layers, each designed to handle different aspects of network
communication. Among these protocols, Application Layer Protocols include a range of
standards that support various types of data exchanges. For instance, HTTPS (Hypertext
Transfer Protocol Secure) and HTTP (Hypertext Transfer Protocol) are foundational for
web commumcatlons with HTTPS providing secure connections. MQTT (Message
Quegmg Telemetry Transport) and XMPP (Extensible Messaging and Presence Protocol)
cate?,)to messaging and real-time communications, while SOAP (Simple Object Access
Protgcol) facilitates structured data exchanges in web services. FTP (File Transfer
Protgcol) and TFTP (Trivial File Transfer Protocol) are used for file transfers, with FTP
offering more features and TFTP being simpler. Telnet allows remote access to other
systems, and POP3 (Post Office Protocol version 3) and SMTP (Simple Mail Transfer
Protocol) handle email retrieval and sending, respectively. SSL/TLS (Secure Sockets
Layer/Transport Layer Security) provides encryption to secure data exchanges over these
protocols.

On the other hand, Datagram Communication Protocols use UDP (User Datagram
Protocol) and are designed for applications that require fast, low-overhead
communication, such as DNS (Domain Name System) for translating domain names,
TFTP for basic file transfers, and DHCP (Dynamic Host Configuration Protocol) for IP
address assignment. CoAP (Constrained Application Protocol) and LWM2M
(Lightweight M2M) are tailored for 10T devices, facilitating efficient communication in
constrained environments. To ensure data security and integrity, TLS and DTLS
(Datagram Transport Layer Security) are employed to encrypt data and protect
communications at the application layer, addressing various security concerns.
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The acknowledged data flow is made possible by the transport layer, connection-oriented
protocol known as TCP.

Another connectionless protocol at the transport layer designed for datagram
transmission is UDP. RSVP and DCCP are additional protocols in the TCP/IP suite for

the transport layer.

IPv4/IPv6/RPL/ICMP/ICMPV6/IPSec, or another protocol, is the internet layer protocol.
ARP/RARP/NDP, MAC, or another protocol is used at the data-link layer. Ethernet, DSL,

ISDN, or another protocol is a MAC protocol.

Figure 3.5 shows the protocol layers and representative protocols at each layer.

Application Layer Protocols (DNS, Application Laver Protocols (HTTPS,
TFTP, Bootpe, Bootps, SNMP, DHCP, HTTP, MQTT, XMPP, SOAP, FTP, TFTP,
CoAP, LWM2M Telnet, PoP3, SMTP)
> DTLS Datagram TLS
Q. PDU = 21¢B) -
o { Seement PDU = 2°° B
O Network Transport UDP Transport Laver TCP
;'_‘ Management Datagram Acknowledged Data Flow Stream
o ND, RPL
=
5
< Packet PDU = 21¢ B
Internet Layer IPv4/IPve
PDU = 1 Frame
Adaptation ARP/RARP Datalink Layer
6Lo WPAN, CoAP, LWM2M WiFi/Ethemnet

Figure 3.5 loT TCP/IP Suite of Protocols for Internet
TCP/UDP Transport Layer for the Data Stack from or to Application Layer Port

In the following subsections, the TCP and UDP transport layer protocols are discussed in
detail. These protocols operate at the transport layer of the TCP/IP suite, playing crucial
roles in managing data communication between devices. The **TCP (Transmission
Control Protocol) is responsible for establishing a reliable connection-oriented
communication channel, ensuring that data segments are transmitted accurately and in
the correct order. It provides mechanisms for error detection, retransmission of lost data,
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and flow control, making it suitable for applications where data integrity and reliability
are essential.

Conversely, UDP (User Datagram Protocol) is designed for connectionless
communication, offering a simpler and faster method for transmitting datagrams without
establishing a formal connection. While it lacks the extensive error-checking and flow
control features of TCP, UDP is useful for applications that prioritize speed and can
tolerate some level of data loss or error.

The data segment in TCP and the datagram in UDP are the core units of data handled by
these protocols. These units are received or transmitted by the TCP/IP transport layer
from or to a port at the application layer, facilitating the flow of data between different
applications and services across the network. The subsequent subheadings will provide
detailed explanations of the TCP and UDP protocols, including their functionalities,
features, and use cases.

TCP-
o

WhéTﬁ the recipient acknowledges the successful segment sequence number (within a
givep time frame) and the remaining data segment sequences retransmit to the recipient,
the f;ansport layer uses TCP. TCP sends only the segment portion and processes data
segments (up to 232 B) from application-layer ports. The state of network traffic
determines how much data may actually be transmitted in a TCP stream instance. Less
words are sent in packets for the receiver-end Internet layer L3 when congestion is heavy.

The largest data unit that can be transmitted or received using the TCP protocol is referred
to as the Protocol Data Unit for TCP, or PDUTCP. This unit consists of a single segment,
which has a maximum size of 2732 bytes (4 GiB). The TCP stream represents a
continuous flow of data sent or received sequentially within a single transmission and
acknowledgment cycle. Each PDUTCP segment is part of this stream and encapsulates
the data being transferred. The stream ensures that data is handled in an orderly fashion,
with each segment being acknowledged upon successful receipt, thereby maintaining the
integrity and completeness of the data flow. This sequential process allows for reliable
data communication, with TCP managing the data segments to ensure they are delivered
accurately and in the correct order, as specified by the TCP protocol's flow control and
error correction mechanisms.
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Figure 3.6 illustrates the structure of TCP header fields and the data stack. This Figure
3.6 details the start and finish bit numbers for each word and data set within the TCP
header and data stack. It provides a visual representation of the data received, showing
how the TCP header and associated data are organized. The image captures the precise
bit-level organization, enabling a clear understanding of how data is structured and
processed at the TCP layer. This detailed depiction aids in comprehending the TCP
protocol’s data handling and header management processes.

g

Option header words and fields plus the

i1 16 |15 0
Destination Port Source Port
Mumber MNumber

63 31

First Byte Sequence Number in the Stream)

a5 64

Next Expected Sequence Number in the Header

Acknowledgement

127 112] 111 96
E w[TCP Byte Stream |Flag (6-bit),
=) size, fen + n) words] | Reserved (6 bit) plus Extended
@) Drata Offset (4-bit) ¢ Header
o 159 144] 143 28| |
'g urgent [Data End Check Sum Coge(32xn-1),
45 Pomnter (Location of [+ is number of
< Data Stack last word)] words = words

160 for header plus

option plus
padding words

words as padding before the data

L 4 Dhata Stack,
from or to
Daia of len words Application
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Figure 3.6 Data Stack Received or Transmitted at or to Transport Layer Stream

Consisting of TCP Header Field 160 bits (5 words) and Extended-Header Words

(= n-5), Extension is when Required, Plus Data Stack of len Words from or for
the Application Layer

or transmitted at or to the transport layer stream, which consists of the data stack of len
words from or for the application layer, along with the 160 bits of the TCP header field
and any extended header words up to the g™ bit as needed.
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The features of TCP protocol are as follows:

The TCP header has five words in it. Use of option words and padding words can expand
the header. The maximum v = (n + len) words in a data packet or data stack to the next
layer, where v <= (2% — n), are present.

The following are the header first word fields: The destination port number is stored in
the bottom 16 bits, and the source port number is stored in the upper 16 bits. In Figure
3.6, the second and third words are displayed.

Figure 3.6 displays the header fourth word upper 16 bits, lower 16 bits, and header fourth
word upper 16 bits, lower 16 bits.

A full-duplex acknowledged data flow from the transport layer at one end (End 1) to the
other end's transport layer (End 2) is known as TCP protocol transport.

Almost every data stack transmitted through the TCP layer successfully reaches its
destination, largely because of the protocol's mechanism for ensuring reliable delivery.
In T§P, if a segment is not acknowledged, the protocol will retransmit the data starting
from;the sequence number of the last acknowledged segment. This ensures that all
seg@ents are eventually received correctly. The term "window size" refers to the range
of sgquence numbers that the sender is allowed to transmit without waiting for an
acknowledgment. Specifically, it is the difference between two integers: the sequence
number of the last acknowledged byte and the sequence number of the next byte to be
sent. The window size controls the flow of data and helps manage the rate of transmission
to prevent overwhelming the receiver or network. This dynamic adjustment of the
window size is critical for maintaining efficient and reliable data transfer, adapting to
network conditions and receiver capacity in real-time.

At atime, a single TCP connection can only talk in one direction.

The term "acknowledged flow" pertains to unicast communication where a sender and
receiver exchange messages that require confirmation. In this context, End 1 sends a
request message to End 2, and upon receiving this message, End 2 generates an
acknowledgment message in response. This acknowledgment confirms that End 2 has
received the request message correctly. The receiver at End 2 checks the sequence
number included in the message header to verify the order and integrity of the received
data. This process ensures that each message is accounted for and processed in the correct
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sequence. By using acknowledgments, the communication system provides feedback to
the sender about the successful receipt of messages, helping to manage the flow of data
and detect any potential issues such as lost or out-of-order messages.

TCP (Transmission Control Protocol) is designed with a focus on establishing and
maintaining reliable connections between two endpoints. When initiating a TCP data
transfer, the connection establishment process is employed to set up a communication
channel. This involves a handshake mechanism where the sender and receiver agree on
parameters for the connection, ensuring both sides are ready for data transmission.

The process begins with the three-way handshake: the sender sends a SYN (synchronize)
packet, the receiver responds with a SYN-ACK (synchronize-acknowledge) packet, and
the sender sends an ACK (acknowledge) packet back to the receiver. This handshake
establishes a reliable connection by confirming that both parties are ready for data
exchange.

Onc%the data transfer is complete, the connection must be properly terminated to ensure
that @l data is transmitted and received correctly. This is done using the connection
closihg mechanism, which typically involves a four-way handshake: the sender initiates
the érmination with a FIN (finish) packet, the receiver acknowledges with an ACK, then
the éceiver sends its own FIN, and the sender acknowledges with another ACK. This
process ensures that both ends of the connection are closed gracefully, confirming that
all data has been successfully transmitted and received before ending the session.

Universal Datagram Protocol (UDP)

When a recipient does not need to send acknowledgments back to the sender, and when
the size of the data to be transported is constrained to a datagram with a maximum size
of 216 bytes, UDP (User Datagram Protocol) becomes a suitable choice for data
transmission. UDP is a transport layer protocol in the TCP/IP suite that facilitates the
sending of data without requiring acknowledgment of receipt.

A "datagram" in the context of UDP refers to a single, self-contained packet of data that
is transmitted from one endpoint to another. Unlike TCP, UDP does not establish a
connection or guarantee delivery, ordering, or error correction of the datagrams. Each
datagram is treated independently, meaning there is no inherent relationship between one
datagram and another, either preceding or following it. This characteristic makes UDP
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suitable for scenarios where low overhead and faster data transmission are prioritized
over the reliability and ordering assurances provided by TCP.

Additionally, UDP is used in environments with limited resources or constraints, such as
ROLL (Routing Over Low Power and Lossy Networks) and other restricted settings. In
these cases, UDP's simplicity and minimal protocol overhead are advantageous for
efficient data transmission in challenging network conditions.

UDP header fields are used for application layer stack (DNS, TFTP, Bootpc, Bootps,
SNMP, DHCP) or application support layer protocol stack (CoAP or LWM2M)
communication. They are two words (1 word = 32 bits) and optionally four words (when
including source and destination IP addresses).

The UDP datagram format, illustrated in Figure 3.7, shows the structure used for data
transfer between the application layer and the network layer. This format includes several
UDP header fields essential for identifying and managing the datagram.

The(@JDP header fields typically consist of source port, destination port, length, and
cheéksum. The source and destination port fields identify the sending and receiving
appliations, respectively. The length field specifies the total length of the UDP datagram,
incl@ling both header and data. The checksum field is used for error checking to ensure
datﬁntegrity during transmission.

In addition to these header fields, the Figure 3.7 also includes a pseudo header. This
pseudo header is a temporary, additional header used during the checksum calculation
process. It consists of two 32-bit words (64 bits) that include the source and destination
IP addresses. Although the pseudo header is not actually transmitted with the UDP
datagram, it plays a critical role in the checksum calculation to verify the integrity of the
data as it travels across the network. The pseudo header helps ensure that the datagram is
correctly routed to its intended destination and provides a means of error detection for
the transmitted data.

The features of UDP protocol are as follows:

There are two words in the UDP header. Maximum word count from data stack to
network layer is m, where m <= (214 — 2). The following are the header first word fields:
The destination port number is stored in the bottom 16 bits, and the source port number
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is stored in the upper 16 bits. Header 2: The top 16 bits represent length, whereas the
bottom 16 bits represent checksum.

A half-duplex unacknowledged data transfer using the UDP protocol occurs from the
transport layer at one end (End 1) to the other end's transport layer (End 2).

Due to unacknowledged edges flow, each UDP layer data stack may or may not reach its
destination.

Between two endpoints, one UDP connection can communicate in a single direction at a
time.

3l 0
Source IP address Pseuda
Header
63 32
Destination [P address
>
% 31 16] 15 0
@) Destination Port Source Port
;._‘ numbser filiber Header
_g 63 la| 15 32
k= Length Check Sum
< (4xm+8)B
] B
Data stack
m words from or to
peim+d)x3i2-1 Application
layer

Figure 3.7 Transport Layer UDP Header Fields with Data Stack from the
Application Layer and Pseudo Header of 2 Words (64 bits) for Source and
Destination IP Addresses

Half duplex indicates that only one direction is operational at any given time, either End
1 to End 2 or End 2 to End 1. Unacknowledged flow denotes broadcast mode
communication between the request and response messages. There is no
acknowledgement message sent by End 2.
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UDP lacks connections. Thus, multicasting—meaning to many destinations—is
permitted. When transmitting a UDP data stack for the first time, a connection-less
protocol is used, meaning that no connection establishment or closure method is used.

3.4 IP Addressing in The loT

IP addresses, or source and destination address, make up an IP header. IPv4 addresses are
typically used on the Internet. M2M and loT use IPv6 addresses. The addressing schemes
are described in the following subsections.

An IP version 4 address has 32 bits in it. On the other hand, four decimal places divided
by dots can be interpreted as it. 198.136.56.2, for instance, has 32 bits and is 11000110
10001000 00111000 00000010. Every decimal place represents an octet's (or eight bits")
decimal value. Because IP addresses are 32-bit, they can range from 0.0.0.0 to
255.255.255.255, or a total of 232 addresses. It is simpler to utilize three distinct fields,
each containing a decimal number for each group of eight bits. Let's compare this to the
post%_l network addressing scheme. Think of an address:

Mcé?raw-Hill Education,
2 Pegnsylvania Plaza,
Nev&York City,

USA.

The process of routing a letter to its destination involves several stages, each marked by
a distinct address field separated by a comma and a new line. Initially, the letter is directed
to its national destination, such as the USA. It then moves to more specific regions, such
as New York City or Pennsylvania Plaza, before finally reaching the precise destination
address. This routing process closely parallels how data packets are handled in a network.
When a packet is sent from a source IP address, it travels through multiple stages of
routing across the network. Each intermediate router examines the packet's destination IP
address and determines the best path to forward it. This routing continues through a series
of network nodes and routers, progressively narrowing down the route until the packet
reaches its final destination. Just as a letter is routed through various stages to ensure
accurate delivery, data packets undergo a similar process to ensure they reach their
intended endpoint efficiently. This methodical routing approach helps in managing data
flow across the network, ensuring that packets are delivered reliably and accurately, akin
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to how a letter is carefully routed through different postal stages to arrive at its specific
address.

An IP address is essential for every device or node engaging in communication over the
Internet, given the vast number of potential devices or nodes. For external
communication, however, the framework utilizes a single IP address to interact with
applications and other systems on the Internet. To effectively manage and organize this
extensive network, one approach involves segmenting the network into distinct Internet
addresses and subnet addresses. This method helps in efficiently handling the large
volume of nodes by categorizing them into smaller, more manageable subnets, each with
its own range of IP addresses. This structured approach simplifies routing, ensures better
network management, and optimizes communication between devices and applications
across the Internet.

A globally recognized address might be something like 2 Pennsylvania Plaza, New York
City, USA. This address provides a clear and prominent location for mail or packages to
reacB-the intended destination. However, within an organization such as McGraw-Hill
Edu?ation, there is an internal distribution network that operates behind the scenes. This
net@rk is responsible for sorting and directing correspondence to the appropriate
reci@ents within the organization. While the public-facing address ensures that mail
reaches the correct building, the internal network handles the detailed logistics of
delivering that mail to the specific departments or individuals within the company.

An address like "New York City, USA" is a broad, globally visible location that indicates
the city and country but lacks specific details for pinpointing individual recipients. At
McGraw-Hill Education, for example, this public address serves as the general location
for incoming mail. However, the internal distribution network, which operates behind the
scenes and is not visible to the outside world, determines which employee or department
within the organization will actually receive the mail. This internal system uses more
specific addresses or routing instructions, such as "2 Pennsylvania Plaza,"” to efficiently
sort and deliver mail to the correct recipient within the company.

An Internet address that is visible to the outside world is also accessible to Internet
routers, which use this address to route data packets across the global network. In
contrast, a subnet address is used internally within a specific network or group of devices
and is not visible to external entities. This internal address facilitates communication
among devices within the same subnet but is not intended for global routing. A
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subnetwork, or subnet, consists of a collection of hosts, nodes, machines, or other devices
that are grouped together and share a common subnet address. This structure allows for
efficient data management and routing within the network, while keeping internal
communications and addresses separate from those used for broader Internet access.

To determine individual subnet addresses, the process involves applying a bitwise AND
operation between the network's 32-bit IP address and the subnet mask. This operation
isolates the portion of the IP address that represents the subnet, resulting in the specific
subnet address. To identify the host within that subnet, another bitwise AND operation is
performed, but this time between the IP address and the complement of the subnet mask.
This operation extracts the portion of the IP address that specifies the individual host
within the subnet. For a clearer understanding of this process and its application, refer to
Example 4.3, which provides a detailed illustration of how these operations are carried
out and their outcomes.

On tile Internet, the IP address 198.136.56.2 is publicly accessible, representing a
gate@ray through which various services can be reached. Despite this, many servers, such
as v?réb, mail, and file transfer servers, operate behind the scenes and are not directly
visi@e to the outside world. These servers share a single external IP address, which allows
the@to be accessed by users globally. Internally, each server has a unique address within
a specific subnet. This internal addressing helps manage and route traffic efficiently
among the servers, nodes, or devices within that subnet, ensuring proper data handling
and communication within the larger network infrastructure.

An IP address serves to uniquely identify a host's specific network interface, setting it
apart from other hosts on the network. This unique address allows the interface to locate
and establish its presence within the network. By providing this unique identifier, IP
addresses facilitate the routing of IP packets between different hosts. Essential to this
process, the packet header includes fields that specify both the source and destination IP
addresses. These fields guide the packet through the network, ensuring that it reaches the
correct recipient by directing the packet's journey from its origin to its intended
destination.

Dynamic IP address

When a device connects to the Internet, it must be assigned its own IP address. This
process involves connecting the device to a router, which, along with the device, utilizes
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the Dynamic Host Configuration Protocol (DHCP) to assign an IP address. This type of
address, known as a dynamic IP address, is temporary and is assigned to the device at
that particular time. If the device disconnects, is turned off, or if the router is restarted,
the dynamic IP address is relinquished. Upon reconnection, the device may be assigned
a new IP address. This dynamic allocation ensures efficient use of available IP addresses
and allows for flexible network management.

DNS

An IP address like 198.136.56.2 (11000110 10001000 00111000 00000010 in binary)
can be difficult to remember or use due to its numeric nature. To simplify access, domain
names are used, such as "rajkamal.org" for the example address. Instead of remembering
the IP address, users can access the web server at this domain by visiting
http://www.rajkamal.org/. Similarly, the mail server at the same domain can be reached
via http://mail.rajkamal.org/. Another example is the domain name "mheducation.com,"
Whic>f1 serves as a user-friendly reference to a specific network resource or service,
mak#hg it easier for individuals to access websites and servers without dealing with
corﬁdlex numerical IP addresses.

=

Don%in names are obtained from registrars, who charge an annual fee for their services.
Thre%gh a control panel such as cPanel provided by the registrar, users can configure the
DNS (Domain Name System) server settings. The DNS system plays a crucial role in
translating domain names into IP addresses, allowing users to access websites and other
network services by resolving the domain name to its corresponding IP address. This
process facilitates the connection between user-friendly domain names and the numerical
IP addresses needed for network communication.

3.4.1 DHCP

A Dynamic Host Configuration Protocol (DHCP) server plays a crucial role in network
management by providing essential network information to devices such as sensors,
actuators, and Internet of Things (I0T) nodes that seek to establish an Internet connection.
Specifically, the DHCP server assigns dynamic IP addresses to these devices, which are
temporary and can change over time, thereby ensuring that each device can communicate
effectively over the network. Additionally, the server supplies a subnet mask, which
defines the range of IP addresses within a particular network segment and helps in routing
traffic accurately. To facilitate the correct mapping of IP addresses to hardware addresses,
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the DHCP server maintains Address Resolution Protocol (ARP) and Reverse Address
Resolution Protocol (RARP) caches. These caches store information that enables devices
to resolve IP addresses into physical MAC addresses and vice versa, thereby supporting
smooth and efficient data communication. The server's unique IP address allows it to
interface with the broader Internet, ensuring that devices within its subnet can access
online resources and services. Thus, the DHCP server plays a pivotal role in network
connectivity and management for various devices in an 10T ecosystem.

Dynamic Host Configuration Protocol (DHCP) technology enables a connected node to
seamlessly integrate with the communication framework by dynamically assigning IP
addresses and configuring subnet masks. This technology allows devices to obtain their
network settings automatically from a DHCP server, which manages the allocation of IP
addresses and subnet masks. By dynamically assigning new IP addresses, DHCP ensures
that each node on the network can communicate effectively without the need for manual
configuration. Additionally, the DHCP server sets the appropriate subnet mask, which
defiges the range of IP addresses within a given subnet, facilitating proper routing and
netwdrk segmentation. This dynamic allocation process allows nodes to efficiently
conn{'gect to the subnet server and router, ensuring smooth and adaptable network
comglunication. Through the use of DHCP, the management of network addresses
becofnes more flexible and automated, supporting the dynamic nature of modern network
environments and enhancing overall network efficiency.

P addresses are set up. This is done by a user or administrator. IP address configuration
can be done automatically upon startup thanks to DHCP.

Software on a node allows it to communicate with the DHCP server, submit requests, and
get answers. The part is known as the DHCP client. A server and the DHCP client
protocol communicate. The DHCP protocol has steps that allow you to dynamically
configure the IP address and other networks, including:

1. A discover-request called DHCPDISCOVER is broadcast by the DHCP client.

2. When a DHCP server hears DHCPDISCOVER, it discovers the configuration and can
provide it to the client. The setup parameters, including an IP address that isn't in use
right now, are delivered to the subnet by the server or servers. The DHCPOFFER for the
configuration that is being supplied contains the configuration parameters.

112



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

3. Bindings are created and managed by the designated DHCP server. Additionally, the
DHCP server establishes a window of time for the DHCP client node during which the
provided IP address is valid.

4. Via a message, the DHCP server verifies the binding. Once the bond has been created,
it transmits DHCPACK.

5. A DHCPRELEASE message is sent by the DHCP client computer node when it exits
the subnet. The server releases the established bond if the client fails to transmit
DHCPRELEASE within the allotted period.

6. Prior to accepting a DHCPOFFER and considering a DHCPDISCOVER from a client,
respectively, the server and client also employ authentication methods.

Every network address that is assigned is guaranteed to be in use at any given time by
either one DHCP client or none at all by the DHCP protocol.

3.4.2 |Pv6 Address
=

An 1Bv4 address is composed of 32 bits, which are represented in a more human-readable
forrrgby dividing the address into four decimal segments separated by dots. For example,
the @dress 198.136.56.2 corresponds to the 32-bit binary sequence 11000110 10001000
00114000 00000010. Each segment of the decimal address represents an octet, or eight
bits, of the 32-bit address. The decimal values in these segments range from 0 to 255,
reflecting the range of values that can be represented by an octet. Consequently, IPv4
addresses span from 0.0.0.0 to 255.255.255.255, providing a total of 2732 unique
addresses. This structure simplifies the notation of IP addresses by using four decimal
fields to represent each octet. This method is analogous to postal addresses, where a
structured system of numbers and separators helps in easily identifying and locating
specific addresses within a vast network. Just as postal addresses use numbers and
divisions to organize locations, IPv4 addresses use decimal segments to organize and
identify devices on a network.

Think of an address:
McGraw-Hill Education,
2 Pennsylvania Plaza,

New York City,
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USA.

In the example provided, three fields, each separated by a comma and a new line, illustrate
a structured addressing format. This format is analogous to how a letter is addressed to
reach its destination. For instance, a letter’s address includes multiple components: first,
the broad geographic area (e.g., the USA), followed by more specific locations (e.g., New
York City, Pennsylvania Plaza), and finally the exact destination address. This
hierarchical addressing ensures that the letter is routed through various stages until it
reaches its precise destination. When a data packet travels across a network from a source
IP address to a destination IP address, it undergoes a comparable process. The packet is
routed through multiple network devices, starting from the source and progressing
through various network nodes. These nodes include routers and switches that direct the
packet based on its IP address, much like how mail is routed through different postal
facilities and distribution centers based on the address. The packet’s journey involves
traversing different network segments and potentially crossing multiple networks before
arriving at the intended destination, ensuring that data reaches the correct endpoint
effi&ntly. This layered approach to addressing and routing is fundamental to both postal
and getwork communication systems.

An ﬁ’ address is essential for every device or node that participates in communication
over the Internet. Given the vast number of devices and nodes, managing these addresses
becomes crucial. For instance, consider a communication framework that interacts with
multiple sensors. Each sensor or device within this framework is assigned a unique
internal IP address to facilitate communication within the network. Meanwhile, the
framework itself uses a single external IP address to interact with external applications
and the broader Internet.

To effectively manage the extensive number of nodes, the network is often divided into
Internet addresses and subnet addresses. This approach helps in organizing and routing
traffic efficiently. Internet addresses identify devices on the global network, while subnet
addresses are used for internal network organization. By separating these address spaces,
the network can better handle the large scale of interconnected devices, ensuring smooth
and efficient communication both within the local network and with external networks.
This segregation not only simplifies address management but also enhances network
performance and security.
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An internationally recognized address, such as "2 Pennsylvania Plaza, New York City,
USA," is used to identify a broad location for mail delivery. However, within an
organization like McGraw-Hill Education, there is an internal distribution network that
operates behind the scenes to determine the specific recipient of each piece of
correspondence. This internal network is responsible for routing mail to the appropriate
individual or department within the organization, ensuring that it reaches the intended
recipient. While the external address directs mail to the general location, the internal
distribution system handles the detailed sorting and delivery within the organization,
effectively managing the flow of correspondence and maintaining efficient internal
communication.

For example, "New York City, USA" serves as a broadly visible address that is
recognized internationally. However, within McGraw-Hill Education, the specific
address "2 Pennsylvania Plaza" is used internally to manage mail distribution. This
internal distribution network operates discreetly, determining which employee or
depaxtment receives each piece of correspondence. While the external address directs
mailSto the general location, the internal system at McGraw-Hill Education sorts and
routg'as the mail accurately within the organization. This process ensures that
cor@pondence is efficiently directed to the appropriate recipient, even though the
intri€ate details of the internal distribution are not visible to the outside world.

An Internet address, being visible to the outside world, is recognized by Internet routers
and is used for routing data across the global network. This address enables devices to
communicate with external networks and applications. In contrast, a subnet address is
intended for internal use within a specific group or organization and is not visible outside
this local network. It is used to manage and organize a collection of hosts, nodes,
machines, or other devices within a subnetwork. A subnetwork, or subnet, comprises
these devices and facilitates efficient data routing and communication within the network.
By using subnet addresses, organizations can effectively segment their network,
improving management, performance, and security. Each subnet functions as a distinct
network segment, allowing for more granular control over network traffic and resource
allocation.

Individual subnet addresses are derived through a process involving the logical AND
operation between a network's 32-bit IP address and its subnet mask. This method isolates
the subnet portion of the IP address, identifying the specific subnet within the larger
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network. To determine the host identification within that subnet, a logical AND operation
is performed using the complement of the subnet mask with the IP address. This operation
extracts the host portion, distinguishing individual devices within the subnet. For a more
detailed understanding, refer to Example 4.3, which illustrates this process with specific
values, showing how the subnet address and host identification are calculated from a
given IP address and subnet mask. This example will clarify the steps involved in
isolating subnet and host information, providing practical insight into how network
addressing is managed.

The IP address 198.136.56.2 is accessible on the Internet, allowing external users to
connect to a specific server or network device. However, many servers, such as web,
mail, and file transfer servers, often operate behind the scenes and are not directly visible
to the public. These servers share a single external IP address, which is used for Internet-
wide communication. Within the network, each server, node, or device has a unique
internal address that distinguishes it from others within the same subnet. This internal
addrgssing system enables effective management and routing of requests to the
apperriate server or device. While the external IP address facilitates access to the
netméork as a whole, the internal addresses ensure that requests are directed to the correct
serv@' or device within the subnet. This setup helps maintain an organized and efficient
netwrk, even when multiple servers share the same public IP address.

An IP address serves as a unique identifier for a host's specific network interface,
distinguishing it from other hosts on the network. This address allows the interface to
determine its location within the network, enabling effective communication and data
exchange. IP addresses play a crucial role in routing IP packets between hosts, ensuring
that data reaches its intended destination.

In the packet header, fields are designated for IP addresses to facilitate routing. These
fields include both the source IP address and the destination IP address, which are
essential for directing the packet through the network. The source IP address indicates
where the packet originated, while the destination IP address specifies where the packet
is intended to go. By using these addresses, network devices such as routers can
efficiently route packets, ensuring that data is transmitted accurately and reaches the
correct endpoint.
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3.5 Media Access Control

Every device that connects to a network is assigned a unique Media Access Control
(MAC) address, which is crucial for identifying and addressing the device at the data-
link layer. This MAC address enables each node to receive data packets specifically
intended for it. The term "media" encompasses the physical medium—such as fiber optic
cables or copper wires—that a device uses to establish its connection to the Internet.
Despite having distinct MAC addresses, multiple nodes can share the same IP address
and physical network infrastructure. This setup is typical in local networks where many
devices connect through a single external IP address but are distinguished by their
individual MAC addresses for internal communication. Nodes in this context can include
various Internet of Things (loT) devices, such as sensors, actuators, controllers, or
computers. These nodes interact with the Internet via the data-link layer, utilizing a 48-
bit MAC address for accurate identification and data transfer. The MAC address is
essential for ensuring that data packets are correctly routed to and from the appropriate
devige within the network.
]

Eve?ﬁl network card or Ethernet interface used in a communicating node is assigned a
uniq_ige Media Access Control (MAC) address, which is utilized for both source and
destmation addresses in network communications. In an Ethernet frame, the MAC
address of the source node and the MAC address of the destination node are specified
before any other data in the frame. This ensures that the data is properly directed from
the source to the destination node within the network. Each node’s network card, chip, or
core contains firmware that stores its MAC address, allowing the device to handle data
packets correctly. The MAC address plays a critical role in identifying devices on the
network, enabling accurate and efficient data transmission between nodes. By including
the MAC addresses in the Ethernet frame, the network can ensure that data is routed to
the correct recipient and that communications are properly managed within the local
network.

Every node on a network can be addressed using its MAC address with the help of the
Address Resolution Protocol (ARP). ARP translates an IP address into the corresponding
MAC address, allowing nodes to communicate effectively at the data-link layer. When a
node needs to send data to another node or receive data from it, the ARP protocol ensures
that the correct MAC address is used to facilitate the data transfer. On the other hand,
Reverse Address Resolution Protocol (RARP) operates in the opposite direction. It allows
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a node to determine its own IP address by sending a request to a router with its MAC
address. The router responds with the IP address associated with that MAC address,
enabling the node to communicate on the network using IP addresses. Both ARP and
RARP are fundamental in managing network communications, ensuring that data is
routed accurately based on both MAC and IP addresses.

Lookup tables play a crucial role in the Address Resolution Protocol (ARP), where they
are used to map the MAC address of each node to its corresponding 32-bit IP address.
These tables facilitate the translation between IP addresses and MAC addresses, allowing
nodes to communicate effectively on the network. Each entry in the ARP lookup table
includes a MAC address paired with a 32-bit IP address, and the number of rows in the
table reflects the total number of nodes connected to the Internet.

Similarly, Reverse Address Resolution Protocol (RARP) also relies on lookup tables. In
this case, a single column of the table contains IP addresses, while each row holds a MAC
address in a separate column. RARP uses these tables to determine the IP address
assogtated with a given MAC address, enabling nodes to identify their own IP addresses
Wheﬁ',f they join the network.

=

In tI%se lookup tables, a value in one column, such as a MAC address or IP address,
ser\ﬁg‘s as a key to search for related values or parameters in other columns. This
mechanism allows for efficient retrieval of network addresses, ensuring accurate and
timely communication between nodes.

The ARP cache is a crucial component in managing network communications,
specifically for translating addresses between the Internet layer and the data-link layer.
When a data packet arrives at the Internet layer, the ARP cache helps convert the packet's
IP address into the corresponding MAC address of the node. This process involves storing
the IP and MAC addresses in the ARP cache when they are first transmitted across the
network. Each time a node sends or receives an IP packet, the ARP cache is updated with
the sender's IP and MAC addresses, as well as the recipient's, if they are encountered for
the first time.

The ARP cache effectively builds a lookup table of addresses that facilitates efficient
address resolution. By maintaining this table, the network can quickly access the
necessary MAC addresses for subsequent communications, allowing nodes to send and
receive IP packets with minimal delay. This caching process ensures that the node can
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interact with the network efficiently, even when working with a new IP address. In
essence, the ARP cache streamlines the address resolution process, enabling smooth and
accurate data transmission across the Internet.

Alternatively, a memory card or flash memory on a board or microcontroller chip can be
employed to locally store an address, such as a MAC address. At startup, software
running on the microcontroller reads this stored address to configure the device. Once the
MAC address is retrieved, the board or chip uses it to establish a connection to the
Ethernet LAN. To access the Internet, the chip uses Reverse Address Resolution Protocol
(RARP) to obtain an IP address associated with its MAC address. After obtaining the IP
address through RARP, the chip then uses Address Resolution Protocol (ARP) to receive
the IP data stack, allowing it to communicate effectively on the network. This approach
ensures that the microcontroller can seamlessly integrate into the network and access
Internet resources by leveraging locally stored addresses and established network
protocols.

>
3.6 Application Layer Protocols: HTTP, HTTPS, FTP, TELNET and Others
O

The ,,TCP/IP suite includes several application layer protocols, such as Telnet, FTP,
HT'@D, and HTTPS, each designed to facilitate different types of communication over a
network. These protocols operate at the application layer to enable specific functions like
remote terminal access, file transfers, and web browsing.

Ports play a crucial role in this communication process. Each port is associated with a
particular protocol and is responsible for delivering and receiving data. To ensure
successful communication, a TCP/IP message must be sent from the correct port at the
transmission end and directed to the appropriate port at the receiving end. This alignment
is essential because if the receiver port is not actively listening or does not match the port
specified by the sender, the message may not be received or processed correctly. Proper
port management ensures that data is accurately routed to the intended application or
service, facilitating reliable and efficient network communication.

3.6.1 HTTP and HTTPS Ports

The port number for the Hyper Text Transfer Protocol (HTTP) is 80. A web HTTP server
only answers to requests on port 80 and only listens on that port. Using the HTTP
protocol, an HTTP port transmits the application data stack at the output to the lower
layer.
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A URL such as http://www.mheducation.com/ is used by an HTTP port. The port that is
used by default is 80. After the TLD, the port number can be supplied. For instance, the
URL http://www.mheducation.com:80/ comes after the ".com".

443 is the port number for HTTPS (HTTP over Secure Socket Layer, or TLS). A URL,
such ashttps://en.wikipedia.org/wiki/List_of TCP_and UDP_port_ numbers, is sent
over an HTTPS port. The domain name wikipedia.org is the TLD, the subdomain name
is en, and so on. /wiki/List_of TCP_and_UDP_port_numbers is the resource's URL.

The data stack is received via the port at the receiver end's input. At the application layer,
every port has its own protocol. The number assigned to a port is determined by the
transmission and reception protocols.

The important features of HTTP are:

e The common protocol for accessing a URL-defined web page resource and responding
to the web server is HTTP. On the Internet, an HTTP server is requested by an HTTP
clie@ and the server replies by providing a response. The process may or may not be
appﬁléd in the response.

° T]g: HTTP protocol is stateless. This is due to the protocol's assumption that an HT TP
requ@st is a new request. It indicates that either no information is maintained in the
following exchange, or there is no session or sequence number field. In this way, a current
HTTP request exchange is made independent of earlier exchanges. Subsequent exchanges
are independent of this one. Applications similar to e-commerce require a state
management system. The HTTP stateless characteristic is made up for by the following
method: A cookie is a text file that is created during a specific HTTP request and response
pair. Either a CGI or processing application is where the creation is made. For instance,
a client's script or JavaScript. This cookie may then be necessary for a previous trade.
Thus, an HTTP state management mechanism is provided by the cookie.

e In essence, HTTP is a protocol similar to file transfers. We use it more effectively than
the File send Protocol (FTP), which requires a specific command to send files over the
Internet. Then, two systems initiate communication with one other in order to get a
specific file. Conversely, HTTP is easy to use. Command line overheads are absent. This
facilitates exploring a website's URL. The paradigm consists of a request (from a client)
and a response (from a server).
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e Compared to other protocols like FTP, the HTTP protocol is particularly light (a
compact format) and therefore fast. Any kind of data can be sent to a client via HTTP as
long as the client is equipped to handle it.

e HTTP is adaptable. Let us assume that a client web connection fails. Reconnecting is
where the client can begin. Since HTTP is a stateless protocol, it does not maintain state
information like FTP does. The web server and the client each perceive the establishment
of a new connection every time one of these occurs. Because a webpage's URL resources
are spread over multiple servers, simplicity is essential.

e The Object-Oriented Programming System (OOPS) is the foundation of the HTTP
protocol. On items that are recognized by a URL, methods are applied. It implies that
different methods are applied to an object in the same way as in an ordinary object-
oriented program.

e Beginning with HTTP 1.0 and 1.1, the following functionality are included: (a) The
abiliiay to define files with a MIME (Multipurpose Internet Mail Extension) type makes
it p@sible to access multimedia files.

° Fg)m HTTP 1.1 version onwards, eight HTTP-specific specified methods and
exteﬁsmn methods are included. These are the techniques that are special to HTTP. 1.
Acquwe 2. PUBLISH. 3. The head. 4. LINK. 5. CUT. 6. REMOVE. 7. TRACE. 8.
CHOICES. The last four from 1.1.

e In previous iterations, the document name comes after GET, followed by a space. After
returning the documents, the server cuts off communication. Form processing is made
possible by the POST method, which allows the client to send additional information or
form data to the server from 1.1. Additionally, the response can be analyzed prior to
sending because the server does not cut off communication after a response.

e In addition to the fundamental authentication, there is a user authentication provision.

e Starting with HTTP 1.1 versions, Digest Access Authentication stops usernames and
passwords from being transmitted as text or HTML.

e A host header field is added to support virtual hosts and ports that are not capable of
receiving or sending IP packets. Starting with HTTP 1.1, an error report is sent to the
client whenever an HTTP request is made without a host header field.
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e The server accepts an absolute URL. That was only accepted by a proxy server in the
previous version.

e Uses for message headers include: A message sent in response to a server request or a
client request consists of the following two sections: the body of the message followed
by a start line, one or more message headers (fields) and an empty line. Headers in
messages are:

In both the request and response phases of a server request, common (generic) headers
are appended. MIME version, OPTIONS, cacheable or not cacheable, and transfer to
close or not close the connection are all included in a header.

Request headers are used to provide client data and requests to servers. The header
contains the preferred standard or acceptable media, which details if HTML, text, or any
other type is accepted and whether a particular character set is acceptable.

Information about the entity body in the message is contained in the entity headers; if the
bod@s absent, the information about the entity is not present in the body. For instance,
detdis regarding the content-length in bytes.

=
The@esponse that a server sends to a client with information contains response headers.

Statﬂ:‘:s codes supplement a server's (and proxy's) response and caching of a resource. For
instance, a 400-status code indicates that the request is improper or unresponsive; a 401
request is considered unauthorized; a 402 request demands payment before a response
can be provided; a 403 request indicates that the resource requested is prohibited; and a
404-error number indicates that the server was unable to locate the URL resource.

An HTTP server can send huge responses in chunks thanks to the byte range standard. A
length specification facilitates chunky presentation.

When a server responds to a client request, the client can choose from a variety of
attributes upon retrieval. For example, when the client sends the request header to retrieve
a resource, the two characteristics—language and encoding—can be set in the server
environment variables. After that, the resource retrieves using that encoding and
language. Only how they are presented to the client changes; the contents that are
provided to them remain unchanged. Prior to HTTP 1.1, the environment variables that
determine how a resource is retrieved could not be modified at the server.
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3.6.2 Other Ports

Port numbers are managed by the Internet Assigned Number Authority (IANA) and are
categorized into several ranges to facilitate proper network communication. The "well-
known™ port numbers range from O to 1023 and are reserved for widely recognized
protocols and services, such as HTTP, FTP, and Telnet. These ports are typically linked
to specific software or system processes that use these standard protocols.

Port O is reserved and represents the host itself rather than a specific service or
application. Registered port numbers, ranging from 1024 to 49151, are allocated by
IANA for specific applications or protocols that are not as universally recognized as those
in the well-known range but still require official registration. These ports are often used
by software or system processes that have been registered with IANA.

The remaining ports, from 49152 to 65535, are known as dynamic or private ports. There
are 16,384 such ports available, and they can be assigned and used freely by anyone for
cust%_m or ephemeral purposes. Unregistered user servers typically use port numbers
aboy® 5000 within this dynamic range to avoid conflicts with well-known and registered
port% providing flexibility for various applications and services.
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Chapter - 4
Development Tools for 1oT Analytics Applications
4.1 Introduction

The rapid expansion of 10T analytics applications has significantly increased the need for
advanced methods and tools to aid developers in creating and implementing loT analytics
services. This demand arises because the effective deployment of 10T analytics requires
sophisticated technologies that can handle the unique challenges associated with 10T data.
In theory, the availability of accessible technologies for 10T applications, when combined
with powerful data mining and analytics tools, can greatly enhance the efficiency and
effectiveness of 10T analytics development activities. 10T development tools are
specifically designed to collect and pre-process data streams from various 10T systems.
These systems often produce "live™ data streams at high velocities, which need to be
managed and processed in real-time. By leveraging traditional data analytics tools,
deveéopers can extract valuable knowledge from these data streams through detailed
analfgsis. This process involves identifying patterns, trends, and insights that can inform
decigion-making and optimize operations. The combination of loT and big data
techﬁologies thus creates a seamless integration that allows for more straightforward
devéopment and deployment of loT analytics applications. As a result, developers are
better equipped to design robust 10T analytics solutions that can handle the massive
amounts of data generated by 10T devices, ultimately making loT analytics more
accessible and impactful.

This combination of data analytics and 10T development tools will be shown in this
chapter. The chapter is primarily focused on providing sample tools for creating loT
analytics applications, and more especially, it presents the development tools for an 10T
platform that was recently created as a part of the FP7 VITAL project. These tools
facilitate Internet of Things development functions like finding data streams from IoT
systems, filtering data streams to save bandwidth and storage, and semantic unification
of heterogeneous streams to enable unified processing of various data sources. Other
chapters in this book provide a sufficient description of the significance of these features
for 10T analytics applications, along with particular technological solutions for their
implementation. This chapter examines these features as a component of the development
tool infrastructure that is being offered and that makes use of the VITAL platform's
middleware services (such as data stream detection and filtering). As a result, the chapter
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also presents these middleware services and how they fit into the VITAL platform's
overall design. As a result, we also introduce the VITAL development tools as a crucial
component of the larger toolkit that aids programmers in creating Internet of Things
analytics apps. An integrated development environment that can be accessed via the
internet and from a single point of entry contains both the development and management
tools.

The chapter is meticulously organized to provide a comprehensive understanding of the
various aspects of 10T analytics development tools and the VITAL platform. It begins by
exploring relevant research on 10T analytics development tools, setting the stage for the
subsequent detailed discussions. The next sections delve into the VITAL architecture,
explaining the middleware services essential for supporting the tool features within the
VITAL platform framework. These services are crucial for the effective functioning and
integration of the tools. The chapter further elaborates on the VITAL development tools
themselves, detailing their capabilities and the enhancements they bring to Node-RED, a
widety-used flow-based development tool. These enhancements are designed to improve
the chsability and functionality of Node-RED within the context of loT analytics.
Addgionally, the chapter does not shy away from discussing the shortcomings of the
cur@t development tools, providing a critical analysis that could guide future
imprévements and projects. A dedicated section covers the VITAL management
environment, offering insights into its role and importance. To underscore the practical
benefits and productivity gains these tools offer, the chapter includes indicative examples.
These examples serve to demonstrate the additional value the tools bring and how they
can significantly boost the productivity of 10T analytics application developers.

4.2 Related Work

The tools and methods used to develop 10T applications and data analytics serve as the
foundational elements for establishing effective development environments specifically
designed for 10T analytics. These 10T development tools provide crucial interfaces that
facilitate interaction with various loT systems, enabling developers to gather, filter, and
integrate the continuous streams of data generated by loT devices. By interfacing with
these systems, the tools ensure that data is collected in real-time and can handle high-
velocity data streams efficiently. Filtering mechanisms help in sifting through the data to
extract relevant information, while integration techniques combine data from multiple
sources to provide a cohesive dataset for analysis. This streamlined process is vital for
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managing the large volumes of data characteristic of IoT ecosystems. Consequently, these
tools not only support the preprocessing of raw 10T data but also enhance its usability for
advanced data analytics. This capability allows developers to transform raw data into
valuable insights, thereby facilitating the creation and deployment of sophisticated loT
analytics applications. By providing a robust infrastructure for data handling, loT
development tools empower developers to build applications that leverage the full
potential of 10T data, driving innovation and efficiency in the field of 10T analytics.

Data analytics environments also give you the ability to create and run data analytics
algorithms.

Early loT development tools were introduced as integral components of Wireless Sensor
Network (WSN) and Radio-Frequency ldentification (RFID) platforms, laying the
groundwork for initial 10T systems by providing essential capabilities for data collection
and management from various sensors and RFID tags. These early tools enabled basic
intergctions with 10T systems, facilitating the capture and processing of sensor data to
infogn various applications. However, the field has evolved significantly with the recent
emeﬁ;ence of more sophisticated Integrated Development Environments (IDESs) and tools
desi@ed to support a broader spectrum of 10T applications. Among these advancements
are \Asual modeling tools that adhere to Model Driven Architectures (MDA), which have
trangormed the way developers’ approach loT application design and development.
These tools allow for the creation and manipulation of comprehensive models that
represent complex loT systems, enhancing both the efficiency and precision of the
development process. By using MDA principles, developers can ensure that their 10T
applications are scalable, flexible, and adaptable to the ever-changing demands of the IoT
landscape. This evolution from the early, rudimentary tools to advanced IDEs signifies a
substantial progression in the field, providing developers with powerful, user-friendly
solutions that streamline the creation and deployment of sophisticated 10T applications.

IoT development environments have increasingly become integrated with standard
Integrated Development Environment (IDE) projects, offering developers more
streamlined and efficient tools for building 10T applications. A prime example of this
integration is Eclipse Kura, which is an M2M (machine-to-machine) service gateway
framework developed by Eclipse. Kura is designed to facilitate communication between
machines and between machines and the cloud, acting as a mediator in these interactions.
It significantly simplifies the process of creating, deploying, and managing M2M
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applications remotely. Developers can leverage Kura by simply installing an Eclipse
plugin on their computer, which provides the necessary framework and tools for
development. Kura is built upon Java and OSGi, a dynamic module framework for Java,
which allows it to offer a flexible and modular approach to 10T application development.
This framework can be utilized to convert devices like the Beagle Bone Black or
Raspberry Pi into capable 10T gateways. These gateways function as central nodes that
handle data communication between various 10T devices and the cloud, ensuring smooth
and effective operation of 10T systems. By integrating with standard IDEs like Eclipse,
Kura offers a familiar development environment, enhancing convenience and
accessibility for developers working on complex 10T projects.

Another notable open-source project with a focus on 10T is Node-RED. This project has
been further developed and adapted as a key component in the prototype implementation
discussed in this chapter. Node-RED is particularly valued for its user-friendly approach
to wiring together various loT devices and services through a visual programming
intecface. It allows developers to create workflows by simply dragging and dropping
nodes, which represent different functions or components, onto a canvas. This visual
apprgach simplifies the process of integrating and managing loT systems, making it
accegsible even to those with limited programming experience. In the context of the
chapfer, Node-RED is not only integrated but also repurposed to fit specific requirements
of the prototype, enhancing its functionality and demonstrating its versatility. The
subsequent paragraph will provide a detailed explanation of Node-RED’s role within the
prototype, including how its features are utilized and the benefits it brings to the overall
implementation. This detailed exploration aims to clarify the concept and practical
applications of Node-RED in the context of the chapter's focus on loT and prototype
development.

Development environments have evolved from being standalone products to becoming
integrated services, largely due to the advent of Integrated Cloud Environments (ICES).
ICEs represent a significant shift in the software development workflow by incorporating
cloud technology directly into the development process. Unlike traditional IDEs that
require software to be installed locally on a developer's computer, ICEs are typically
accessed online through a web portal. This means developers can engage with their
development environment simply by logging onto a website, eliminating the need for
additional software installations. The majority of development work, including coding,
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building, and testing, is carried out in the cloud. Some ICEs go a step further by storing
the developers' code and project data in the cloud, which enhances collaboration and
ensures that developers can access their work from any location or device. This cloud-
based approach not only streamlines the development process but also offers greater
flexibility and scalability, allowing for real-time updates and easier management of
development resources. By leveraging the cloud, ICEs significantly transform how
development environments are utilized, making them more accessible and adaptable to
modern development needs.

0T technologies often provide mechanisms to interface with data sources, enabling the
acquisition, processing, and merging of data streams. However, these technologies
typically lack built-in capabilities for analyzing loT data on their own. As a result, to
effectively utilize 10T technologies for comprehensive 10T analytics, they need to be
integrated with specialized data analytics tools and frameworks. These additional tools
and frameworks provide advanced analytical capabilities that 10T technologies alone do
not gffer. For instance, integrating IoT systems with tools such as Apache Hadoop or
Ape@ﬂe Spark can enhance their ability to process and analyze large volumes of data.
Simigarly, incorporating data visualization platforms like Tableau or Power Bl can help
in i@rpreting and presenting the analyzed data in meaningful ways. Machine learning
franféworks, such as TensorFlow or PyTorch, can further enable predictive analytics and
advanced pattern recognition. This integration allows for the transformation of raw IoT
data into actionable insights, driving more informed decision-making and enhancing the
overall effectiveness of 10T applications.

Technical analysis of financial market data is made possible via the open source
Technical Analysis library (http://ta-lib.org/).

Data based on networks, such as social networks, can be analyzed and visualized using
the Java Universal Network Graph (http://jung.sourceforge.net/).

The toolkit Geo Tools (http://www.geotools.org/) allows one to manipulate GIS data
and analyze both its spatial and non-spatial features.

The R project, accessible at https://www.r-project.org/, offers a highly expandable and
versatile environment that supports a wide array of graphical and statistical tasks. It is
well-suited for conducting various forms of data analysis, including time-series analysis,
which involves examining data points collected or recorded at specific time intervals. R
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also facilitates classification tasks, where data is categorized into predefined classes, and
clustering, which groups data points into clusters based on similarity. Moreover, R
provides tools for both linear and nonlinear modeling, allowing users to fit models to data
and understand relationships between variables, whether they follow a linear trend or
more complex patterns. Additionally, R supports classical statistical tests, which are
essential for validating hypotheses and making inferences based on data. The project's
expandability is one of its key strengths; users can enhance its functionality by integrating
a wide range of packages and libraries, tailored to specific analytical needs. This
extensive flexibility makes R a powerful tool for researchers, data scientists, and analysts,
enabling them to perform sophisticated data analysis and visualization tasks with ease
and precision.

As part of the integrated development environment offered by the VITAL smart city’s
platform, developed within the framework of the FP7 VITAL project, the work described
in the following paragraphs involves the integration of the R project with an enhanced
versipn of the Node-RED tool. This integration aims to leverage the strengths of both
tool$to advance loT application development and data analytics within the VITAL
platfgrm. Node-RED's visual programming capabilities are combined with R's robust
stat'rgical and graphical analysis functions to create a more powerful and flexible
envifonment for handling loT data. Additionally, it is important to recognize that well-
known public cloud environments, such as Amazon EC2 and Microsoft Azure cloud
services, also illustrate this trend of integrating 10T tools with data analytics tools. These
cloud platforms provide comprehensive functionality for loT application development
and include data analytics toolkits that enable users to analyze and visualize data
effectively. The integration of 10T tools with data analytics frameworks within these
public cloud environments highlights a broader trend towards enhancing the capabilities
of 10T applications through advanced data analysis and processing tools.

4.3 The VITAL Architecture for 10T Analytics Applications

A crucial element of the VITAL smart cities platform is its VITAL 10T development
environment, which serves as a robust framework for developing and managing Internet
of Things (loT) applications tailored for smart city contexts. This platform offers a
diverse array of tools and methodologies that support the entire lifecycle of loT
applications—from initial creation and implementation to ongoing monitoring and
operation. It is designed to handle applications that integrate and utilize information and
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services from a variety of loT systems and data sources, ensuring comprehensive
functionality across different smart city domains. A standout feature of the VITAL
platform is its emphasis on semantic interoperability, which allows for the seamless
repurposing and reuse of datasets and services across various 10T systems. This capability
facilitates the integration of disparate data sources, enabling developers to create
applications that can effectively utilize and combine information from multiple loT
systems. This not only enhances the overall utility of the applications but also promotes
efficient data management and service delivery. For a detailed visual representation of
the VITAL platform and its components, Figure 4.1 provides an overview, illustrating
how the platform integrates various tools and features to support smart city applications.

The main components of the platform are:

* Platform Provider Interface (PPI): In many digitally advanced cities today, the Public
Programmable Interface (PPI) acts as an abstract layer that interfaces with underlying loT
systems and data sources, including various legacy 10T systems. The PPI is designed to
offeBusers access to a wide range of data and information from these underlying systems.
Spef:,ffically, it provides access to system-level data, which includes comprehensive
infoEmation about the operation and status of the loT systems themselves. Additionally,
the @DI facilitates access to data related to internet-connected objects within the system,
such as smart devices and sensors. It also includes sensor-based observation data, which
encompasses real-time measurements and readings collected by the system's sensors.
Another critical aspect covered by the PPI is metadata related to managing Service Level
Agreements (SLASs). This metadata helps in overseeing the agreements between the
operators of individual 10T systems and the VITAL platform’s operators, such as telecom
service providers and city authorities. By serving as a unified interface, the PPI simplifies
data access and integration, making it easier to manage and utilize information across
diverse 10T systems and services.
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. D?Iata Management Service (DMS): The Data Management System (DMS) is a
con@rehensive data service responsible for storing and managing data collected from all
undeglying Internet of Things (loT) systems. This system is supported by scalable
operational databases, which provide the capacity to handle large volumes of data
efficiently. One of the key features of the DMS is its adherence to a unified data model,
which includes standardized schemas and ontologies. This consistency ensures that data
from diverse 10T systems is semantically unified, meaning that it is structured and
interpreted in a coherent manner across the platform. The DMS also provides compatible
cached data from various loT systems, facilitating seamless integration and access to
information. This capability not only enhances data accessibility but also establishes a
foundation for various Data-as-a-Service (DaaS) offerings. By offering a cohesive and
unified view of data, the DMS supports the development of a range of DaaS applications,
which can deliver valuable insights and services based on the aggregated and harmonized
data from multiple 10T sources.

e TIoT Data Adapter (PADA): The PPl management component is responsible for
overseeing the VITAL platform's subscriptions to various loT systems and data sources.
This component plays a crucial role in managing how data is acquired from loT devices
and integrated into the Data Management System (DMS). It employs a publish-subscribe
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model to facilitate data acquisition, where 10T devices publish data to the system, and the
DMS subscribes to receive this data. This model ensures that data flows efficiently and
in real-time from the loT devices to the DMS. Additionally, the PPl management
component handles the registration and deregistration of PPIs as data contributors to the
DMS. This means it manages which 10T systems are active contributors of data and
ensures that their contributions are appropriately recorded and integrated into the DMS.
By managing these subscriptions and registrations, the PPl management component
ensures seamless and organized data flow within the VITAL platform, supporting
effective data integration and utilization across various 10T systems and applications.

10T Service Discovery (SD): This component is designed to facilitate the identification
of internet-connected devices, sensors, services, and other 10T resources within the
VITAL platform. In the context of the System Design (SD), the term "services"
specifically refers to the higher-level services provided by the VITAL platform itself,
rather than the low-level services offered by individual 10T devices. These platform
serviges can be assembled and managed using the orchestrator component, which
integcjrates various functionalities and resources to deliver cohesive solutions. The role of
the Gg)mponent is to ensure that these services and resources are easily identifiable and
acce‘gsible. Public Programmable Interfaces (PPIs) are typically employed to interact with
and<Access these platform-level services. By using PPIs, users and applications can
leverage the capabilities offered by the VITAL platform, facilitating seamless integration
and utilization of the various 10T resources and services available within the system. This
approach enhances the overall efficiency and effectiveness of managing and utilizing 10T
resources in the VITAL smart city’s ecosystem.

* Filtering and Complex Event Processing (CEP): Based on the data streams managed
by the Data Management System (DMS), these components offer critical functionalities
for data filtering and event creation. The filtering components are designed to handle
static data processing, focusing on techniques such as threshold-based filtering and
sampling to manage and refine the incoming data streams. This ensures that only relevant
data is processed and stored, improving the efficiency of data handling. Additionally,
Complex Event Processing (CEP) is employed to manage loT data streams in both static
and dynamic manners simultaneously. CEP enables real-time processing and analysis of
data as it flows, allowing for the detection of patterns and events that may not be apparent
through static filtering alone. This dual approach ensures that both historical data (static)
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and real-time events (dynamic) are effectively processed, providing a comprehensive
view of the data and enabling timely responses to emerging trends or anomalies.
Together, these components enhance the ability to manage, analyze, and act upon the vast
and varied data generated by 10T systems.

* Orchestration: This component facilitates the orchestration of basic 10T services by
providing robust workflow composition functionalities. It enables the creation and
management of composite 10T services by integrating various fundamental services into
cohesive workflows. These workflows are designed to orchestrate and coordinate
multiple 10T services to achieve complex functionalities and interactions that go beyond
the capabilities of individual services. Once these composite 10T services are generated,
they are registered with the System Design (SD) component, which oversees their
integration and utilization within the broader system. This registration process ensures
that the newly created services are properly incorporated into the platform and can be
accessed and managed effectively. By enabling the orchestration and registration of
comppsite services, this component plays a crucial role in enhancing the functionality
and&lexibility of the 10T ecosystem, allowing for more sophisticated and integrated
serv;L'Dce offerings within the VITAL platform.

VUals Virtualized Unified Access Interfaces: Virtual User Application Interfaces
(VUAISs) are interfaces designed to provide agnostic access to the VITAL platform's data
and services, regardless of the specific Internet of Things (IoT) systems in use. These
interfaces enable users and applications to interact with the VITAL platform without
being constrained by the underlying technologies or protocols of individual 10T systems.
By offering a uniform access point, VUAISs simplify the process of retrieving and utilizing
data and services from the platform, making it easier for developers and users to integrate
and leverage the capabilities of the VITAL platform. This approach ensures that various
IoT systems and their data can be seamlessly accessed and managed, promoting
interoperability and flexibility within the smart cities ecosystem.

On top of the VITAL platform, three distinct environments are offered, namely:

» The VITAL platform includes a management environment that offers comprehensive
access to both data and services from underlying Internet of Things (loT) systems, along
with incorporating essential FCAPS management features. FCAPS, which stands for
Fault, Configuration, Accounting, Performance, and Security management, is crucial for
the effective oversight and maintenance of networked systems. Fault Management within

134



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

this environment ensures that any issues or malfunctions in the 10T systems are promptly
identified, diagnosed, and resolved, minimizing downtime and operational disruptions.
Configuration Management allows for the effective setup and modification of 10T devices
and services, ensuring that all components are correctly configured and integrated.
Accounting Management provides the capability to monitor and manage the usage and
associated costs of 10T services, aiding in budget control and resource allocation.
Performance Management involves tracking and optimizing the performance of loT
systems, focusing on metrics such as response times and throughput to enhance
efficiency. Lastly, Security Management is dedicated to protecting the I0T systems from
security threats by implementing robust access controls, monitoring vulnerabilities, and
ensuring adherence to security protocols. This integrated approach ensures that the
VITAL platform’s modules operate effectively and securely, supporting the reliable
functioning of smart city applications and services.

+ A governance framework within the VITAL platform enables customization of the
platfgrm and its individual modules to meet the specific needs and characteristics of
diffefent urban environments. This framework allows for the adaptation of the VITAL
platfgrm to align with the unique requirements of various cities by considering factors
suc@s the city’s topography, demographics, and other relevant attributes. By integrating
thes& considerations into the governance environment, the framework ensures that the
platform's operations and functionalities can be tailored to address the particular
challenges and opportunities present in each urban setting. This customization process
involves adjusting the platform’s modules and services to reflect the local context,
enabling more effective and relevant deployment of 10T solutions within the smart city
infrastructure. Through this approach, the VITAL platform can better support diverse
urban environments, ensuring that its capabilities are aligned with the specific needs of
each city and contributing to more effective management and optimization of smart city
systems.

» The VITAL platform provides a development environment specifically designed for
creating applications tailored to smart cities. This environment leverages the core features
of the VITAL modules to enhance the widely-used Node-RED tool, expanding its
capabilities. By integrating Node-RED with the VITAL platform, developers can
combine Node-RED's extensive functionalities with advanced features such as
orchestration, data filtering, and semantic interoperability provided by the VITAL
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modules. This integration facilitates the creation of more complex and capable
applications by combining the strengths of both systems. Additionally, to further
accelerate the development of 10T analytics applications, this environment incorporates
the R project. The R project, known for its robust statistical and data analysis capabilities,
complements the existing tools and features, enabling developers to perform
sophisticated data analyses and generate actionable insights. Together, these integrations
provide a powerful and flexible framework for developing smart city applications,
streamlining the development process and enhancing the overall functionality and
performance of 10T solutions.

The VITAL development environment is used as a specific example of a tool that makes
it easier to construct IoT Analytics apps in the paragraphs that follow.

4.4 VITAL Development Environment
4.4.1 Overview

Inte@ating all of the features offered by the VITAL platform into a single tool—the
VIT{AL development tool—and making them available to developers of applications for
smatg cities is the main objective of the VITAL development environment. In order to
achiﬁ/e this, the tool based on VUAIs integrates the several functionalities of the VITAL
pIathrm, which are currently implemented as RESTful web services. This makes Node-
RED the perfect foundation for implementing the VITAL development tool.
Furthermore, Node-RED was chosen as the foundation for creating the VITAL tool due
to its expanding number of nodes (i.e. development features) as well as its popularity,
ease of use, extensibility, and simplicity. As demonstrated in Figure 4.2, the R project's
functionality (including a programming language for statistical computation and
graphics) and a number of VITAL-related nodes were added to Node-RED to improve it
into the VITAL development tool. The end product of this upgrade process is a user-
friendly tool that can be used to execute various operations connected to VITAL (like
retrieving metadata from 10T systems) and data analysis (like data value prediction or
data clustering) by utilizing the VITAL platform.

The additional nodes that have been added to Node-RED's core node palette in order to
implement and expose the VITAL features are briefly described below.
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4.4.2 VITAL Nodes

A number of new Node-RED nodes are required in order to expose the functionality
offered by the VITAL platform via the VITAL development tool.

Node-RED

VITAL-related
nodes

Author - Copy

Figure 4.2 Elements of the VITAL Development Tool

were made and incorporated into the tool. To be more precise, node categories were added
to the node palette: (1) ppi, which contains nodes to use for direct communication with
0T systems and data sources that comply with PPI standards; (2) data, which contains
nodes that expose DMS functionalities; (3) discovery, which contains nodes that facilitate
the discovery of various 10T resource types; and (4) filtering, which contains nodes that
expose VITAL platform filtering functionalities.

4.4.3 PPI nodes

Every node in the Platform Provider Interface (ppi) category is associated with a primitive
that is described inside the platform.
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4.4.4 System nodes

Metadata associated with an 10T system that adheres to Public Programmable Interface
(PPI) standards is accessed through system nodes. When a system node receives a
message, it first retrieves the relevant primitive data from the PPl implementation
provided by the 10T system. This process involves querying the PPI to gather the specific
metadata needed. Once the system node obtains this data, it integrates the metadata into
the message. The enhanced message, now containing the system metadata, is then
forwarded to its intended recipient. This approach ensures that the metadata, which
provides essential information about the IoT system’s operation and characteristics, is
effectively included and communicated within the message. By incorporating this
metadata, the system nodes facilitate more informed and accurate data exchange,
contributing to the overall functionality and interoperability of the 10T ecosystem.

4.4.5 Services nodes

In aE_PPI-compIiant lIoT system, the service nodes are responsible for managing and
retrigving metadata related to the services they offer. When a service node receives a
message, it may contain specific information that guides the filtering process to determine
Whiél services' metadata needs to be retrieved. This filtering is based on the service's ID
and@pe, allowing the node to pinpoint and gather the relevant metadata efficiently. Once
the service node has obtained the necessary metadata, it incorporates this information into
the outgoing message. Consequently, the message that the service node transmits includes
the recovered service metadata, providing detailed insights into the services offered by
the 10T system. This mechanism ensures that the metadata is accurately conveyed and
that service nodes can effectively manage and deliver service-related information,
enhancing the overall communication and functionality within the 10T ecosystem.

4.4.6 Sensors nodes

Sensor nodes, functioning as function nodes within an Internet of Things (1oT) system,
are tasked with retrieving metadata from sensors that they manage. These nodes are
designed to collect and process data from various sensors and include this information in
the messages they send. Specifically, the messages transmitted by sensor nodes contain
the sensor metadata, which provides details about the sensors' status and attributes.
Conversely, messages directed to these sensor nodes may include criteria used for
filtering the sensors, such as their ID and type. This filtering process allows the sensor
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nodes to selectively retrieve and compile metadata from specific sensors based on the
provided criteria. By incorporating this metadata into their outgoing messages, sensor
nodes ensure that detailed information about the sensors is communicated effectively,
enhancing the system's ability to manage and utilize sensor data efficiently. This approach
facilitates better organization and accessibility of sensor metadata within the 10T system.

4.4.7 Observations nodes

Function nodes, referred to as observation nodes, are responsible for retrieving data from
sensors within an Internet of Things (10T) system that adheres to PPI regulations. These
nodes operate by pulling observational data from the sensors they manage. When an
observation node sends output messages, these messages contain the collected
observation data, which includes details about the sensor readings and observed
properties. On the other hand, input messages directed to the observation nodes may
include criteria used for filtering the observations. This filtering can be based on various
parameters, such as the specific sensor that generated the data, the observed property, and
the §me of the observation. By utilizing these criteria, the observation nodes can
selei‘iively retrieve and compile relevant observational data, ensuring that the output
mes@ges reflect the most pertinent information. This mechanism enables precise and
efficient data retrieval and communication within the 10T system, enhancing the system's
ability to manage and analyze sensor observations effectively.

4.4.8 DMS nodes

Nodes in the data category are designed to expose and interact with the features provided
by the Data Management System (DMS) component of the VITAL platform. These nodes
are integral to accessing, managing, and utilizing the data stored and processed by the
DMS. They facilitate operations such as retrieving data, performing queries, and
interacting with the stored information, allowing users and applications to leverage the
data managed by the DMS. By exposing the functionalities of the DMS, these data nodes
enable efficient data handling and integration within the VITAL platform, supporting
various data-driven applications and services in the smart city ecosystem.

4.4.9 Query systems

Query systems nodes are specialized components that interact with the Data Management
System (DMS) to search for 10T systems that meet specific criteria. When a query
systems node receives a message containing a query, it uses this information to perform
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a search within the DMS. The node then identifies and retrieves metadata about all 0T
systems registered with the VITAL platform that match the query’s criteria. This
metadata is then included in the message sent out by the query systems node. Essentially,
these nodes act as intermediaries that facilitate the extraction of relevant information from
the DMS based on user-defined queries, enabling efficient data retrieval and system
discovery within the VITAL platform.

4.4.10 Query services

Query services nodes are responsible for retrieving data about 10T services based on
predefined standards and criteria. When a query services node receives an input message,
it contains a query that specifies the standards and parameters for the search. The node
processes this query to identify relevant 10T services that meet the specified criteria.
Subsequently, the node generates an output message that includes metadata about the 10T
services matching the query. This metadata provides detailed information about the
serv&es, such as their attributes and functionalities. By facilitating this process, query
serviges nodes enable efficient access to and management of 10T service information,
ensﬁfing that users and applications can obtain relevant service data in response to their

quergs.
4.4.@[ Query sensors

Nodes designed for querying sensors are specialized components that search the Data
Management System (DMS) for internet-connected items, such as sensors, based on
predefined standards or criteria. When these nodes receive a message containing a query,
they use the specified criteria to perform a search within the DMS. The query typically
includes parameters that define the type of sensor data or metadata being sought. In
response to the query, the nodes generate and transmit messages that include metadata
about all internet-connected items that meet the query’s requirements. This metadata
provides detailed information about the relevant sensors, such as their attributes,
capabilities, and operational status. By enabling this search functionality, query sensors
nodes facilitate efficient retrieval and management of sensor-related information within
the 10T ecosystem, enhancing the ability to find and utilize specific sensor data as needed.

4.4.12 Query observations

Nodes that query observations are designed to request and retrieve specific observation
data from the Data Management System (DMS). When a query observations node
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receives a message, this message contains a query specifying the criteria for the
observations needed. The node processes this query to search the DMS for relevant
observational data that matches the specified criteria. In response, the node generates and
sends a message containing the observations that meet the query’s requirements. This
message includes detailed data based on the query, providing insights and information
about the observations retrieved from the DMS. This process enables efficient querying
and access to specific observation data, facilitating the analysis and utilization of 10T-
generated information.

4.4.13 Discovery nodes

All Node-RED nodes that assist in identifying various types of 10T resources through the
discovery functionalities provided by the VITAL platform are categorized under the
discovery node category. These nodes leverage the VITAL platform's capabilities to
search for and recognize different 10T resources, such as devices, sensors, and services.
By u>t\ilizin9 these discovery functionalities, the nodes can facilitate the detection and
inte@ation of 10T resources within the Node-RED environment, enhancing the ability to
marﬁge and interact with a diverse range of 10T components effectively.

=
4.4.% Discover systems nodes

DiséBver systems nodes are designed to locate and identify loT systems based on specific
criteria, such as their type or geographical location. These nodes operate by receiving
messages that contain the criteria for the search, such as parameters defining the system
type or the geographical area of interest. Upon processing these criteria, the nodes
perform a search to find systems that match the specified conditions. The results of this
search are then compiled into metadata about the systems that meet the criteria. This
metadata is included in the messages that the discover systems nodes send out.
Essentially, the discover systems nodes enable efficient and targeted searching for loT
systems, providing valuable information about systems that align with the predefined
search parameters. This functionality supports better organization and management of
10T resources by facilitating their discovery based on relevant attributes.

4.4.15 Discover services nodes

Discover services nodes are designed to identify and locate 10T services based on
predefined standards or criteria. These nodes operate by receiving input messages that
may include specific parameters, such as the type of service and the system URI (Uniform
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Resource Identifier) where the services are offered. Based on these parameters, the nodes
perform a search to find services that match the given type and are associated with the
specified system. The results of this search are then encapsulated in output messages,
which contain metadata about all the services that fit the criteria. This metadata includes
detailed information about the available services, such as their attributes, functionalities,
and other relevant characteristics. By utilizing discover services nodes, users and
applications can efficiently locate and access the 10T services they need, based on the
criteria provided in the input messages.

4.4.16 Discover sensors nodes

Find the sensors nodes are specialized components designed to locate and identify sensors
based on a variety of criteria. These nodes search for sensors according to factors such as
their type, movement patterns, connection stability, and current or historical positions
within a specified time window. Additionally, they can identify whether sensors offer a
Ioca&zer service. When a find the sensors, node receives an input message, it contains the
requrements or criteria that the sensors must meet for the search. The node uses these
critetia to filter and locate relevant sensors. In response, the node generates output
mes@ges that include metadata about the sensors that fulfill the specified requirements.
ThisSmetadata provides detailed information about each sensor, including its attributes
and operational status. By using find the sensors nodes, users can efficiently discover and
access sensors that meet specific criteria, facilitating better management and utilization
of sensor data within the 10T system.

4.4.17 Filtering nodes
The VITAL filtering functionalities are accessed using filtering nodes.
4.4.18 Threshold nodes

Threshold nodes are designed to perform threshold-based filtering on data collected from
0T systems. These nodes evaluate data based on specific criteria, such as the property
being observed, the location where the data was collected, the time period over which the
data was gathered, and the particular internet-connected object involved. When a
threshold node receives a message, it includes information about the observations to be
filtered, the threshold value to be applied, and the relationship (or condition) that must be
met between the observed data and the threshold value. The node processes this
information to determine which data values meet the criteria and satisfy the specified
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relationship with the threshold. After filtering the data, the threshold node sends out
messages containing all the values that meet the criteria and have the desired relation with
the threshold. This functionality allows for precise and targeted data filtering, helping
users identify and respond to specific conditions or anomalies within the collected data.

4.4.19 Resample nodes

Resample nodes are utilized to modify the sampling rate of data streams by resampling
them, either by up-sampling (increasing the sample rate) or down-sampling (decreasing
the sample rate). This adjustment is performed using a time interval that differs from the
original sampling period of the data. When resample nodes receive an input message, it
specifies key details such as the data stream to be resampled, including the sensor and the
observed attribute, as well as the new time interval and the time period over which the
resampling should occur. Based on this information, the resample node processes the data
stream according to the specified new time interval. After resampling, the node generates
outpgt messages that contain the observations from the data stream adjusted to the new
samging rate. This capability enables more flexible and efficient data handling, allowing
usetgs) to tailor the data sampling frequency to better suit their analytical needs or
opergtional requirements.

4.5 Qevelopment Examples
4.5.1 Example #1: Predict the Footfall!

The objective is to develop a website featuring a map of Camden Town, which includes
an interactive pop-up functionality. When users click on any location on the map, the
pop-up will display information about the individuals predicted to be in that area over the
next hour. This prediction is based on data analytics and forecasting models that estimate
pedestrian movement patterns. The anticipated result of this functionality is visually
represented in Figure 4.3, illustrating how the website will show predictions about
potential foot traffic at various locations within Camden Town, enhancing user
engagement and providing useful insights about the area's activity.

To implement the required functionality, two flows were developed using the VITAL
development tool. The first flow is responsible for displaying the Camden Town map on
a static HTML page, which is retrieved from a web service. This provides users with a
visual map of the area. The second flow utilizes another web service to predict the number
of people expected to be in a specific area within the next hour based on a given location.
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This prediction is then integrated into the user interface. The construction and integration
of these two flows enable the website to both display the map and provide real-time
predictive insights about pedestrian activity. The details of these flows and their
interactions are illustrated in Figure 4.4.

The subsequent stream operates as follows: it begins by receiving a specified location
and then queries the nearest footfall sensor to that location using a query sensors node.
This node identifies the most relevant sensor based on the provided location. Once the
sensor is determined, an observations node retrieves data from that sensor for the past ten
days, collecting historical observations. Following this, the data obtained is analyzed
using the ‘rstats” package, a tool for statistical analysis in R. The “rstats’ package
processes the historical sensor data to forecast the sensor's expected value for the
upcoming hour. This predictive analysis provides an estimate of foot traffic or other
relevant metrics at the given location.

4.5.2>\Example #2: Find a Bike!

The§oal is to develop a website for London residents that allows them to check the
availability of bikes in their vicinity. Users can interact with a map by entering their
Iocaazon, and the website will display markers for each bike docking station within a 500-
metet radius that has at least one bike available. This feature helps users quickly find
nearby docking stations with available bikes. The implemented web page, which
demonstrates this functionality and how the markers appear on the map, is shown in
Figure 4.5.

Both of the flows utilized in this example are illustrated in Figure 4.6. The first flow is
responsible for generating and serving the static HTML page that displays the map. The
web service that provides this HTML content is integrated into this flow. In the second
flow, the user's current location is received and used to determine which bike docking
stations within a 500-meter radius have available bikes. This flow processes the location
data to query relevant bike docking stations and updates the map with markers for those
stations. The integration of these flows ensures that the website effectively displays bike
availability based on the user's location.

144



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

i

000 3 oucc menats
« c 46.101.83.86-1880/pre

ArTe For uck e, St 1w Boskracks b o The beskmans it

Mip St
|

7 Peogle sround within the seat heur

Figure 4.3 Predict the Footfall — the Web Page

Author - Copy

Vostmans hes o e bacsmanns Ae

Procict the toottalt

e precser foorm e

1w 100-precice -docttan

rep

O ouery seson

Figure 4.4 Predict the Footfall — the Flows

145



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

o
"

Figure 4.5 Find a Bike — the Web Page

oA ey Pre e macamates Ve

Find » Bie!

Author - Copy

Joet) Ana-a-tike

| Gacover sesore

» observations

Figure 4.6 Find a Bike — the Flows

146



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

When the user selects a location by clicking on the map, the system uses a discover
sensors node to identify all bike docking stations within the specified area. Given that
docking stations are treated as sensors, the system then employs an observations node to
check the availability of bikes at each identified station. This involves retrieving the most
recent observation data from each sensor, which reflects the current number of bikes
available. Based on this data, the system filters and returns the locations of the docking
stations that have at least one bike available. This process ensures that only those stations
with available bikes are marked on the map for the user's convenience.
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Chapter -5
An Open Source Framework for 10T Analytics as a Service
5.1 Introduction

The significance of the convergence of 10T and cloud computing has been demonstrated
in previous chapters as a way to meet QoS (Quality of Service) requirements and achieve
scalability. Cloud-based IoT deployments are driven primarily by two business
objectives:

* Business Agility: Because cloud computing enables flexible, timely, and on-demand
access to computing resources (such as compute cycles and storage) as needed to achieve
business targets, it relieves laborious IT procurement processes. loT developers and
deployments have flexible access to the processing and storage resources required to
support their applications when it comes to 10T analytics apps.

* Lower Capital Expenses: By changing IT capital investments from CAPEX to OPEX
(i.e. %paying per month, per user, for each service), cloud computing results in lower
capiLaI expenses (CAPEX). This is because, as opposed to upfront overprovisioning,
clou§ computing allows for elastic resource provisioning and flexible planning. One
advatage of this flexibility is that it allows Small and Medium-Sized Businesses (SMEs)
to purchase and utilize infrastructure using a pay-as-you-go and pay-as-you-grow model
by only paying for the processing power and capacity that they require. This can be
especially crucial for the increasing number of SMEs—including high-tech startups—
that use 10T data into their services or product offerings.

Integrated loT/cloud infrastructures and associated services can be categorized into the
following models, just like cloud computing infrastructures [1]:

* IaaS, or infrastructure-as-a-service 10T/Clouds: These services offer a way to access
cloud-based actuators and sensors. The related business model makes use of 10T and
cloud services to function as sensors or data providers. In order to offer associated pay-
as-you-go services, laaS services for loT must first grant access control over resources.

» Platform-as-a-Service (PaaS) 10T/Clouds: As all of the public loT/cloud
infrastructures mentioned above use this architecture, it is the most popular for loT/cloud
services. As previously said, the majority of public 10T clouds include a variety of tools
and associated environments for developing and deploying applications in a cloud setting.
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Access to data rather than hardware is a primary feature of PaaS loT services. Clearly,
this sets it apart from laaS 10T clouds.

* SaaS (software as a service) IoT/Clouds: SaaS-based 10T services are what allow their
users to pay-as-you-go and access full 10T-based software applications over the cloud.
SaaS 10T apps closely resemble traditional cloud-based SaaS services once sensors and
0T devices are hidden. However, there are other situations where the Internet of Things
component is strong and obvious, like in applications where sensors are chosen and their
data combined in an integrated application. Since many of these apps offer on-demand
access to the services of numerous sensors, they are frequently referred to as sensing-as-
a-service. It should be noted that SaaS loT applications facilitate utility-based business
models including loT software and services and are usually developed over a PaaS
infrastructure.

In actuality, the Sensing-as-a-Service paradigm is limited to Internet of Things
applications, even if it is a specific instance of a SaaS deployment. In fact, sensors or
Intefget of Things devices—provide data for on-demand gathering, processing, and
anafjsis in Sensing-as-a-Service applications. The location- and time-dependent
chargcter of these Internet of Things (loT) applications reinforces the on-demand and
dynanic nature of Sensing-as-a-Service applications by enabling the dynamic selection
of the 10T resources (sensors) that will supply the data streams to be analyzed. Sensing-
as-Service can therefore be viewed as an example of a "loT Analytics as a service"
paradigm, in which users of 10T applications are permitted to dynamically choose data
processing and analytics features in addition to the loT devices on which they would be
implemented.

Based on the open-source Open loT project, we offer in this chapter a framework for
creating Sensing-as-a-Service applications. The Open loT framework allows for the
defining of processing functionalities over the selected sensors' data, as well as the
dynamic selection of sensors and resources. Essentially, it makes it possible to specify
dynamic sensor queries, which is a precursor to 10T analytics as a service. Open 10T
offers the following benefits in addition to making it easier to define and implement such
Sensing-as-Service (also known as 10T analytics as a service) services dynamically:

* Ensuring the conversion and adherence to a single ontology, specifically the OpenloT
ontology, which is an expanded version of the W3C SSN (Semantic Sensor Networks)
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ontology, will enable semantic interoperability and unification of data from various IoT
sensors and other data sources.

* A selection of user-friendly instruments for the Sensing as-a-Service visual
specification. By using sensors that are registered with the OpenloT framework, the tools
facilitate the formulation and implementation of sensor queries that are based on
SPARQL.

Although OpenloT does not yet offer complex data analytics functions, it can be
expanded to support more advanced analytics functionalities by building on frameworks
for data mining and machine learning. The H2020 FIESTA-I0T project is responsible for
developing these enhancements. It offers functionalities that enable semantically
interoperable 10T experimentation, or the execution of data-centric 10T experiments
based on data streams from various loT experimental facilities. The chapter's subsequent
sections concentrate on describing the OpenloT framework and its capabilities for
Sensipg-as-a-Service. They also include a real-world example of creating and
impkmenting a pertinent sensor query using the OpenloT tools. Also covered is the
evoi‘dtion of the Sensing-as-a-Service paradigm into an loT Analytics as a Service
paragigm by adding more advanced analytics features.

5.2 @rchitecture for 10T Analytics-as-a-Service
5.2.1 Properties of Sensing-as-a-Service Infrastructure

In the context of OpenloT, service formulation and delivery are distinguished by the
following attributes.

e On-demand: In OpenloT, service creation and delivery ought to be handled on-
demand. This suggests the requirement for 10T service formulation demands to be
expressed on-demand, which the OpenloT middleware architecture will handle.
Consequently, in order to fulfill the requested service demands, service formulation
should offer the ability to dynamically select the sensors and 1COs that are required.

* Cloud-based: A cloud environment is used to provide OpenloT services. A scalable
sensor cloud architecture, which will offer services for sensor data access, is the
foundation of this setup. The necessity to access, use, and integrate services located
within the sensor/ICO cloud must therefore be considered in the OpenloT service
formulation methods.
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« Utility-based: OpenloT's service delivery model is utility-based, consistent with its
cloud-based and on-demand characteristics. Therefore, OpenloT should offer the ability
to compute utility by incorporating the ability to save a variety of utility factors (such as
use parameters for the utilized 1COs) at the time of service formation.

* Service-Oriented: Services will be deployed in response to OpenloT queries. The latter
could be the combination of different services, including cloud data stream access
services. All things considered, OpenloT is service-oriented.

* Optimised: A variety of self-management and self-optimization techniques are
integrated into OpenloT. Utility-based optimization methods can be implemented by
ensuring that records of resource reservations and consumption are kept through the
service formulation process.

5.2.2 Service Delivery Architecture

Figure 5.1 shows the OpenloT platform's architecture, while Figure 5.2 provides a more
thor@gh breakdown of how the different modules interact with one another. As
pre\ﬁbusly said, OpenloT makes it possible to create dynamic on-demand services that in
turngnable cloud-based delivery of 10T data processing services. These services pick and
hange information from a wide range of data sources.

All things considered, the design provides for the development and processing of service
requests to the OpenloT system. It is given authority by the following elements:

* The "Request Definition'" component of the service request definition: The section
where requests for 10T are made is called Service Request Definition.

Figure 5.1 Open 10T Architecture
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End users create services, which are then presented to the OpenloT system in the
appropriate manner. This component includes a suitable Graphical User Interface (GUI)
that makes it easier to customize the service request.

* (Global) Scheduler: This scheduler is responsible for receiving and ranking the
different service requests (from one or more end users) and producing a list of sensors
(as well as other Internet-connected objects, or ICOs) that are involved in providing the
service. Additionally, the global scheduler makes the necessary resource reservations,
which makes resource optimization and utility computation easier.

* Service Discovery: The OpenloT directory services are referred to as service discovery.
It preserves the descriptions of the sensors that the OpenloT system is aware of, annotated
semantically. Finding services

Author - Copy

Figure 5.2 Functional Blocks of Openiot’s Project Analytics as a Service
Architecture
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depends on sensors being registered in the directory service repository. The OpenloT
ontology, an improved version of the W3C SSN ontology, serves as the foundation for
the service directory's structure.

* Cloud Infrastructure: This is the operational and functional cloud computing
environment that guarantees sensor cloud integration and streaming of sensors and 1CO
data to cloud storage; its operations are executed independently of infrastructure
management and infrastructure changes.

* Global Sensor Networks (GSN) Nodes: The term "GSN nodes” describes GSN
middleware deployment instances. Since they make it possible for real-world devices to
be interfaced with the OpenloT system (via the cloud infrastructure), they are crucial to
the data provisioning for the delivery of Internet of Things services. In parallel, GSN
nodes prioritize and normalize the data collected from physical sensors by performing a
variety of local-level optimizations based on the ICOs they are made up of and how they
engage with and contribute to the various services.

The§ervice Delivery and Utility Manager (SD&UM) is responsible for overseeing the
appropriate assembly and delivery of services, considering any physical infrastructure
Iimiﬁtions or service modification specifications. In order to do this, it mixes the chosen
ICOQ and sensors in the manner indicated in the service request that was submitted to the
system. The OpenloT infrastructure's optimizations play a role in the combination as
well. For instance, these optimizations may control how frequently different underlying
data services are accessed.

* Service Presentation (also known as "Request Presentation'): This part enables the
application of the service's presentation layer by utilizing additional visualization
libraries and mashups. It can be viewed as an optional feature designed to make it easier
for the services to be presented in accordance with the needs and preferences of the end
user.

5.2.3 Service Delivery Concept

Service delivery is predicated on the selection and orchestration of various services
(including cloud services) that supply data and/or initiate tasking or actuation
functionalities, in keeping with the primary elements of the OpenloT architecture
previously described. The following criteria determine how such services are coordinated
and combined:
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» Type of (requested) service: Various actions on Initial Coin Offerings (ICOs) are
specified in the service request, including selection, data retrieval and processing, and
actuation command execution. An enormous distributed sensor and initial coin offering
(ICO) database can be compared to the OpenloT sensor cloud infrastructure. Service
requests can be viewed as queries and operations on this database; that is, they can be
conceptualized as represented metaphors in SQL (Structured Query Language). The
OpenloT infrastructure will initiate several routes inside the service delivery methods
based on the query and activity. For instance, actuating actions (such as "UPDATE" or
"EXECUTE") will result in the invocation of the actuating services, whereas query
operations (also known as "SELECT" in SQL terminology) will result in the combination
of sensor data access services. Moreover, requests that combine the roles of selection and
actuation ought to initiate different routes within the OpenloT service formulation
techniques.

» Optimizations: As a self-managing infrastructure, the OpenloT sensor cloud offers
chariges for the best possible service delivery. Consequently, the OpenloT infrastructure's
resagrce management and optimization capabilities impact the creation and provision of
serv;L'Dces. When optimizing OpenloT services, alternative methods for service delivery
andgxecution are probably going to be considered.

. Sefgction of sensors and ICOs: The creation and provision of services are impacted by
the sensors and ICOs chosen. When it comes to choosing data and actuating service
execution, several initial coin offerings may offer varying capacities. Therefore, the
heterogeneity of data being gathered from the multiple ICOs is dealt with by the OpenloT
service delivery ecosystem. Specifically, the virtualized interface offered by the OpenloT
cloud and the underlying GSN nodes allows users to access the low-level functionality
of the 1COs that serve as the OpenloT system'’s data collectors.

The necessity to facilitate both service deployment and service un-deployment is
considered by the mechanisms for service formulation and delivery. In OpenloT, service
deployment ought to be implemented as a fundamental component of service
management and governance operations. Consequently, the procedure of un-deployment
is also covered in the following paragraphs.
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5.3 Sensing-as-a-Service Infrastructure Anatomy
5.3.1 Lifecycle of a Sensing-as-a-Service Instance

The following are the primary responsibilities of the management and requests operations
for the dynamic creation and deployment of 10T services (i.e., sensing-as-a-service and
loT-analytics-as-a-service) within the OpenloT system:

* Request formulation: The request is created as part of this task based on the
specifications for a specific sensor selection and the data processing of the gathered
information.

* Parsing and request validation: This step handles the request and verifies its accuracy.
The requests are validated to make sure they refer to sensors and ICOs that are already in
existence or that a set of criteria led to the selection of a set of sensors and 1COs.

* Resource discovery: The OpenloT directory services are the target of this task's
selegtjon criteria for sensors. Specifically, a set of sensors meeting the necessary
req@r‘ements are chosen from the sensor directory, which then updates the OpenloT
direotory sensor services as needed.

Q
. C@ation of a new OpenloT service instance: A new OpenloT service instance is
estafflished as a cloud service using the chosen sensors and ICOs. As a consequence, the
service linked to the Sensing-as-a-Service request is established.

* Population of data and structures related to resource management and utility
metering: The necessary resources are set aside in conjunction with the development of
the OpenloT service. This is indicated in the several structures that hold data regarding
the OpenloT system's resources. Additionally, records and structures are employed for
the utility metrics.

» Service Delivery and Deployment: This task includes the OpenloT service's
deployment and availability on the OpenloT system. As a result, it is prepared for end
users to invoke it.

The primary system operations involved in deploying an OpenloT service are depicted
in Figure 5.3 (i.e., service request, sensor(s) selection, scheduling and resource
reservation, and service deployment). Once an OpenloT service has been successfully
deployed, end customers can call and utilize it. It is also possible that the service will be
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removed from the system and deactivated as part of the service lifecycle, in which case
all of the resources connected to the service will be released.

QpeniaT Sensoids) Stheduling / OpanioT L of the
Service ‘n'i‘ﬁbo n fesource Servnce OpenioT
Request h Neservation Deployment Lervites

Service
Undeployment

Figure 5.3 10T Data Analysis Services Request Lifecycle
5.3.2 Interactions between OpenloT Modules

A clgud-based sensor environment is called OpenloT. A vast array of meta-data that
faciliates the deployment, delivery, and optimization of 10T services within the sensor
clotd is stored in this cloud in addition to the data from the many sensors and 1CO
stregi;ns. While new services are requested and implemented and existing ones are
deerBed out of scope, this meta-data is updated throughout the sensor cloud system's
operation. Regularly monitoring if data from the system's implemented services from the
offered mechanisms are needed will be the responsibility of the sensor cloud system.
Moreover, the interactions among the different elements of the OpenloT architecture will
be governed by this meta-data. The OpenloT architecture's several components are shown
in Figure 5.4, along with an indication of how they interact (marked by uni-directional
and bi-directional arrows). Additionally, the picture shows the different classes and
entities whose values and data are utilized in the course of the module interactions.
Specifically, considering the entities depicted in Figure 5.4, the interactions among the
OpenloT modules are as follows:

* Request Definition: The OpenloT system's request definition module is the user
interface via which users create requests. The Scheduler's API, which is covered in depth
in the parts that follow, is directly interfaced with by this module.

The (global) scheduler: Creates the request by utilizing the inputs provided by the user
(request specification). It utilizes the Cloud Database (DB) to communicate with the other
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components of the OpenloT platform. Specifically, the Scheduler carries out the
following tasks:

o Using the “available Sensors” entity to retrieve the available sensors from the GSN
nodes

> Notifying the GSN nodes about which virtual sensors are being used by the scheduled
service. Included in the "sensor Service Relation" entity is pertinent data.

o Notifying the Service Delivery & Utility Manager (SD&UM) of the services that should
be provided in accordance with the entity “service Delivery Description,"

o Notifying the user about the state of a given service using the “service Status” entity
and the SD&UM module

o Putting access control measures into practice by utilizing the "user" entity.
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Figure 5.4 Main Entities and Modules

* Service Delivery & Utility Manager: The Scheduler has given the "service
Description” entity SPARQL scripts, which the SD&UM module retrieves and sends to
the request presentation module. Additionally, this module uses the received scripts to
run them in the "virtual Sensors Data Storage" in order to retrieve data from the GSN
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nodes. It can also keep track of past resource usage for invoicing, metering, and
accounting needs.

» Request Presentation: The User Interface for retrieving data from the Cloud Database
(DB) is the Request Presentation module. The request has been stated in the Request
Definition, and the SD&UM API which is covered below is used to deliver the data.

* Configuration Console: The system administrator's tool for configuring, deploying,
and managing the Open loT platform is the Configuration/Monitoring console. For
monitoring purposes, it directly communicates with a number of other modules, including
the Scheduler, SD&UM, and GSN nodes. Lastly, it can also create RDF schemata for
newly created virtual sensors. The "virtual Sensors Rdf Schemata™ item contains the
schemata that allow GSN nodes to access this data while configuring.

* GSN Nodes: The GSN nodes (or virtual sensors) are:

° By using the “available Sensors” object to supply the Scheduler module with the
avai@ble sensors,

O . : . oy .
° Baied on the “sensor Service Relation” entity, the Scheduler provided information about
the @nsors that are being used.

=]
o Usfng the "virtual Sensors Rdf Schemata" entity to retrieve new virtual Sensors RDF
schemata from the Config/Monitor Console, and

o Supplying the SD&UM with sensor data via the “virtual Sensors Data Storage” entity

The aforementioned modules generate and use data related to the entities mentioned in
the following Table 5.1 as part of these interactions. The table 5.1 distinguishes between
data entities that are semantic and those that are not. Ontologies, or RDF, serve as the
foundation for the implementation of semantic data entities, whereas relational database
tables serve as the representation for non-semantic data structures. Considering that all
sensor descriptions in OpenloT will be semantically annotated and represented, take note
that every structure containing sensor data adheres to semantic descriptions.

Table 5.1 Distinguishes Between Data Entities

Data Entity Type Description
Relational (SQL) Holds the description and
or RDF properties of all the services that

serviceDescription
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are executed through the OpenloT

system.

Constitutes the directory database

of the OpenloT sensorcloud
system.

Maintains a list with the status of

the services, in orderto provide

availableSensors Semantic (RDF)

serviceStatus Relational (SQL)

relevant feedback to end-users

Maintains the (many-to-many)

associations of the services to the
sensorServiceRelati various sensors and ICOs available
Relational (SQL) in the system
on . . .
(i.e. information about which

sensors are used in the scope of a
given services).
Maintains the data of the various

rtualSensorsDataSt . data _streams le. data
orage Semantic (RDF) | corresponding to the data streams
of the sensors and ICOs that
provide services to OpenloT users
Holds the structure of specific

virtualSensorsRdfS . sensors/ICO types to allow for the
Semantic (RDF) . .
management and instantiation of

chemata
the sensors.
Used to records utility/usage
related parameters, in order
to boost accounting, billing and
(utility based) resource

- Copy

Author

utilityUsageHistory | Semantic (RDF)

optimization
Used to store the available users
Relational (SQL) and their access rights to
user .
or RDF implement access control
mechanisms.
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Fig@e 5.5 shows the relationships between the primary OpenloT data components.
5.4 Scheduling, Metering and Service Delivery

The "Scheduler" and "Service Delivery & Utility Manager" components of the OpenloT
platform are in charge of formulating the services. A thorough overview of these
modules, including the features they provide to end users, is given in the paragraphs that
follow. It should be noted that the phrase "end-user" might refer to the person who will
ultimately utilize the 10T services or to the solution provider who will use OpenloT to
integrate and implement a Sensing-as-a-Service.

5.4.1 Scheduler

The primary point of entry for service requests sent to the OpenloT cloud environment is
the Scheduler. As part of the process of developing a new cloud service based on the
Sensing-as-a-Service paradigm, this component receives the service requests from the
service definition components. After parsing each service request, it carries out the two
primary tasks for service delivery: scheduling/reservations of resources and sensor/ICO
selection.
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The OpenloT service lifecycle, which was described in the previous paragraph, is
supported by the scheduler's API. Specifically, it offers the ability to:

* Building an OpenloT service using the sensors and ICOs that are already in place.

 Setting up a service registration on the OpenloT sensor cloud. In this instance, the
service is given a service identifier (servicelD) by the OpenloT system, which allows the
service to be uniquely identified within the OpenloT service delivery system.

» De-registering an OpenloT service that was previously registered. This complements
the role of the person registering the service. The service is moved outside the purview
of the OpenloT system by the unregistration/deregistration function.

* Turning on a service that has previously registered, so that it can start using the OpenloT
sensor cloud.

* Turning off an OpenloT service, which causes the sensor cloud to deactivate it.
Howegver, disabling a service does not mean that it leaves the sensor cloud,; rather, it just
mea@‘s that it is no longer accessible for activation.

. Chécking the current state of a particular service within the sensor cloud by requesting
its s&tus.

<
The OpenloT services' states are modified by the aforementioned functions in accordance
with the requirements and rules listed in each state. For instance, only services that are

registered may be enabled, and only services that are enabled may be removed. Only
registered services have the ability to be unregistered concurrently.

The OpenloT system's 10T service lifecycle is depicted in Figure 5.6. On the basis of
requests to the Scheduler API, the various states are switched between.

The following features are supported based on the Scheduler API:

» Resource Discovery: Using the "availableSensors" entity as a basis, this function will
determine the virtual sensor availability. When a service request is made, it will supply
the resources that meet the needs.

* Service User Management: The lifecycle management of an OpenloT service will be
made possible by this Scheduler service. The following Scheduler remarks serve as the
basis for this lifecycle management:
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o Register: The function known as "Register" is in charge of determining from the request
all the resources that are needed and updating the "sensorService Relation" entity in the
cloud database. Based on the user request, the "Register" service will create a SPARQL
script and store it in the "ServiceDescription™ object together with the user's unique
execution properties and a Service ID (the execution values could include execution
intervals, life of the service, etch). A new service instance must be registered at the cloud's
"serviceStatus" entity. It should be noted that: (a) If the request is satisfied, the
"serviceStatus" entity's unsatisfied Boolean is set to false; (b) If the request is not
satisfied, the unsatisfied Boolean is set to true. Optionally, more thorough details about
the issue could be saved.

o Unregister: A registered service may be unregistered by the user within the parameters
of the unregister functionality. The assigned resources will be released upon the
unregistration of a service. As a result, the cloud's "SensorService Relation" entity will
have its service-virtual sensor relation destroyed. Moreover, the cloud's "serviceStatus™
item deactivates the service (setting enabled as false).
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o Suspend: The service will be updated (set suspended as true) at the cloud's
"serviceStatus" entity as part of the suspend feature.

o Enable from Suspension: The service is defined as enabled (enabled is true) at the
“serviceStatus” entity as part of the suspension functionality.

o Enable: The feature that allows the user to activate an unregistered service is the enable
functionality. The user request is initialized and the relevant virtual sensors are found and
saved to the "SensorServiceRelation" entity when a service is enabled. At the
"serviceStatus" entity, the service is configured to be enabled.

o Update: Service modifications are allowed by the update services.When a registered
service is updated, the cloud database's "Sensor ServiceRelation™ entity is updated by the
"Update," which extracts all the resources needed from the revised request. Based on the
updated user request, the "Update" service will create a SPARQL script and update it to
the current version, adding the updated user's specific execution properties (which could
incluéiie things like execution intervals and service lifetime) to the "ServiceDescription"
entity. As soon as the "serviceStatus" entity in the cloud is activated, the service status
will be updated. It should be noted that: (a) If the request is satisfied, the "serviceStatus"
enti@'s unsatisfied Boolean is set to false; (b) If the request is not satisfied, the unsatisfied
Boo:léan is set to true. Optionally, more thorough details about the issue could be saved.

* Registered Service Status: By entering the ServicelD, the user can use this feature to
find out the status of a certain service. The "serviceStatus" entity will be checked by the
Registered Service Status service, which will then provide the user with all relevant
information.

» Service Update Resources: This service/functionality will check the enabled services
from the "serviceDescription™ entity and, in the first instance, identify those that are
employing mobile sensors, based on a time period defined by the service provider (i.e.,
adminis trator managed). In a subsequent phase, it will determine whether the user's
request is fulfilled by the mobile sensors (e.g. in respect of a certain location). Keep in
mind that: (a) if the sensor satisfies the user's request, nothing more happens; (b) if the
sensor satisfies the user's request, this sensor is disconnected or eliminated from the
particular service at the "sensorServiceRelation" entity; and(c) A new sensor that satisfies
the user's request is searched for in the third step (e.g., with regard to a specific location);
(d) if a new sensor is found, it is recorded at the “ServiceDescription” entity and the
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“serviceDescription” entity is updated; (e) if no sensor is available to satiate the specific
request, the unsatisfied field at the cloud's “serviceStatus” entity will be updated with
“true” in the “serviceStatus” entity.

* Get Service: This function is used to obtain a registered service's description. This data
can be retrieved by gaining access to the "serviceDescription™ entity.

» Obtain the Available Services: Using this service, a user can compile a list of
registered services that are connected to a certain user. The "serviceDescription" object
has these service IDs available.

» Get User: The OpenloT platform's access control mechanisms use this service to obtain
user data, access privileges, and restrictions in order to apply data filtering and access
permissions.

It should be noted that the user must first log in to the system using his or her ID in order
to access the following services: "Resource Discovery," "Service User Management,"
"Re@‘stered Service Status," "Service UpdateResources," "Get Service," "Get User," and
"Geﬁfthe available Services." Additionally, the user's results are pre-filtered according to
the rfgsources that are available depending on their profile and account constraints. The
infoEnation about account limits is provided by the "user" and "accessControl™ entities.

The primary workflow related to the service registration procedure is shown in Figure
5.7, which is consistent with the Scheduler features previously mentioned. The Scheduler
looks for the resources (sensors, ICO) that will be utilized for the service delivery as part
of this process. If none of the sensors or ICOs are able to respond to the request, the
service is stopped. If a set of appropriate sensors or 10Cs is identified, the pertinent data
entities (such as the relationship between sensors and services) are changed, and a
SPARQL script linked to the service is created and saved for later use. After the
triumphant

165



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

Initiatize/Update
Service Status Entity Regster
= for ServicelD

l

. Available
Identify Sensors to

- Sensors
be used
Entity
\4 \4 ‘
Service 5 +
V» : Description
Status Entity Entity Available
e Suspension € Sensors fulfill
A T A the criteria?
v o
Update Sensor/ >0n301/
Service
Service Relation P
Entit Relation
ntity
g Entity
>
o
S
1
s Stul‘(' SF’A"\H(J’. Formulate S'Vn'-RQL
ﬂs Registered < Script, Service 1D Script

Figure 5.7 “Register Service” Process Flowchart

After this procedure is finished, the servicer becomes "Registered" and can be called
upon.

Similarly, Figure 5.8 shows how to update the resources linked to a particular service. As
previously said, such an update procedure is especially crucial for 10T services that
involve mobile sensors and ICOs, or sensors and ICOs whose locations are expected to
change quickly, such mobile phones and UAVs (Unmanned Aerial Vehicles). In these
situations, the process of updating resources could periodically verify if mobile sensors
are available and appropriate for the registered service whose resources are updated. The
procedure shown in Figure 5.7 is predicated on the service having knowledge of the list
of mobile sensors (i.e., the semantic annotations on the sensors indicate whether or not
the sensor is mobile).

In theory, the update process might be used to update the entire list of resources that
support the provided service, even if it is linked to the requirement to determine the
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suitability and availability of mobile sensors. The ability to handle the erratic nature of
10T environments where sensors and ICOs may join or go on a whim—might prove
beneficial for OpenloT. It is impossible to completely rule out the prospect of new sensors
appearing in the context of an 10T application and being connected to an existing service.

Lastly, the procedure for unregistering a service after which the resource linked to the
service is released is shown in Figure 5.9. The OpenloT service infrastructures' data
structures are also adjusted to reflect the fact that the designated service is no longer
utilizing its resources. This upgrade is crucial for the later implementation of the OpenloT
optimization and self-management features, as previously mentioned.

5.4.2 Service Delivery & Utility Manager

As its name suggests, the Service Delivery & Utility Manager has two functions. It is the
module that permits data retrieval from the chosen sensors that make up the OpenloT
service on the one hand (as a service manager). In contrast, the utility manager supports
the Iig_etering, pricing, and resource management operations in addition to maintaining
and #etrieving information structures about service usage. Explanations of the primary
features and services of the Service Delivery & Utility Manager are provided in the
para’éraphs that follow.

The%penIoT platform delivers its results using the Service Delivery & Utility Manager
(SD&UM) API. Specifically, the module offers the following methods:
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* Carrying out and providing the required services.

» Using cloud data streams for processing and access.
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* Considering the processing guidelines provided when forming the request.

* Monitoring utility parameters related to the service, such as the amount of data
communicated, the number and kind of sensors utilized, and the duration of use.

» Keeping track of and organizing utility data records.

The Service Delivery & Utility Manager API provides the foundation for the support of
the following features:

* Request a report: This service allows the user to use the "ServiceDescription” entity
to call an already-defined service. This service will retrieve the results from the
predefined query (sparglScript), which is stored under the "ServiceDescription" object,
and provide them to the application via the Callback Service by providing the destination
address (URI) of the application.

* Callback Service: This service is initiated by the "Subscribe for a report™ service and
is called according to the timetable the user specifies when registering for the service.
The§allback results service is contacted by the callback service if the query is performed
corrgctly.

Q
. C@back results: The SD&UM will try to provide results to the subscriber application
by uSing the callback results.

* Unsubscribe for a report: Once the user uses this service, the "Subscribe for a report”
option is deactivated. The user provides a unique subscription ID to identify the
previously registered subscription removal.

* Poll for a report: This service allows the user to use the "serviceDescription" entity to
call an already defined service. In contrast, the "subscribe for a report™ service allows the
user to run the pre-defined query with customized parameters (for example, "give me the
results of the last 30 minutes"). This request results in a single Result Set, which is
processed just once before being dropped. The "Poll for a report” service calls the
callback results service if the query runs successfully.

* Retrieve a user's utility use: This service allows the user to obtain the utility usage
associated with a certain user. The "Get the utility usage of a user" service obtains the
associated services for the particular user from the "serviceDescription" object by
supplying the user's ID. Next, it retrieves the usage history from the "utilityUsageHistory"
entity. Using unique utility usage algorithms and considering the policies in place for the
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services rendered, it finally returns the total platform consumption and cost for the chosen
user.

* Retrieve a registered service's utility use: This service allows the user to obtain utility
usage information for a particular registered service. By giving the "servicelD," it
retrieves the usage history from the "utilityUsageHistory" entity. It then uses unique
utility usage algorithms in conjunction with the pricing rules listed for the services that
are offered to determine the platform's usage and cost for the service that is chosen.

* Track the use of a service's utility: The "Poll for a report" and "Callback service"
services call this service. When it invokes the "Get the utility usage of a registered
service" and "Get the utility usage of a user" services, the amount of data requested and
the kind of resources used are recorded in the "utilityUsageHistory" object for further
use.

* Get service status: By entering the service ID, the user can use this service to find out
the %_atus of a certain service. The user will receive all accessible information from the
regitered service status service when it has verified the "serviceStatus" entity.

» Get service: You can use this service to obtain a registered ser vice's description. You
can §Jtain this data by gaining access to the "serviceDescription" entity.

* Obtain the services that are available: This service enables a user to compile a list of
registered services that are connected to a particular user. The "serviceDescription" object
has these service IDs available.

» Get User: To implement data filtering and access rights, the OpenloT platform's access
controls mechanisms employ this service to retrieve a user's information, access
privileges, and restrictions.

Please take note that the user must first log in to the system using his or her ID in order
to access the following services: "Subscribe for a report,” "Unsubscribe for a report,”
"Poll for a report,” "Get the Utility Usage of a User,"” "Get Service," "Get User," and "Get
the available Services." Additionally, the user's results are pre-filtered according to the
resources that are accessible depending on their profile and account constraints. The
"user" and "accessControl™ entities offer the information about account restrictions.
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5.5 Sensing-as-a-Service Example

The process of creating a fully deployable service (from data capture to visualization)
utilizing the OpenloT reference architecture and its Sensing-as-a-Service features is
demonstrated in the following paragraphs.

5.5.1 Data Capturing and Flow Description

In this instance, weather sensors are placed across Brussels' center region, gathering data
on wind chill temperature, air temperature, atmospheric pressure, humidity, and wind
speed.

Every four hours, the weather station's data is collected by the GSN middlewarel through
a unique wrapper that lives at the physical plane of the architecture shown in Figure 5.1.
In this case, we are interested in a four-hour sampling rate, but the weather station
generates data at a greater rate. This is where the first stage of data filtering takes place.
The sensor type developed specifically for this purpose named after "Weather" is what
the ?corded data are based on. At the GSN level, the collected data is semantically
anné?ated using the "Weather" sensor type. Every weather station has its own GSN
instance, so once X-GSN notifies the others of its presence (bound by a unique sensor
id),gt begins pushing the collected data to Linked Sensor Middleware (LSM)
components. These components include an RDF Store and are installed in a private cloud
environment.

The wind chill temperature compared to the actual air temperature in the Brussels area
during the dates of January 07, 2014, to January 28, 2014, is the data that needs to be
retrieved and processed in this scenario.

The Request Presentation's presentation of the received data in the preset widgets would
be the final stage.

The following paragraphs construct and present an OpenloT Sensing-as-a-Service
application that provides a high-level description of the data flow at the virtualized and
utility/application planes.

5.5.2 Semantic Annotation of Sensor Data

An appropriate metadata file is used to associate metadata with a virtual sensor. For
instance, a metadata file called Brussels weather will be paired with a virtual sensor called
Brussels weather.xml. metadata. The metadata file includes fields that the virtual sensor
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has exposed, together with the location (in coordinates). This also involves mapping a
sensor field (like air temperature) to the corresponding high-level concept of the ontology
(like air temperature, found at http://openiot.eu/ontology/ns/”).

sensorID="http://lsm.deri.ie/resource/61330620147099"
sensorName=979128

source="Brussels netatmo"

sensorType=weather

information=Weather sensors in Brussels
author=openiot
feature="http://lsm.deri.ie/OpenloT/BrusselsFeature"
fields="pressure,airtemperature, humidity,visibility,win
dchill,windspeed"
field.airtemperature.propertyName="http://openiot.eu/on
tology/ns/AirTemperature"

field.airtemperature.unit=C
field.humidity.propertyName="
http://openiot.eu/ontology/ns/AtmosphereHumidity"
field.humidity.unit=Percent
figld.visibility.propertyName="
httbp://openiot.eu/ontology/ns/AtmosphereVisibility"
fisld.visibility.unit:Percent
f%gld.pressure.propertyName="
htEp://openiot.eu/ontology/ns/AtmosphericPressure"
fi€ld.pressure.unit=mb

field.windchill .propertyName="
http://openiot.eu/ontology/ns/WindChill"
field.windchill.unit=C

field.windspeed.propertyName="
http://openiot.eu/ontology/ns/WindSpeed"
field.windspeed.unit=Km/h

latitude=51.33332825

longitude=3.200000048

5.5.3 Registering Sensors to LSM

By running the relevant script, such as Ism-register.sh (for Linux/Mac) or Ism register.bat
(for Windows), sensors can be registered to the LSM middleware (and its cloud
datastore). The metadata file name is a parameter passed to this script. Following this, the
relevant RDF metadata will have been kept in LSM.

173



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

./lsm-register.sh virtual-
sensors/brussles_weather .metadata
lsm-register.bat virtual-
sensorsi\brussels_weather.metadata

5.5.4 Pushing Data to LSM

GSN/X-GSN internally uses the LSMExporter processing class to push data to LSM. The
virtual sensor configuration file details this:

<processing-class>
<gclass-—nams>org.openiot.gsn.vsensor.LSMExporter
</class-name>
<init-params>
<param name="allow-nulls">false</param>
<param name="publish-to-lsm">true</param>
</init-params>
<output-structure>
<field name="airtemperature" type="double" />
<field name="humidity" type="double" />
<field name="pressure" type="double" />
<field name="windspeed" type="double" />
<field name="windchill" type="double" />
<field name="wvisibility" tyvpe="doubkle" />
</output=-structure>
</processing-class>

rJ

Author - Copvy

Next, as soon as X-GSN boots up, it starts gathering data via the wrapper and
automatically creating the RDF data for every observation, which it then stores in LSM.

Each observation will be assigned a unique URI, e.g.
<http://Ism.deri.ie/resource/29925179667811>
Then, you can query the Virtuoso server, to see the updated data, with the

SPARQL query shown in the following table:

select * where {
<http://lsm.deri.ie/resource/29925179667811> ?p 70

}

and get the results shown in the following table:
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n#featureOfInterest

Once the data is in LSM, it can be accessed by the other OpenloT components.
5.5.5 Service Definition and Deployment Using OpenloT Tools

Logging in to the Request Definition using our credentials would be the first step in
creating a request for Sensing-as-a-Service (Figure 5.10).

Upo&Iogin in, our profile loads and we can view or modify all of the services we had
prev@usly configured (Figure 5.11). The "File” menu allows you to create a new
application (Figure 5.12).

Q

Theﬂata sources toolbox's magnifying glass should be used to find the accessible sensors
as afirst step. We search for the Brussels region on the resulting map and add a pinpoint
to it. The radius of interest is then adjusted, and the "Find sensors" button is pressed
(Figure 5.13).

OPENIoT &~

Open Source Solution for the Internet of Things inte the Cloud

[
Legn

Figure 5.10 Request Definition Log in
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Figure 5.12 New Application Creation

This request is sent to the Scheduler, who then contacts LSM to see whether any sensors
are available in this region. To fill the available "Data sources™ toolbox, the Scheduler
receives the reported sensor types from LSM and forwards them to the Request Definition
(Figure 5.14). Two sensors are visible.
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Figure 5.13 Sensor Discovery in Brussels Area

kinds (weather sensors and Integra Traceability Kiosk sensors) are installed there.2. We
begi§3to construct our request by dragging and dropping the elements from our toolbox.
We(q)an manipulate all of the sensor type observations (outputs) wind chill temperature,
air tignperature, atmospheric pressure, atmosphere humidity, and wind speed by dragging
andgropping the "weather" sensor type.

It is necessary to use a "Selection filter" from the "Filters & Groupers" toolbox. Its two
sides are connected to the node on one side and a "Between" comparator that has already
been dropped from the "Comparators" toolbox onto the workspace on the other. The dates
of interest, "01/07/2014" and "01/28/2014" (three weeks), are where we set up the
"Between" comparator.

Figure 5.14 Comparator (between) Properties
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to gather our information (Figure 5.14). To group the Wind Chill and Air Temperature
by Year/Month/Day (see to Figure 5.15), we need to add a “Group” node from the “Filters
& Groupers” toolbox. This may be done by selecting the node's parameters. The
"weather" node's outputs for air temperature and wind chill are automatically connected
to the "Group" node's properties. Figure 5.16 illustrates how similar outputs are created
for the "Group" node as well.

Pulling two "Average" nodes from the "Aggregators" toolbox to the workspace and
connecting the Wind Chill and Air Temperature outputs to them, respectively, is
necessary since we require the average values for each day (see to Figure 5.16). Drag and
drop a "Line Chart" from the "Sinks" toolbox is the next step needed to visualize the
output, which consists of two average values per day, on a line chart. Whereas the Y axis
displays and compares temperature values, the X axis displays the time. We choose date
observation as the type for the X axis and two series counts are displayed at the line chart
properties (to visualize two inputs). Thus, the wind chill and air temperature outputs are
conrigcted to "y1" and "y2" inputs, respectively, and all of the day/month/year outputs of
the '@Broup" node are connected to "x1" and "x2" inputs of the "Line Chart" node (Figure

5.16%
=

Grouping options

Aut

- recordTime_day 1

+
-~

1
e

Apply Cancel

Figure 5.15 Grouping options
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Figure 5.16 Line Chart Properties

The £Validate design” option of the "Current application” menu can be used to validate
the Gverall design after the visual specification of the service (see Figure 5.17). This
prodgces the SPARQL scripts automatically.

Auth

O File > @ Cument application =

Nede § ® Clear dasign

Q Validate Gesign
A

® Save applicaton

- €

Compare (3bs. date

Figure 5.17 Validation of the Service Design

that explain our workspace's graphical depiction. A separate script is created for each set
of data that feeds into a widget. Two scripts are created in this particular example because
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it is necessary to display two distinct outputs wind chill and air temperature in a single
line chart (Figure 5.18).

These scripts could be used directly for testing against LSM's SPARQL interface (see,
for example, Figure 5.19). The newly stated Sensing-as-a-Service application can also be
saved (registered) to the Scheduler using the Request Definition Ul (Figure 5.20).

5.5.6 Visualizing the Request

One must log in to the Request Presentation Ul in order to see the collected data. After
logging in, the user can access all of the services that are registered under his account and
their profile. The SD&UM retrieves the registered services and creates the necessary
scripts to query LSM for this data (Figure 5.21).

Next, we select the program that piques our interest, in this case, WeatherInBrussels"
(Figure 5.22).

In light of this, the chosen application's empty widget is displayed. Utilizing the "force
das@oard refresh" function available on the

Author -

Figure 5.18 SPARQL Script Generation
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Query Text
# (1 / 2] visuslization type: 'LineCharc' and sensors of type:
$ - weather
# Generated: Mon Mar 10 21:36:38 EET 2034
SELECT DISTINCT 2yl ?x1_day ?xl1_month ?x1_year
FROM <hoop://lam.dexi.ie/Cpenlol/denc/senscrdatas>
WMERE
{
{

SELECT DISTINCT AVS (7graphNodeEndpoint 2738982144297€6) AS 7yl AVG( fa:day-
from-daveTime (?graphNode 27989821346066_racordTime) ) AS ?x1_day AVG( fn: m
from-dateTime (7graphNode 27333521346066_recoxdTime) ) AS 7x1_moath AVG( fn:year
from-dazeTime (7graphNode 27089821346066_recoxdTime) ) AS 2%1_ _year

WHERE

{

2graphNode 27989821346066_record <http://lsm.deri.iefont/lsm.cowlfvalue> 7gral
2gxaghiiode_27989821346066_record <htep://www.w3.org/2000/01/xdf-schenallabel> N
gz lode 2758982134€066_record <httpi//purl.oclc.org/NET/ssnx/ssnfobservationResultTime>

7gzaphliode 27929821346066_zecs. ;gz}

2gzraphiNode 27989821346066_ xm:d <httpi//lsm.deri,ie/ont/lsm.owlfisObservedProperty0L>

int 2
‘.

(Securily restrictions of this server 00 Na! 8low you 10 retrieve remote RDF dats, see dalails )

Results Format: HTML -
Execution timeout 0 miliseconds (values fess than 1000 are ipnared)
Options [# Strict checking of void vanables

(The rosutt can only be senf Back 10 Lrowse: not saved on the server, see delalls)

020140

Vitsoss verson 07.00.3203 on Linux (x85 84.unksown.beux.anal. Sncke Server Edton

Figure 5.19 LSM SPARQL Endpoint (2 weeks wind chill in Brussels)
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Figure 5.20 Save Application Button
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Figure 5.22 Load “Weather in Brussels” Scenario

The Request Presentation uses the SD&UM's "poll ForReport (servicelD: String):
SdumServiceResultSet" rest service to its advantage under the "Current application”
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option. The previously registered application is retrieved by this SD&UM service from
the LSM module. The involved SPARQL scripts are then retrieved and executed against
the LSM SPARQL interface. The results are then analyzed, a list of the results and how
to present them to the widget is created, and the data is finally sent to the Request
Presentation module, where the result is visualized (Figure 5.23 [9]). The average Wind
Chill temperature vs the average Air temperature in Brussels for the given time interval
is presented as a filtered result set from the original raw data that was previously entered
into the database every four hours.

5.6 From Sensing-as-a-Service to 10T Analytics as-a-Service

The Sensing-as-a-Service paradigm and its real-world application, built on the OpenloT
open source project, were demonstrated in the preceding paragraphs.

| P e sz
€ & locahon 8] £l 4+ # DO-

Author - Copy

Figure 5.23 Wind Chill vs. air Temperature in Brussels Line Chart

and the instruments it offers. The OpenloT-implemented Sensing-as-a-Service concept
includes:

 From the collection of sensors registered with the (RDF-based) directory services, a
dynamic selection of (virtual) sensors is made. The semantic unification of disparate data
streams—which OpenloT facilitates based on the semantic annotation of virtual sensors
and their observations—enables this choice of sensors.

* Using functionalities that may be described as SPARQL queries, the definition of IoT
data processing functions over the chosen 10T data sources. Be aware that complex data

183



Fundamental on Cybersecurity Principles to Al-Powered Threat Detection in an
10T Environment: In loT

analytics functions cannot be defined or carried out using SPARQL. Instead, it is
restricted to providing support for basic statistical processing functions like calculating
sums, averages, and variances across observations given by the chosen virtual sensors
and/or virtual sensor groups.

Because of this, the recently announced Sensing-as-a-Service features lack the tools
necessary for non-trivial data analytics based on machine learning and data mining
techniques. However, adding analytics functionality to infrastructures such as OpenloT
is a simple process. Specifically, this extension involves the subsequent actions:

* Including an analytics framework (like the R project) to facilitate the use of machine
learning features.

* Putting in place a data pre-processing (also known as data preparation) layer with the
goal of converting the streams of 10T data from the OpenloT cloud into a format that can
be used with the analytics framework (like R).

. Imé’roving the ontology's ideas to accommodate more devices, data streams, and data
anaFyftics features in a manner that guarantees the semantic unification of the different
dataétreams before integrating them into the analytics framework.

The% actions offer a solid foundation for developing an infrastructure from Sensing-as-
a-Service to 10T Analytics as a Service. To guarantee more scalable and high-speed
processing, however, further improvements can also be made; for instance, data storage,
network latency, and processing performance aspects can all be considered.
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