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Abstract. Cybercrime responsibilisation denotes a state’s delegation of
responsibility for navigating the aftermath of cybercrimes onto victims
and private and third sector organisations: Responsibilised Non-Policing
Agencies (RNPAs). We explored the current role of RNPAs to elicit their
views on how reporting incidence can be improved. We also compared the
experiences of RNPAs in countries with different implementations of re-
sponsibilisation: Scotland (state cyber responsibilizes but provides some
assistance) and Italy (state cyber responsibilizes and provides no assis-
tance). We augmented the interview findings by surveying cybercrime
victims to gain additional insights. The RNPAs in both countries be-
lieved that awareness-raising would improve reporting of incidence. This
seems naive, especially when known reporting barriers are not simulta-
neously addressed and dismantled. We conclude by highlighting the need
for a more holistic approach to improve reporting incidence.
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1 Introduction

Cybercrime causes major harm to individuals, businesses and public institu-
tions worldwide. The economic costs of cybercrime can reach up to 10.29 trillion
dollars in repair costs [32].

According to the United Kingdom (UK)’s National Crime Agency (NCA),
cybercrime is a significant issue. It is estimated that up to 1 million cyber-
dependent crimes (e.g., phishing) and cyber-enabled crimes (i.e., fraud) were
committed in 2019 in England and Wales [I8, p.47|. Cyber-dependent crimes
are those that can only be committed using Information and Communication
Technology (ICT) [6]. Cyber-enabled crimes are those that: “do not depend on
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computers or networks but have been transformed in scale or form by the use of
the internet and communications technology [6)].”

Cybercrimes are often under-reported [28]. This under-reporting could be
explained by a lack of faith in police [28]. Moreover, up to 80% of ransomware
victims choose to pay the criminals [29/36], thereby removing the need to report
to the police. This suggests another possible explanation, relatively unexplored
at this time: the possibility that cyber responsibilisation might act as a barrier to
crime reporting to authorities in countries with neoliberal governments. Respon-
sibilisation is the shifting of responsibility for crime control from the state onto
citizens [11]. With responsibilisation, the state mainly provides self-protection
advice, but provides little support if citizens fall victim.

A widely-applied cyber responsibilisation strategy might, perhaps unwit-
tingly, dissuade victims from reporting to the crime-fighting arm of the very
government who has assigned responsibility to the victim. The victim may feel
that they have fallen victim because they have failed to act upon their assigned
responsibilities. The logical conclusion would be that reporting would be futile.
Even so, some kinds of cybercrime might almost force victims to report, perhaps
if the person needs to reclaim lost funds, for example.

If victims do not feel able to report to state authorities, but still want to re-
solve their victimhood, this creates a new set of unmet needs which will probably
be satisfied by other organizations: we refer to these organizations as Responsi-
bilised Non-Policing Agencies (RNPAs) [11125]. RNPAs are unlikely to be in a
position to meet cybercrime reporting needs as comprehensively as possible, and
the choice of this venue means that the authorities do not gain a comprehensive
and accurate view of the extent of online cybercrime victimization. It is clear
that this phenomenon, and the nature of the role of RNPAs, and what it should
be, ought to be investigated. Figure [I outlines the structure of this paper.

METHODOLOGY DllstiE:zng&
COMPARING INVESTIGATION CONCLUSION
COUNTRIES

Fig. 1: Paper Structure

We used qualitative and quantitative methodologies to explore the research
question: What is the nature of RNPAs’ role with respect to cybercrime
reporting ?

(1) Interviews with RNPAs to answer the following sub-questions:
RQ1la What are RNPAs currently doing in terms of cybercrime reporting?
RQ1b Is there a difference between the role of RNPAs in cybercrime reporting
depending on responsibilisation implementation strategy?
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RQ1l1c How do RNPAs think reporting incidence can be improved?

(2) Survey with actual cybercrime victims to answer the following sub-
question:
RQ2 Who do victims prefer to report cybercrimes when they are victimised?

2 Comparing Countries

It is helpful to compare two responsibilised countries to examine cybercrime
reporting. This is especially useful if the countries being compared have differ-
ent responsibilisation implementations. This allows us to observe the impact of
responsibilisation on cybercrime reporting.

UK citizens are cyber responsibilised [22]. Here, we focus only on Scotland
because Scotland has withdrawn from Action Fraud, the UK’s centralized cy-
bercrime reporting mechanism [7,13]|ﬂ This has left Scottish victims without an
obvious place to report cyber crimes. This might make reporting to RNPAs more
likely. Scotland was chosen as the first country to support comparison.

For the second country, we needed a country that would be comparable with
Scotland in terms of its neo-liberal responsibilisation strategies, but also suffi-
ciently different in other aspects to allow us to study the impact of responsibil-
isation on cybercrime reporting. We chose Italy because it offers a meaningful
point of comparison due to similarities and diplomatic links between the two
countries. Most importantly: (1) because Scotland and Italy while both respon-
sibilising their citizens, do so in different ways, and (2) neither country has
a centralised reporting system, which will manifest as people reporting across
different reporting gateways.

We now discuss some differences, similarities and links between the two coun-
tries.

2.1 Diplomatic links between Scotland and Italy

An agreement was reached in Rome to enhance the bilateral collabo-
ration between the two countries in various areas such as trade and traditional
crime control. Hence, this research is of critical importance because it augments
the “the deep friendship between our countries [30].” Nevertheless, this agreement
does not mention cybersecurity and cybercrime, which is why this research is an
important extension of the existing relationship between the UK (inc. Scotland)
and Italy.

Italy is one of the UK’s (inc. Scotland’s) closest research allies [10].
Italian staff make up one of the largest UK research communities, which supports
collaboration with the Italian research sector [10].

6 Action Fraud was deemed too expensive, i.e., £459324 per annum [16] and did not

facilitate a tailored assessment of victims’ vulnerability. A vulnerability assessment
is possible if victims report via the non-emergency 101 number [16].
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2.2 Similarities

No Centralised Reporting System. Both countries lack a centralised re-
porting mechanism such as Action Fraud. Therefore, Italians have to report
cybercrime directly to the police or to RNPAs.

Outsourcing Cybercrime Responsibilities. Scotland outsources some of its
crime-control responsibilities [37]. This is typical of a responsibilisation strategy
preferred by these governments. Michel Foucault links this to the notion of gov-
ernmentality, which denotes the process by which the state extends its influence
by connecting itself: “to a diversity of forces and groups that in different ways had
long tried to shape and administer the lives of individuals in pursuit of various
goals [25, p.87].”

2.3 Differences

Trust. A recent survey found that, in Scotland, less than a half of respondents
had a lot of confidence in the police [33]. Italians, on the other hand, have higher
levels of confidence in the police [31].

Cybercrime Recording. In Italy, various cybercriminal offences are captured
in written and nuanced ways in the Italian court systems [17]Z|, which can support
victims to feel visible. To the contrary, in Scotland, the search function on the
written judgements of Scots courts connects “cybercrime” with crimes of sexual
abuse. Consequently, victims of non-sexual cybercrimes are less visible to the
court, system, which can increase their sense of isolation and responsibility for
their ordeal [28)].

Cybercrime Responsibilisation Implementation in Scotland and Italy.
We conceptualise a responsibilised society as one that is defined by four factors
(see: Figure . These factors interact and demonstrate co-dependence. For ex-
ample, high levels of citizen responsibility will produce high levels of trust in
business, as both have learned to rely on themselves, as opposed to relying on
the state’s apparatus.

In our research, we were keen to identify the relationship between the re-
sponsibilisation strategy applied in Italy vs. that chosen by Scotland, given that
we did not find any studies which had already delineated the differences.

These are not exhaustive themes by which responsibilisation can be illus-
trated. Instead, they serve an explanatory purpose. We used the themes as key-
words to conduct research online for information that would support an effective

7 A bilingual (It + En) summary of average judgements, which encompasses both con-
victions (i.e., sentenze/decreti di condanna) and plea bargains (i.e., patteggiaments)
per year in Italy from 2017-2021 for various non-sexual cybercrimes is available
upon request. This is a useful resource for cybercrime research as it showcases the
granulated approach of the Italian legal system towards cybercrime.
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comparison of responsibilisation strategy implementation in Italy and Scotland.

Factor 1. is closely connected to the subject of this research and examines
the use of RNPAs in the two countries. Factors 2. € 8. pertain to trust in
government and the police respectively. These factors were purposively selected
as both are useful for illustrating the effects of responsibilisation on public trust.
Lastly, Factor 4. which is about trust in business, was selected because re-
sponsibilisation predicts a prominent role for the private sector. Taken together,
these factors are useful for purposively describing responsibilisation in Italy and
Scotland.

1. High Responsibility for Responsibilised Non-Policing Agencies (RN-
PAs). In [Italy, according to an Italian cyber-expert from Sant’Anna School of
Advanced Studies (Pisa), Dr. G. Fiorinellﬁ

“there is mo general state-funded legal aid system that provides basic legal
advice universally. Subject to income-based eligibility, the State can cover legal
fees (“patrocinio a spese dello Stato”), but only when a client formally engages a
lawyer. Free legal advice can otherwise be provided by local, voluntary, or pro bono
initiatives, or through some non-profit organizations or university legal clinics,
which usually specialize on specific areas (such as immigration law, labor law).”

In Scotland, the Scottish state responsibilizes the non-state multi-agency ap-
proach to support victims of cybercrime. For example, the state does this by
funding RNPAs to impart legal advice. These agencies consist of charities, which
are partially state-funded, and companies that substitute the police [26].

2. Low Trust in Government. In Italy, 40% Italians trust their government,
which is a 2% decrease from 2024ﬂ This qualifies as distrust in the government
[9]. In Scotland, 37% of UK citizens (inc. Scotland) trust their government, which
is a 7% increase from 2024. This still qualifies as distrust in the government [9].

3. Varied Trust in Police. In [taly, citizens have elevated levels of trust in
the police [I5] potentially prioritizing it over the judiciary, which could reflect
right-wing policies [I]. In fact, in 2024, 63.5% Italians declared that they have
trust in the State Police [3I]. This is not characteristic of neo-liberal societies,
where a “lack of faith in police” is expected. In Scotland, it was found that Scots
“Tack faith”|28] in police, which is likely to increase reporting to RNPAs. In fact,
during 2017/2018, only 45% of respondents said that they “have a lot of confi-
dence in the police” |33]. Moreover, the trust of Scottish citizens in the judiciary
has steadily declined from 2019-2025 [40]. This is characteristic of neo-liberal

8 Received by the article’s authors in writing on 24 June 2025.
According to the 2025 Edelman Trust Barometer, if between 1-49% respondents
trust the government, then this is rated as distrust, when 50-59% respondents trust
the government, then this is rated as neutral and when 60-100% respondents trust
the government, then this is rated as trust [9]. This metric extends to all trust
measures in the ETB, including business (p. 41).
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societies, where the public feels responsible for their own safety and mistrusts
the state.

4. High Trust in Business. In Italy, 56% of Italians trust business, which is
a 1% decrease from 2024. This qualifies as neutral. This is characteristic of neo-
liberal responsibilised societies, where citizens associate the private sector with
high credibility vs. the public sector [9]. In Scotland, 51% of UK (inc. Scotland)
citizens trust business, which is a 3% increase from 2024. This is characteristic
of neo-liberal responsibilised societies, where citizens associate the private sector
with high credibility vs. the public sector. Nevertheless, this still qualifies as a
neutral level of trust.

Figure [3| summarises this section. We now report on an empirical study on
RNPAs in Italy and Scotland.

ITALY

High Trust
In Police
with no
support

Cybercrime
offences are
captured in written
and nuanced ways
Fig. 2: 4-Factor Model of responsibilisa-

tion referencing the four factors Fig. 3: Summary
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“cybercrime”
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3 Methodology

This section outlines the research methodology commencing with the research
paradigm followed by the research framework. Subsequently, the empirical and
qualitative methods used in this study are presented, supplying information on
the design, recruiting of participants, and data analysi

Research Paradigm. The current study addresses a complex problem from
multiple angles and engages various quantitative and qualitative approaches in
a flexible way. Consequently, this approach corresponds tightly to the pragmatic
paradigm [20]. The pragmatic paradigm postulates that reality is fluid and im-
pacted by experiences (i.e., ontology). This presupposition is evident from the
research because it is the participants’ own words that assume the dominant
role in answering the research question. Furthermore, the pragmatic paradigm

10 The full list of interview questions for the Scottish and Italian RNPAs is available
in the Appendix
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instructs that knowledge is evaluated based on its utility and the results it brings
forward (i.e., epistemology). Lastly, the pragmatic paradigm is a value-based con-
struct because it aspires to solve real-world problems (i.e., axiology). Take, for
instance, responsibilisation, which is a value-based socialist concept that under-
lines much of the reasoning within.

Research Framework. As already noted, the research framework within is that
of “responsibilisation,” which denotes the retraction of the state from the area of
crime control in favour of solutions produced by the citizens themselves alongside
private and charity sector organizations [I1]. In fact, the purpose of this work is
to investigate these private and charity sector organizations as stand-alone enti-
ties involved in cybercrime reporting. This work refers to these organizations as
Responsibilised Non-Policing Agencies (RNPAs).

Interviews. were carried out in two locations: Scotland (11 Scottish RNPAs)
and Italy (4 RNPAs - Ttalian lawyers)E There were more interviewees than there
were RNPAs as some RNPAs (i.e, RNPA- University and RNPA- Regulators of
commerce) supplied multiple interviewees.

Scottish RNPAs The interviewing process was based on person-centred values
and approaches from the field of mental health. The interviews lasted around
20-45 minutes. They have taken place via the Zoom or Microsoft Teams online
communication tools and participants could have their cameras turned off if they
so wished. The transcription was done manually by the first author.

Ttalian RNPAs - lawyers Participants answered the questions in writing as
they were not comfortable with live interviews. The questions were distributed
as Microsoft word documents by an Italian collaborator with a doctorate in a
relevant field. Our collaborator also translated these into English, which enabled
further analysis.

Survey. When constructing the simple survey, we ensured face validity by for-
mulating the questions in a way that was easily relatable, content validity was
ensured by sampling representative information of the underlying research ques-
tions and reliability was ensured by articulating questions that resulted in peo-
ple’s consistent responses (i.e., all respondents answered in the same way) [35].

Scottish Survey. We surveyed 407 Scottish participant@ via Prolific closely
following the methodology of previous research [28] which included an attention
test as a part of the survey to ensure valid participant responses. Moreover, in
correspondence to the approach, we have reimbursed participants £10.42 per
hour, which would have amounted to £2.00 per survey. Of these participants,
27 were excluded for failing the attention test. Our final sample contained 203
females, 177 males, 6 non-binary/ third gender and 1 that preferred not to say.

11 The Scottish and Italian interviews were approved by the authors’ primary univer-
sity’s departmental ethics committee and granted the ID 2090.

12 The Scottish victims’ study was approved by the authors’ primary university’s de-
partmental ethics committee and granted the ID 2570.
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These participants were surveyed across age ranges. Subsequently, in the range
18-30 (64 males, 36 females, 3 non-binary/ third gender), 31-40 (57 males, 66
females, 1 non-binary/ third gender), 41-50 (50 males, 43 females, 1 non-binary/
third gender), 51-60 (24 males, 22 females, 1 non-binary/ third gender), Over
60 (8 males, 7 females) and 1 preferred not to disclose gender or age range. Of
these participants, 235 did not report cybercrime and 151 participants did. We
did not test for gender effects as this was not included in our research questions
or ethics approval application.

This study is concerned with analysing the data of 151 participants that
filed a report and detailed the reporting gateway. We organized participants’
responses to the question: “Who did you report cybercrime to?” into Table 1.
We organized participants’ responses to the question: “Why did you report the
cybercrime?” in Section

Ttalian Survey. We surveyed 425 Italian participants via Proliﬁﬂ Of these
participants, 25 were excluded for failing the attention test. Our final sample con-
tained 157 females, 234 males, 8 non-binary/ third gender and 1 that preferred
not to say. These participants were surveyed across age ranges. Subsequently,
in the range 18-30 (106 males, 103 females, 8 non-binary/ third gender, prefer
not to say 1), 31-40 (72 males, 25 females, 0 non-binary/ third gender), 41-50
(40 males, 17 females, 0 non-binary/ third gender), 51-60 (14 males, 8 females, 0
non-binary,/ third gender), Over 60 (2 males, 4 females). Of these participants,
264 did not report cybercrime and 136 participants did. We did not test for gen-
der effects as this was not included in our research questions or ethics approval
application in the interests of data minimisation.

This study is concerned with analysing the data of 136 participants that
filed a report and detailed the reporting gateway. We organized participants’
responses to the question: “Who did you report cybercrime to?” into Table 1.
We organized participants’ responses to the question: “Why did you report the
cybercrime?” in Section §4.4]

3.1 Participant Recruitment

Interviews. In the terminology of previous research [3], the principles under-
lying our participant selection align with both “convenience” and “purposive”
sampling approaches (p.14). The former involves recruiting easily recruitable
participants and the latter involves recruiting participants with a specific pro-
file. We purposively recruited organizations whose representatives accept reports
of cybercrime, which they use to build up an informational and statistical picture
of the effects of cybercrime upon citizens. Nevertheless, they do not investigate
crimes.

In terms of demographics, we only collected gender and not other informa-
tion to ensure GDPR data minimization. 9 males and 6 females representing
different RNPAs were involved, of which 3 females and 1 male were Italian (all

13 This study was approved by the authors’ primary university’s departmental ethics
committee and granted the ID 2700.
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private lawyers). The interviewed participants varied in terms of educational at-
tainment, social class, and nationality. Selected quotes that follow are supplied to
provide insight into the participants’ connection to cybercrime reporting. Due to
the small number of interviewees, it would be inappropriate to report age ranges.

Survey. Participants were recruited via the Prolific crowd working platform
and paid £2.00 for their time during the survey, which lasted around 10 min-
utes. This payment exceeded the UK’s living wage of £10.42 per hour at the
time. The participants read a brief advert on the Prolific platform, which in-
formed them about the study’s aims. The advert merely stated that: “In this
study we are exploring the factors that are influential in decisions to report cy-
bercrimes. We are looking for people who have been a victim of cybercrime in the
past to complete this survey.” As per Section §3} we recruited 407 Scottish and
425 Italian cybercrime victims.

3.2 Analysis

Interviews. We analysed the data with NVivo 1.3 using the rationale for small
sample sizes [23] and methodology that fits closely with: coding reliability the-
matic analysis (TA), which is an approach where themes are: “often deductive
in orientation, in the sense that themes are developed early on in, or even prior
to, analysis.” [3, p. 333].

In line with qualitative theorizing, our themes are best understood as sum-
maries of topics, in connection with what improves and/or impedes reporting
[3]. Firstly, the 15 interview files were classified according to the nationality
of the RNPA. Thus, two file classifications were created: 01. Scottish RNPAs,
02. Italian RNPAs. Secondly, the file classifications were each coded to extract
themes for what improves cybercrime reporting whilst responsibilisation was not
separately coded but extracted from the data by way of immersive qualitative
analysis [24].

Survey. We analysed the data from the surveys by extracting it from the Excel

spreadsheets via the filter function, which supplied us with information about

“Reporting Gateway” of Italian and Scottish cybercrime victims as depicted in

Table . Our data suggest that both Italy and Scotland outsource its cybercrime

responsibilities from organisations such as banks, which is a similarity (see: Sec-
S

tion §2.2). However, as can be seen from Table 1, the Scots are nearly 6 times
more likely to report cybercrime to their bank than their Italian counterparts.

4 Investigation

4.1 RQla: What are RNPAs doing in terms of cybercrime
reporting?

In both Italy and Scotland, RNPAs are collecting information about cybercrime
on behalf of the state and contributing to the mitigation of cybercrime harm. In
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Fig. 4: Propagation of cybercrime via RNPAs

particular, RNPAs - Banks reimburse lost funds in both countries, which is why
victims approach them. An important finding from this research is the follow-
ing: the difference between the two countries is that in Scotland, RNPAs are far
more embedded in the cybercrime reporting arena which is why they are able to
provide a lot more support. RNPAs - Charities give support to victims by sign-
posting them to the police, imparting education and a degree of aftercare. These
charities also pass cybercrime information to the state, which in return awards
them with funding. Italy does not have the equivalent of RNPAs - Charities in
the cybercrime reporting domain. This is why the following passage will visually
answer the research question by using Scotland as an example.

Figure [4] visualises what RNPAs are doing when cybercrime is propagated
via the responsibilised environment in Scotland. Figure [d] was derived from the
qualitative interviews that were analysed in Section §4.3]

The figure is not exhaustive, as any number of agencies can be RNPAs (in-
cluding places of worship, for example). Nevertheless, it does offer an effective
illustration of how selected RNPAs operate. Moving from left to right, cyber-
crime originates in the cybercrime zone, where organized crime and cybercrimi-
nals reside. Using frameworks from past research, we consider attacked victims
as being either private institutions or individuals [27]. Naturally, cybercriminals
also attack public institutions, but these do not form a part of the argument
concerning RNPAs because these are, by definition, a part of government and
hence receive automatic multi-agency support post-attack [27].

After cybercrime is perpetuated in the cybercrime zone, it propagates into
the civil life zone, where it impacts private institutions and individuals, who may
or may not report the incident to other organizations, including the police. In
line with the prediction of Garland (2002), some victims will report to private
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institutions and community organizations, which are referred to as RNPAs and
depicted in Figure[4]

Hence, victims will submit their reports via the RNPAs zone, which houses
various RNPAs. RNPAs respond to the victims by offering advice on how to
resolve their situation and encouraging them to report cybercrime to the police.
Under certain circumstances, RNPAs, which are banks, will reimburse victims
for money lost. As a rule of thumb, RNPAs will impart some form of post-
victimization education and care whilst compiling the details of cybercrime as a
part of their own information picture. The imparting of education is a fixture of
neoliberal policies [21] and this principle extends to the activities of the RNPAs.

As shown in Figure[4] a dividing line splits the RNPA and government zones.
After the RNPAs have compiled the victims’ data into an information picture,
they then pass this to the authorities, which is where the dividing line becomes
significant.

RNPAs that sit above the black dividing line (private institutions, bank, and
universities, but not OAP charity) report to the police and the NCA. Specifically,
the private institution, which is a first responder post-attack, reports to the police
via informal channels in a way that passes on information about cybercrime
trends but does not identify the clients - victims. The banks pass on reports of
cybercrime to the police so that cybercriminals do not put them into a position
where they run the risk of fund reimbursement towards harmed clients. However,
the police often do not have the resources to pursue investigations based on the
evidence supplied. The university reports to the NCA in cases where it suspects
that money laundering is occurring. The OAP charity, which supports the elderly,
does not report to anybody but instead advises its clients to report to the police.
This is a missed opportunity, because said RNPA could help to deliver insights
into the cyber-victimization of a vulnerable population [19].

RNPAs that sit below the dividing line (regulators of commerce, cyber char-
ity, consultation charity, and legal charity) report to the Scottish government
directly although some also cooperate with the police to a lesser degree. Specif-
ically, the regulator of commerce reports to the UK government because that is
where it receives its funding from. The remaining RNPAs report to the Scottish
government for the same reason. All these charities, apart from the cyber char-
ity, have taken up cybercrime reporting over and above their mission, which is
cyber unrelated, usually via a combination of pressing societal need and avail-
able government tenders. The cyber charity is the only organization founded by
the government to help people and SMEs attacked by cybercrime by imparting
education and accepting reports of cybercrime.

As we have demonstrated, by the time cybercrime moves from the RNPA zone
into the government zone, it has been repackaged as information about current
trends. The state, along with its subsidiaries, the police and NCA, imports this
information and exports funding to all RNPAs apart from RNPAs that are banks
and private institutions.
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4.2 RQ1b: Impact of responsibilisation implementation strategy

RNPAs in both Italy and Scotland serve the same role, but they differ in terms of
their level of involvement with the victims. The role of RNPAs in both countries
is to substitute the state in cybercrime reporting. In this domain, RNPAs -
Banks play a leading role in both countries. Italians and Scots report to RNPAs
- Banks to get fund reimbursement.

However, as already mentioned in Section Scots are 6 times more likely
to report to RNPAs - Banks. In fact, in total Scots prefer to report to the RNPAs
before the police because of the high level of involvement RNPAs have in this
arena.

On the contrary, Italians are much more active in reporting to the police (see:
Table 1). Therefore, the key difference between the countries is not in the role of
the RNPASs, but in the role of the police. In Scotland, victims approach the police
mainly to get a crime incident number, which the RNPA - Bank requires for fund
reimbursement [28]. In Italy victims report the cybercrime across multiple forces
out of principle and because there is a lack of RNPAs with a victim support role.

4.3 RQlc: How do RNPAs think reporting can be improved?
A selection of quotes from the interviews with RNPAs’ answers this question.

Scottish RINPA Quotes This section reports the findings from the analy-
sis of the qualitative interviews E Overall, the quotes lend further credibility
for using RNPAs to improve cybercrime reporting. The interviewees were asked:
“What else is required to improve reporting?”

“I think it’s about making sure the public are aware of what scams look like and
aware of what not to do and what to do when they notice something that’s not
as it should be, or you know it seems suspicious. So, I think it’s more about
education. Education of what scams are, what they look like and especially cur-
rent trends.” — RNPA OAP Charity, P6 (male)

“The ability to provide the information straight to somebody I knew was ac-
tually going to use it. So, the [cybercrime] example I gave earlier, I typed that
out and send that as an e-mail, I don’t know whether that went into the Scot-
tish intelligence database or anything like that.” — RNPA Private institution,
P5 (male)

14 The responses that corresponded most to what is required to improve cybercrime
reporting were chosen. In cases, where there were multiple interviewees in a single
RNPA (e.g., RNPA Regulators of commerce contained responses from 2 males and
1 female), only a single most relevant quotation from one of the participants was
included.
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“I think it would be great if it was automated, so I think the difficulty is the sheer
volume of information that’s being passed on to criminal investigations and the
Police just means that the Police are swamped, they have way too much to do
and they can’t easily match cases together because they don’t have the capability
to do so.” — RNPA Bank, P7 (male)

“I think perhaps better knowledge sharing across organisations. There’s quite
a good knowledge sharing across universities but actually as I said in the be-
ginning we are almost as I said in certain aspects the activities, we do are like
quite a large company.” — RNPA University, P1 (female)

“(...) it’s common for us to receive reports of cybercrime on behalf of victims
and that typically relates to the elderly or people with specific vulnerabilities
(...). And there are certain sections of society that are reluctant to report
probably because they’re feeling embarrassed for falling victim and I think we
need to work to remove that stigma so that people feel more comfortable coming
forward and don’t feel that because they ve fallen victim of a scam, they’re some-
how not representative of their cross-section of society.” — RNPA Regulators of
commerce, P4 (female)

“I think there should be some easy way of reporting it even if it’s just a simple
form on a website that allows you to just fill it in and if you’re aware that it’s
not going to be dealt with quickly, it’s not going to be an immediate call, if 1
want to report something that happened a couple of days ago, then why not just
fill a form and then that’s it? Or why not get a Police Scotland App?” — RNPA
Cyber charity, P2 (male)

“I think greater consumer awareness of what constitutes cybercrime and that
comes with educating people about what cybercrime is and what signs to look
out for. (...) I think one of the most interesting things I've noticed in the last
couple of years is scams and cybercrimes constantly mutate in order to avoid
detection and in order to target people.” — RNPA Consulting charity, P3 (male)

“(...) we lost Action Fraud, which can only now be contacted if you’re in Eng-
land and they now don’t take any reporting from Scotland. It’s only Police
Scotland that take that. I think the reinstalment of that organization because
there isn’t a single organization that does just fraud.” — RNPA Legal charity,
P8 (male)

Italian RNPA Quotes This section displays the evidence from the qualita-
tive interviews with Italian private lawyers. This outcome can be used as advice
for government, but also the private and non-governmental sectors to formu-
late policy and technical solutions to address cybercrime under-reporting. The
responses that corresponded most to what is required to improve cybercrime
reporting were chosen over others. The interviewees were asked: “What else is
required to improve reporting?”’
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“(...) greater visibility of risks related to the use of technologies and an in-
crease in educational activities with respect to these risks would be necessary.
In terms of reporting cybercrimes, it would be useful to link the previous edu-
cational intervention with more extensive information on the ways/times and
tools for reporting. Possibly set up a hybrid reporting tool such as to allow, if
required, the possibility of an in-person contact with the operators to clarify the
consequences and procedures of reporting.” — P1 (female)

“(...) the online platform for reporting cybercrimes is temporarily suspended as
the infrastructure is being re-engineered. The hope is that the online reporting
system will be improved to achieve a simpler submission of relevant information
and a faster response capacity of the postal police.” — P2 (female)

“Firstly, more information should be provided to people, especially those who are
less familiar with computer systems, so that they are also more familiar with
the Internet and the traps associated with it (e.g., phishing and the possibility
of recognizing fake e-mails at first sight). On the other hand, greater availability
of the police would also be desirable. In the city where I live, the Postal Police,
the office responsible for receiving such complaints, is only open two mornings
a week.” — P3 (female)

4.4 RQ2: Who do victims prefer to report cybercrimes?

We provide a selection of quoted evidence from the victims who were also asked
why they reported cybercm'mﬂ There were 151 Scottish and 136 Italian victims
of cybercrime included in the surveys.

Scottish Victims’ Quotes

“Because it was necessary to report it to my bank in order to retrieve the money
that was taken from my account through a fraudulent payment link for a false
online shopping URL. I would’ve liked to have reported it to the police but
would’ve found the process stressful and this would have been for statistical pur-
poses only, since the bank was able to resolve the situation.” — Victim that
reported to RNPA— Bank

“To hopefully catch the hacker and to avoid anyone else connected to myself
falling victim.” — Victim that reported to RNPA— Commercial website and so-
cial media

“I didn’t want anyone else to suffer. We need to support each other against
cybercrime. It could happen to anyone.” — Victim that reported to the Police

15 We have chosen quotations to effectively illustrate the attitudes and motivations
that underlay the quantitative data from Table 1.
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These quotes confirm that Scots prefer to report cybercrime to RNPAs [26]
rather than to the Police [33].

Italian Victims’ Quotes These quotes show that Italians prefer to report
cybercrime to the Police [I5I31].

“To not lose money and to not have any other problems that could come with
such attack.” — Victim that reported to RNPA— Bank

“Because hacking my Meta Facebook profile included sensitive data like my E-
Mail, phone number, personal information and pictures.” — Victim that re-
ported to RNPA— Commercial website and social media

“I reported everything because I wanted to be helped, I wanted to be compensated
for the theft of money. I wanted to be protected, so that other crimes no longer
happen to me or other people.” — Victim that reported to the Police

5 Discussion & Reflection: What is the nature of RNPASs’
role with respect to cybercrime reporting?

RQ1a: It is clear that Scottish RNPA’s are indeed accepting cybercrime reports
and dealing with the victims as best they can. It is not clear that these reports
are always relayed to the police forces, which impairs their ability to assess the
cybercrime footprint across Scotland. Italian victims usually reported to police,
so that their police forces are likely to be much more well informed.

RQ1b: Our empirical results support the literature review from Section
which identified that there is a high level of responsibilisation towards victims
and RNPAs, a low level of trust in police in Scotland (but not Italy), a low
level of trust in government and a high level of trust in business. This means
that RNPAs and businesses are enablers for improving cybercrime reporting
whilst the governments of both countries create barriers for reporting. Police in
Italy are an enabler for reporting whilst in Scotland the police is a source of
barriers. Despite the identification of police as a barrier, we caution against the
use of Artificial Intelligence (AI) to substitute the police in cybercrime reporting.
Research on a UK population has found that participants preferred to report
crime to live police officers as opposed to Al solution [2]. This could be an asset,
especially in Scotland, where in-person community policing has a strong tradition
[38/39]. We argue that Scottish community policing can improve cybercrime
reporting if it happens in tandem with RNPAs in a way that helps people spot
the signs of cyber-victimisation.

RQ1c: Scottish RNPAs related that increased awareness-raising, effective
information sharing, automation, stigma reduction [4/41], the use of online con-
tact forms as well as centralization [5] would improve cybercrime reporting in
Scotland. This aligns with what Italian counterparts identified as being required
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for improving cybercrime reporting in Italy. The Italian RNPAs stated that in-
creased educational activities [34], information provision and the reparation of
an online platform will support improved reporting to the police in Italy.

Yet, research on fraud prevention and controls cautions that data sharing be-
tween public and private collaborations is not sufficient for tackling this problem
because much of it is caused by manipulating individual victims [14]. Therefore,
awareness raising interventions must be able to describe the symptoms of cyber-
victimisation to their audience, so that people are given more specific tools to
recognize that they and their loved ones have fallen victim to a crime.

Moreover, previous research found that there are other barriers to improv-
ing cybercrime reporting such as “lack of faith” in police and victim blaming
whilst factors such as “fund reimbursement” improve reporting [28]. When the
results from the current study are contrasted with victims’ data, some new and
interesting nuances emerge.

RQ2: Scottish victims tend to report to their bank (N=76) for the purposes
of “fund reimbursement” [28]. However, when the victims were asked why they
reported, they also said that they did so to protect others from going through the
same ordeal. This is useful information that could influence policing practices.
For example, Police Scotland has experiences with nudging behaviour by running
nationwide campaigns to reduce sexual harassment [12]. Similar campaigns could
be rolled out to raise awareness of cybercrime victimisation. Such campaigns
could frame the police as a supportive power that functions alongside RNPAs.

On the contrary, Italian victims reported directly to the police (N=104) or
multiple police forces simultaneously, which could be explained by a lack of
access to RNPAs that could mitigate the impact of their cybercrime victimization
[31]. Italians may prefer to report to the police because it substantially invests
in the protection of networks that are critical for companies by working with
multinational private sector corporations [§]. According to our understanding
of RNPAs, multinational private sector corporations qualify as RNPAs because
they abet the state in cybercrime control. This directly supports the points that
were raised in Section §2.2] where we identified that neoliberal societies outsource
cybercrime responsibilities [37J25].

Limitations This study provides a snapshot of an under-investigated prob-
lem (i.e., the role of RNPAs in improving cybercrime reporting incidence). It
is not intended to be conclusive, but rather a first step towards understanding
the issue, and exploring how RNPAs could be supported more effectively in this
essential role.

Therefore, it is evident that a more comprehensive and detailed study must
be conducted to clarify the issues surrounding cybercrime under-reporting. Con-
sequently, we recommend the implementation of a statistical methodology in
future research. Employing a statistical approach would enable researchers to
model the phenomenon of cybercrime under-reporting more accurately and to
formulate practice-based recommendations grounded in significance levels. Addi-
tionally, a more representative sample of interviewed RNPAs should be recruited,
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and the potential risks and benefits of utilising the Prolific platform must also
be carefully considered.

6 Conclusions

We explored the role RNPAs play in accepting cybercrime reports. The RNPAs
did indeed play a vital role and made some valuable recommendations to improve
cybercrime reporting. The implications are that improving cybercrime reporting
will require a multi-disciplinary conjoint effort of a team of technical (e.g., IT,
programming, etc.) and non-technical (e.g, psychologists, sociologists, etc.) staff.

Future comparative studies between different countries would be instruc-
tive. They should seek to explore a range of responsibilisation implementation
strategies and consider how these impact reporting. Moreover, it would be good
to study a country where cybercrime reporting incidence is higher than both
Scotland and Italy to see how they have encouraged this. Another promising
research avenue might be exploring how RNPAs could receive additional sup-
port with cybercrime reporting. This could result in the creation of an online
reporting channels that would pass on information to the police.
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A Appendix

Table 1: A comparison of the number of Italian (N=136) vs. Scottish victims
(N=151) that report cybercrime via Reporting Gateways. Some respondents re-
ported via multiple gateways, which is why the summary of responses in columns
“Italy” and “Scotland” exceeds the total number of responding participants in each
category.

Reporting Gateway Italy|Scotland
RNPAs — Banks 13 76
RNPAs — Commercial website and social media 13 20
RNPAs — Private institution 0 6
RNPAs — Cyber charity 0 1
RNPAs — University 0 1
Police 104 70
Error responses 8 0

RNPASs’ Interview Questions
Demographics: (i) Gender? (ii) Age range: 18-24; 25-34; 35-44; 45-54; 55-64; 64+

Scottish Questions

(1) What was your understanding of scams and cybercrime before you started
this job?

(2) How did reporting cybercrime become a part of your agenda? Did you notice
any trends in cybercrime in Scotland whilst you’ve been addressing it?

(3) What kind of IT technology do you use in your everyday life? How comfort-
able are with using this technology?

(4) Please walk me through how you receive reports of cybercrime. Please in-
clude as much factual detail as possible about what is reportable including, for
example, date and time, but also your surroundings and anything else that comes
to mind.

(5) Who do you report your findings to? Why did you go to them? Can you
please provide an example of something they said or did that was helpful? Can
you please provide an example of something they said or did that was unhelpful?
(6) If you did not initially report to the police, when have you decided to report
to them and how helpful were they? Why did you go to them? Was there any-
thing they said or did that was unhelpful?

(7) When you reported the cybercrime to the police, did you feel that you
were treated differently based on your religion, gender, ethnicity, disability, age,
gender-reassignment status or any other aspect of who you are that was separate
from the fact that you were reporting victimisation?

(8) Based on how you were treated by the police, how likely are you to report
similar instances of cybercrime in the future What could the police improve
about their approach to encourage you to report even more? In your opinion,
whose responsibility is it to report this cybercrime?

(9) Please describe whether you encountered any obstacles in terms of your abil-
ity or accessibility to technology when reporting the cybercrime?
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(10) What would an ideal reporting system look like?
(11) What else is needed to improve cybercrime reporting in Scotland?

Italian Questions - English Version

(1) If an Italian citizen falls victim to an online scam, phishing, or malware
attack, who do they usually report this too? Please elaborate on the benefits
and disadvantages of the usual reporting pathway in Italy.

(2) There are different obstacles because people are reluctant to report being
victimised by cybercrime. An internal obstacle might be shame and an external
obstacle might not know who to report the crime to. Please elaborate on what
you see as the common obstacles to cybercrime reporting in Italy considering
both the internal motivations of victims as well as structural challenges.

(3) Vulnerability to cybercrime does not have a universal definition, however it
is commonly viewed in connection to living with a disability (both physical and
mental) as well as being an elderly person or a child. Does the usual cybercrime
reporting pathway in Italy take vulnerability into consideration when working
with victims of cybercrime? Please elaborate on the benefits and disadvantages
that may arise for a vulnerable Italian cybercrime victim during the reporting
process.

(4) Responsibilisation in cybercrime is when the criminal justice system edu-
cates citizens about the risks of cybercrime but does not designate resources for
effective reporting and response. This is due to the assumption that if the citizen
was educated about internet safety and still became victimised, then it is their
fault. How would you describe the Italian criminal justice system in connection
to responsibilisation? Please elaborate on the benefits and disadvantages of the
Italian criminal justice system with respect to responsibilisation in cybercrime.
(5) What kind of changes should take place in Italy to improve the reporting
of cybercrime to the police? Please elaborate on a realistic as well as an ideal
scenario.
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