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REST APIs are used everywhere…



REST API Testing Challenges

• How to choose query and path parameters? 
• How to prepare body payloads (e.g. JSON)? 
• How to choose data to insert into SQL databases?  
• Goals: 
• Finding faults (eg crashes, security issues)
• Maximize schema coverage
• Maximize code coverage

• Writing high coverage tests by hand for every single endpoint is time 
consuming



What about Automated Test Generation for 
RESTful APIs?

• Automatically write all the test cases
• Not just execution, but choice of all the inputs
• Hard, complex problem



2 Uses of Generated Tests

• If automated oracles: automatically detect faults
• e.g., HTTP response giving 500, schema mismatches, security vulnerability

• No oracles / faults:  regressing testing
• Tests can be added to Git, to capture current behavior of system
• If in future introduce new bug that breaks functionality, regression tests will start to 

fail



Fuzzers

• Tools that automatically generate test inputs
• DiKerent strategies: from random inputs to advanced AI techniques
• Can automatically create and evaluate millions of test cases
• Used in many diKerent domains
• eg, parser libraries and unit testing

• REST fuzzing is a more recent development
• eg, Restler, Schemathesis, RESTest, Fuzz-Lightyear and EvoMaster



Fuzzers for REST APIs

• There are at least 25 open-source fuzzers out there for REST APIs
• but many are just academic proof-of-concept
• few have been discontinued (eg Dredd)

• Top 4 currently maintained fuzzers on GitHub
• as of October 2025

• RESTler (+2800⭐)
• Schemathesis (+2700⭐)
• CATS (+1300⭐)
• EvoMaster (+600⭐)



RESTler

• Made by Microsoft Research
• Open-source since 2020
• Written in Python
• Requires cloning Git repository to 

build locally
• +2800⭐



SchemaThesis

• Made by a Software Engineer: 
Dmitry Dygalo
• Open-source since 2019
• Written in Python
• Available via pip
• eg, “pip install schemathesis”

• +2700⭐



CATS

• Made by Endava.com
• Open-source since 2020
• Written in Java
• Available via installers and 

brew
• +1300⭐



EvoMaster

• Made by me (and a team of 
academics)
• Open-source since 2016
• Written in Kotlin
• Available via installers and 

Docker
• +600⭐



Input: OpenAPI/Swagger Schema

• Need to know what endpoints are available, and their parameters
• Schema defining the APIs
• OpenAPI is the most popular one
• Defined as JSON file, or YAML



Example: PetStore
• Online schema at https://petstore3.swagger.io/api/v3/openapi.json

https://petstore3.swagger.io/api/v3/openapi.json


What Can Expect? 

• All these tools will analyze the schema
• Send requests with many diKerent strategies
• there is lot of research in academia on this

• Check if any error in the API can be identified
• Output executable test cases
• in diTerent formats, eg Python, Java, Kotlin and JavaScript



docker run 
-v "$(pwd)/generated_tests":/generated_tests
webfuzzing/evomaster
--blackBox true 
--maxTime 30s  
--ratePerMinute 60 
--bbSwaggerUrl https://petstore.swagger.io/v2/swagger.json







Success Calls: Random but Valid Data



Schema Mismatch (eg undeclared 200) 



Interactive Test Reports





What about authentication? 



Configuration files in YAML, using WFC format



Automatically fetch 
and extract tokens 
in generated tests 
(eg in Java)



Or Kotlin…



Or JavaScript…



Or Python…



Access Policies 
Validation Example
• Forbidden to delete a resouce 

of another user (403)…
• … but allowed (204) to modify 

it with a PUT???
• Excepted behavior? 
• Or misconfigured 

authorization in the PUT???



What about some more advanced cases?

White-box testing on JVM using Evolutionary 
Computation (eg Genetic Algorithms)



Dealing With SQL Databases

• Bytecode instrumentation to intercept all JDBC calls
• Find all SQL SELECT queries that return no data
• eg due to WHERE clauses that are not satisfied

• Insert data directly into DB as part of the test case
• Not always possible to create data with REST endpoints (eg POST/PUT)

• using a JDBC connection
• need to analyze DB’s schema

• Goal: insert data such that SELECT are not empty
• Challenges: WHERE clauses might have complex constraints. Need search
• Why? Can have impact on code execution flow



Java Example Using Spring 
@RequestMapping(
        path = "/{x}/{y}",
        method = RequestMethod.GET,
        produces = MediaType.APPLICATION_JSON
)
public ResponseEn=ty get(@PathVariable("x") int x, @PathVariable("y") int y) {

    List<DbDirectIntEn=ty> list = repository.findByXIsAndYIs(x, y);
    if (list.isEmpty()) {
        return ResponseEn=ty.status(400).build();
    } else {
        return ResponseEn=ty.status(200).build();
    }
}



Generated Test
@Test @Timeout(60)
fun test_1()  {
    val inser8ons = sql().insertInto("DB_DIRECT_INT_ENTITY", 14L)
            .d("ID", "-65536")
            .d("X", "-67108182")
            .d("Y", "0")
        .dtos()
    val inser8onsresult = controller.execInser8onsIntoDatabase(inser8ons)
    
    given().accept("*/*")
            .get("${baseUrlOfSut}/api/db/direc@nt/-67108182/0")
            .then()
            .statusCode(200)
            .assertThat()
            .body(isEmptyOrNullString())
    
}



Taint Analysis

• Inputs can have constraint checks
• eg, strings matching a regex, numbers in a certain range and strings representing dates

• Constraints might be in code and NOT in the OpenAPI schema
• Can evolve inputs till satisfy constraints… eg using SBST heuristics
• … but what if inputs are not modified and used as they are?  Can we do 

better?



Java Example Using Spring 
@GetMapping(
        path = "/{date:\\d{4}-\\d{1,2}-\\d{1,2}}/{number}/{seOng}",
        produces = MediaType.APPLICATION_JSON_VALUE)
public String getSeparated(
        @PathVariable("date") String date,
        @PathVariable("number") String number,
        @PathVariable("seOng") String seTng
){

    LocalDate d = LocalDate.parse(date);
    int n = Integer.parseInt(number);
    List<String> list = Arrays.asList("Foo", "Bar");

    if(d.getYear() == 2019 && n == 42 && list.contains(seTng)){
        return "OK";
    }

    return "ERROR";
}



Solution 

• Using bytecode instrumentation, check all JDK API usages
• Checking if input from HTTP is used without modification in a JDK call
• If yes, tell the search how input should be evolved
• eg strings only representing valid dates, like for LocalDate.parse(date)
• eg strings evolved always matching a particular regex 

• Still need search to evolve the inputs 
• eg to handle constraints like d.getYear() == 2019 

• Can dramatically boost the search eKorts



Generated Test
@Test @Timeout(60)
fun test_4()  {
    
    given().accept("applica;on/json")
            .get("${baseUrlOfSut}/api/testability/2019-12-10/42/Bar")
            .then()
            .statusCode(200)
            .assertThat()
            .contentType("applica;on/json")
            .body(containsString("OK"))
    
}



Applications and Success Stories



Experience With EvoMaster

• Author’s of EvoMaster
• Academic tool, started in 2016
• Around 3 millions Euro in funding from ERC and NFR

• Applied on many open-source APIs
• found thousands of bugs

• Only tool supporting white-box testing for JVM
• Academic collaborations with industry



Open-Source Projects

• Found hundreds of faults in open-source projects
• Many APIs out there are not robust to receive invalid inputs, and so 

crashes
• Currently using 36 open-source APIs for experiments comparing fuzzers
• https://github.com/WebFuzzing/Dataset
• EvoMaster gives best results on those APIs

https://github.com/WebFuzzing/Dataset
https://github.com/WebFuzzing/Dataset


Experiments in the lab on open-
source APIs gives you info on 
coverage and fault detection…

… but not on whether practitioners 
find it useful 



Industry Collaborations

• We are university scientists, not tool vendors
• Anyone can use open-source tools
• Benefits for industry: priority on feature requests and bug fixing
• Benefits for us: access to industrial case studies



Industry Collaborations: EvoMaster at Meituan

• Large Chinese e-commerce 
enterprise
• EvoMaster used daily on 1700 

microservices, for millions of 
lines of code
• White-box testing Thrift RPC 

APIs 



• ASE’24:  “Seeding and Mocking in 
White-Box Fuzzing Enterprise RPC APIs: 
An Industrial Case Study”
• 40 APIs at Meituan
• More than 5M LOC
• Automatically found hundreds of faults



Industry Collaborations: EvoMaster at Volkswagen

• Large German car manufacturer
• EvoMaster used for black-box 

testing of REST APIs



• Wrote on the experience of applying 
EM at VW
• Features needed
• Open challenges



Challenges

• Lot of research in academia for better test generation strategies
• Cover larger parts of API code
• Find more faults (and fault types)
• not all faults have same severity

• Test readability
• testers still need to look at generated tests



Hmmmm… why not just using a LLM?

• Input: OpenAPI schema
• Output: test cases

• Can work, but poor results
• You would miss all information from the responses of API
• No way to tell if a test case has found a fault
• You must interact with the API



Conclusion

• Many success stories about fuzzing
• REST fuzzing (and partially GraphQL and RPC) is getting momentum
• Several open-source tools are available, to try out, today! 
• we are biased about EvoMaster, but Schemathesis and CATS are good alternatives



Q/A
Thanks!

linkedin.com/in/arcuri82/

Tools: on GitHub:
•WebFuzzing/EvoMaster
• schemathesis/schemathesis
• Endava/cats
• microsoft/restler-fuzzer


