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Importance of Software Testing



Software is Everywhere



Are software applications doing what 
are they supposed to do?



Ariane 5 – ESA

On June 4, 1996, the flight of the 

Ariane 5 launcher ended in a 

failure.

$500 millions in cost

Software bug



Fatal Therac-25 Radiation

1986, Texas, person died



Power Shutdown in 2003

Nearly 50 millions persons affected in Canada/US



2010, Toyota, bug in braking system, 200 000 
cars recalled



Knight Capital Group 2012

$460 millions lost in 45 minutes of trading due to bug



March 2019, Boeing 737 Max crashed due to 
software problems; all 157 people on board died.
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2009-2018: Estimated 135-270 deaths in UK



2024: CrowdStrike, 8.5M Machines Down



And I could go on the whole day…

• As of 2013, estimated that software testing costing $312 billions 
worldwide 

• In 2016, 548 recorded and documented software failures 
impacted 4.4 billion people and $1.1 trillion in assets worldwide



What to do? Test the software

But how to test “properly”?

Manual testing is expensive, tedious and of 
limited effect



Example: Triangle Classification (TC)

• 3 integer numbers (A, B and C) as input representing the length of the edges 
• 4 possible outcomes
• Does the system under test (SUT) give the right answer?

A

B

C

SUT

Equilateral

Isosceles

Scalene

Not a triangle

OutputInput



How to test TC? 

• If numbers are 32 bit integers, there are 232 ∗ 232 ∗ 232 = 296 =
79,228,162,514,264,337,592,626,226,666 possible combinations
• ie, 79 Octillion possible combinations of edge lengths

• Cannot test all of them
• Need to define some test criteria to decide a good enough test suite which 

is:
1. good at finding bugs
2. small enough to be manageable



BlackBox Testing: eg, 1 Test per Output

• t0:(A=42, B=42, C=42) => EQUILATERAL
• t1:(A=42, B=42, C=5) => ISOSCELES
• t2:(A=42, B=43, C=44) => SCALENE
• t3:(A=42, B=42, C=12345) = NOT A TRIANGLE 
• Would such 4 test cases be enough? 
• What if the EQUILATERAL case is implemented with just something as 

naïve as “if A==B and B==C then EQUILATERAL”? 
• (A=-3, B=-3, C=-3) would wrongly return EQUILATERAL instead of NOT A TRIANGLE
• Just checking basic scenarios is not enough



White-Box Testing

• Code can have bugs
• To trigger a bug, the code must be 

executed
• But code can have very complex 

control flow
• Some rare “paths” in the code might be 

executed only in very complex 
scenarios

• Goal: in a test suite, have each single 
line and branch be executed at least 
once

public Classification classify(

                         int a, int b, int c){

    if(a <=0 || b<= 0 || c<= 0){

        return Classification.NOT_A_TRIANGLE;

    }

    if(a==b && b==c){

        return Classification.EQUILATERAL;

    }

    int max = Math.max(a, Math.max(b,c));

    if( (max == a && max -b -c >= 0 ) ||

            (max == b && max -a -c >= 0 ) ||

            (max == c && max -a -b >= 0 ) ){

        return Classification.NOT_A_TRIANGLE;

    }

    if(a==b || b==c || a==c){

        return Classification.ISOSCELES;

    } else {

        return Classification.SCALENE;

    }

}



Example

• if( (max == a && max -b -c >= 0 ) ||
            (max == b && max -a -c >= 0 ) ||
            (max == c && max -a -b >= 0 ) )

• In this disjunction of 3 different clauses, if in your test suite the first 
clause is always true, the other 2 would never be executed 
• so if wrong, you would not know

• This is a TRIVIAL example… real industrial software can be way more 
complex…

• Writing tests for each path is not only tedious, but can be quite hard as 
well



Oracle Problem

• Given f(x)=y, how do I know that y is the correct output for x???
• Need an “oracle” to determine the correctness of output
• Easiest oracle: has the program crashed? 

• In this case, y is not correct and we have a bug
• But not all bugs lead to a program crash…

• We get an output, might not always be easy to tell if correct



Is this correct?

(A=42, B=42, C=12345) = NOT A TRIANGLE 



What about this one?

(A=890321, B=1661466711, C=7711452) = NOT A TRIANGLE 



Automated Test Case Generation

• Automatically generate test cases
• Model software testing as an optimization problem

• Maximize code coverage
• Find bugs
• Etc.

• Use optimization algorithms
• Benefits: cheaper and more effective than manual testing
• Hard problem to automate

• given a non-linear constraint, there is no guaranteed algorithm that can 
solve it in polynomial time



Search-Based Software Testing



Search-Based Software Testing (SBST)

• Biology meets Software Engineering (SE)
• Casting SE problems into Optimization Problems
• Genetic Algorithms: one of most famous 

optimization algorithm, based on theory of 
evolution

• Evolve test cases



1976: First use of optimization in SE



Properties of Optimization Problems

• 2 main components: Search Space and Fitness Function
• Goal: find the best solution from the search space such that the 

fitness function is minimized/maximized



Search Space

• Set X of all possible solutions for the problem
• If a solution can be represented with 0/1 bit sequence of length N, then 

search space is all possible bit strings of size N
• any data on computer can be represented with bitstrings

• Search space is usually huge, eg 2𝑁
• Otherwise use brute force, and so would not be a problem

0 0 1 1 1 1 0 1 0 1



Fitness Function

• f(x)=h
• Given a solution x in X, calculate an heuristic h that specifies how 

good the solution is
• Problem dependent, to minimize or maximize:

• Maximize code coverage

• Maximize fault finding

• Minimize test suite size

• etc.



Optimization Algorithms

• Algorithm that explores the search space X
• Only a tiny sample of X can be evaluated
• Use fitness f(x) to guide the exploration to fitter areas of the search 

space with better solutions
• Stopping criterion: after evaluating K solutions (or K amount of time is 

passed), return best x among the evaluated solutions
• Many different kinds of optimization algorithms…

• But as a user, still need to provide the representation and f(x)



Trivial Example

• Search space: ~4 billion values
• Only 1 value cover the if branch
• Covering “OK” at random is 

extremely unlikely
• Need some heuristics to driver 

the search

public String foo(int x) {
   if(x == 42)
     return “OK”;           
   return “NOPE”;
}



SBST Heuristics: Branch Distance

• Standard technique in the SBST literature
• Example:  if(x==42)
• Both 5 and 900 do not solve the constraint, but 5 is heuristically 

closer
• d(x==42)=|x-42|
• d function to minimize

• Not just for integers, but also all other types, eg strings
• Need to instrument the code to calculate those branch distances
• Trivial example, but there are many more sophisticated heuristics



Fuzzing Web APIs with 
EvoMaster



Web Services 

• Providing APIs (Application Programming Interfaces) over network, remote 
servers

• Communications over UDP/TCP, with protocols like HTTP
• Different types of data transfer formats

• JSON, XML, HTML, plain text, etc. 

• Permanent storage: 
• eg, SQL/NoSQL databases

• REST APIs most common type of web services
• others are SOAP, GraphQL and gRPC



REST APIs are used everywhere…



REST Testing Challenges

• How to choose query and path parameters? 
• How to prepare body payloads (e.g. JSON)? 
• How to choose data to insert into SQL databases?  
• Goals: 

• Finding faults (eg crashes)
• Maximize code coverage (eg, regression tests)

• Writing high coverage tests by hand for every single endpoint is time 
consuming



What about Automated Test Generation for 
RESTful APIs?

• Automatically write all the test cases
• Not just execution, but choice of all the inputs
• Hard, complex problem



2 Uses of Generated Tests

• If automated oracles: automatically detect faults
• e.g., HTTP response giving 500

• No oracles / faults:  regressing testing
• Tests can be added to Git, to capture current behavior of system
• If in future introduce new bug that breaks functionality, regression tests will start to 

fail



Fuzzers

• Tools that automatically generate test inputs
• Different strategies: from random inputs to advanced AI techniques

• eg, SBST, ML and LLM 

• Can automatically create and evaluate millions of test cases
• Used in many different domains

• eg, parser libraries and unit testing

• REST fuzzing is a more recent development
• eg, Restler, Schemathesis, RESTest, Fuzz-Lightyear and EvoMaster













Input: OpenAPI/Swagger Schema

• Need to know what endpoints are available, and their parameters
• Schema defining the APIs
• OpenAPI is the most popular one
• Defined as JSON file, or YAML



Example: PetStore
• Online schema at https://petstore3.swagger.io/api/v3/openapi.json

https://petstore3.swagger.io/api/v3/openapi.json


BlackBox: What Can Expect? 

• All these tools will analyze the schema
• Send requests with many different strategies

• there is lot of research in academia on this

• Check if any error in the API can be identified
• Output executable test cases

• in different formats, eg Java and Python





Success Calls: 
Random but Valid Data

@Test @Timeout(60)
public void test_1() throws Exception {
    
    given().accept("application/xml")
            .contentType("application/json")
            .body(" { " + 
                " \"id\": 940, " + 
                " \"name\": \"doggie\", " + 
                " \"photoUrls\": [ " + 
                " \"yHQXry\", " + 
                " \"AZOgWb5y\", " + 
                " \"GROBCmON\" " + 
                " ], " + 
                " \"tags\": [ " + 
                " {}, " + 
                " { " + 
                " \"name\": \"nosupgc\" " + 
                " } " + 
                " ], " + 
                " \"status\": \"pending\" " + 
                " } ")
            .post(baseUrlOfSut + "/api/v3/pet")
            .then()
            .statusCode(200)
            .assertThat()
            .contentType("application/xml");
}



Crashing with 500

@Test @Timeout(60)
public void test_4_with500() throws Exception {
    ExpectationHandler expectationHandler = expectationHandler();
    
    ValidatableResponse res_0 = given().accept("application/xml")
            .get(baseUrlOfSut + "/api/v3/user/8WlY1")
            .then()
            .statusCode(500)
            .assertThat()
            .contentType("application/xml");
    
    expectationHandler.expect(ems)
        .that(sco, Arrays.asList(200, 400, 404).contains(res_0.extract().statusCode()));
}



Invalid response (eg status code not declared 
in schema)

@Test @Timeout(60)
public void test_8() throws Exception {
    ExpectationHandler expectationHandler = expectationHandler();
    
    ValidatableResponse res_0 = given().accept("application/json")
            .contentType("application/json")
            .body(" null ")
            .post(baseUrlOfSut + "/api/v3/store/order")
            .then()
            .statusCode(400)
            .assertThat()
            .contentType("application/json")
            .body(containsString("No Order provided. Try again?"));
    
    expectationHandler.expect(ems)
        .that(sco, Arrays.asList(200, 405).contains(res_0.extract().statusCode()));
}



What about some more advanced cases with 
SBST?



Dealing With SQL Databases

• Bytecode instrumentation to intercept all JDBC calls
• Find all SQL SELECT queries that return no data

• eg due to WHERE clauses that are not satisfied

• Insert data directly into DB as part of the test case
• Not always possible to create data with REST endpoints (eg POST/PUT)

• using a JDBC connection

• need to analyze DB’s schema

• Goal: insert data such that SELECT are not empty
• Challenges: WHERE clauses might have complex constraints. Need search
• Why? Can have impact on code execution flow



Java Example Using Spring 
@RequestMapping(
        path = "/{x}/{y}",
        method = RequestMethod.GET,
        produces = MediaType.APPLICATION_JSON
)
public ResponseEntity get(@PathVariable("x") int x, @PathVariable("y") int y) {

    List<DbDirectIntEntity> list = repository.findByXIsAndYIs(x, y);
    if (list.isEmpty()) {
        return ResponseEntity.status(400).build();
    } else {
        return ResponseEntity.status(200).build();
    }
}



Generated Test

• Arcuri et al. “Handling SQL Databases in Automated System Test Generation”. 
TOSEM’20

@Test @Timeout(60)
fun test_1()  {
    val insertions = sql().insertInto("DB_DIRECT_INT_ENTITY", 14L)
            .d("ID", "-65536")
            .d("X", "-67108182")
            .d("Y", "0")
        .dtos()
    val insertionsresult = controller.execInsertionsIntoDatabase(insertions)
    
    given().accept("*/*")
            .get("${baseUrlOfSut}/api/db/directint/-67108182/0")
            .then()
            .statusCode(200)
            .assertThat()
            .body(isEmptyOrNullString())
    
}



Taint Analysis

• Inputs can have constraint checks
• eg, strings matching a regex, numbers in a certain range and strings representing dates

• Constraints might be in code and NOT in the OpenAPI schema
• Can evolve inputs till satisfy constraints… eg using SBST heuristics
• … but what if inputs are not modified and used as they are?  Can we do 

better?



Java Example Using Spring 
@GetMapping(
        path = "/{date:\\d{4}-\\d{1,2}-\\d{1,2}}/{number}/{setting}",
        produces = MediaType.APPLICATION_JSON_VALUE)
public String getSeparated(
        @PathVariable("date") String date,
        @PathVariable("number") String number,
        @PathVariable("setting") String setting
){

    LocalDate d = LocalDate.parse(date);
    int n = Integer.parseInt(number);
    List<String> list = Arrays.asList("Foo", "Bar");

    if(d.getYear() == 2019 && n == 42 && list.contains(setting)){
        return "OK";
    }

    return "ERROR";
}



Solution 

• Using bytecode instrumentation, check all JDK API usages
• Checking if input from HTTP is used without modification in a JDK call
• If yes, tell the search how input should be evolved

• eg strings only representing valid dates, like for LocalDate.parse(date)

• eg strings evolved always matching a particular regex 

• Still need search to evolve the inputs 
• eg to handle constraints like d.getYear() == 2019 

• Can dramatically boost the search efforts



Generated Test

Arcuri et al. “Enhancing Search-Based Testing With Testability Transformations For Existing APIs”. 
TOSEM’21

@Test @Timeout(60)
fun test_4()  {
    
    given().accept("application/json")
            .get("${baseUrlOfSut}/api/testability/2019-12-10/42/Bar")
            .then()
            .statusCode(200)
            .assertThat()
            .contentType("application/json")
            .body(containsString("OK"))
    
}



Applications and Success Stories



Experience With EvoMaster

• Author’s of EvoMaster
• Academic tool, started in 2016

• Around 30M NOK in funding from ERC and NFR

• Applied on many open-source APIs
• found thousands of bugs

• Only tool supporting white-box testing
• but only for JVM

• Academic collaborations with industry



Open-Source Projects

• Found hundreds of faults in open-source projects
• Many APIs out there are not robust to receive invalid inputs, and 

so crashes
• https://github.com/WebFuzzing/EMB
• Marculescu et al. “On the faults found in REST APIs by Automated 

Test Generation”. TOSEM’22
• A. Arcuri et al. “EMB: A Curated Corpus of Web/Enterprise 

Applications And Library Support for Software Testing Research”. 
ICST’23.

https://github.com/WebFuzzing/EMB


Tool Comparisons

• Several new approaches have been developed for fuzzing Web 
APIs in recent years

• EvoMaster provided best results in tool comparisons
• Only tool doing white-box testing (all others support only black-

box testing)
• Kim et al. “Automated Test Generation for REST APIs: No Time to 

Rest Yet”. ISSTA’22
• Zhang et al. “Open Problems in Fuzzing RESTful APIs: A 

Comparison of Tools”. TOSEM’23



EvoMaster at Meituan

• Large Chinese e-commerce 
enterprise

• EvoMaster used daily on 
hundreds of microservices, for 
millions of lines of code

• White-box testing Thrift RPC 
APIs 



• ASE’24:  “Seeding and Mocking in 
White-Box Fuzzing Enterprise RPC APIs: 
An Industrial Case Study”

• 40 APIs at Meituan
• More than 5M LOC
• Automatically found hundreds of faults



EvoMaster at Volkswagen

• Large German car manufacturer
• EvoMaster used for black-box 

testing of REST APIs
• Recent collaborations 

• research articles under review, eg 
SBST vs LLM



Research Challenges

• Lot of open research challenges for better test generation strategies
• Cover larger parts of API code
• Find more faults (and fault types)

• not all faults have same severity

• Test readability
• testers still need to look at generated tests





https://github.com/WebFuzzing/EvoMaster/bl
ob/master/docs/publications.md

• If you want to go into the low-
level details of how these 
techniques work



Future Work

• Improve code/bytecode analysis for SBST
• increase code coverage

• Integrating other AI techniques: ML and LLM
• Handling whole Microservice Architectures

• ie., not just testing services in isolation

• Support for Frontend Web GUIs (eg, actions on browser)



Challenge: Building Usable Research Tools

• Major challenge
• More than 200 000 LOCs
• More than 8 years (since 2016)
• Several people worked on same code-base
• Many needed engineering tasks lead to no scientific output (ie. 

no publications)  
• Difficult to do this kind of work in academia

• A. Arcuri et al. “Building An Open-Source System Test Generation 
Tool: Lessons Learned And Empirical Analyses with EvoMaster”. 
SQJ’23



Concluding Remarks Before Demo

• Many success stories about fuzzing / test-generation
• REST fuzzing (and partially GraphQL and RPC) is getting momentum
• For practitioners:

• several open-source tools are available, to try out, already today

• For researchers:
• plenty of research challenges to address
• test generators can be used in other SE research topics



Demo: EvoMaster
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