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In this tutorial

1. Brief intro REST web services

2. Brief overview of the EvoMaster tool

3. Demo / Walkthrough



Web Services 

• Providing APIs (Application Programming Interfaces) over network, remote 
servers

• Communications over UDP/TCP, with protocols like HTTP

• Different types of data transfer formats
• JSON, XML, HTML, plain text, etc. 

• Permanent storage: 
• eg, SQL/NoSQL databases



RESTful APIs

• Most common type of web services
• others are SOAP and GraphQL

• Access of set of resources using HTTP

• REST is not a protocol, but just architectural guidelines on how to define 
HTTP endpoints
• hierarchical URLs to represent resources

• HTTP verbs (GET, POST, PUT, DELETE, etc.) as “actions” on resources











REST in Microservices

• Common trend in enterprises
• Amazon, Netflix, etc.

• Split application in many small web 
services, typically REST

• Easier to scale and maintain

• User (browser/app) has no idea on 
how backed is architectured, only see 
one entry point, eg “API Gateway”



Testing of REST APIs

• Do HTTP calls, read responses

• Setup database states

• Specialized libraries, eg in Java the 
popular RestAssured

@Test
public void test0() throws Exception {

given().header("Authorization", "ApiKey user")
.accept("*/*")
.get(”www.foo.com/api/v1/media_files/42”)
.then()
.statusCode(200);

}



EvoMaster

• Tool to automatically generate tests for REST APIs

• White box
• can exploit structural and runtime information of the SUT
• advanced testability transformations
• SQL handling at runtime
• Etc. 

• Search-based testing technique (SBST)
• MIO Algorithm + Adaptive Hypermutation

• Fully automated

• Open-source prototype: www.evomaster.org

• Currently targeting JVM languages (eg Java and Kotlin)





www.evomaster.org



Demo


