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Abstract—REST APIs are widely used in industry, in all
different kinds of domains. An example is Volkswagen AG, a Ger-
man automobile manufacturer. Established testing approaches
for REST APIs are time consuming, and require expertise from
professional test engineers. Due to its cost and importance, in
the scientific literature several approaches have been proposed
to automatically test REST APIs. The open-source, search-based
fuzzer EVOMASTER is one of such tools proposed in the academic
literature. However, how academic prototypes can be integrated
in industry and have real impact to software engineering practice
requires more investigation. In this paper, we report on our
experience in using EVOMASTER at Volkswagen. We share our
learnt lessons, and identify real-world research challenges that
need to be solved.

Index Terms—SBST, REST, API, black-box, industry, fuzzing

I. INTRODUCTION

REST APIs are used everywhere, to provide all differ-
ent kinds of data and functionalities over a network (e.g.,
internet) [1]], [2]. They are also common when developing
backend applications, particularly when using microservice
architectures [3]], [4]]. Nowadays, when interacting with a web
page or a mobile app, often one or more REST APIs are
involved. Therefore, the validation and verification of this type
of web service is of paramount importance.

Volkswagen AG is a German automobile manufacturer As
for many enterprises, its IT services rely on REST APIs. Due
to the high cost of thorough testing from professional test
engineers, significant effort has been spent to modernize their
processes, and leverage what novel techniques and research
outputs can provide in this context. In particular, the use of
novel Artificial Intelligence (Al) techniques seems promising.
To enhance the quality of their testing processes and reduce
cost, different Al techniques available to the public, like based
on LLM (e.g., StarCoder [5]]) and Evolutionary Computation
(e.g., EVOMASTER [6]), have already been evaluated at Volk-
swagen [/], with some initial success.

In the scientific literature, in the last few years there has
been a lot of work on test automation for REST APIs [§].
“Fuzz testing” [9]-[11] (also known as “fuzzing”) is a term
used to refer to the automated generation of test cases,
typically with random or unexpected inputs, to find crashes and
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security issues in the tested applications. Several techniques
can be used to improve performance (e.g., to cover more
parts of the code of the tested application), e.g., based on Al
techniques. In the literature, several tools (i.e., fuzzers) have
been proposed, like the aforementioned EVOMASTER. Most of
these tools are open-source, like for example Restler [[12] and
RestTestGen [13]]. Any enterprise in the world can download
and try out those tools on their REST APIs.

Usually, though, in the scientific literature these tools have
been evaluated only in the “lab”. Researchers might design
and develop some novel techniques, implement them in a tool,
and then carry out experiments on some APIs to evaluate the
effectiveness (or lack thereof) of their novel techniques. Real-
world APIs might be used for these experiments, but usually
no engineers or QA specialist in industry would be involved in
using and evaluating those tools. In other words, no “human
aspects” of introducing fuzzing techniques in industry [[14] has
been studied so far in literature of testing REST APIs [§].

To fill this important gap in the scientific literature, the au-
thors of EVOMASTER were eager to start working with the test
engineers at Volkswagen AG. The first interaction happened in
October 2023 when the test engineers at Volkswagen contacted
the maintainers of EVOMASTER with questions about more
advanced use cases.

This is what started the “open exchange” between the
authors of EVOMASTER and the test engineers at Volkswa-
gen AG, in particular with the Quality innovation Network
(QINET) of the Group IT, which focus on innovations about
IT quality management and engineering [[15], [[16]. In the
literature, there are many types of academia-industry collab-
orations [17]-[20]. Bridging the gap between academia and
industry is an important research endeavour, that can provide
benefits for both parties. As such, this is explicitly mentioned
in the documentation of EVOMASTER regarding how people
can contribute]

In this paper, we report on the first year of this exchange
between the developer team of EVOMASTER and QiNET
at Volkswagen AG. The Volkswagen engineers evaluated
EVOMASTER in an industrial setup which opened additional
usage scenarios for the EVOMASTER team. We discuss all
the technical details and features that have been implemented
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to be able to better integrate an academic fuzzer such as
EVOMASTER into the testing practices of a large enterprise
such as Volkswagen AG [21]. We discuss all the challenges
that we have overcome, and highlight several challenges that
still need addressing. Many of these challenges are not specific
to EVOMASTER, but would likely be relevant to all other
kinds of fuzzers and test generators whose authors want to
have an impact on industrial practice. Note: the work in [7]]
evaluated different openly available test generators, including
EVOMASTER, “as they are”, before an exchange was started.
In other words, this work can be considered a follow up of [7]],
discussing what has been identified and solved during one year
of academia-industry exchange.

In particular, in this industry-report we aim to shed light on
these important research questions:

RQ1: Why choosing EVOMASTER for an academia-
industry evaluation and exchange instead of other tools?
RQ2: What features were needed to integrate a fuzzer
like EVOMASTER in industrial testing processes such as
for example at Volkswagen AG?

RQ3: What is missing from the generated tests of
EVOMASTER compared to the existing manually written
test suites?

RQ4: What are the current major challenges and most
needed features?

II. RELATED WORK

In the last few years, due to its importance in industry,
lot of research has been carried out on automated testing
of REST APIs [8]]. Several tools have been presented in
the literature, such as for example (in alphabetic order):
ARAT-RL [22], bBOXRT [23|], CATS [24], DeepREST [25]],
Dredd [26], Fuzz-lightyear [27], Morest [28]], ResTest [29],
RestCT [30], Restler [12f], RestTestGen [|13] Schemathe-
sis [31]], and Tcases [32]. However, no industry report or
empirical study with human subjects has been provided in the
literature yet [[8]. This paper is a first step to fill this important
gap in the research literature.

In the literature of software testing, there have been several
studies involving the evaluation of academic techniques in
industry. These included topics such as unit testing [33],
testing of embedded systems [34]], user interface testing for
ERP applications [35]] and for mobile applications [36]], [37],
mutation testing [38], [39], fault debugging [40] and flaky
tests [41]]. This work extends such current body of knowledge
by addressing the important topic of fuzzing REST APIs in
industry.

EVOMASTER is a search-based fuzzer, open-source on
GitHub since 2016 [42]. It is a mature tool [6], [43[]-[45],
originally designed for search-based white-box testing of
REST APIs [46]. However, it has been extended to support
black-box testing [47]], as well as other types of web services
such as GraphQL [48]] and RPC [49]. For white-box testing,
it uses several advanced search-based techniques, such as
hyper-mutation [50], testability transformations [51], [52],
and support for effectively handling the APIs’ environment

such as SQL databases [53]] and external web services [54].
EVOMASTER has been among the best performing tools in
empirical comparisons [[55[]—[57].

III. RQ1: FIRST STEPS

In 2022, at the IT Test & Quality Assurance (TQA) a
process was started to check and evaluate possible Artificial
Intelligence (AI) techniques to enhance their testing activities
in the Group IT. Discovering EVOMASTER was part of such
activities. The tool came out when querying internet search
engines (e.g., Google), using terms such as “AI” and “testing”.
Few tools were found this way. The choice of trying out
EVOMASTER was based on some specific properties:

o the tool or component should be fast to integrate and
simple to scale in a cloud environment, like for example
open-source solutions do. EVOMASTER is open-source
since its first commit in 2016, with LGPL licence. How-
ever, enterprises might prefer more permissive licenses,
such as MIT and Apache, especially if they want to make
modifications and extensions to such tools for internal
use. The choice of an open-source license for a research
prototype is not trivial, as discussed for example in [44].

o the tool should be “Al-hype compatible”. In other words,
it should explicitly states it uses Al techniques. White-
box EVOMASTER is based on Evolutionary Computation,
as explicitly stated in its documentation.

o the tool should be actively maintained, ideally with
at least three active developers, and should had been
around for some years. This provides more trust for its
maintenance in the future. As of 2022, EVOMASTER was
already available open-source for 6 years, with several
active code contributors. As of 2024, there are at least
10 code contributors with 50 or more Git commits to
EVOMASTER [}

« the outputs of the tool should be easily integrated in the
current testing environments. In the case of Volkswagen
AQG, this means being able to run the generated test suites
with Java and JMeter. As EVOMASTER can output tests
in JUnit format, this was not a problem.

o the tool should have given good benchmark results.
Engineers at Volkswagen AG checked some academic
papers to see how different tools fare with each others.

EVOMASTER was the tool that matched all these criteria
best. There are some other tools that “look interesting” for
the engineers at Volkswagen, such as Restler [12], Schemath-
esis [31] and CATS [24]. However, they did not have the “AI”
label. As such, EVOMASTER was preferred.

RQ1: the maturity and health of a product or project are
key elements to decide whether to invest time to try it out.
To increase adoption in industry, it is recommended to
explicitly provide such information in the documentation of
the tools. Specifying which techniques a tool employs can
be a major deciding factor, especially when “hype” and
industry trends are involved (e.g., related to Al).

3https://github.com/WebFuzzing/EvoMaster/graphs/contributors



IV. RQ2: IMPLEMENTED FEATURES

In this section, we discuss all the major features needed by
the test engineers at Volkswagen AG to enhance the usability
and effectiveness of EVOMASTER on the testing of their APIs.

Domain Expert Inputs: Examples. Fuzzers have limita-
tions, especially black-box ones. The most important needed
feature was a way for the test engineers to provide help to
the fuzzer to obtain better results. Ideally, a fuzzer should be
fully automated. But, as their outputs are still not as good
as manually developed test suites [7]], any help that can be
exploited could be useful. But, this is only as long as it does
not take too much time to provide and prepare such input
data and verify the outcomes. For example, this could be
something as simple as providing valid ids of existing users
in the database.

For each parameter of each endpoint, there was a need
to provide a “dictionary” of meaningful data, based on the
actual content of the database in the test environment at
Volkswagen. From a technical perspective, this is nothing too
complex. However, one issue here was to decide on which
way and format such test data should be provided as input
to EVOMASTER. Creating a custom format, e.g., a custom
configuration file with the test data, was a possibility. However,
it is not ideal for two main reasons: (1) out of the box, IDEs
would not support such a new format (e.g., for auto-complete
features and validation); (2) a custom format would not be
supported by other fuzzers, and so any effort spent there would
have to be repeated when using a different fuzzer. If there
was no other option, a custom format would be a necessity.
However, one alternative is to provide such test data directly in
the OpenAPI schemas. The OpenAPI schemas provide fields
called example and examples to specify possible examples
of how parameters could look like. These entries can be used
to provide the needed test data.

At that time, EVOMASTER did not have any heuristic to
exploit example data specified in the OpenAPI schemas.
This is implemented now since version 3.0.0 [S8]]. Given a
certain probability, input is not generated at random, but taken
from the provided dictionary (i.e., the values declared in the
example entries), if any is specified. A further benefit here is
that any other tool that can exploit examples entries would
be able to directly use such test data. For example, another
fuzzer that explicitly states that it supports example entries
is RestTestGen [59].

Domain Expert Inputs: Links. A further issue in testing
REST APIs is to identify dependencies among endpoint op-
erations. For example, the needed input for an endpoint Y
might require to come from the output of an endpoint X. In
the literature, to improve performance several techniques have
been designed to try to infer possible dependencies among
operations, like the Operation Dependency Graph used in
RestTestGen [59], or our own heuristics based on template
test actions [60].

As for any heuristics, there is no guarantee that they would
be helpful on all different types of schemas and styles in

paths:
"/api/links/create":
post:
tags:
- bb-links-application
operationId: postCreate
responses:
200" :
description: OK
content:
"*/*":
schema:
U Sr@E™ g
BBLinksDto"
links:
LinkToGetUser:
operationId: getUser
parameters:
path.name:
query.name:

"#/components/schemas/

"Sresponse.body#/data/id"
BAR

code: "Sresponse.body#/data/code"
"/api/links/users/{name}/{code}":
get:
tags:

— bb-links-application
operationId: getUser
parameters:
- name: name
in: path
required: true
schema:
type: string
- name: name
in: query
required:
schema:
type: string
— name: code
in: path
required: true
schema:
type:
format:

false

integer
int32

Fig. 1. Extract from an OpenAPI schema of an artificial API example, with
a links definition

which API are designed. However, as of version 3.0, OpenAPI
schemas can now support the definition of “links”E] Links al-
lows to specify that any kind of output from an endpoint could
be used as a meaningful input to another endpoint. Figure [I]
shows a simple, artificial example of a link definition. This
example is one of the end-to-end tests used in EVOMASTER
to verify its functionalities [44] (in particular, the end-to-end
test called BBLinksEMTest). In a link definition, several
values could be defined, which can be constant or be any field
or value from the request/response of the linked endpoints.
If a fuzzer can exploit such link definitions, then test engi-
neers have incentive to spend time adding those links to the
schemas of the APIs they are testing. Furthermore, regardless
of testing concerns, adding links improve the quality of the
schema and therefore as well the quality of the documentation
of the API. However, supporting OpenAPI links has been
far from trivial. Not only there are several ways to define

“https://swagger.io/docs/specification/links/



QTest (timeout = 60000)
public void test_2() throws Exception ({

ValidatableResponse res_0 = given () .accept ("*/+")
.post (baseUrlOfSut + "/api/links/create™)
.then ()

.statusCode (200) ;
String link_0__data_id = res_0O.extract () .body ().
path("data.id") .toString () ;
String link_0_ data_code = res_0.extract () .body ()
.path ("data.code") .toString () ;

given () .accept ("x/*")

.get (baseUrlOfSut + "/api/links/users/" +
link_0_ data_id + "/" + link_0O_ data_code + "7
name=BAR")

.then ()

.statusCode (200) ;

Fig. 2. Example of generated test showing the dynamic use of a link, based
on the OpenAPI schema defined in Figure [T]

links, but also more importantly the dynamic nature of link
handling must be maintained in the generated tests. Otherwise,
it would not be useful, as likely ending up producing flaky
tests. Figure [2[ shows an example of generated test on an API
based on the schema defined in Figure |I} As we can see in
that generated test, two values are dynamically extracted from
the first HTTP request and used as input in the second request.

We do not know if any other fuzzers support OpenAPI
links. Still, what is interesting here is that the use of fuzz
testing can impact how schemas are extended and updated by
practitioners.

Schema Validation. This feature was strongly related to
the handling of examples and 1inks entries in OpenAPI
schemas. When we implemented the support for examples
and links in EVOMASTER, the first feedback from an
industrial perspective showed that it was not enough, as those
entries were not used during the search. First suspect was
a fault in these new functionalities, which would not be
unexpected. However, it turned out that the used schemas were
invalid.

To better explain this issue, consider Figure [3] that shows a
faulty variant of the OpenAPI schema defined in Figure[I] Can
the reader spot the problem? That schema is a syntactically
valid YAML file, but not an extract of a valid OpenAPI
schema. Here, the entry 1inks at Line is invalid, because
defined under the object responses and not under *200".
Without any check or warning, such 1inks definition would
be ignored.

If a schema is written manually with just the support of a
text editor or an IDE, then this type of issues can be easily
missed. Editors that have custom support (e.g., via plugins)
for OpenAPI are necessary to avoid this kind of problems.
Still, as we found out, even a valid OpenAPI schema can be
problematic for a fuzzer. For example, the type of the entry
example in a Schema Object definition is AnyE] This means

Shttps://swagger.io/specification/#schema-object

paths:
"/api/links/create":
post:
tags:
- bb-links-application
operationId: postCreate

responses:
200" :
description: OK
content:
"*/*":
schema:
"Sref": "#/components/schemas/
BBLinksDto"
links:
LinkToGetUser:
operationId: getUser
parameters:

path.name: "Sresponse.body#/data/id"
query.name: BAR
code: "Sresponse.body#/data/code"

Fig. 3. Faulty definition of endpoint, based on schema from Figure

that inserting wrong types for an example (e.g., not matching
the type of field the example is for, like an array of strings for
an integer value) could be silently ignored by an editor/IDE,
even if it has support for OpenAPI validation.

To handle this issue, EVOMASTER was extended to validate
the input OpenAPI schemas. If there is any issue, we make
sure to print meaningful warning messages to the users,
inviting them to fix those issues to enable a more performant
fuzzing experience. Even if a schema has issue, EVOMASTER
would not crash, but rather it will try its “best-effort” to fuzz
the target API, exploiting all the information it can have access
to.

Authentication. In most cases, real-world APIs require
some sort of authentication to identify the user that is making
the requests. To be able to effectively fuzz an API, authenti-
cation information for some existing users must be provided.
There can be several different types of authentication mech-
anisms, typically based on some sort of userid and password
provided by the user.

Among the different types of authentication mechanisms,
the two most commons that we have experienced in practice
are:

Static. A secret is sent at each HTTP request, either in a
HTTP header, query or path parameter. The secret could
be the combination of userid/password, or a random
string uniquely associated to the user.

Dynamic. A secret, typically userid and password, is
sent to a “login” endpoint. If the secret is valid, then
such endpoint will return a body payload with an au-
thentication “token”. Such “token” can then be used as
a secret like in the “Static” case, i.e., can be sent in a
header, query or path parameter. The difference here is
that the “token” might be short-lived, i.e., only valid for
some minutes or hours.

Supporting authentication in fuzzing is not a trivial task.
That can be a reason why few fuzzers seem to have only



[[auth]]

name="logintoken"
[auth.loginEndpointAuth]
endpoint="/api/logintoken/login"
payloadRaw= """
{"userId": "foo",
verb="POST"
contentType="application/json"
[auth.loginEndpointAuth.token]
headerPrefix="Bearer "
extractFromField = "/token/authToken"
httpHeaderName="Authorization"

"password":"123"}

Fig. 4. Example of TOML configuration file for authentication using tokens
extracted from a login endpoint, and that can then be sent as Bearer in
the HTTP Authorization header.

limited or no support at all for it [56].

Black-box EVOMASTER already supported the “Static”
case, with for example options such as ——header to specify
static HTTP headers sent on each request. However, handling
the “Dynamic” case was not supported for black-box testing.
At the beginning, engineers at Volkswagen had to make
“manual” calls to the login endpoints, and then use the result
with ——header option when starting EVOMASTER. This
could be very frustrating, especially in cases in which API
tokens only had a five minute lifespan.

Supporting the “Dynamic” case is more complicated. There
is the need to specify several options, like which endpoint to
call, how to extract the auth information, and how then to
use it in all the following requests. And this has to be done
dynamically, e.g., the generated JUnit test suite files will still
then need to be able to do the same. Once all this information
is provided, then it is up to the tool (i.e., EVOMASTER
in this case), to use such information to collect the needed
authentication tokens, and use them during the fuzzing.

This latter part was already implemented in EVOMASTER,
for the support of white-box testing. There, authentication
information can be specified in the so called EVOMASTER
driver classes [43]. Those are classes written in Java or Kotlin,
where the user can specify several options, especially how to
start, stop and reset the API. Among those options, there is also
the possibility to specify authentication information. Several
utilities are provided to simplify such task.

Doing the same for black-box testing is not straightforward,
as there is no Java/Kotlin driver class. Providing all needed
info on the commandline (e.g., with parameters such as
——header) did not look like a good idea, as there would
be many parameters to set. In the end, from a usability
perspective, the choice was made to define configuration
files to specify authentication information. These files can
be written in either YAML or TOML format. We explicitly
decided to do not support the JSON format, as that format is
in our opinion not sufficient for configuration files, as it does
not support writing comments in it.

Once written, these auth configuration files can then be
given as input to EVOMASTER when it starts the fuzzing.

@QTest (timeout = 60000)
public void test_0() throws Exception ({

final String token_logintoken = "Bearer " +
given ()
.contentType ("application/json")
.body (" { " +
n \"usefld\": \",[OO\", " +
" \"password\": \"123\" " +

moyomy
.post (baseUrl0OfSut + "/api/logintoken/login")
.then () .extract () .response ()

.path ("token.authToken") ;

given () .accept ("x/*")
.header ("Authorization", token_logintoken)
.get (baseUrlOfSut + "/api/logintoken/check")
.then ()
.statusCode (200)
.assertThat ()
.contentType ("text/plain™)
.body (containsString ("OK")) ;

Fig. 5. Example of generated test showing how authentication tokens can
be dynamically retrieved and used in following HTTP calls.

Figure 4] shows an example of such a configuration file on an
artificial API, used as end-to-end test in EVOMASTER [44] (in
particular, the test BBAuthTokenEMTest). Figure [5] shows
a generated test in which such info is used to authenticate a
user.

Computational Resources. In a large organization, there
can be many, many APIs that need testing. And, even for the
same API, there can be several different versions that might
need testing. Then, this testing process has to be repeated for
each new release, for each API. All this requires a non-trivial
amount of computational resources. When dealing with testing
at scale, how to best to use these computational resources
becomes critical.

One of the first questions when using a fuzzer is for how
long to run it. Should it be for just 30 seconds? 1 hour? or 48
hours? We have no answer for this. A user would want results
as soon as possible. But, a fuzzer would still need some time
to be able to produce good results. Also, the time required
to properly fuzz an API would likely depend on its size and
complexity. In industry, there is the need for a sustainability
design perspective [61] to make all components, including a
fuzzer such as EVOMASTER, in the scaled setup “ready”.

For white-box testing EVOMASTER, we usually recommend
to run it at least 1 hour. This can be set with the parameter
—-—maxTime. However, the value “1-hour” is just an educated
guess. For black-box testing, it might be more trickier to give
a time recommendation. Of course, the longer the better, but
it is likely that the fuzzing process could stagnate soon if
there is no white-box code heuristic that can be exploited to
generate better tests. In other words, one might not see much
improvements after 5 or 10 minutes (this of course all depends
on the tested API).

To take this feedback and insight into account, we in-



troduced a new parameter ——-prematureStop, where a
timeout can be specified. If there is no improvement (i.e., no
new testing target is covered) within the timeout, then the
fuzzing process is prematurely stopped. For example, using
something like ——maxTime 1lh and —-prematureStop
10m would mean that the fuzzing will run for one hour, but,
if no improvement is reached at any point in time within the
last 10 minutes, then the fuzzing process is stopped. Doing
something like this enables testers to allow EVOMASTER to
run for its needed time, but, if for any reason it looks like
it gets stuck and does not provide any further improvement,
then EVOMASTER can be automatically stopped. Stopping
EVOMASTER prematurely enables releasing computational
resources that could be used to fuzz other APIs.

Another needed feature related to the handling of computa-
tional resources was the ability to fuzz only subsets of an API.
In an OpenAPI schema there can be many declared endpoints,
sometime in the order of hundreds. There might be the need to
test only some of those endpoints (e.g., related to some newly
introduced functionalities), or having EVOMASTER run in
parallel on several different processes/servers, each one testing
in parallel a subset of the API. Supporting such industrial
needs was relatively easy, as it was not particularly difficult
to provide filtering options to specify which endpoints to
test. This can for example be based on the prefix of the
endpoint paths (e.g., only use endpoints that start with a
/v3/items«, by using the option ——endpointPrefix),
or by “tags” specified in the OpenAPI schema (e.g., using the
option ——endpointTagFilter to filter all endpoints that
have the specified tags declared in their schema).

Coverage Criteria. Since its inception in 2016, EVOMAS-
TER has been first and foremost a white-box search-based
fuzzer for APIs running on the JVM. The support for black-
box testing was introduced years later, in 2020 [47]. Still,
the black-box mode was introduced only for demonstration
purposes, as it is much easier to use (e.g., no need to first
write any driver class). However, currently Volkswagen is
more interested in black-box testing, so it was the right time to
improve EVOMASTER’s black-box capabilities in the context
of system testing.

The first “shocking” revelation was how few tests were
generated by EVOMASTER. During a fuzzing session of one
hour, depending on the API, hundreds of thousands of HTTP
calls can be made by a fuzzer. For example, a Sms per call
would result in 720 000 calls in one hour. However, no sane
fuzzer would output test suites with hundreds of thousands
of HTTP calls. What is outputted at the end of the fuzzing
process is supposed to be a minimized set, including all the
most relevant tests. However, “relevance” here all depends on
what is defined as coverage criteria.

Besides fault finding, the coverage criteria for white-box
EVOMASTER are based on code metrics. For example, on line
and branch coverage. If any new test evolved during the search
triggers the execution of a new line in the source code of the
tested API, then we make sure such test will be part of the
final output test suite. Unfortunately, this is not possible for

black-box testing, as no code metric is collected (if it was,
then it would not be black-box). Black-box coverage criteria
were based only on combinations of endpoints and returned
HTTP status code. In other words, we save each test that can
return a status code not seen before on each specific endpoint
in the API. Unfortunately, this turned out to be quite limited.

To address such a major limitation, EVOMASTER was
extended with the set of black-box coverage criteria defined
in [62f]. This includes for example considering all boolean
combinations of optional query parameters (i.e., on and off), as
well as covering all values of input enums. However, we made
two major extensions to those coverage criteria defined in [62]:
(1) in the coverage targets, we included all example (s)
and followed 1inks declared in the schema, as those are the
input data the testers are interested into and want to see in
the generated tests; (2) for each coverage target per endpoint,
we check when it is covered regardless of the returned status
code, and as well as when the returned code is in the 2xx
success family.

This latter point requires some explanation. Assume two
query parameters for an endpoint Z: the string X and the
enumeration Y with 10 possible values. If X has some
constraints that are not satisfied (e.g., a regex), then the API
returns 400 when calling Z with such invalid input, regardless
of the value of Y. Having in the final test suite 10 test cases
for each different value of Y when the endpoint Z anyway
returns a 400 due to invalid X would be of little interest, as
those values of Y have no impact on the test. On the other
hand, if the endpoint returns a 2xx, then such values of Y
might cover different execution paths inside the API. Still, it
might be possible that an endpoint Z is never covered with a
2xx during the search. In those unlucky cases, it might still be
worthy to have different values of Y in the generated tests.

Databases. Databases play a critical role in system testing.
The data contained in them influence what can be tested
from the API endpoints. These test environments are often
production comparable systems with a dedicated test-data
set in their databases, to be able to run and stimulate the
tests of the system. To the best of our knowledge, it is a
common practice in industry to test APIs in a test environment
with such anonymized or synthetic data. This is the case
for example for the testing in the context of TQA, and in
all the other companies the EVOMASTER team has worked
in and collaborated with. Using databases that are copies
of production data snapshots is usually not possible, due to
privacy and legal issues (e.g., GDPR in Europe).

The data in these databases are a potential source of useful
inputs that can be exploited. For example, consider testing a
GET operation on the path /products/{id}. If there is
no operation to create a new product (e.g., this is done by a
separated admin API), without knowing any valid id entry, it
would be difficult to test any scenario besides the trivial 404
(i.e., resource not found). Having testers adding such values
as examples entries is possible, but ideally such manual
interventions should be minimized, if possible.

For white-box testing, this is not a problem, as a scenario



like this can be trivially solved with SQL handling techniques
as introduced in [53[]. White-box EVOMASTER can analyze all
interactions with SQL databases [53]], and then use all different
kinds of taint analyses techniques [S1]], [52] to generate input
data that make sure each SQL SELECT command done in the
API returns data.

To try to exploit existing database information in black-
box testing as well, we implemented the same kind of Re-
sponse dictionary technique introduced in [59]]. In simple
terms, at a high level GET operations on collections (e.g.,
GET:/products) can provide info on what present in
the database. From those returned payloads, the ids of the
resources can be inferred (with different types of string-
matching algorithms and heuristics [59]). Those collected
ids at runtime can then be stored in a dictionary, and used
afterwards for the endpoints that require ids as input (e.g.,
PUT:/products/{id}).

This approach might work well when testing remote APIs
on internet, where login is done with a newly created user
account made only for academic experiments. However, when
dealing with test environments shared by possibly several
testers, and having existing manual test cases relying on some
specific data, having a fuzzer starting to delete entry by
doing DELETE: /products/{id} with admin credentials
is unwise. A test environment can still be reset and rolled-
back. But, doing that at each fuzzing execution might not be
a viable strategy. To address this issue, in our implementation
the inferred ‘“Response dictionary” is exclusively used only
for read operations (i.e., GET). This is an important problem,
which we will go back to in Section

Rate Limiter. When fuzzing an API, the more test cases
can be evaluated, the better results can be expected at the end.
However, sending as many requests as possible toward an API
could put major strain/stress on its operations.

When academics perform empirical experiments on open-
source APIs locally on their machines (e.g., from the EMB
corpus [[63]), this is not a problem. However, when testing an
API on the internet (e.g., as done in [59]), this can become
problematic. For example, to prevent and mitigate Denial-of-
Service (DoS) attacks, the API could stop replying to requests
from those fuzzers. A solution here is to have a “rate limiter”,
i.e., a way to specify how many requests to send at most given
a specified amount of time. For example, in EVOMASTER
there is the option ——ratePerMinute. A value like N = 30
would mean that, within a minute, no more than 30 HTTP
requests are sent, i.e., at most 1 request every 2 seconds.
When a request takes X milliseconds, EVOMASTER will wait
(60000/N) — X milliseconds before making a new HTTP
request.

Although this parameter was originally introduced in EvO-
MASTER only for empirical studies, it was a necessity as
well for a proof-of-concept study at Volkswagen AG. APIs are
tested in a testing environment, mimicking production settings,
including DoS prevention/mitigation mechanisms.

TABLE I
STATISTICS OF THE TWO USED INDUSTRIAL APIS IN THE EXPERIMENTS,
INCLUDING THEIR NAME, LINES OF CODE (#LOC), NUMBER OF HTTP
ENDPOINTS (#ENDPOINTS), AND THE NUMBER OF THE EXISTING
ALREADY WRITTEN TESTS (#TESTS).

Name #LOC  #Endpoints  #Tests
auth-service 5750 3 16
user—service 8591 21 56

RQ2: the most needed features are related on how users
can provide extra guidance to the fuzzing, how to do
authentication and how computational resources can be
optimized.

V. RQ3: COMPARISON WITH EXISTING TESTS

Several of enhancements introduced in EVOMASTER were
related to its usability at industrial level. Still, ultimately, what
is important is how the generated tests can help the testers
and QA engineers in their testing tasks. As such, how these
generated tests compare with the existing manually written
tests is of major importance. The closer in quality they are,
the better the tool would be when addressing the testing of a
new API for which no test exists yet.

Initial experiments done with older versions of EVOMAS-
TER (e.g., 1.6.1) and with LLM techniques showed that
manual tests are still significantly better [7]. In this paper,
we repeat such experiments with the latest version of EvO-
MASTER at the time of writing (i.e., 3.2.1-SNAPSHOT). Fur-
thermore, API schemas were enhanced with extra information,
in particular regarding examples and 1inks, as now these
features are supported by EVOMASTER.

The experiments involve two APIs developed at Volkswagen
AG, chosen by its test engineers as initial case study for
evaluating the potential benefits of automated test generation,
as part of the innovation activities of QINET, which is part of
TQA. Table [I| shows some statistics of these two APIs.

On these APIs, we ran EVOMASTER three times, for a time
budget of 10 minutes. The outcome variation was between
55 and 60 test cases for the user-service. The outcome
was always 8 test cases for the auth-service. However,
a longer search time does not seem to improve the outcome
significantly, as still in the last minutes of the 10 minute search
no additional testing target was covered. For each API, we
took the “worst case” of the generated test suites, with the
minimum number of test-cases out of the three runs, for a
conservative evaluation result. Table [II] shows the results of
this manual analysis after verification by the engineers against
the handcrafted reference test-suites referenced in Table [l

This comparison was manually done by test-engineers,
with more than 10 years of experience, within an industrial
setting. In particular, we are interested in checking how many
generated tests could be kept (i.e., they are evaluated as
“g00d”), how many need to be modified (e.g., for LLM-based
generated tests in previous work [7], most of them needed



TABLE 11
EVALUATION OF THE TESTS GENERATED BY EVOMASTER COMPARED TO THE EXISTING MANUALLY WRITTEN TESTS. OUT OF THE fotal NUMBER OF
GENERATED TESTS, WE REPORT HOW MANY TESTS ARE accepted (1.E., COVERING SAME SCENARIOS AS IN MANUAL TESTS, WITHOUT NEED TO BE
MODIFIED), HOW MANY NEEDED TO BE MANUALLY modified TO BE USABLE, HOW MANY WERE removed, AND HOW MANY TESTED new SCENARIOS THAT
ARE NOT COVERED IN THE MANUAL TESTS. WE ALSO REPORT HOW MANY TEST SCENARIOS FROM THE HANDCRAFTED TESTS ARE missing IN THESE
GENERATED TESTS.

Name total | accepted modified removed new | missing
auth-service 8 8 0 0 0 8
user—-service 55 46 0 2 7 8

to be modified to remove hallucinations related to generated
assertions on the returned responses), how many need to be
removed (i.e., they are redundant or simply considered not
useful), and how many are missing to reach the same quality
level of the reference implementation (i.e., the already existing
manually written tests). Also, we are interested in what was
newly discovered and added to the test-suite by EVOMASTER.

As we can see in Table [II} many generated tests are useful.
Overall, the generated tests save time and effort for the
engineers. However, the generated tests are not at a level
that they are directly usable as test-suites. They still need
validation and enhancement by engineers to reach a sufficient
quality level for a usable test-suite. But, the automatically
generated test-suites also add tests which would usually not be
written by engineers, as too much work for less “value”. Here,
the Al-facilitation offers a chance to improve the test-suite
quality beyond the existing handcrafted test cases. Notable
test-suite enhancements are the typical test set of the lower
and upper boundaries and a random data set. The engineers
often do not define all potential variants. This results in that
the EVOMASTER and a test-engineer “pair” can deliver in
less time a better test-suite than only a handcrafted one would
be under real-world economical constraints. Still, a major
impediment for future improvement is the verification effort
of the generated tests. Here, activities are needed on the
EVOMASTER test-case generator to make the verification less
time and effort consuming, e.g., by improving the readability
of the generated tests and provide some kind of traceability to
the used OpenAPI schema components.

RQ3: The tests generated by EVOMASTER are of practical
usefulness in industrial contexts. Compared to existing
manually written tests, these generated tests can cover

many similar scenarios, as well as new ones. However, few

important test scenarios are missing in the generated tests,
which makes them not a full substitute for the manual tests.

VI. RQ4: OPEN CHALLENGES

EVOMASTER is currently used by some test engineers at
Volkswagen AG. Several challenges still need to be addressed
before it can be used more widely inside Volkswagen AG.
Improving fuzzing algorithms to increase coverage and fault
detection is always beneficial. However, we will not discuss
those latter here. We will rather focus on the challenges
and features directly pointed out and requested by the test

engineers involved in this work. Note that these challenges
and features have nothing specific to Volkswagen.

Domain Knowledge. There is a need to enhance and
guide fuzzers with domain knowledge. This can be complex,
representing business requirements and specific chains of API
calls with specific database states. In a black-box testing
context, it would likely be infeasible to automatically discover
such information within reasonable time. Using examples
and links in the OpenAPI schemas is a useful first step,
but it is not sufficient. How to best provide information on
such domain knowledge, and how to make sure that such
information can be properly “interpreted” by the fuzzers, are
open research questions. Furthermore, the traceablity from the
generated tests to this provided domain knowledge is crucial to
verify sufficient correctness and completeness of the generated
test suites.

Seeding Tests. Fuzzers are not meant to replace human
software testers. For sure, at least not as long as the results
of fuzzers are worse than test suites manually crafted by
experienced test engineers [7[]. Especially when dealing with
existing APIs, in professional environments there might be
existing end-to-end tests for those APIs. This could be written
in programming languages such as Python and Java, using
specialized libraries to make HTTP calls. Or they could be
written in a domain-specific-languages (DSL) for specific
API testing tools, such as for example PostmanE] Insomnia[]
Hoppscotc and Brunoﬂ Using these existing tests (if any) as
seeds for the fuzzers could boost their effectiveness, providing
interesting starting test cases to fuzz. Seeding existing tests is
a known technique to reuse existing domain knowledge, like
for example done in search-based unit test generation with
tools such as EvoSuite [64]. As such, seeding end-to-end tests
for REST APIs is an important feature.

In the past, in EVOMASTER there was a first attempt,
i.e., a proof-of-concept, to seed tests written for the Postman
tool [65]]. However, this so called test “carving” process was
a fool’s errand. Unfortunately, there are just too many ways
in industry to write end-to-end tests for REST APIs. Trying
to support all of them is infeasible. Even if one concentrate
on a single type, e.g., JUnit tests, there are simply too many

Ohttps://www.postman.com
7https://insomnia.rest
8https://hoppscotch.io
%https://www.usebruno.com/



ways to write test cases and so many different libraries used to
make HTTP calls. Implementing a test carver that can handle
all these different cases is simply not a viable option.

Fortunately, though, in the case of REST APIs, a feasible
alternative could be to use a HTTP proxy. Regardless of how
the existing tests are written (e.g., in Python or in the DSL used
by Bruno), they make HTTP calls. All these HTTP calls can
be intercepted and analyzed with a proxy, regardless of how
the tests were written. At a high level, this would be similar
to how black-box coverage tools such as Restats work [60].
Then, from these HTTP logs, the proxy can output a format
representing the executed tests that can be directly used by the
chosen fuzzer (e.g., EVOMASTER in our case).

One challenge here, though, is how to deal with dynamic
data. In other words, when some output of a call is used
as input in a following call. For example, recall the cases
of Figure [5] All these cases would need to be detected and
handled by the proxy. If not, if the input data is used as it is
(e.g., with hardcoded authentication tokens), then the seeded
tests could become flaky.

One advantage of test seeding is that it can enable fest
enhancement as well. Given an output test suite generated
by EVOMASTER, testers could modify it to improve it. These
improvements will not be lost if then these modified test suites
can be fed back to the fuzzer as new seeds.

Test Case Reuse. When academics run experiments with
different fuzzers, or different configurations of the same fuzzer,
those are run for a certain amount of time. This could be for
example 10 minutes, 1 hour or 24 hours. But this is not really
close to the development cycles in industry. Usually, a REST
API is not implemented in one day, tested once, and then be
done with it. It might takes weeks, months or years to develop
and maintain/update an API. Each day, any new code change
in the API could require and warrant a new fuzzing session.
Therefore, throughout the lifespan of an API, it might require
to be fuzzed hundreds of times.

With the passing of time, each new introduced code change
might invalidate any existing regression test. Still, fuzzing
from scratch each day would be inefficient. It would likely
be beneficial to re-use the generated tests from the latest run
like “seeds”. This would create a chain of seeding, starting
from the first run. However, as the semantics of the API and
its OpenAPI schema might change through time, there is the
need to make sure to do not crash the fuzzer if any previous
test case is no longer valid (e.g., referring to an endpoint or
parameter that no longer exist).

Conceptually, this is very similar to the previously discussed
seeding from existing tests. Two differences though: (1) as
already mentioned, some tests might be obsolete, or referring
to no longer existing parameters. A fuzzer should not crash
in those cases; (2) besides the output type chosen by the user
(e.g., JUnit 5 in Kotlin), a copy of the tests can be saved
as well in any internal representation used by the fuzzer, as
only the fuzzer needs to read those copied tests. This latter
point should make this feature easier to implement than, for
example, a proxy used to record and analyze the execution of

existing tests on-the-fly.

This concept of seeding from previous executions has
already been investigated in the literature, for example in the
context of unit test generation in Continuous Integration [67].
From a research standpoint, there would not be much novelty
here. Still, this would be a critical feature to have for a
successful technology transfer from academic research to
industrial practice.

Test Names. Currently, EVOMASTER generate tests that
are named with a counter, like test_0 and test_2 (recall
Figure 2] and Figure [5). This is not good for practitioners, as
it increases the cognitive load needed to understand what the
generated tests do. In this regards, test generators based on
LLM techniques scored better than EVOMASTER [7]].

In the literature, in particular for unit test generation,
different techniques have been developed to provide better test
names [68]], [69]. There is a clear avenue for research on novel
techniques tailored for REST API testing. However, readability
is not really something that can be objectively quantified (e.g.,
like achieved code coverage or detected faults). It requires “hu-
man studies”, i.e., to check if indeed a novel naming strategy is
better than current practice you need test engineers to manually
look at and evaluate those generated tests. Unfortunately, user
studies with human subjects in industry based on tool outputs
are very risky, expensive and tricky to carry out and then
publish in the software engineering research community [70],
as we have unfortunately directly experienced for example
in [71]]. As such, this type of studies is rare in the literature. In
our professional experience, it is not something we can really
recommend to do, especially for untenured young researchers.

On the one hand, from a practitioner point of view, better
test naming is a critical feature. On the other hand, dealing
with user studies in industry is a high risk endeavour for
researchers. Solving this conundrum is an open challenge.
However, from a practical view point, existing best practices
about naming conventions and commenting for tests could be
used as a first step, while research will be needed to find a
more fit and appropriate approach.

Database Handling. As we have previously discussed,
using existing data in the databases (if any is used by the
tested API) would be beneficial for the fuzzing. However,
once a fuzzer starts to interact with existing data, there is
no guarantee that the state of the database will be the same
after the fuzzing has ended. If other manual test cases rely on
specific existing data, this can be a problem. Rollbacking the
database to a previous snapshot after each fuzzing session is
technically possible, but not ideal.

There can be two major different kinds of modifications:
(1) delete/change existing data and (2) create new data.

The latter case (2) is perhaps less problematic, as long as
the fuzzing does not create gigabytes or terabytes of data
per hour. Explicit DELETE operations could be added after
each test case execution. However, in a black-box approach,
determine which data is created, and which endpoint would
result in deleting it, is not always simple. For example, not all
APIs follow REST architectural guidelines on how to design



hierarchical endpoints to manipulate resources in a predictable
way.

The case (1) of deleting/changing existing data can be
indeed problematic. One approach could be to do not directly
interact with such data, but rather read it (e.g., with GET) and
then make copies of it (e.g., create new resources with same
data using operations such as POST). Then, in each test that
creates new data, DELETE operations can be automatically
added.

Handling these issues might require making new HTTP
calls (e.g., DELETE), using different strategies. This, however,
could reduce the performance of the fuzzer, as those extra
calls take time. How to best handle this issue is an important
research problem.

Al Hype. Currently, as of 2024, there is a lot of hype about
what Generative Al can do in industry. Several fields have
experienced disruptive innovations thanks to Generative Al
As for everything, there are always strengths and weaknesses
in any new approach. Therefore, how these novel techniques
can be best used in software testing is an ongoing research
investigation. The use of Al-based techniques was a decisive
factor to choose EVOMASTER (recall Section [[II). However,
further Al techniques could be exploited to achieve better
results.

In the case of testing REST APIs, there has been some
work in leveraging Large Language Models (LLM), like for
example to analyze possible parameter constraints expressed
in natural language documentation [72], or to sample possible
valid inputs based on their name [25]. Integrating this type
of techniques inside EVOMASTER, or combining other LLM
approaches with it, is an important feature, based on the
internal long-term vision for strategic focus in large enterprises
such as Volkswagen AG.

RQ4: how to best exploiting existing tests, as well as tests
generated from previous runs of the fuzzer, is of paramount
importance. How to best name the generated test cases,
and how to deal with databases, are also important
challenges to investigate. Furthermore, innovations from
novel Al techniques are highly sought in industry.

VII. THREATS TO VALIDITY

This industrial report shares our lessons learned in the
enhancement of a specific tool (i.e., EVOMASTER) applied
at a real-world enterprise (i.e., Volkswagen AG). Threats to
external validity include how these lessons learnt could be
applicable to other tools and enterprises. Most of the discussed
enhancements are rather general, and likely any fuzzer that
wants to be applicable to industrial APIs would need to
implement the same or similar features. Furthermore, there
is nothing specific in the analyzed APIs that is limited to
Volkswagen AG. From a technical perspective, those APIs
share many high-level characteristics with existing open-
source APIs, such as the ones collected in EMB [63] used
for evaluating fuzzing techniques. As such, it seems feasible
that our results could generalize in other industrial contexts

and tools, although this is not possible to know for certain
without further studies.

The identified challenges and research priorities are based
on the feedback from some test engineers in the Group IT
of Volkswagen AG. Even within the same organization, other
test engineers might have different opinions. Therefore, we
cannot say for sure that what identified are indeed the most
important challenges and priorities for fuzzing REST APIs in
industry. Regardless, those are important problems that need
to be addressed.

Regarding the empirical study, threats to internal validity
might come from faults in our new feature implementa-
tions. For example, faults in the implementation of handling
examples and links features might have negatively im-
pacted our results. As EVOMASTER is open-source on GitHub,
with new releases automatically uploaded to Zenodo, anyone
can review its code.

Another potential threat is that, as the generated test suites
were manually evaluated with the existing test suites, such
manual process might have been affected by human mistakes.
Unfortunately, due to confidentiality and intellectual property
constraints, we cannot provide a replication package for this
industrial study.

VIII. CONCLUSION

Automated testing of REST APIs is a topic that has attracted
a lot of interest from the research community in the last
few years [8]]. A reason for this is that the verification of
REST APIs is of paramount importance in industry, especially
in large enterprises such as Volkswagen AG. However, no
experience report of introducing these novel techniques in
industry has been presented in the academic literature so
far [8]], till now.

In this paper, we have reported our experience in the
technology transfer from academic results (e.g., our EvO-
MASTER search-based fuzzer) to industrial practice (e.g., at
Volkswagen AG). We have discussed which technological and
scientific challenges we have faced in making EVOMASTER
more usable for practitioners in industry. Practical solutions
have been presented and evaluated. Still, there are several
challenges that need to be addressed, which we summarized
in this paper.

The challenges reported in this paper do not seem to be spe-
cific to EVOMASTER or Volkswagen. Likely, any other fuzzer
or enterprise will face similar issues. As such, this industry
report can provide useful information for other researchers on
fuzzing techniques that want to see them applied in industry
practice.

Our fuzzer EVOMASTER is open-source, and freely avail-
able on GitHub: https://github.com/WebFuzzing/EvoMaster
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