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Abstract—Frontend is the initial point of contact for users
with a web application. Therefore, it is crucial to provide the
best possible user experience. Testing the frontend for faults
and robustness is important to ensure a smooth and engaging
interaction with users. We aim to design a novel white-box
automated testing approach, using evolutionary algorithms, to
generate and optimize test cases for web frontend applications.
We have a three-year plan during which we aim to conduct a
systematic literature review, develop a frontend testing tool, and
publish papers on our work. Our initial research indicates that a
few frontend testing tools are already available in the literature.
However, most of these tools are based on a black-box approach,
and as such, cannot test an application thoroughly, reducing the
possibility of detecting faults. To the best of our knowledge, no
current technique or tool is based on a white-box approach.

Index Terms—frontend, whitebox, fuzzing, evolutionary algo-
rithms, web application

I. INTRODUCTION

The evolution of web applications, from a set of static web
pages to a set of interactive dynamic pages, has created a
clear distinction between frontend and backend development.
The frontend, also known as the client-side, focuses on what
users interact with directly: the layout, design, and usability
of a website or application. It is responsible for presenting
content in an engaging and user-friendly manner. It utilizes
technologies like HTML, CSS, and JavaScript, ensuring navi-
gation, responsiveness across devices, and accessibility for all
users [24].

Currently, in the academic literature there are a few available
libraries and frameworks that enable testers to automate the
execution of the test cases (e.g., Puppeteer [2], Playwright
[1]). In addition to commercial or open-source tools, the
academic literature presents several other tools focused on
the automation of test case generation for the web frontend
(e.g., Crawljax [27], QExplore [30]). These tools typically
implement a black-box approach, with limited knowledge
regarding the structure of the code. Although black-box testing
can identify faults by providing inputs to the system and
comparing outputs received with expected outputs, it may have
limited code coverage. A white-box approach, on the other
hand, because of its in-depth understanding of the code, can
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access and examine code portions that may not be reachable
through black-box methods, thereby improving code coverage,
which can lead to higher chances of detecting faults.

The goal of this PhD is to first identify limitations of
existing solutions related to automated testing of web frontend,
and then fill the gap in the literature by designing novel
techniques to tackle the limitations of the existing ones. These
novel techniques will be based on white-box approaches,
that will improve upon the existing state-of-the-art, which is
limited to black-box approaches. We aim to utilize Search-
Based Software Testing (SBST) methods [23] [26] to attempt
to find the most efficient test cases. We will be using SBST
because of its ability to automate and optimize the generation
of comprehensive and effective test cases, while significantly
reducing manual effort and associated costs. In addition to
designing and implementing the technique mentioned above,
our work also includes a Systematic Literature Review (SLR).
A thorough SLR will help us establish a foundation for our
future research. Once we have a full picture and a better
understanding of the state-of-the-art of frontend testing, we
will proceed with designing, implementing, and conducting
experiments to evaluate our novel approaches.

II. BACKGROUND

This section first provides brief background information on
web frontend, JavaScript, white-box testing, and SBST. After
that, it gives a brief summary of the current frontend testing
tools.

A. Web Frontend and JavaScript

The three main building blocks of a web user interface are
HTML, CSS, and JavaScript. HTML is the standard markup
language used to create and structure the content of web pages.
CSS is a stylesheet language used to describe the presentation
and design of web pages, including layout, colors, and fonts.
JavaScript is a programming language that enables interactive
and dynamic elements on web pages, such as animations,
form validation, and user interactions. Since its introduction
in 1995 [36], JavaScript has risen in popularity being used
in more than 98% of all websites and web applications used
in the world [12]. Based on an annual report from GitHub,
JavaScript remains the most popular language of 2023 [6].
Other than JavaScript itself as a scripting language, there are



also JavaScript-based libraries and frameworks (e.g., jQuery',
AngularJS?, Vue.js?, React*) that have gained popularity in re-
cent years [4]. JavaScript has several characteristics that make
it attractive for developers, including dynamic typing (i.e.,
variable types are assigned during runtime, not before), sup-
porting event-driven programming (i.e., program flow depends
on external events), handling events asynchronously (i.e., the
program being able to respond to other events while running
a long task), supporting first-class functions (i.e., functions
being treated like other values), and being a weakly typed
language (i.e., operations can be performed between different
data types without explicitly converting them). However, even
though such characteristics facilitate the development process,
they make finding faults in Javascript-based applications more
challenging.

B. Frontend Testing and the White-Box Testing Approach

Testing is an integral part of the software development cycle,
ensuring that applications meet quality standards, functionality
requirements, and user expectations [19]. Frontend testing
specifically focuses on evaluating the user interface and experi-
ence of a web application, ensuring its responsiveness, usabil-
ity, and compatibility across various browsers and devices [18].
By integrating frontend testing into the software development
cycle, developers can detect and mitigate issues related to
frontend early, leading to improved reliability, performance,
and user satisfaction [31].

White-box testing focuses on examining the internal logic
and structure of the code. This approach involves inspecting
the codebase, including functions, variables, and control flow,
to identify potential errors and ensure comprehensive test
coverage (e.g., the number of lines executed) [22].

In the literature, there are a few tools available for frontend
testing, that are discussed in more detail in Section II-D.
However, to the best of our knowledge, most of those tools
utilize black-box techniques. The preliminary list of the papers
we have gathered for the SLR seems to back up this statement.
We aim to tackle such a gap by developing a white-box
testing tool for frontend testing, that generates more effective
test cases (i.e., in terms of code coverage and fault finding)
compared to existing frontend testing tools. This might pose
a few challenges due to the nature of white-box testing that
requires analyzing the source code.

C. Search-Based Software Testing

Evolutionary algorithms (EAs) are computational methods
inspired by the principles of biological evolution, aiming to
solve complex optimization problems [17] [32]. One important
usage of EAs is finding optimal solutions in large search
spaces. SBST involves using optimization search techniques
to address automation challenges in software testing [26]. By
leveraging the strengths of EAs, SBST can effectively explore
the test space, optimize test case generation, and enhance
the overall quality and efficiency of software testing. SBST
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has been successfully implemented in many testing contexts,
such as EvoSuite [21], EvoMaster [15], TestFul [16], Kex and
Kex-reflection [13]. Due to the complexity of the problem
at hand, EAs seem to be good candidates for finding the
optimal solutions (i.e., the optimal set of inputs for testing).
In this research, we are going to utilize different evolutionary
algorithms (e.g., MIO [14]) for frontend testing, to identify
the best algorithm for this problem.

D. Current frontend testing tools and frameworks

Currently, several frontend testing tools and frameworks
allow developers and testers to write test code and ensure
the quality of their web applications. Selenium [10] is the
most known tool in frontend testing, providing cross-browser
compatibility testing and robust automation features [33]. To
quote the Selenium documentation itself “Selenium automates
browsers. That’s it”> Other libraries/frameworks used for
testing include Puppeteer®, Cypress’, Playwright®, TestCafe’,
and Testim!®. It is important to note that these libraries and
tools are primarily used to automate the execution of test cases,
which are still manually developed by testers. Consequently,
the role of a quality assurance tester or engineer remains
crucial. They are the ones responsible for writing test scripts
and overseeing the entire process.

There exists a limited number of tools within academic
literature on automatic test generation, and most of them are
operating on the black-box principle. We have identified a few
of these tools in our initial research. Earlier tools implemented
to test web GUI include ATUSA [28] (2009), AutoBlackTest
[25] (2012), and GUITAR [29] (2014). According to GitHub,
none of these tools is actively maintained. In addition to open-
source tools, Webmate [20] which originally started as an
academic tool was converted into a commercial one.

Several other tools are currently available in the literature.
Mesbah et al. introduced in 2008 Crawljax [27], a black-box
testing tool developed in Java. QExplore is a tool proposed
in [30] that leverages the Q-learning concept to prioritize
certain actions during the testing process. TESTAR [34], is
another black-box system-level testing tool that can be used
to generate test cases for web apps, mobile apps, and desktop
apps. WebExplor [37] performs end-to-end testing using Rein-
forcement Learning principles to explore the web application
and generate action sequences. The source codes for Crawljax,
QExplore, and TESTAR are available on GitHub, whereas the
code for WebExplor is not publicly available.

In this research, we are going to extend an existing test
generation tool, EvoMaster [15], for frontend testing. Evo-
Master, primarily used for backend testing, already implements
several SBST heuristics that can be reused and adapted to deal
with web frontend testing. Furthermore, the content that the
user interacts with in the browser depends on the backend
(state of the database, manipulation of data from backend
functions, etc). Consequently, integrating our proposed method
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in EvoMaster would result in a tool that is able to perform
exhaustive (i.e., of both frontend and backend) testing, of a
given web application.

III. PROPOSED APPROACH

We aspire to design a novel white-box automated approach,
using evolutionary algorithms, to generate and optimize test
cases for web frontend GUI applications. To be able to achieve
this, we have formulated three main objectives to accomplish
throughout the duration of this PhD.

e Objective A - Systematic Literature Review
o Objective B - SBST with a focus on backend information
o Objective C - SBST with a focus on frontend information

Our methodology begins with a thorough review of the
literature. Next, we will work on enabling SBST of a web
app with the focus on the information received from the
backend. The last and conclusive step would be enabling
SBST on frontend. We will perform experiments to evaluate
the effectiveness of our approach and analyze the data we
will collect from these experiments. We will compare the
performance of our tool against existing tools discussed in
the literature, using as case studies web applications that will
be described in Section III-C. By accomplishing the three
objectives mentioned above, we will gain a comprehensive
understanding of the current state of frontend testing doc-
umented in the literature. Additionally, we will develop a
testing tool capable of thoroughly evaluating interface quality
and verifying information received from the backend. Each
objective will be discussed below in further detail.

A. Systematic Literature Review

A SLR will give us a better picture of the current methods
and techniques available, and what is explored in academia
regarding web frontend testing, and web testing in general.
We have already started working on the Systematic Literature
Review and successfully finished the first phase of selecting
and compiling the list of relevant papers. The papers are
collected from different databases: IEEExplore, ACM, Sci-
enceDirect, Wiley, WebOfScience, MIT, and Springer. The
queries were initially formulated to prioritize articles on web
frontend testing. The initial results amount to around 600
paper. After getting initial results, articles related to testing
mobile (e.g., Android and iOS) and desktop applications are
discarded. Any articles not related to web frontend testing was
discarded too. The resulting list counts around 160 papers. The
next step is performing forward and backward snowballing and
compiling the final list of papers. Once this step is completed,
we will proceed with extracting data from the papers to answer
our research questions. We have formulated 15 initial research
questions intended to illustrate the current state of the literature
on web frontend testing. However, these questions are prone
to modifications as our work on the SLR continues.

B. Automated White-Box Testing for Web Frontend

Our goal in this step is to develop a prototype to generate
test cases for web frontend applications in an automated

manner and then integrate that prototype into a large-scale tool,
namely EvoMaster. To achieve this goal, we established two
objectives: Objective B and Objective C, as mentioned earlier.
Technically, we could have started by focusing on white-
box heuristics in the code running on the browser (Objective
(), and then focus in tandem on the code running in the
backend (Objective B). However, we have decided to proceed
with Objective B, and then C, for two simple reasons. First,
traditional web applications did not run JavaScript directly on
the browser, but they still had code running on the backend.
Hence, we will be addressing this scenario first. Secondly,
EvoMaster already supports several SBST heuristics for the
backend, therefore it is easier to bootstrap work on Objective
B compared to Objective C.

The first step in Objective B is to analyze the code execution
in the backend via bytecode instrumentation, by reusing SBST
techniques. One of the main responsibilities of the backend
is processing requests from the frontend, applying rules and
computations, and then returning the appropriate responses.
Hence, the information displayed to the user heavily depends
on what is being executed, and returned by the backend.
The response generated by the backend varies, from a simple
JSON object to a complete HTML page (in some earlier web
development techniques, the server response would be the web
page itself, rather than structured data like JSON or XML). By
testing the backend, we could uncover faults and errors that
otherwise might not have been possible to detect by testing
only the frontend.

The next step, Objective C, consists of implementing the
novel idea we are proposing. We will develop an SBST
algorithm and white-box approach to automatically generate
test cases for web frontend testing. At this point, the backend
is meticulously tested and we can focus on testing the code
running in the frontend as well (i.e., JavaScript) in tandem
with the code running in the backend (e.g., Java). The main
advantage of the technique we are proposing relies on the
combination of SBST and white-box. The white-box approach,
having an understanding of the code and the implementation
of the application under test, ensures a higher degree of
testing. Via SBST we would be able to efficiently explore
the test space and generate the optimum set of test cases
for the application under test. This novel algorithm will be
implemented in Java/Kotlin and will be added as an extension
to an existing tool, EvoMaster.

JavaScript and JavaScript-based frameworks play a vital role
in developing the frontend of a web application. Testing the
accuracy of JavaScript functions is essential, regardless of the
framework used, be it Angular, Vue, React, or others. Differ-
ent frameworks implement different techniques and libraries,
therefore the code a developer writes is not the same code
you might see in the developer tools on the browser. In order
to tackle such a challenge, we aim to develop a framework-
independent testing tool, and for this purpose we are going to
analyze how JavaScript is rendered in browsers.



C. Case studies and Evaluation

In [35], the authors propose a framework to evaluate dif-
ferent testing methods and tools. Among other elements, this
framework defines a list of metrics (e.g., number of faults
found, coverage reached) to measure the effectiveness, effi-
ciency, and applicability of a tool or method. In our work, we
will follow this framework to design, conduct, and evaluate our
experiments in a standardized manner. For our experiments,
we need a few open-source applications as case studies. We
will use some case studies that are already mentioned in the
literature, and a few others that might have not been tested
before. Nowadays there are millions of applications on the
internet that can be used as a case study, a good portion
of them available in open-source repositories (e.g., GitHub).
The case studies we have initially selected are NAV [5],
Twitter [11], Bimrocket [3], Strapi [9], ParaBank demo [7],
and Shopizer [8]. However, this initial set might be subject
to change in the later stages. To conduct our experiments we
will test the selected case studies with the tool we developed
and the tools outlined in Section II-D. The performance of
each tool will be assessed based on a set of metrics as defined
in [35]. We will primarily compare the results based on code
coverage and the number of detected faults.

IV. CURRENT STATUS

We have started working on this project in March 2024. At
the moment we are working on the SLR. We have collected
around 600 papers from all major databases, performed for-
ward and backward snowballing, and now we are extracting
data from the papers to answer our Research Questions. We
have set a 3-year plan, during which we aim to publish one
SLR, and at least three more papers, including a tool paper.
The expected date for thesis defense is Spring 2027.
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