
Search-based Security Testing of Enterprise
Microservices

Susruthan Seran
Kristiania University College

Oslo, Norway
susruthan.seran@kristiania.no

Abstract---This article presents Ph.D. research that focuses
on the possibilities of adopting search-based software testing
methods for microservice-based software systems to improve
the software’s quality and security. The research is aimed at
exploring the possibilities of automatically mocking external
web service dependencies of the system under test and
detecting security faults through different entry points
(e.g., external web services and messaging backbones) using
search-based white-box fuzzing. Additionally, the article also
discusses the evaluation method, the current status of the
research, potential outcomes, and the contribution of the
research.

Index Terms---Microservices, Automated mock generation,
Search-based test generation, Search-based security testing,
Search-based software engineering

I. INTRODUCTION

Enterprise software applications are increasingly becom-
ing more complex in terms of the number of different
components and interactions between those components. To
address this complexity, microservice-based architectures
are used [1]. However, the use of microservices is a double-
edged sword, as it makes managing complexity easier,
but also makes testing and detecting software faults more
challenging [1, 2].

Microservices heavily rely on other services to perform
their tasks. During automated test generation, managing
such web service dependencies requires effort and time.
Mocking is a popular strategy to tackle this challenge [3, 4].
Automated mocking could help to test for more dynamic
scenarios, compared with handwritten mocks.

Moreover, microservice architecture increases the attack
surface significantly. High security coverage means, appli-
cation should be tested from all the potential entry points.
Supply chain attacks [5] and dependency chain abuse [6]
are some typical examples of why such testing is important.

The objective of this Ph.D. research is to explore novel
approaches to enhance the quality of automated test case
generation with high-security coverage for microservices,
especially when testing services in isolation. To attain
this objective, we will employ search-based software
engineering techniques alongside other techniques such as
taint analysis and instrumentation. In this paper, we discuss
the existing literature on microservices, mocking, and
search-based security testing. Alongside that, we discuss
the evaluation methodology and the contribution.

II. RELATED WORK

A. Microservices

Microservice-based software architecture design helps to
tackle large and complex enterprise software systems [1].

However, it adds more complexity to software testing,
especially security testing [2]. In a microservice envi-
ronment, distributed services are interconnected using
communication protocols like Hypertext Transfer Protocol
(HTTP) and Hypertext Transfer Protocol Secure (HTTPS),
Remote Procedure Call (RPC), and Advanced Message
Queuing Protocol (AMQP) in a synchronous or asyn-
chronous manner, to execute a common goal [1, 7].

To achieve high code coverage in automated test gener-
ation for microservice-based software, it is important that
the system under test (SUT) should be able to connect with
all the external web services. Existing research shows that
mocking is an effective way to manage such environmental
dependencies [8]. However, if the developer does not have
ownership of an external web service dependency, it may
not be feasible to construct a mock web service for it. To
the best of our knowledge, the automated generation of
mock external web service dependencies has not received
sufficient attention in the literature, especially when it
comes to messaging backbones.

Furthermore, microservices come with their own security
challenges, such as ensuring trust between connected
services, secret management, etc [9]. Most literature ad-
dresses the issue of securing microservices from an external
perspective (e.g., exposed web endpoints) [2]. Further
research is needed to test the security of microservices
from various entry points, to improve security coverage.

B. Mocking

Mocking is a popular strategy used in unit testing to
handle dependencies when testing in isolation [10]. In
general, mocking refers to the replacement of dependencies
during testing instead of using the real dependencies to
avoid conflicts. Mock Objects is a common approach to
isolate a dependency from its original ones [3, 4]. This is
achieved by replacing the real classes with mock classes.
Many industrial frameworks exist for managing mock
objects, such as Mockito 1, EasyMock 2, and JMock 3 [11].

However, using mock web services is a different form
of mocking than using Mock Objects. Existing research
shows that mocking environmental dependencies improves
the quality of the generated test cases [8]. Furthermore,
the automatic generation of controllable mock external
web service dependencies is a scalable approach that helps
improve code coverage during automatic test generation.

1https://site.mockito.org/
2https://easymock.org/
3http://jmock.org/
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Simultaneously, it also paves the path to test for security
faults from other entry points of the SUT.

In the context of web service mocking, WireMock4 is one
of the popular frameworks that facilitates essential function-
alities to manage mock web services during testing [11].
However, to the best of our knowledge, none of these
tools are capable of performing mocking in an automated
manner. Further, based on existing work, the automatic
generation of mock external web service dependencies,
including messaging backbones (e.g., Apache Kafka 5),
has been a less explored area.

C. Search-based Security Testing

There is a significant number of proposals available from
academia about how to build a secure software system [12].
Simultaneously, there are numerous tools and methods
available to detect vulnerabilities in advance [13]. However,
security flaws continue to exist [14].

Existing research indicates that search-based algorithms
are successful at solving software engineering problems,
particularly in software testing [15]. Similar to software
testing, detecting software vulnerabilities using search-
based algorithms has been a crucial research area [16, 17].
In the context of search-based security testing, previous
work from various researchers has focused mostly on cross-
site scripting (XSS) [18], SQL injection (SQLi) [17, 19]
and Extensible Markup Language (XML) injection [20].
Even though there are papers tackling different types of
web application vulnerabilities, some vulnerability types
(e.g., insecure object deserialization, and broken access
control) [21] did not receive enough attention based on the
limited number of papers covering those [16].

In addition, increasing the attack surface is an innate
feature of microservice architectures [2]. Existing work in
search-based security testing focuses on the main entry
point of the SUT (e.g., exposed web endpoints). The SUT
must be tested thoroughly from all possible entry points
to achieve high-security coverage. Based on the literature,
detecting security faults from different entry points of a
SUT has not received sufficient attention.

III. RESEARCH OBJECTIVES

In summary, the main three objectives of this Ph.D. are
the following:

Objective-A: As mentioned in the related work section,
automatic generation of dynamically controllable mock
external web service dependencies will improve the quality
of the generated tests [4]. Moreover, controllable mock
web services will help to increase the attack surface of
the SUT during automatic test generation. At this stage,
we will focus on automatically generating external web
service dependencies for HTTP and HTTPS based web
services.

Objective-B: It is important to test all possible entry
points of a system to detect potential faults. Similar to
the previous objective, we will explore novel approaches
to automatically generate controllable mock messaging
backbone dependencies while addressing the obstacles
associated with handling asynchronous communications.

4https://wiremock.org/
5https://kafka.apache.org/

Objective-C: As the final objective, we aim to develop
novel methods to detect security defects through various
entry points of the SUT.

IV. RESEARCH METHODOLOGY

The research will focus on designing novel techniques
to be implemented as an extension to the open-source
AI-driven automatic test case generation tool EVOMAS-
TER [22]. As part of each objective, experiments will be
conducted on selected open-source case studies [23], and
case studies from industrial partners [7, 24]. Experiments
will measure multiple metrics, including code coverage
and fault-finding rate. The results will be analysed using
statistical methods, Mann–Whitney U test (i.e., p-value) and
Vargha-Delaney effect size (i.e., Â12) to perform compari-
son analyses between the base and our approach [25, 26].

V. CURRENT STATUS

We have already published three papers related to the
research. The initial paper is an experience report on
building EVOMASTER since 2017, which was published in
the Software Quality Journal [27]. It discusses the simpli-
fication of experiment execution, as well as the collection
and automated analysis of results. The second paper, which
was published in the 16th IEEE International Conference on
Software Testing, Verification and Validation (ICST 2023),
covers the case study repository used for experiments [23].

Additionally, a first-author conference paper entitled
Search-Based Mock Generation of External Web Service
Interactions [28] was published as part of Objective-A at the
15th Symposium on Search-Based Software Engineering
(SSBSE) 2023. In addition, we are currently working on
its journal extension.

Besides, we are expanding the case study repository [23]
and conducting more experiments with new open-source
case studies from various projects including, payment ser-
vice from GOV.UK 6, backend server of Signal messaging
application 7, and a few from The Norwegian Labour and
Welfare Directorate 8.

VI. CONTRIBUTION

This novel research will make a significant contribution
to the field of search-based software engineering. It
will provide critical insights into automated mocking of
external web service dependencies during the process of
automatic test generation, especially improving the quality
of generated tests. It will also contribute to search-based
security testing, specifically focusing on software security
of microservice-based enterprise systems.
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