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Abstract— Testing is an important task within software development. To write test cases and integrate them into an automated
test suite requires a significant amount of work. Given a set of requirements and specifications of a software, testing is needed to
verify its correctness. When done manually, it is an expensive and error prone task. To facilitate such work, automated test-case
generation via tools could be useful. Test-case generation can be facilitated by deterministic algorithm-driven approaches or non-
deterministic approaches such as with Al (e.g., evolutionary and LLM). The different approaches come with their strengths and
weaknesses, which must be considered when integrating these approaches into a product test procedure in industry. Several novel
testing techniques and tools have been developed in academia and industry, but how effective they are and how to integrate them in
real-world large industrial scenarios is still unclear. In this paper, a systematic approach is presented to evaluate test-case generation
methodologies and integrate them into a scalable enterprise setup. The specific context is black-box testing of REST APIs, based on
their OpenAPI schemas. The aim is to facilitate 1T product development and service delivery. The proposed Technology Adoption
Performance Evaluation (TAPE) approach is evaluated by a case study within the Group IT of Volkswagen AG. We evaluated
existing tools such as OpenAPI Generator, EvoMaster and StarCoder which are built on different technologies. Our results show
that these tools are of benefit for test engineers to facilitate test-case specification and design within the Group IT of Volkswagen AG.

Keywords—quality engineering, requirements-based testing, test automation, test-case generation, benchmarking, API validation,
SBST, LLM

1. INTRODUCTION

In the software development process testing is an established required task. In complex software products testing becomes a
challenging task [1], which demands a significant amount of time and resources. Especially with focus on the life-cycle of the
software with its releases, testing becomes a repetitive task at each new release. To reduce time in the release process, test
automation is widely established to verify if the requirements of the software are satisfied. However, usually such automation is
limited only to the test execution (e.g., via test scripts or test suites written with libraries such as JUnit, for Java). Still, these test
scripts need to be written and maintained manually by test engineers. To reduce the time and effort during the test-case
specification, design and implementation, a test-case generator could facilitate the work of the test engineers.

In the literature, there exists a vast number of options to start a facilitation journey for introducing test-case generation in
real-world industrial contexts. From an organizational perspective, the introduction of test-case generation is an innovation.
Innovation is defined by [2] with: “Innovation is the multi-stage process whereby organizations transform ideas into
new/improved products, service or processes, in order to advance, compete and differentiate themselves successfully in their
marketplace”. In most cases in practice, a focus is set, i.e., not everything at the same time, and a value driven approach, by
considering feasibility constraints, is selected to target the marketplace. To measure progress, and plan the next steps of this
innovation journey, a systematic approach is needed. As test-case generation can be realized with different technologies, the
approach must be technology independent. Furthermore, the approach should be generic for usage also in other scenarios beyond
test-case generation or testing.

To enhance service development and improve the process of delivering new releases, at Volkswagen AG the Technology
Adoption Performance Evaluation (TAPE) approach was developed and evaluated as a generic approach, which we introduce in
this paper. The goal is to simplify the evaluation and integration of novel techniques (e.g., the use of test case generators) into
industrial practice at Volkswagen Group IT. As TAPE facilitates technology management, it also needs an open architecture and
design to evaluate extended technologies or technology-based products, e.g., services with incremental releases. Also, TAPE is
open about the specific goals of the technology adoption, e.g., facilitate users or optimize workflow costs. So, TAPE helps to
identify technologies that fit to a specific use case. Itis a lean alternative to complex technology assessments and it can be adopted
to the specific usage context.

The specific context analyzed in this paper is the black-box testing of REST APIs as part of the IT system testing. System
testing is defined as “Testing an integrated system to verify that it meets specified requirements™ [3]. Test engineers receive the
OpenAPI [18] schemas of the APIs implemented by different development teams at VVolkswagen AG, and then need to write
automated tests to verify those requirements at each new API release. Black-box testing is defined as “A procedure to derive
and/or select test cases based on an analysis of the specification, either functional or non-functional, of a component or system
without reference to its internal structure” [3]. The engineers have to derive test requirements, identify acceptance criteria from
the specification for acceptance tests and validate with the test suites the requirement specifications. As this is a very expensive
task, companies are eager to evaluate and introduce novel techniques that can reduce cost and improve quality, like test case
generators. In particular, in this paper we evaluated three different approaches: deterministic (using OpenAPI Generator [4]),
evolutionary (using EvoMaster [5]) and with large-language-models (LLM) (using StarCoder [6] for evaluation). Two REST
APIs developed at VVolkswagen AG were used as an initial case study. These techniques are compared with the existing test cases
manually written for these APIs, to assess their strengths and limitations.

This work makes the following major contributions:
A) novel methodology

- We propose an approach to evaluate the performance of technology adoption in the context of test-case specification and
automation facilitation with the TAPE evaluation approach.

- We model generic building blocks for TAPE to apply the approach within different scenarios and environments.

B) study for the test-case generation use case



- We adopt different technologies in the context of test-case generation for system tests. We introduce an architecture and
design (called Tanius) fostering incremental extensions of the service to keep a high delivery performance.

- We conducted an empirical study for system test case generation for requirements verification within a large enterprise IT
setup.

- To the best of our knowledge, this is the first work in the literature [31] where REST API fuzzers (tools that send inputs to
a system and monitor the system behavior) are compared in industry, by test engineers, with existing manually written tests by
those same engineers.

2. BACKGROUND AND MOTIVATION

With new technologies such as Cloud Computing and Artificial Intelligence (Al), organizations have to find ways to adopt
these technologies to benefit from the chances offered to improve their products and services. However, technologies such as Al
are complex and not easy to manage. The complexity comes in this case from the large number of specific technologies and
approaches which are part of Al to build, run and maintain the technology. For example, an Evolutionary Algorithm based
approach is very different from the use of Large Language Models. An organization has to decide early which parts of the
technology should be “only” used, and which parts should be actively designed and tailored for their specific needs. In case of
Al, the model and data centric approach can be distinguished [7]. For example, a small organization unit can have expertise and
knowledge to manage domain specific data. So, the organization focuses on a data centric approach by improving data quality
and quantity over time. On the other hand, a small organization unit would not be able or willing to build expertise in modeling
Machine Learning (ML) networks or in algorithm engineering. However, basic knowledge about models has to be built to
understand their challenges and limitations, which are also affecting the data centric approach.

Within this setup, it is important to have an approach guiding enterprises through the technology adoption. It is difficult to
define a-priori a set of (static) requirements for a specification document. There is a high risk that requirements become suddenly
outdated with the speed of the evolution of the technologies. Or the requirements are not specific and addressing only generic
objectives. The proposed approach has to be open to different adoption scenarios of the technology. However, it has to be specific
enough to be able to measure the performance of a specific scenario adoption.

With the TAPE approach and the example scenario “test-case generation” implemented with Tanius, presented in this paper,
a two-year journey at the Group IT of Volkswagen AG is reflected in this work.

3. TAPE: APPROACH AND METHODOLOGY

To better understand how to manage the technology adoption journey, first the TAPE approach is developed. This
development was realized by a design process which results in (1) the generic model, (2) the practical model, and (3) the scenario
instantiated model for test-case generation, as discussed in more details in the next subsections. The three design process result
presentations are structured by the task which describes the objective, the assumptions for the task context and result specific
aspects. The scenario instantiated model was used for evaluation, in particular with a case study from the VVolkswagen Group IT.
This evaluation shows the performance of the approach. It is the base used to discuss the benefits and limitations of the proposed
technology adoption approach.

1. Generic model

One of the main goals of requirements engineering is to ensure that the stakeholders’ needs are addressed. The objective of
the generic model is to optimize a given process with automation via IT. The relevant aspects for optimization are depending on
the use case which is evaluated and benchmarked.

Task. Optimize a given process with automation via IT. As an existing process, it defines a status-quo. The status-quo can
be measured and used as baseline (ground truth). Core measures are the costs ($) and the time (t) needed to perform the process,
i.e., process steps. Example for a task is the following practical scenario: facilitate the test-case generation for API system tests
based on OpenAPI specifications.

Assumptions and core-model. The generic model is by design open to handle scenarios in which performance benefits are
expected by automation via IT. To support business processes with IT, it is useful to culminate with the technology evaluation
and benchmarking in some business metrics such as costs. Two aspects are relevant in a cost value analysis — the development
(of arelease) and operating phase. To handle these topics, an ideal environment model is developed. The model is based on some
assumptions, as discussed next.

Releases: A release contains all development phases of a product increment, which results in an executable service. A release
is realized by a number of resources (e.g., #developers) within a specific timeframe. This can be release specific, or always the
same in the case that a stable team delivers in a fixed release plan, such as Sprints in Scrum. Each release has its cost computed
by multiplication of the resources with their cost and with the time-frame. In this context, a release is defined by its fix-costs
(ReleaseCosts) to deliver a set of value units (ValueUnit). A ValueUnit is the outcome of the process which is optimized. The
ValueUnit benefit is the result of the user value after direct associated unit runtime, respectively execution costs are subtracted.
In the case of test-automation, the generated test-cases are the user value units. To have a clear expectation of what is a “good”
test-case or test-suite, a baseline such as a “ground truth” ValueUnit is useful.

Operation: The generic model assumes an ideal workload during the operation of a release. Ideal workloads have no static
footprint. An ideal workload commissions the needed resources for the requested value units on-demand (ResourceDemand).



ResourceDemand can be measured in process relevant resources such as CPU and RAM allocation and their assigned costs —
e.g., these resources fit fine to the pay-as-you-go approach of cloud providers. This assumes an ideal elastic scaling. In this
context, operation is defined by the variable costs per consumed workload value unit.

The benefit of this generic model is as simple as these calculations:
AddedValue = ValueUnit — ResourceDemand (1)
CostOfValueUnit = #AddedValue / ReleaseCosts 2

(by counting AddedValue units for a useful timeframe, e.g., by counting the API requests for a ValueUnit over a release
deployment in the case of an established cadence such as Sprints.)

It is possible to extend this simple model with, for example, operation fix costs for the Ops-team, core-services not directly
depending on workload, etc. Also, the release fix-costs can be discounted, respectively deprecated, over larger timeframes than
the time to the next release. However, as long the complexity is not needed it should be avoided.

Value units. The specific part of the model is to identify the value units for the given scenario. This is a “creative task” which
has to be done for each scenario. The objective is to identify value units addressing the following aspects oriented on [8]:

e Relevance: the value unit is relevant in the business context.
¢ Reproducibility: the value unit measures can be reproduced.
o Fairness: does not limit other “ways of work”.

o Verifiability: the value unit can be easily verified.

o Usability: the value unit measure does not need experts.

Especially, fairness is important in the focused context, because with new technologies the “way of work” can differ significantly
for the established workflow and its activities. An example for a ValueUnit could be the provisioning of a specific test-execution
environment for test-suite execution. The ValueUnit of the example is defined by the configuration options and explicit countable
by the user requests.
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Figure 1: Immprovement of the time- and cost-performance over states (100% baseline and two release) for a value unit.

As not everything can be automated with the same effort, it is useful to start in promising areas. Guiding questions to reach
fast positive effects are: what gives high value? What has potentially low operation effects? What has potentially low
development efforts? The first two questions are scaling with the value units and so it is important to focus on them first. The
development is a fixed cost, which becomes more important in case of small scaling numbers.

Figure 1 presents an example with a State 0 which uses the un-improved process as initial baseline and two automation
releases (State 1 and 2). The time (t) pillars of the releases show the saved time per value unit from the user, respectively project
perspective. The cost ($) pillar distinguishes between project costs and service costs. The project costs for the task performing
person do not have to be in the same relation as the time savings, in the case that, for example, a less qualified and less expensive
person can perform the task with the service facilitation. The ops costs are the resources allocated for performing the workload
per value unit (delivery costs). They depend on the used technology and implementation. For example, in State 2 the relative
change between the ops and project cost can come from using an advanced technology such as a LLM to facilitate test-case
generation. So, a junior test engineer could perform the task instead of a senior test-engineer in State 1 by an overall time
optimization between the two releases. For example, IT experts are expensive and hard to hire. Having more ops costs (e.g., for



TPU hardware infrastructure) would not be a problem if it can free valuable time from expensive, senior experts. In these cases,
it can be considered a significant automation improvement. In the State 1, the same qualified person is still needed to perform
the task, so the time optimization correlates with the project cost optimization and on-top the automation ops cost are added. A
tipping point for future states is reached when the ops costs are growing more than the projects savings — this case only works in
real life when the time saving legitimates the additional overall costs.

We use the term “State” instead of “Release” here, for two main reasons. First, between the adoption of a tool and its update
in two different states, such a tool might have gone through several of its own releases. In other words, we do not necessarily
update a tool every single time it has a new release. Second, as the baseline is often a manual reference without automation, the
word “release” here might be confusing.

Practitioner note: This presented generic model fits fine, e.g., for event driven serverless architectures operated by a cloud
provider. Only a value unit invocation (e.g., generate a test-code stub based on a given OpenAPI specification) initiates resource
allocations for handling the workload request with the ops costs. For other architectures, it might be that fix costs for ops have
to be considered if they are significant.

2. Practical model

Requirements have to be specific for the context and measurable. The practical model refines the generic model to be
applicable in a specific context.

Task. Extend the generic model by defining a more practical evaluation approach. In the real-world, a scenario’s performance
depends not only on one value unit with one attribute measured in one case. Often, for a scenario there exist less and more
complex value units, attributes and cases and some are performed more often than others, etc.

Assumptions and benchmark-model. The generic approach is extended by adding to the value units the relevant attributes,
which are distinguishing the real context. The assumption is that attributes could be size, complexity, etc. For each attribute,
relevant cases are identified such as slow or fast, easy or difficult. However, to avoid unnecessary complexity, the number of
cases per value unit, e.g., attribute, should be as small as possible. A practicable amount for cases is the T-shirt sizing [9], with
for example S, M, L and XL. Each size represents a relevant value option of the attribute. An example could be S <10 sec, M <
20 sec, L < 30 sec and XL everything which takes longer to perform.

Objective is to focus on core attributes of a value unit and a minimized set of cases per attribute to ensure efficiency by using
the model in practice.

Benchmark suite. Grouping the cases together defines a value unit specific benchmark suite. As the performance of the
benchmark suite depends on humans performing tasks, a variation can be assumed. Therefore, it is recommended to perform the
benchmark suite at least a few times to see what the spread is. Depending on the determinism of the automation, this repetition
to measure the variation can be useful, too. However, in practice, nobody will do a service request more than a few times to get
an acceptable result. Ideally, it is useful to repeat the benchmark suite often to get average and median values. In practice, in
most cases this is too expensive.

Figure 2 shows that the benchmarking conduction effort grows significantly for different attributes and their cases in
comparison to the simpler generic model. Attribute 1 could be for example without (size S) and with (size M) data parameters
and attribute 2 complexity with a simple (size S), normal (size M) and complex (size L) case. For the case that measurement
variation is possible, and there is a need to identify the spread, the effort grows more.

Practitioner note: the usage of a relative scale, e.g., a percentage scale which defines 100% as baseline, makes general
communication more simple. This is motivated because, in large companies, often absolute performance numbers are not shared
and commonly understood broadly. As presented in Figure 2, all attributes and cases have in the State 0 a 100% value per
definition, as it is the baseline. The benchmarking of State 1 etc. should show improvements to this baseline.

3. Scenario instantiated model

To be able to validate the refined practical model to a specific context, the instantiated model defines the specific requirements
which are “observed”.

Task. Extend the practical model to an applicable model for a specific scenario. The example scenario is test-case generation.



Benchmark suite for relevant attributes and their cases

Value-unit A attribute 1 Value-unit A attribute 2

100% 100%

100% 100% 100%
t|s t|s t|s t|s t]s
Size S Size M Size S Size M Size L

Figure 2: Example benchmark suite for 2 attributes and their cases for a value unit as baselines.

Assumptions. The workflow with test-case generation facilitation contains at least the following tasks, which are different
or added to a complete traditional (manual) test case design and implementation:
the test-case generator has to be “fed” with inputs by a test engineer.
the output from the test-case generator has to be understood and validated by the test-engineer.

e the test-engineer has to fill the gap between the test-generators output and the needed quality of the test-cases. This effort
contains “bug-fixing” (not all generated output might be correct or usable) and adding missing parts of the test-cases.

In Figure 3 the three tasks are called input, V&V and gap. The figure presents them as parts of State 1.

Scenario: test-case generation; Value-unit A; Case 1

100%
[ ]
wv
(=5
Q “feed” the test-case generator
Input is a new/changed task
V&V | “understand” and validate the
output of the test-case generator
t|s t|s
Gap |+ “fix” and extend missing part to
reach at least State 0 “quality”
State O Statel

Figure 3: Example of a value unit and its parts respectively tasks: input, V&V and gap



scenario — test-case generation for API-based systems
value unit — authentication and authorization on system
attribute — approaches (API-key vs JWT)
case — M: initial login (API-Key)
definition — “description”
case—S: session based access (JWT)
definition — “description”
value unit - configure workflow A
attribute — with and without optional parameters
case - S: mandatory parameters
definition — “description”
case - M: with optional independent parameters
definition — “description”
case - L: depending parameters for configuration
definition — “description”

Figure 4: Example of a refined TAPE scenario with value units, attributes and cases — the cases building the benchmark suite.

Benchmark suite. The benchmark suite has at least to address cases for different complex test-cases. Complexity can come
from complex business logic, which has to be handled in the test-cases. Also, a major source of complexity in testing is the test
data. The tests have to be able to handle different test data sets to stimulate the System Under Test (SUT), for example with a
positive and a negative test run.

The refinement of the benchmark has to focus on the scenario which is in scope and handle at least the attribute complexity
with adequate cases. Figure 4 presents an example for the system test-case generation scenario for APIs. The example with the
complexity M for the initial login presents that this is more than the session based access which is sized as S. The value unit
example with workflows is more abstract but shows that the interaction with APIs can become complex if additional parameters
are needed and if the parameters have dependencies it becomes an additional complexity level (which often needs “insider
knowledge” about what correlates with what and how). Additionally, the benchmark has to be repeatable without much effort
because it is foreseeable that most of the test-case generator will have non-deterministic behavior. This requires at least a few
runs to get an impression about the variation of the generated output.

Technologies come with their specific constraints and behavior. For example, evolutionary algorithms (often used in Search-
based Software Testing (SBST) [10][11]) need time to find a good solution. Depending on the problem, the time can take hours
or longer. This behavior also decuples the input point in time from the test-engineer to the point in time the engineer can do
follow up tasks (i.e., what other task can they do while waiting for the output of the evolutionary process?). If this is an important
aspect, the benchmark suite has to be extended with an attribute measuring this discontinuity in the workflow. Making explicit
lead time and working time can be a solution.

4, TANIUS: TEST CASE GENERATION SERVICE

The competence center Test & Quality Assurance (TQA) of the Group IT supports and facilitates projects within the
Volkswagen AG to realize adequate Quality Assurance (QA) and testing. Its Quality innovation NETwork (QIiNET) [12]
identifies, evaluates and develops quality related innovations. As innovations have to find their place in the market [13], the
QINET also focus on the potential deliverables with its research activities and cooperations. For a rigorous delivery, with focus
on innovation, an innovative procedure was developed and established [14]. As a vehicle to deliver the test-case generation as a
service, the Test-Runtime execution (T-Rex) [15] is regarded as potential base. T-Rex can offer specific test-case generation
options — called engines — without a large footprint. Each engine is an additional API endpoint with a micro-service to handle
the specific engine configuration and scaling. On-demand T-Rex can commission resources on the cloud environment to handle
test-case generation workloads with its elasticity. This is close to the generic model (recall Section 3.1), with zero static operation
costs. The easy integration of new engines enables the possibility to add and evaluate, e.g., different Al approaches, and offer
them parallel to users, as long they are complementing the test case-generation service offer. A strategic objective at TQA is to
establish, besides T-Rex, the new Tanius (Test-Automation: Neural Intelligence Unlocks Scripting) capability for test-case
generation for system tests, in particular end-to-end tests. The test-case generation journey started early in 2022, after analyzing
the options proposed by the literature and by the evaluation of some open-source tools.
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Figure 5: TAPE is applied to evaluate different test-case generation approches (engines) in TaaS context.

The QINET decides to focus primary on the data centric and less on the model centric usage of Al technology. However, it
needs sufficient comprehension about the models to manage the data centric approach efficiently. The QINET does not see a
strategic objective in the generation and maintenance of complex models. The area of customizing or developing new Al
algorithms directly at TQA is out of scope. However, collaborations with academics to provide feedback on open-source research
projects is viable.

On the one hand, TAPE is the evaluation approach. The generic approach is instantiated with test-case generation specific
use cases for the benchmarking. On the other hand, Tanius (as part of TaaS like T-Rex) is the "IT system™ which is evaluated,
including the different integrated test-case generators. Tanius is the SUT from the TAPE benchmarks perspective (Figure 5).

The specific domain knowledge about testing of the Group IT applications and service is the strategic asset which has been
evolved and used. The usage also includes building services which are using and adapting the models. This requires a sufficient
understanding of the models to make sustainable decisions.

1. Constraints and Requirements

Tanius is an expert system for test engineers to generate test-cases. The engineers are facilitated by their task to design and
implement test-cases for a test automation of a software product or service.

Selected constraints for Tanius are:

o Fairness for both parties: the “data donator” (e.g., input data, training data) and the “consumer”, respectively the user
(e.g., test engineers and the project) can be handled in the system(-design) adequately.

e No full job substitution by a machine is the objective. The test engineers are facilitated but still keep the responsibility
for the task.

o Intellectual Property (IP) is respected by, e.g., using own or open data for training.
e Based on open-source.
Selected requirements for Tanius are:
o No data transfer to public internet [16] (maintain company IP [17]), i.e., service can run “airgap”.
o Data centric strategy; data centric over model centric implementation.
e No high budgets; apply a Frugal Innovation approach [12].
e Expandable; start with a valuable scenario and a simple technical setup and grow in complexity while learning.
e Modularized: different approaches can exist in parallel and be substituted with ease by better ones in the future.
e DevOps compatible; iterations are potential production-ready.
¢ Confidentiality; distinguish different data types such as public, internal (company), and confidential (project).
e Sustainable; deployed resources are in an adequate relation to resulted value unit.
e Cloud agnostic to run in private and public clouds.

e Integration with existing tool chain such as T-Rex.



Some requirements are interacting - examples are data centric, expandable and sustainable. It could be for example an
expansion strategy to start with a model out-of-the-box, then over increments more and more embeddings are added via a chain
or agent(s). The complex expansion chain allocates more resources than one optimized solution. Also, it can be faced a trade-off
point between complex data handling for each request during inferencing and a fine-tuning training or transfer learning on the
model level in advanced.

2. Application

Based on these constraints and requirements, the TAPE approach is instantiated for Tanius. In the following, some examples
are given on how this instantiation is realized. As a scenario the test-case generation for REST APIs is selected. This is motivated
by the fact that many applications and services are offering APIs. Furthermore, REST API specifications are semi-formal defined,
for example with the OpenAPI specification, i.e., schemas [18].

Test case generation engine management

Algorithm based test Search-based test case Machine learning based
case generation generation test case generation
(e.g. evolutionary) (e.g. LLM)
Deterministic - Non-deterministic I\llon»ctietertrrinistic
Input user controlled - Input user controlled tnF:|u dp(ar zujjr )
Fast generation time - Variable generation time co_;ariﬁi: d::; neeedlzgs
No training needed - No training data needed g L
(complex training phase)

Figure 6: Handling of different test-case generation approaches as independent engines with the Tanius service.

The generic structure of engine of Tanius is presented in Figure 6. Different test generators could be used and integrated in
Tanius. At the time of writing, three are in evaluation: OpenAPI Generator [4], EvoMaster [5] and StarCoder [6] (in particular,
StarCoderChat). These represent different types of approaches, namely deterministic, evolutionary and LLM, as discussed in
more detail next. Note that there are more tools available in the academic literature [31], and there has been scientific empirical
work to compare them [43]. Adding a tool to Tanius’s cloud solution takes effort, and can only be justified if it provides value
to Volkswagen AG. As we will discuss in more detail next, a tool needs to provide upfront potential value before making the
decision of spending resources to integrate it. For example, if it does not generate tests in a usable format such as JUnit, it would
be of little to no value for our industrial needs.

Each of the three test-case generation approaches/technologies is handled as an independent engine (i.e., addressing the
modularization requirements). This enables for each engine individual improvement and scaling based on-demand. The demand
grows with its user acceptance and relative performance to other offered engines. So, mature approaches can be served to
customers with the needed elasticity and feature rollout-speed. Each engine has its own life-cycle and release cycle (i.e.,
addressing the expandable requirements). This offers focusing on promising options, as the technologies for the engines can
evolve with different speed. Furthermore, the modularized architecture offers adding a new engine, e.g., a new LLM, for
evaluation without offering it as General Available (GA) to the users. Additionally, the isolation of the test-case generation
approaches into independent services offered by the engines minimizes side effects. For example, this avoids that by accident
the deterministic test-case generation approach becomes a non-deterministic feature from another approach by a mis-configured
feature toggle.

In recent years, in the scientific literature and open-source community there have been proposed few approaches and tools
for test generation for REST APIs [31]. However, there is a huge difference between a proof-of-concept academic prototype
(mainly developed to publish academic articles) and something that can actually be used at scale in industry. Based on industrial
needs, the choice of what to integrate into the cloud infrastructure of Tanius was not driven by scientific research (e.g., to compare
different algorithmic approaches), but rather to provide concrete value to the QA specialists at Volkswagen AG, in the long term.
As such, in these decisions the ‘human aspects’ of how tools can be used and integrated plays a more important role than
quantitative metrics such as the achievable code coverage of a tool. Algorithmic novelty has little to no value here, as what
matters is the final benefits for practitioners in industry.

For example, considering the Tanius’s requirements listed in Section 4, “integration with existing tool chain” is a critical aspect
of choosing a tool to integrate. In this particular case, the used T-Rex engine for running test cases is based on JMeter [19]. To
be able to be used in Tanius, a test generator must provide an output format that is usable by JMeter, like for example JUnit test
cases written in Java. It does not matter how good a tool is if then its outputs cannot be used. Mature, industry-ready tools might
provide outputs in different formats, to cover different industrial needs, whereas proof-of-concept tools would likely just use one
type of output.

Integrating a test generator into the cloud infrastructure of Tanius takes some time. Therefore, there are usability and availability
aspects that need to be taken into account when making such a decision. Lack of documentation and usage examples can become
a major showstopper. Furthermore, a tool should be under current development and maintenance, and not being a legacy, dead
project. This is in case, for example, if bugs in it need to be reported, or for feature requests (like for example in the first interaction



with the authors of EvoMaster!). Active open-source projects with timely engagement with the practitioner community in
industry are necessary.

Before integrating these test generators into Tanius, we would not know how they would fare. Therefore, we tried to select tools
based on the aforementioned requirements. We aimed to find tools using different kinds of technologies (e.g., evolutionary and
LLM based ones), to be able to compare them, and so to identify their strengths and weaknesses when applied to the specific
cases at Volkswagen AG, which is reflected in the TAPE benchmark suite.

Deterministic test-case generation. The static (i.e., does not need a running SUT) test-case generation is based on the
OpenAPI Generator [4]. This is a set of utilities for developing, documenting and interacting with REST APIs. Itis a very popular
open-source project (more than 20 000 GitHub stars, at the time of writing), with nearly 3 000 contributors, under active
development since 2011. OpenAPI Generator was the first engine Tanius integrated into the T-Rex infrastructure. An upgrade
of the OpenAPI Generator from version 6.0.1 to 7.0.1 (after more than one year) did not improve its performance. This indicates
that the tooling did not improve regarding the relevant aspects related to the benchmark. Also, outside the generator no further
performance relevant improvements were identified. This engine is still in State 1 of Tanius’s integration, and no significant
improvement concepts are identified to initiate a State 2 development. However, the life-cycle with for example release-updates
is established.

Evolutionary test-case generation. EvoMaster [5] is an academic open-source tool, based on evolutionary computation, under
development since 2016. It is a mature tool under active development, with existing funding for the FOSS project for the next
years from research grants. With the strategic decision not to develop Al algorithms, the Free & Open Source Software (FOSS)
license is acceptable. However, the license is limiting in the case that a small code change would give improvements (and the
code should not be shared to protect company IP which requires the “code-adaption”). T-Rex faced this case once in the past and
was able to deliver a large added value to projects by changing a few lines of code to call a specific proprietary library in an
Apache 2.0 licensed component. EvoMaster v1.6.1 is used in a basic setup to generate system tests based on the OpenAPI
specification for the SUT. At the time of the experiments, EvoMaster did not exploit any additional information given by the
OpenAPI specification, such as example or default entries. This information would be useful to generate at least one positive test
case without heavy computation, or in some cases would help to overcome a plateau of the evolutionary approach. The State 1
implementation shows that available data is not used but would lead to significantly better results, i.e., better benchmark
performance. To “guide” or at least let the evolutionary algorithm start in the right direction, promising extensions are currently
investigated by EvoMaster’s authors based on the feedback from this work.

Machine learning based test case generation

extractors security

Test case
output’

User prompt : .
integration layer

Large Language Model

(LLM) Vector Data Base

Figure 7: generic target architecture to build a sophisticated service with incremental releases.

LLM-based test-case generation. The first available LLM for the evaluation we found, fitting the constraints about fairness
and open-source, was StarCoder [6]. Currently there are many LLM solutions out there. We chose StarCoder because it was
among the most popular LLM tools for code tasks, and its description and documentation did fit our needs. However, without
supporting empirical evidence, we cannot say for sure if other LLM-based tools could had been better. Furthermore, integration
into LangChain [20] is available. This is the base for an incremental development via releases delivering new features and
capabilities to evaluate the potentials of the technology. Figure 7 shows a generic architecture using, for example, LangChain as
integration layer to add features to improve the performance in the benchmark. The vector database stores the domain respectively
company specific embeddings. The three dots indicate that other aspects can be addressed (in the future), too. The LLM is used
with the prompt from the user without additional and advanced prompt engineering methods. In most cases (non-determinism)
the given information is used to generate useful test-cases. However, not all test-cases are executable without at least some small
syntactic, manual adjustments. This type of problem has been addressed in the scientific literature, with techniques such as “self-
reflection” [42]. However, those did not seem to be available yet in “usable” tools at the time of our experiments in this paper.
Furthermore, the resources allocated by the deployment are significantly larger than for the other engines. Currently, the

! https://github.com/WebFuzzing/EvoMaster/issues/820



investigation around different prompt engineering approaches is evaluated, such as templating or examples selectors to generate
more sophisticated tests. Oriented on Figure 7, next iterations will be implemented.

Figure 8 shows an excerpt of an OpenAPI specification for an endpoint in one of the API used in our case study in the next
section. Table 1 shows tests generated by each of these three tools described in this section.

/v1/auth/login:

: login

'#/components/schemas/Credentials’

: login 200 response

'#/components/schemas/LoginResponse’

Figure 8: OpenApi specification which describes a login endpoint

given().spec(givenSpec()) .body ("{\"username\": \"test\", \"password\": \"test\"}")
.contentType ("application/json") .when() .post ("/v1/auth/login") .then() . statusCode (200) .assertThat |
-body ("access _token", Matchers.notNullvalue());

}

fTest
public void userlogin withIncorrectPassword() {
given() .spec(givenSpec()) .body ("{\"username\": \"test\", \"password\": \"<PASSWORD>\"}")
.contentType ("application/ison") .when() .post ("/v1/auth/login").then() .statusCode (401) .assertThat (
.body ("error", Matchers.equalTo("Unauthorized")
.body ("error_description", Matchers.containsString("Bad credentials"));

TABLE I. EXAMPLE OF GENERATED TESTS FOR LOGIN ENDPOINT.
Tool Generated Test/s Description
OpenApi Jx* Only one test was generated.
Generator * @throws ApiException if the Apl call fails The adJustmentS for the test
(OAG) @Tést were implemented so that the
public void loginTest() throws ApiException { |oginvva55uccessfu|_'rhetest
Credentials credentials = new Credentials(); -
String expectedUsername = "expectedUsername”; called the reattarQEt ObJeCL
LoginResponse response = api.login(credentials); when it was
Assertions.assertEquals(response.getUsername(), excpectedUsername); creaIed/generated.
}
EvoMaster | SR ek o) thons eception ¢ Several tests were generated.
(EM) T coantripe sptication o) In the examples presents a
hedye (s b
v Ve successful ~ (positive) and
sose(basdurtofsut + *fuijaut , unsuccessful (negative) test.
atareacode(200) The tests called the real target
:EZ;%EI?SEE? vettonpory ; object, when they were
“hod 20, equatto() ey generated/created. This
henC e e st s, | means that the response was
ol sz T mambermatehentsoct. ;) sent by the target object and
" no hallucinations  were
@Test(tineout = ) created.
public void test_6() throws Exception {
given().accept( )
.contentType( licat j )
.body( L)
.post(baseUrlofsut + 1/aut in")
.then()
.statusCode( )
.assertThat()
.contentType( licat j )
.body( , containsstring( "R B [use P enti 1 not f ))
) .body( th'", containsString( P t ))s
StarCoder | frest . Also with Starcoder several
(SC) pblic void userlogin() | tests were created, and in the

examples they can be seen a
positive as well as a negative
test. The tests were not
carried out against a real test
object, when they were
created. In the second test, for
example, can be seen an
"error_description” in the
body, which is not sent in this
form from the target object.
There is no error_description
property in the response of the




backend system. The same is
the case with the message
"Bad credentials". This is a
hallucination from the LLM
model. This need to be fixed
before running against the
real target object

5. EVALUATION

In this industry report, we aim at answering the following research question (RQ): what practical benefits can TAPE bring
to an enterprise such as Volkswagen AG?

TAPE, as a technology evaluation approach, is used to evaluate, respectively benchmark, different technologies. For the
evaluation of TAPE, an example scenario for test-case specifications, respectively test-case generation, is chosen. The test-case
generators use different technologies and are evaluated for (a potential) integration into Tanius. The scope is to derive from
interface specifications (i.e., an OpenAPI schema) the test cases to validate the implemented API against its specification. As
pre-condition for the benchmark, it is assumed that the OpenAPI specification with example test-data exists and the
corresponding SUT is prepared (e.g., up and running). Furthermore, adequate roles and rights for execution are available, e.g.,
current authentication info is available.

For the empirical evaluation, an auth-service and user-service developed at VVolkswagen AG are selected, which satisfy these
pre-conditions. Additionally, as it is a snapshot of real production code, it is a representative case to give trust in the results which
can be realized in other real-world products and services, too. The motivation to select such services is that practically all SUTs
have to deal with this topic, i.e., they need to use these services for their operation (e.g., to check if the provided input credentials
are valid). The attribute for the auth-service is different auth-approaches, which are defined in the cases JWT (JSON Web Tokens)
and Key (static secret identifier, used like a combined userid/password). The cases represent specific technologies such as based
on keys or tokens. In practice, the same auth-service API was tested in two different scenarios, considering the testing of two
different subsets of HTTP endpoints declared in its OpenAPI schema. The auth-service has a simpler functionality and less
complex API interaction as the user-service. Table 2 shows some properties of these two APIs, including lines of code for their
business logic, and the number of HTTP endpoints.

TABLE Il META-DATA ABOUT THE SERVICES.
Service Lines of Code Endpoints
Auth-service 5750 3
User-service 8591 21

The auth-service is simpler than the user-service. In the TAPE approach, the auth-service is like a T-shirt size S and user-
service a M. This also implies that the test generators need more advanced techniques to generate useful test-cases for the user-
service.

The detailed definition of the cases is realized by a 100% test suite used as a “reference”. In other words, for the sake of the
experiments for this case study, for these APIs an existing, curated test suite is used as optimal, ideal reference solution. This is
an actual test suite manually prepared by engineers at VVolkswagen AG as reference, before running our experiments. As such, it
is not necessarily a theoretical optimal test suite for the chosen SUT. With this 100% definition, it is still possible that an
automatically generated test suite in the future outperforms the reference defined by the engineers. The 100% values are based
on the time an engineer needs to build the reference test-suite. The time can be multiplied by the hour rate to get a monetary
value — which is not needed for evaluation in this paper. In this evaluation, only time is measured. To avoid possible bias in the
comparison between the percentage values between the different tools, the same engineers evaluated all the results.

TABLE IlI. BENCHMARK RESULTS FOR TWO VALUE UNITS AND THEIR TEST CASES FOR MANUAL (MAN), OPENAPI-GENERATOR (OAG), EVOMASTER
(EM) AND STARCODER (SC).
State 0 Auth-Service: Key Auth- Service: JIWT User-Service
MAN 100% 100% 100%
State 1 Auth-Service: Key Auth- Service: JIWT User-Service
OAG I: 1.25% 1:0.91% 1: 35.7%
V:3.13% V: 4.55% V:13.3%
G: 65.63% G: 54.55% G: 41%
0:29.99% 0:39.99% 0: 10%
EM I: 1.25% 1:0.91% I: N/JA**
V: 6.25% V: 5.45% V: N/A**
G: 45% G: 38.64% G: N/A**
O: 47.5% 0: 55% O: N/A**
SC I: 1.25% 1:0.91% I: N/A
V: 6.25% V: 5.45% V: N/A
G: 34.38% G: 29.55% G: N/A
0: 58.12% 0: 64.09% O: N/A




State 2 Auth-Service: Key Auth- Service: JWT User-Service
OAG I: 1,25% 1: 0.91% I: 35.7%
V: 3.13% V: 4.55% V:13.3%
G: 65.63% G: 54.55% G: 41%
0: 29.99% 0: 39.99% 0: 10%
EM 1:1.25 % 1:0.91 % 1: 10.5%
V:6.25 % V: 6.25% V: 39%
G:46 % G: 40.64% G: 20.5%
0:46.5 % 0:52.2 % 0O: 30%

Table 3 presents our results of the TAPE benchmark analysis on the auth-service and user-service, using four different
approaches: test suite reference manually written by engineers (MAN), generated by OpenApi Generator (OAG), EvoMaster
(EM) and StarCoder (SC). As EM and SC have non-deterministic behavior, the test-generation was repeated 3 times. The State
1 uses versions of the tools from 2023, whereas State 2 from summer 2024. In all states the tools are used where possible in their
out-of-the-box configuration. Only a few parameters and attributes are set to run the benchmark (e.g., to set for how long to run
them). With sophisticated tuning additional potential could be levered. Especially for the LLM a high potential is expected, but
the effort to exploit this is also high. The results are presented in detail level (recall Figure 3) based on TAPE. Four different
metrics are used:

o Input (I): engineer effort to prepare the data for the test generation such as ensure that the file-format fits to the tool,
add data in tool accepted format, for examples to represent acceptance criteria

o Verification & Validation (V): engineering effort for verification & validation of the generated tests-cases about
correctness and completeness, to identify gaps such as is the test executable, is the test-code “readable” and is the
test traceable to the examples

o Gap (G): engineering effort to close the identified gap by fixing incorrect tests, add tests to reach at least the baseline
of the MAN test-suite

e Optimization (O): it represents the gained effort performance against the initial 100% reference through the
facilitation by the test-case generation.

These four metrics were manually calculated based on the time needed by the engineer effort for each of the 4 tasks in relation
to the 100% reference baseline. As the reference baseline was measured in time the optimization also is measured in time.

As we can see in Table 3, between State 1 and 2 no improvements on the OAG can be seen, because the releases do not
deliver new features to enhance the results. EM can enhance its results in State 2 by running successfully against the user-service.
In State 1 EM was not able to handle the APl complexity respectively semantic on the test-data level which is marked with
N/A** in the table. The user-service was not benchmarked with SC (N/A in the table), as that (old) model was no longer available
when we ran the experiments. For the same reason, there is no SC in State 2, because the new version did not run out-of-the-box.

Table 3 shows that no code-generation engine of Tanius outperforms the quality of handcrafted reference test cases
implemented manually by the engineers. With the growing complexity of the test-object from the auth-service to the user-service
the realized facilitation respectively optimization (O) by the tools drops. However, the LLM approach with StarCoder (SC),
especially StarCoder chat, looks promising. Especially, this is the case with the many improvement options LLMs are offering
and not used in the current state. In the next state extensions, oriented on the approach presented in Figure 6, further performance
improvements are expected, as current investigations are showing. Also, an interaction of EvoMaster (EM) and SC can be an
interesting option to overcome the limitations of the two different approaches. Overall, the TAPE approach represents a
technology management tool to evaluate the performance of current states and helps to derive promising strategic options for
Tanius.

Regarding variability in the results, for EM no significant output variances were observed. For SC, several requests were
made to expand the test suite (token limit) and the results were partly better and the test suite was filled with new tests. Recall
that OAG is deterministic, so there is no variance in its outputs.

Regarding the readability of the generated tests, for SC the engineers at Volkswagen AG considered its generated code as
easy to read and easy to expand. The naming of the functions and the creation of the test data by the SC was acceptable. On the
other hand, the name of tests generated by EM are all in the form test01(), test02(),..., testN(), which is not user-friendly. For
OAG, the code itself was readable and all libraries, packaged, models etc. that were needed to run the tests were also generated.
To further assess the quality of the generated tests, the JVM of the SUT was instrumentalized with JaCoCo [21] to measure the
CO0 and C1 coverage. CO measures the coverage of statements, whereas C1 measures the branch coverage of the source code.
Note that computing these metrics was done only for the sake of this empirical evaluation. Generally, for black-box testing, no
code coverage is measured, as tests are designed based on the requirements of the SUT. Also, keep in mind that it is not expected
that system tests have the same high code coverage as unit tests. Detailed functional tests are on the unit test level. A professional
engineer will focus on system level tests development only on the related system level aspects. This avoids wasting resources in
double testing and reduces the maintenance overhead in the long-term.

The test-generation tools do not have this “higher semantic”-knowledge to keep focus on system level aspects. This can lead
to too many tests (derived by an automatism because it is possible to derive all these tests). An engineer also has to delete
“senseless” tests generated by the test-case generator (as part of Verification &Validation). At least EM tries to combine test-



aspects to a minimal set of tests which is the outcome test-suite. This example shows that it is not easy to define by simple metrics
what a holistic “test quality” is.

Table 4 presents the results for the executed tests. Note that these test suites are the combination of the ones generated for the
Key and JWT subsets of functionalities (i.e., subsets of endpoints in the OpenAPI schema). By design, tests generated by EM
are executable, as they are syntactically valid. The tests generated by OAG and SC in most cases need some “adjustments” to be
executable. Fixing those generated tests required manual effort, but it was manageable. In Table 4 the adjusted versions are
measured. Adjusted tests are marked with * in Table 4. The manual reference test suite (MAN) was also evaluated to compute
quality metrics such as CO (statement) and C1 (branch) code coverage against the reference SUT for which the OpenAPI
specification is defined (Table 4).

RQ: None of the automated test generators integrated in Tanius gave better results than the manually developed tests, as
shown in Table 4. Still, these tools can provide a valuable starting point for the test engineers, instead of writing manual tests
from scratch. However, to be effective in such a task, the readability of the generated tests is paramount. Currently, the tool-
facilitation does not generate enough tests to reach the quality of a handcrafted test suite. However, the risk exists that the quantity
of generated tests become an issue — the engineers have to “filter” useful tests for the regression test-suite and drop other tests to
reduce testing resources for execution, administration and maintenance of the test suite.

TABLE IV. THE CO AND C1 COVERAGE OF THE GENERATED SYSTEM TESTS (TC) MEASURED ON THE JVM OF THE SUT (AUTH- & USER-SERV).
State 0 Auth-Serv. User-Serv.
MAN TC: 16 TC: 39
CO0: 52% CO0: 42%
ClL: 27% C1: 25%
State 1 Auth-Serv. User-Serv.
OAG TC: 3* TC: 21*
CO0: 28% CO0: 28%
Cl:11% Cl: 16%
EM TC: 11 TC: N/A**
C0: 30% CO0: N/A
Cl:16% C1:N/A
SC TC: 12* TC: N/A
C0: 30% CO0: N/A
C1: 15% C1: N/A
State 2 Auth-Serv. User-Serv.
OAG TC: 3* TC: 21*
CO0: 28% CO0: 28%
Cl:11% Cl: 16%
EM TC: 8 TC: 43
CO0: 29% CO0: 33%
C1:13% CL:19%

6. DiscussioN

In the professional opinion of the test engineers involved in this study, the generated test-cases were in all tools at least a
good starting point to build a regression test-suite. Some test-cases were easy to map to the corresponding baseline test-cases
developed manually, but other test-cases needed more time for verification and validation, as shown in Table 2. Interesting is
that, e.g., EM “explored” the SUT based on the given information and detected a concerning fault in the auth-service. As the
auth-service in the benchmark suite is a snapshot of the real service, the fault was still there in production, and so was promptly
fixed for the next production service release. This additional insight was an unexpected added value which is not directly visible
in the presented metrics. This is because the gap was still existing to the baseline tests (i.e., the test suite used as reference for
comparisons did not detect such a fault). Similar added value results occurred in the user-service were EM found also an
“undefined” behavior which was fixed in the production code (but kept in the benchmark version of the code as “hidden issue”
for performance measures). The additional bugs found by the tools would only be visible for the case that the entire generated
test-suite is on the level of the manual engineered test-suite with values over 100% - currently all evaluated tools are far away
from this quality level.

The discussion reflects the contribution of the benchmarking in terms of the TAPE approach defined metrics from Section 3:
AddedValue = ValueUnit — ResourceDemand (1)
CostOfValueUnit = #AddedValue / ReleaseCosts 2

From the Tanius user perspective: The positive impact on AddedValue is given by that testing ensures the full ValueUnit
delivery and all 3 test-generators have no ResourceDemand in service, because only direct for the user value generation resources
are needed during the test-case generation job (without significant static footprint in the evaluated implementation). During
development, the tools allocate some resources, but as they can run as on-demand container workloads, their impact is negligible
(however, the LLM needs significantly more resources than the other two approaches). The positive impact on CostOfValueUnit
is given by the reduction of the ReleaseCosts — the test-generation facilitation significantly reduces the work to setup the test-
suite (Table 3), which reduces the ReleaseCosts.



From the Tanius service provider perspective, the Optimization (O) realized (Table 3) is the ValueUnit which is to be sold to
the Tanius’s users. Each user that requests to generate the tests allocates infrastructure resources for computation
(ResourceDemand). For OAG and EM this is small (spin up a container with normal CPUs on demand for a few minutes), but
for SC it is not so simple to spin up a container. This is because LLMs needs a significant amount of time to start, warm-up, etc.,
and requires specific hardware such as GPUs — there comes with much higher resource allocations and costs for overheads and
processing. However, in most cases, the costs for an engineer’s working hour are much more than additional costs for the LLM,
so it is still an AddedValue for the Tanius customers. The ReleaseCosts to build the features of Tanius have an impact to the
CostOfValueUnit. Complex adoptions such as for LLMs drive up the ReleaseCosts. This becomes an issue if the usage to
refinance the costs is not growing significantly, too. This shows that the Tanius team has to look what efforts are spent into a
new feature release for SC improvements, by, e.g., adding states and complexity into the chains for a higher Optimization score.

Based on the applied benchmarking, it looks like that EM is a good trade-off between AddedValue, respectively Optimization,
and ResourceDemand (compute, elasticity, etc.) and ReleaseCosts (complexity efforts, etc.). However, LLMs such as SC have a
high potential for further Optimizations by adding techniques into the chains and agents — coming with a significant effort for
the integration and only a high adoption with frequent usage (#AddedValue) justifies the heavy lifting of the LLM chains and
agents. However, LLMs evolve fast so that also out-of-the-box usage of newer model release can improve Optimization without
many tuning and adoption efforts.

Furthermore, all benchmarked tools and technologies are only a facilitation for the test engineers — no approach generates
test-suites on the quality of a professional test engineer. With the test-object complexity the generated test-suite quality drops
which leads to more work for the engineers and less overall optimization of the efforts and time. However, the tools can help in
most cases to build an initial test suite in a short time which is a good base for the engineers to iteratively and incrementally
enhance the test suite.

Another important aspect to consider is “test maintenance”. With the evolution of an API, existing written test suites need t0
be updated as well. This requires time and effort. Al facilitation would be useful here. However, at the current time, no user-
friendly tool seems to exist addressing this problem.

A potential ethical risk of the proposed approach (including the case study) is that the current objective to facilitate test
engineers in their daily routine work of software test-case design and implementation can take a turn into a job-killer. Currently,
the IT market lacks skilled workforce and every facilitation is welcome. But, this can change in the future. Then, an over
increments and iterations of the versions/releases and their improvements optimized test-case generation can become a job-Kkiller.
Especially junior engineers carrying out “non-expert” tasks will face an issue. A new generation of test engineers could be kicked
out of the job before they can accumulate enough experience to do the job of a senior.

7. THREATS TO VALIDITY

1. Internal validity

The threat to internal validity mainly lies in the instantiation of the benchmark. The risk is that the value units and the
attribution and the derived cases do not fit well. Then, the performance of the implementation journey does not optimize value
units as expected. To reduce this kind of threat, all authors checked the value units and the corresponding benchmark suite.

Internal validity concerns whether our conclusions may be wrong due to methodological errors. A possible issue is that we
used some wrong or incomplete assumptions for the TAPE approach. We aimed at mitigating this issue by iterative refinement
of the models to keep the changes in each step small. An overall threat is to focus on the wrong scenario and therefore optimize
the wrong thing. This is mitigated by continuous market observation to detect disruptive approaches early.

2. External validity

The threat to external validity mainly lies in the limited evaluation setup used in our study. We assessed the evaluation setup
and environment to fit the objectives of this work. But, we could not mitigate this threat in the current evaluation setup, and we
aim to collect further data from other evaluation setups as future work.

Furthermore, the work was only conducted within VVolkswagen AG and does not address other companies and their cultures.
We cannot mitigate this as long as we stay in this one multi-national enterprise. However, the evaluation setup is a multi-cultural
team based on different countries.

The straightforward refinement proposed in the TAPE approach may not work in all situations and scenarios. Future versions
of the TAPE approach should have mechanisms to detect if it is operated in a context which is not “compatible” with the TAPE
approach.

The benchmarks may not be so easy to define and be biased. Currently, this is only mitigated by the checks of the authors.
To mitigate this issue systematically, future versions of the TAPE approach should have mechanisms to assess the benchmark
suites about “quality”.

Related to the case study with the LLM evaluation: Fair Intellectual Property (IP) handling is an open issue in the current
state of using Al, especially in the context of foundation models such as LLMs. We tried to handle this by selecting a LLM which
is FOSS and was trained and validated with FOSS code as data. However, some aspects are still unclear, such as what licenses
get the test-cases with a more or less large part of generated code. At which point of changed generated code by a human
engineering triggers the proprietary right attributes of an outcome to the human? Is there a relation between the license
proportions of the training data and the generated code? For example, would training data (i.e., code in this case) released under



GPL imply that all outcomes have to be GPL too? Or is a LLM more like a software engineer who saw a lot of code, including
a lot of GPL code, as inspiration of own creations for which the engineers can choose a license? This kind of risk is mitigated by
the high modularization and ease to change components, which ensures to stay compliant with upcoming regulations such the
EU Al Act [22] and its state-of-the-art interpretations by courts.

3. Construct validity

The threat to construct validity mainly lies in the randomness in our study. To reduce this kind of threat, we select an approach
with the option of a long-term benchmarking with more optimization releases per technology. This enables us to see the
performance progress per release for each technology. It is possible to define a starting point and benchmark upcoming release
to keep up-to-date or have a look on past releases to see the trend. The second approach can help to focus in a “good running
trend” of a technology and the first approach to see if the trend is still there and justifies the focus with investments, etc.

A conceptual issue is a lack of transparency which has to be established by design. This is motivated that the benchmark
cases in detail have to be kept away from broad public, to avoid that they become part of training data for LLMs. One example
is if the benchmark cases are published on GitHub, then StarCoder will be trained on it. If the benchmark cases are used for
training the benchmark, results can become invalid as the LLM knows the “perfect” answer from the training. Furthermore, there
is a risk that people try to manipulate the benchmark results. One possible example could be reverse prompting. Reverse
prompting uses the “perfect” answer as input for a prompt and asks the LLM for the corresponding prompt to produce the
“perfect” answer.

The adoption and tailoring of existing measurements were applied when possible. The development of specific proprietary
and private measurements is based on state-of-the-art approaches from the literature in Section 8. Our analysis confirmed that
our constructions are internally consistent and scoring well.

One potential issue is that we do not have a long-term performance of the proposed approach. A good base would be a study
about different products and services over their life-cycle to evaluate the performance also with other measures in a post-mortem.
This evaluation about the overall life-cycle performance of the proposed approach within different product and service
environments is a topic for future work.

Another potential issue is that, depending on company or regional culture, the derivation of key elements of the proposed
approach such as the benchmark cannot be objective, e.g., with an uncommunicated “implicit objective” such as to keep people
in work and avoid workforce reduction the benchmark with the scenario and cases can be designed to support the objective. A
biased or not sufficient representative benchmark for a scenario can lead to wrong indications and decisions. Our
recommendation is to define at least all elements of the proposed approach in mixed teams to avoid this kind of design failures.

8. RELATED WORK

1. Benchmarking

In the context of Al, the Turing Test is an often referenced example [23]. However, the pass/fail decision is not enough to
see relative progress in the evolvement of a system. In [24], it is proposed as relevant aspects such as hon-Boolean decisions,
factorial to evaluate specific domains, and meaningful within a context to evaluate the performance. A way to evaluate
performance is benchmarking. A good benchmark handles according to [12] relevance, reproducibility, fairness, verifiability,
and usability. In [25], aspects such as economical and limitations come in, which have a high impact in practitioner setups. For
practical relevance, it is also important to have the experiments in mind in [26]. For code generation, existing different
benchmarks such as CodeContest [27], APPS [28], and HumanEval [29] exist. CodeContest contains 165 code problems and
was used to train AlphaCode and other models. APPS is for Python, and includes for the training and test set together 10000
problems. HumanEval is based on 164 hand-written problems. In [30], a data-centric benchmarking approach for Al models is
proposed.

2. Search-based Software Testing (SBST)

In [11] and [12] many years of research outcomes in the area of SBST are presented. In [31], a survey about tools for REST
API testing is presented. In [32], the tool EvoMaster is evaluated in an industry context for micro-service testing. The tool can
be used in black- and white-box testing setups [33]. To compare the state-of-the-art in SBST, annual tool challenges exist
[34][35]. The SBST eco-system has been established throughout the years with an active community, with continuous new
developments. This makes it possible to choose a tool for the specific needs.

3. LLM for code generation

Twelve different LLMs, including ChatGPT and StarCoder, are evaluated in [36] about their performance to generate test-
cases with the HumanEval benchmark. In [37], ChatGPT (GPT 3.5 and GPT 4) was asked five times to generate code for selected
benchmark suites. The results were compared, and high non-deterministic outcomes were observed with a significant semantic
and syntax difference of the code outcomes. [38] compared a LLM (ChatGPT) with a SBST tool (EvoSuite). An interesting
approach is presented in [39] which combines SBST with a LLM based approach, to overcome plateaus of the evolutionary
algorithms. To improve the code-generation performance with focus on exception handling facilitated by LLMs, an approach
called KPC is proposed in [40]. The approach can be reduced to iterate with prompt refinement based on the assessment of the
outcome, as long as it does not fit the demand.



4. Robotic Process Automation (RPM)

RPM is not a direct scope of this work, but it offers some inspiration with the Total Value of Ownership (TVO) approach,
which is proposed in [41] by having the Total Benefits of Ownership (TBO) greater than the Total Cost of Ownership (TCO).

9. CONCLUSION

The proposed TAPE approach was developed to handle new technology adoptions, by focusing on realized added-value
benchmarking over the delivered releases. As it is difficult to define a-priori detailed requirements about technology (which can
evolve fast), adopting a generic approach was established to refine the requirements via benchmark scenarios. The benchmark
suite can evolve with the technology and the learnings from stakeholder feedback. With a multi-level refinement, from an abstract
theoretical model (i.e., a generic model) to a specific technology adoption case, TAPE can be used at an early phase of product
development or service delivery. However, the refined case specific benchmarks can be adjusted to new requirements and
demands or learnings during the life-cycle of the product or service. In the case that different technologies are used to address
the same case, respectively are measured with the same benchmark, it can show the relative performance of each (technology)
release. It can be used as maturity indication because often mature technologies offer smaller progress steps than emerging
technologies. Especially for the many different Al technologies, this can be useful as long as not all are compatible or combinable
to get an overall performance improvement.

The proposed TAPE approach is a promising procedure to address the pattern “new technology adoption for value generation
via automation”, which is not limited to the presented Tanius case study context. Application of the proposed generic systematic
approach to facilitate automation in other technologies and projects is on the backlog. For the specific Tanius case study, TAPE
confirms the strategy with automated test-case generation as facilitation for the engineers to improve the overall testing
performance. Furthermore, the TAPE approach indicates for a short-term focus EvoMaster, because EvoMaster seems “mature”,
can be integrated into workflows and delivers useful test-cases. The long-term scope can move more to LLM-based approaches,
but currently the integration and adoption is still more difficult and cost intensive.

After five years focused on scaled test-runtimes with T-Rex at Volkswagen AG, a next phase has started with focus on test-
case generation facilitation for requirements validation with the Tanius service. Tanius integrates different technologies to a
workflow which facilitates the test-engineer tasks around test-case specification and design. The goal is to help, but not replace,
test engineers that need to validate REST APIs based on their requirements. The results of our case study show that emerging,
existing Al techniques can already be of value for test engineers in industry, working in large enterprises. At the current state of
the evaluated tools, we see that EvoMaster is a good starting point for Al-facilitation because in our usage it always generated
executable test-case code. The code generation can be improved without advanced prompt engineering by only adding examples
to the OpenAPI specifications of the REST API. Also, it is fast and has an adequate resource footprint for each request. LLM
approaches come with a much bigger footprint and need much more tooling to realize similar results — however the long-term
potential looks more promising. Unfortunately, legal and compliance topics are still open in the LLM context [44], which slows
down adoption and general usage in many cases.

Next steps are to elaborate enhancements and extensions of LLM and evolutionary approaches for a better test engineer
facilitation by designing and implementing test-cases. In particular, several areas of improvement were identified for EvoMaster,
and are currently under investigation and implementation by its authors. However, the strategic focus is to evolve the data driven
approach about the knowledge domain “testing Group IT applications and service”.
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