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ABSTRACT
Microservices is now becoming a promising architecture to build
large-scale web services in industry. Due to the high complexity
of enterprise microservices, industry has an urgent need to have
a solution to enable automated testing of such systems. EvoMas-
ter is an open-source fuzzer, equipped with the state-of-the-art
techniques for supporting automated system-level testing of Web
APIs. It has been assessed as the most performant tool in two recent
empirical studies in terms of line coverage and fault detection. In
this paper, we carried out an empirical experiment to investigate
how to better apply the state-of-the-art academic prototype (i.e.,
EvoMaster) in industrial context. We extended the tool to handle
seeding of existing industrial tests, and mocking of external services
with their data handled as part of the input fuzzing. We studied two
configurations of EvoMaster, using two time budgets, on 40 enter-
prise RPC-based APIs (involving 5.6 million lines of code for their
core business logic) at Meituan. Results show that, compared to
existing practice of manual system-level testing and tests produced
by record and replay of online traffic, EvoMaster demonstrates
clear additional benefits. EvoMaster with the best configuration is
capable of covering up to 32.4% line coverage, covering more than
10% line coverage on 36 out of 40 (90%) case studies, and identify-
ing on average 3520 potential faults in these 40 APIs. In addition,
we also identified and discussed important challenges in fuzzing
enterprise microservices that must be addressed in the future.
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1 INTRODUCTION
Due to advantages of microservice architectures, such as rapid
deployment and increased scalability, the use of microservices
now has become a common practice to build large-scale enterprise
services [36, 44], e.g., at Amazon [28], Netflix [28], Alibaba [32]
and Meituan [49, 50]. Enterprise microservices can comprise hun-
dreds of services [32, 49]. These services can communicate with
each other through Application Programming Interface (API) tech-
niques, e.g., REST, Remote Procedure Call (RPC), and GraphQL.
However, such an architecture poses lots of challenges in its valida-
tion and verification [44]. Therefore, there is an increasing interest
for tackling these challenges in academic research and in indus-
try [32, 34, 49, 50, 53, 54].

To investigate how these challenges have been addressed, and
learn what bottlenecks still exist that hamper the fuzzing of en-
terprise microservices, we chose the open-source fuzzer EvoMas-
ter [18] for this industrial study. In particular, we conducted an
empirical study using EvoMaster on 40 enterprise RPC APIs from
a large-scale microservices at Meituan. Regarding the fuzzer selec-
tion, based on the results of two recent studies on REST APIs [30?
], white-box EvoMaster is rated as the most performant tool in
code coverage and fault detection. In addition, to the best of our
knowledge, EvoMaster is the only available open-source fuzzer
that supports automated fuzzing of modern RPC APIs [49], in partic-
ular Thrift (used by those 40 APIs). To better adapt EvoMaster in
industrial settings, and improve performance, we also extended Evo-
Master to facilitate seeding existing enterprise tests and enabling
mocking of external services with in-house developed techniques.

Experiments results on 40 RPC APIs at Meituan show that 1)
compared to existing system-level testing practices at Meituan, Evo-
Master can bring clear additional benefits in covering more code,
which existing manual tests do not cover, and identifying more
potential faults; 2) as for fuzzing enterprise APIs, time budgets such

https://orcid.org/0000-0003-1204-9322
https://orcid.org/0000-0003-0799-2930
https://orcid.org/0009-0009-0349-4265
https://orcid.org/0000-0002-1271-5076
https://orcid.org/0009-0007-9527-8070
https://doi.org/10.1145/3691620.3695265
https://doi.org/10.1145/3691620.3695265
https://doi.org/10.1145/3691620.3695265


ASE ’24, October 27-November 1, 2024, Sacramento, CA, USA Zhang, Arcuri et al.

as 1 hour might not be enough, and more budgets (like 10 hours)
can provide significantly better results; and 3) EvoMaster with the
best configuration is capable of achieving on average 17.0% (up to
32.4%) line coverage, on average 15.7% (up to 47.7%) line coverage
for critical implementation parts, and detecting on average 3520
(88 × 40) potential faults in these 40 APIs. In addition, we iden-
tified important bottlenecks by investigating in details the APIs
where EvoMaster shows limited performance on. These issues
include supporting Message Queues and Scheduled Tasks tech-
niques. Finally, we summarize the lessons we learned in applying
EvoMaster in practice in a large enterprise such as Meituan.
2 BACKGROUND
2.1 Microservices and RPC
Microservices is an architecture to build modern large-scale enter-
prise web services that can comprise hundreds of services [32, 49].
Each service can interact with each other via APIs. Processing a
request from customers can result in a series of invocations among
multiple services [26, 40] and interactions with databases (Figure 1).

Remote Procedure Call (RPC) is a communication protocol which
supports request–response interactions among services over net-
work. For instance, as shown in Figure 1, using a client-stub of ser-
vice B (e.g., stubB), service A can call methods of the service B, e.g.,
stubB.method(42), then results of the call is utilized in handling
a request to the service A. RPC has been widely applied in building
distributed microservices [36], and nowadays, there exists various
RPC frameworks, such as Apache Thrift [9], Apache Dubbo [2],
gRPC [3] and SOFARPC [8]. However, all these frameworks share a
concept of interface which comprises exposed functions to call [49],
e.g., Apache Thrift [10] and gRPC [1] support to define the services
using the Interface Definition Language (IDL). For instance, with
Apache Thrift, a RPC service can be defined with IDL as:

1 namespace java rpc

2 service SUT {

3 i32 method (1: i32 a, 2: i32 b, 3: i32 c)

4 }
Based on the IDL definition, the Thrift compiler is able to generate
source code of server and client library in different programming
languages, e.g., an example in Java:

1 package rpc;

2 @SuppressWarnings ({"cast", "rawtypes", "serial", "

unchecked", "unused"})

3 @javax.annotation.Generated(value = "Autogenerated by

Thrift Compiler (0.15.0)", date = "2023 -12 -07")

4 public class SUT {

5 public interface Iface {

6 public int method(int a, int b, int c) throws org

.apache.thrift.TException;

7 }

8 public static class Client extends org.apache.thrift.

TServiceClient implements Iface {...}

9 }
The business logic can be developed by implementing the interface
rpc.SUT$Iface at line 6, and the services can be accessed through
the corresponding client at line 8.
2.2 EvoMaster
EvoMaster [18] is an open-source fuzzer for enabling automated
fuzzing for Web APIs, supporting both black-box and white-box
testing [13]. For white-box mode, it supports APIs developed with
Java/Kotlin [12], JavaScript/TypeScript [51] and C# [24].

EvoMaster employs evolutionary algorithms to tackle test case
generation problem for Web APIs. It integrates state-of-the-art

service
A
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service
N

customer gateway

Microservices
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databaseRequest
Response

Figure 1: An example of service invocations for handling a
request from customers in Microservices
search algorithms for test suite generation, such as the Many Inde-
pendent Objective (MIO) algorithm [11] (default search algorithm
in EvoMaster), the Whole Test Suite (WTS) approach [22] and
the Many-Objective Sorting Algorithm (MOSA) [37]. To better
fuzz Web APIs with search, EvoMaster has been enhanced with
advanced techniques, such as testability transformation [16], SQL
handling [15], and adaptive hypermutation [46].

With respects to various API techniques, EvoMaster enables au-
tomated fuzzing of APIs built with REST [12, 47, 52], GraphQL [20]
and RPC [49]. In terms of fuzzing REST APIs, EvoMaster is the
only fuzzer which supports white-box testing using an automated
solution to extract runtime execution information [25], such as code
coverage. In addition, two recent empirical studies demonstrate
that white-box EvoMaster is the most performant tool in code
coverage and fault detection [30? ]. Moreover, as EvoMaster is the
first approach for fuzzing RPC APIs and provide a generic solution
to support diverse RPC frameworks (such as gRPC [3] and Apache
Thrift [9]) [49], we chose EvoMaster as the state-of-the-art to
investigate its effectiveness and its application strategy in testing
enterprise RPC APIs from large-scale microservices.
3 RELATEDWORK
Most studies forWeb API fuzzing are for REST APIs, e.g., [19, 27, 29-
-31, 35, 42, 45? ], on open-source case studies. Regarding microser-
vices testing, there exist approaches for regression testing [23, 32],
handling the oracle problem with metamorphic testing [33], fault
analysis and debugging [53, 54], and reliability testing [21].

In the context of fuzzing enterprise APIs that are parts of a large-
scale microservices, there exist three most relevant works [43, 49,
50]. At the beginning of collaboration with Meituan, we conducted
a study to assess applicability and effectiveness of EvoMaster for
industrial APIs from microservices with an aim at investigating po-
tential integration into industrial pipelines [50]. The user study was
conducted with EvoMaster version 1.2.0 using REST API fuzzing
on two enterprise APIs. This study was carried out mainly from the
point of views of practitioners, e.g., how difficult to use EvoMaster,
how they rate quality of EvoMaster, and what main challenges
they face. With this study, one important challenge we identified is
the lack of automated fuzzing solution for RPC APIs. Then, in [49],
we proposed the first open-source solution to automate fuzzing
RPC APIs, built on top of EvoMaster. The approach for fuzzing
RPC API with EvoMaster was also assessed with case studies from
Meituan. Compared to [49], in this paper we extended EvoMaster
for better adopting the tool in addressing enterprise APIs (e.g., with
seeding and mocking), conducted a larger scale experiment with 40
RPC APIs (40 vs. 4) involving more types of APIs, carried out more
analyses in terms of characteristics of the APIs and search budgets
for applying EvoMaster, and identified new bottlenecks and chal-
lenges. The third most relevant work is Zero-Config developed by
Wang et al. [43] that facilitates automated test generations for C++
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gRPC APIs based on gRPC schemas specified with Protobuf [6],
using LibFuzzer [5]. It has been assessed by fuzzing C++ microser-
vices at Google. Results show that Zero-Config can identify new
bugs with a fix rate of 67.71%. Compared to the empirical study
conducted for Zero-Config [43], our study provides detailed info
on the case studies for understanding our experiment results, more
analyses based on the results with respects to enterprise APIs, and
recommendations of applying our fuzzer. Note that, as Zero-Config
seems not open-source, it is impossible for us to assess it in our
study (besides the fact that it targets gRPC APIs written in C++).

4 INDUSTRIAL ADOPTION
To better support integration into industrial processes, we have
extended EvoMaster to adapt it to mocking techniques developed
in-house by enterprises (§4.1), and enabling the seeding of existing
tests (§4.2), as discussed in more details next.

4.1 Mocking Adaption Support
With microservice architectures, a business logic implementation
can spreed over multiple services. Thus, how a service handles a
request may depend onwhat responses other dependent services reply
or what data there exists in connected databases. For instance, as an
example shown in Figure 2, a service under test SUT interacts with
a service Foo and connects to a database Bar. When a request to the
abc of SUT (line 2), it first requires to get a response from the service
Foo (line 3), and then query related data from the database Bar
(line 4). In this case, the following execution flow not only relies on
values of input parameters of the request (i.e., a, b, and c), but also
it depends on the response from Foo and data in Bar. Therefore, to
better test the services from microservices, it is necessary to handle
such dependent external services (e.g., the external API Foo and
the database Bar).

Mocking is a well-known technique to manipulate the dependent
external services. However, each company might have their own
mocking techniques specialized for their type of services. Those
are needed to be able to write automated system and integration
tests. Therefore, in order to test enterprise APIs in microservice
architectures, a fuzzer needs to have a flexible solution to enable
exploiting such existing mocking techniques developed in-house.

Designing a technique in EvoMaster that can work only on the
systems developed at Meituan would be of limited scientific value.
It should rather be general, with minimal manual effort needed to
adapt it to the different in-house mocking approaches. To satisfy
this need, we extended EvoMaster to make it more customizable
by providing configurations for customizing mocking setups [7].
These configurations allow users to define how to use their own
mocking techniques to set up mock objects evolved by EvoMaster,
i.e., responses of dependent external APIs, and results of queries
of database. We further extended individual (which is the inter-
nal representation of evolving test cases in EvoMaster) to evolve
results of dependent external services as part of the search. Fig-
ure 3 shows an example chromosome of RPCIndividual, which is
composed of a sequence of Genes associated with Actions. Note
that EvoMaster has a sophisticated search-based engine, needed
to support different types of problems (e.g., REST, GraphQL and
RPC). In the context of testing RPC APIs, besides RPCCallAction
for making a RPC request, we introduced two new types of actions,
i.e., RPCExternalServiceAction, representing an invocation of

class SUTImpl implements SUT.Iface{
 int abc(int a, int b, int c){
  int response = Foo.method(a*10,b);
  List data = SELECT * FROM Bar.Table;
  if(response == 42 && data.isNotEmpty()){...}
 }
} Database: Bar

Service: Foo

SUT

1
2
3
4
5
6
7

Figure 2: Dependent external services in Microservices
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Figure 3: Handling of external services with adaptedmocking
techniques for covering line 5 in Figure 2
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Figure 4: Seeding existing enterprise tests in fuzzing indus-
trial APIs with EvoMaster

external RPC APIs, and DbAsExternalServiceAction, represent-
ing a query of connected databases. Both types of actions contains a
Gene for a result value being returned by the mocking. These genes
will evolve throughout the search process (e.g., with different muta-
tion operators based on their type, like strings, numbers and JSON
objects). As shown in Figure 3, the method of the Foo API returns
an integer represented as IntegerGene, and the query to Table
returns a list of available rows represented as ArrayGene. With
such reformulation, the returned results by the dependent external
services can be further evolved for maximizing code coverage and
fault findings as part of the search. In this example, line 5 in Fig-
ure 2 can be covered only if the method of the API Foo returns 42
(i.e., the value of IntegerGene is 42) and the query to the Table in
database Bar return non-empty data (i.e., elements of ArrayGene
is not empty) as shown in Figure 3.
4.2 Seeding
In industry, using test cases is a common practice to assure software
quality. Typically, these tests can be implemented manually by en-
gineers and testers, or can be generated automatically using some
tools. For instance, at Meituan, there exists two types of system-
level tests, as shown in Figure 4: one type is written manually by
quality assurance engineers, and the other is generated automat-
ically based on traffic record-and-replay. As such tests represent
to some extent concerns of the services to test from practition-
ers’ perspective and business logic, it may bring extra benefits to
automated testing tools (such as EvoMaster) by utilizing the tests.

Seeding is one possible method to improve efficiency of the
search, instead of starting from a randomly initialized popula-
tion [39]. In the context of Search-Based Software Engineering,
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we have extended EvoMaster to employ such existing tests to ini-
tialize populations instead of sampling the populations at random.
Then, such tests can be further evolved during the search. To enable
seeding of the existing enterprise tests, we extend EvoMaster and
define a domain specific language model (e.g., SeededRPCTestDto
and SeededRPCActionDto [7]) that captures necessary informa-
tion about tests for fuzzing RPC-based APIs and supports JSON
serialization. For example:

1 {
2 "testName" : "test_1" ,
3 "rpcFunctions" : [ {
4 "interfaceName" : "rpc.SUT" ,
5 "functionName" : "abc" ,
6 "inputParams" : [ "1" , "2" , "3" ] ,
7 "inputParamTypes" : [ "int" , "int" , "int" ] ,
8 "mockRPCExternalServiceDtos" : [ {
9 "interfaceFullName" : "rpc.Foo" ,

10 "functionName" : "method" ,
11 "responses" : [ "42" ] ,
12 "responseTypes" : [ "int" ] } ] ,
13 "mockDatabaseDtos" : [ {
14 "databaseOrFrameworkType" : "MyBatis" ,
15 "sqlCommand" : "SELECT * FROM Bar.Table" ,
16 "commandName" : "db.bar.Table.selectAll" ,
17 "response" : "[\"2023\"]" ,
18 "responseFullType" : "java.util.ArrayList" ,
19 "responseFullTypeWithGeneric" : "int" } ]
20 } ]
21 }
As the example shows, a test is composed of a sequence of RPC in-
vocations, e.g., lines 3--20. For each RPC invocation, besides values
of the input parameters, EvoMaster can now set up responses of
dependent external services, e.g., lines 8--12 for handling mocking
of external RPC APIs and lines 13--19 for managing mocking of
databases.

At Meituan, tests produced based on replay-and-record are spec-
ified in JSON. Therefore, it is straightforward to convert them into
tests with SeededRPCTestDto. Regarding the existing manually
written tests, to better handle complex test data in enterprises
and maintain the tests according to updates of software, a typical
approach is to keep test data separated from the test scripts. At
Meituan, this test data is specified in JSON. With the additional info
about the functions to test, these tests can be easily transformed
into SeededRPCTestDto used by EvoMaster. Such transforma-
tions have been automated at Meituan now with some scripts. This
enabled to easily reuse for seeding in EvoMaster thousands of
already existing tests manually developed at Meituan.
5 EMPIRICAL STUDY
To assess EvoMaster in an industrial context, we carried out an em-
pirical study to answer the following research questions regarding
fuzzing industrial microservices with EvoMaster:
RQ1: How do characteristics of microservices impact on the ef-

fectiveness of EvoMaster?
RQ2: Compared to existing tests in industry, what additional

benefits can EvoMaster bring?
RQ3: How does EvoMaster perform by seeding existing indus-

trial tests and mocking external services?
RQ4: How does the search budget impact on the effectiveness of

EvoMaster?
5.1 Experiment Setup
Case studies.We conducted our experiment with 40 Web APIs at
Meituan. Table 1 presents descriptive information of these case
studies. Such data includes the number of Java Files (#Files), lines of

Table 1: Descriptive information for the used case studies
SUT #Files LOC LOCb #Interfaces #Dependent #Tables

(#Functions) Services (#Rows)

cs01 132 8,597 69,711 3(10) 100 2(476,872)
cs02 199 92,280 22,742 4(15) 102 0(0)
cs03 253 33,318 9,147 4(7) 143 21(0)
cs04 263 127,699 35,487 6(15) 142 0(0)
cs05 292 23,155 6,675 10(35) 100 30(6,658,077)
cs06 331 33,157 9,000 5(13) 97 1,480(45,507)
cs07 338 42,530 14,136 9(66) 79 79(110,573)
cs08 347 197,867 66,727 8(63) 96 8(938,719)
cs09 407 134,001 38,404 12(31) 97 119(83,576)
cs10 423 62,749 16,261 5(5) 70 45(1,117,918)
cs11 427 33,593 15,229 6(49) 55 13(2,313)
cs12 439 39,066 13,364 9(47) 129 568(23,350)
cs13 477 37,073 11,583 7(35) 111 42(2,596,605)
cs14 485 135,808 40,455 15(59) 107 0(0)
cs15 495 56,874 23,973 2(28) 83 17(50,310,974)
cs16 497 31,744 11,000 8(45) 113 24(134,201)
cs17 512 80,979 26,267 10(69) 157 159(7,145,998)
cs18 518 81,816 31,419 17(78) 104 24(563,336)
cs19 541 72,848 21,086 9(57) 129 1,480(45,507)
cs20 585 48,704 14,704 9(44) 136 78(11,573,934)
cs21 700 87,482 27,965 15(52) 97 27(9,426,345)
cs22 737 235,013 68,432 11(46) 74 72(1,141,760)
cs23 800 186,830 44,777 19(82) 103 47(12,266,746)
cs24 809 95,201 37,400 19(105) 78 82(373,707)
cs25 819 344,571 108,364 12(73) 102 108(24,226,760)
cs26 819 62,399 22,619 22(89) 119 70(38,548)
cs27 863 82,760 19,242 23(69) 103 421(635,842)
cs28 871 89,753 31,498 8(85) 153 8(48,458)
cs29 880 95,434 56,727 9(34) 132 203(686,358)
cs30 887 86,758 28,721 17(69) 116 22(114,636)
cs31 993 133,722 48,601 11(75) 142 97(1,858,471)
cs32 1,108 110,535 35,026 19(136) 141 16(23,693)
cs33 1,141 548,957 171,760 17(115) 90 2,165(2,398)
cs34 1,173 142,637 38,914 19(57) 165 115(6,801,794)
cs35 1,274 170,084 59,550 20(132) 81 106(24,324)
cs36 1,276 372,437 125,705 54(250) 76 175(3,162,469)
cs37 1,515 256,054 69,228 26(212) 147 325(3,784,103)
cs38 1,546 152,321 44,270 53(124) 105 133(11,964,007)
cs39 2,069 797,913 212,105 22(113) 91 158(536,338)
cs40 2,315 183,107 42,040 29(109) 100 421(635,842)

Sum 30,556 5,607,826 1,790,314 583(2798) 4,365 8,960(159,580,059)

code (LOC), total number of bytecode instructions (LOCb), the num-
ber of RPC interfaces (#Interfaces), the number of RPC functions
that can be invoked (#Functions), the number of direct dependent
API services (#Dependent Services), the number of tables defined
in connected databases (#Tables), and the number of existing rows
in these databases (#Rows). All of the services are JVM RPC APIs
and parts of a large-scale distributed microservice architecture at
Meituan. These 40 case studies cover a broad range of sizes of enter-
prise Web APIs, e.g., 30,556 Class Files (ranging from 132 to 2,315
per API), 5,607,826 of lines of code (ranging from 8,597 to 797,913
per API), and 583 RPC interfaces (ranging from 2 to 54 per API).

Evaluation Metrics. To assess the performance of EvoMaster in
industrial context, we used line coverage (Line%) and the number of
detected faults (#Detected Faults), which are typical criteria in the
context of software testing. In addition, in industrial settings, some
existing code might be less critical (e.g., automatically generated
code), and such code might be excluded in their testing. Thus, to
represent the performance for covering critical code, we ran the
final generated tests in the enterprise testing pipeline, and then
reported line coverage using coverage report configurations at
Meituan denoted as Critical Line%.

Experiment configurations.We defined two configurations:
• Base: default EvoMaster which employed the default configu-
ration of EvoMaster, and
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• SM: SM EvoMaster which enabled the Seeding and Mock
configurations in our extension and utilized existing enterprise
tests to initialize populations in testing enterprise RPC APIs.
In addition, the seeded tests are specified with mock objects
for external service interactions, that can be further used and
modified by EvoMaster during search.

Considering the complexity of enterprise SUTs, the search budget
likely has a major impact on the results. Therefore, we employed
and evaluated two configurations of search budgets (i.e., 1-hour
and 10-hours), which have been employed in existing work [48, 49].
To reduce the chance of results obtained by chance with search
techniques, we repeated each configuration multiple times, i.e., 10
repetitions for the 1-hour time budget, and 2 repetitions for the
10-hours time budget. Thus, in total, our experiments took 100 days,
i.e., 2 × 40 × (1 hour × 10 + 10 hours × 2) = 2400 hours = 100 days,
if run in sequence. All experiments were conducted in the testing
environment of Meituan.
5.2 Experiment Results
5.2.1 RQ1 Results. Table 2 presents the results, for each case study,
achieved by EvoMaster using the default configuration (i.e., Base)
and 1-hour search budget. We show the line coverage (Line%),
critical line coverage (Critical Line%) and the number of potential
faults (#Detected Faults) with Mean, Minimum, Median, Maximum
and Standard Deviation (𝜎) statistics of 10 repetitions. In addition,
we also analyzed the statistics over the whole 40 case studies. Based
on these results, Base EvoMaster is capable of covering on average
10.8% (up to 21.2%) line coverage and on average 9.3% (up to 46.1%)
critical lines, and detecting on average 65.4 (up to 158.5) potential
faults. However, the results vary significantly from case study to
case study, e.g., 𝜎 of Mean of Line% for 40 case studies is 4.5, and 𝜎
of Mean of Critical Line% for 40 case studies is 7.6 (see 𝜎 of Mean).

To investigate the variance in performance among the case stud-
ies, we first analyzed the Spearman Correlation Coefficient [41]
between achieved line coverage (i.e., Line% and Critical Line%) and
eight descriptive properties of the case studies, as shown in Table 1,
e.g., #Files. These properties can reflect the complexity of the case
studies from different perspectives. Results of 𝜌 (summarizing the
strength and direction, i.e., positive or negative, of monotonic rela-
tionship) and 𝑝-value (determining if the correlation is significant
with a 95% level of confidence) are shown in Table 3. In addition, we
rank the strength of correlation among properties based on Spear-
man’s 𝜌 (i.e., 𝑎𝑏𝑠 (𝜌)). The property with Rank 1 represents the
strongest correlation with performance of line coverage compared
to other properties (see 𝑅𝑙 for Line% and 𝑅𝑐𝑙 for Critical Line%).
Based on the results in Table 3, negative correlations between line
coverage performance and 6 out of 8 properties (except #Dependent
Services and #Rows) are observed, indicating that performance of
line coverage tends to decrease when the value of these 6 properties
increases. However, the strength of the correlation shown by 𝜌 is
eitherWeak (𝜌 ∈ (0.1, 0.2]) or Moderate (𝜌 ∈ (0.2, 0.4]) [38]. With
ranks using 𝜌 , the most correlated properties are #Files for Line%
and #Tables for Critical Line%. The overall most correlated prop-
erty is #Files (see 𝑅mean), which may summarize to some extent the
structure complexity of the Web API. Regarding #Rows (referring
to the amount of data which SUT can access to) and #Dependent
Services (referring to the amount of external APIs which SUT can
invoke), no correlation is observed. For #Tables which somehow

Table 2: Statistics of Line%, Critical Line%, and #Detected
Faults achieved by tests generated by Base EvoMaster con-
figured with 1-hour time budget for 10 repetitions.
SUT Type Line% Critical Line% #Detected Faults

cs01 CRUD 13.1 [10.6, 11.6, 17.3] (2.85) 11.3 [9.8, 11.6, 11.7] (0.8) 16.9 [16, 16, 20] (1.4)
cs02 QUERY 19.3 [19.0, 19.3, 19.5] (0.19) 46.1 [45.5, 46.2, 46.7] (0.4) 27.7 [23, 27, 33] (3.2)
cs03 FLOW 7.0 [6.7, 7.0, 7.0] (0.10) 2.3 [2.1, 2.3, 2.4] (0.1) 7.0 [7, 7, 7] (0.0)
cs04 QUERY 12.9 [12.4, 12.7, 14.2] (0.50) 10.4 [9.9, 10.1, 11.7] (0.5) 43.2 [36, 39, 62] (9.3)
cs05 CRUD 21.2 [19.2, 20.7, 26.8] (2.14) 16.9 [14.3, 16.9, 19.1] (1.5) 68.0 [58, 67.5, 83] (6.6)
cs06 RULE 8.0 [7.8, 7.9, 8.3] (0.14) 4.4 [4.1, 4.3, 4.7] (0.1) 13.0 [13, 13, 13] (0.0)
cs07 FLOW 12.1 [10.4, 11.8, 15.3] (1.38) 11.3 [9.8, 10.9, 14.1] (1.2) 74.9 [67, 76, 81] (4.9)
cs08 CRUD 14.2 [12.2, 14.3, 15.3] (0.78) 14.2 [11.9, 14.4, 15.2] (0.9) 61.3 [55, 62, 65] (3.7)
cs09 FLOW 14.8 [14.3, 14.8, 15.6] (0.51) 10.2 [8.8, 10.2, 11.5] (1.0) 33.9 [32, 34, 36] (1.2)
cs10 RULE 6.6 [6.2, 6.8, 7.3] (0.41) 2.5 [2.0, 2.7, 3.1] (0.4) 5.0 [5, 5, 5] (0.0)
cs11 RULE 9.1 [5.6, 9.5, 12.5] (2.45) 6.6 [4.3, 5.9, 9.0] (1.5) 45.1 [39, 46, 49] (3.4)
cs12 QUERY 9.9 [7.4, 10.1, 11.1] (0.81) 6.0 [2.9, 6.4, 7.6] (1.3) 52.5 [30, 54, 58] (5.9)
cs13 STATE 19.6 [19.4, 19.5, 19.9] (0.17) 19.4 [18.8, 19.4, 19.9] (0.3) 37.0 [37, 37, 37] (0.0)
cs14 QUERY 14.3 [13.0, 14.3, 15.3] (0.81) 22.8 [19.3, 22.6, 26.5] (2.5) 65.2 [60, 64, 71] (3.0)
cs15 STATE 7.3 [6.6, 7.1, 8.1] (0.44) 6.3 [5.6, 6.2, 6.9] (0.4) 33.4 [32, 34, 34] (0.9)
cs16 CRUD 14.3 [12.6, 14.3, 16.5] (1.03) 12.7 [10.9, 12.5, 15.0] (1.1) 44.7 [40, 45, 48] (2.1)
cs17 QUERY 14.7 [12.2, 14.5, 17.9] (1.63) 9.8 [7.7, 9.5, 12.4] (1.3) 65.0 [57, 66, 69] (3.8)
cs18 FLOW 5.8 [2.7, 6.0, 6.4] (0.85) 3.4 [1.5, 3.0, 6.0] (1.3) 60.2 [17, 64, 67] (11.5)
cs19 STATE 9.6 [7.9, 9.9, 10.6] (0.74) 5.9 [4.3, 6.0, 7.2] (0.7) 63.2 [57, 63.5, 70] (3.5)
cs20 CRUD 19.0 [14.7, 19.2, 22.8] (2.03) 16.6 [12.5, 16.6, 20.8] (2.0) 43.6 [41, 43, 46] (1.4)
cs21 CRUD 8.2 [6.8, 8.2, 9.6] (0.76) 6.3 [4.8, 6.3, 7.7] (0.9) 47.5 [44, 48, 50] (1.9)
cs22 CRUD 13.8 [12.0, 14.0, 14.5] (0.61) 4.1 [3.4, 4.1, 4.8] (0.4) 58.4 [57, 58.5, 60] (1.0)
cs23 RULE 4.4 [2.6, 4.5, 5.8] (0.85) 2.8 [1.6, 2.8, 4.2] (0.7) 133.1 [99, 137, 150] (15.7)
cs24 FLOW 9.4 [8.3, 9.3, 11.3] (0.93) 9.0 [7.8, 8.9, 10.9] (1.0) 90.4 [78, 90, 106] (8.2)
cs25 FLOW 9.8 [9.3, 9.7, 10.4] (0.37) 9.5 [8.3, 9.5, 10.3] (0.5) 62.8 [58, 63, 68] (2.6)
cs26 CRUD 9.0 [6.6, 8.9, 13.3] (1.49) 8.3 [4.8, 8.1, 13.8] (2.1) 100.3 [83, 100, 127] (10.7)
cs27 CRUD 18.8 [15.3, 18.8, 22.8] (2.23) 12.4 [10.2, 11.9, 15.2] (1.6) 62.6 [40, 63, 74] (9.4)
cs28 RULE 12.0 [11.1, 11.7, 14.3] (0.95) 9.9 [8.9, 9.7, 11.4] (0.8) 67.7 [64, 68, 72] (2.8)
cs29 FLOW 2.2 [2.1, 2.2, 2.4] (0.07) 4.2 [3.2, 4.1, 5.0] (0.5) 44.1 [42, 44.5, 46] (1.3)
cs30 RULE 5.2 [4.6, 5.1, 5.6] (0.28) 5.3 [4.2, 5.2, 6.5] (0.9) 66.1 [61, 66, 69] (2.4)
cs31 RULE 8.6 [6.7, 8.4, 10.1] (1.02) 7.5 [5.7, 7.5, 9.3] (1.0) 86.2 [76, 85.5, 94] (5.7)
cs32 FLOW 7.5 [5.9, 7.5, 9.3] (1.03) 5.6 [4.2, 5.6, 7.1] (0.9) 80.1 [63, 82, 96] (9.6)
cs33 FLOW 9.2 [7.1, 9.3, 11.4] (1.37) 5.3 [4.2, 5.2, 6.8] (0.9) 122.4 [97, 121.5, 150] (15.7)
cs34 RULE 8.5 [7.6, 8.4, 9.4] (0.50) 5.5 [4.8, 5.4, 6.2] (0.4) 76.5 [69, 77, 81] (3.5)
cs35 RULE 8.7 [6.8, 8.7, 11.5] (1.10) 5.4 [3.9, 5.4, 6.9] (0.9) 106.6 [78, 108, 132] (17.1)
cs36 FLOW 7.5 [6.0, 7.3, 10.6] (1.40) 9.3 [7.2, 8.6, 15.2] (2.3) 114.8 [95, 106.5, 175] (24.9)
cs37 CRUD 6.7 [5.3, 6.5, 9.0] (1.26) 4.5 [2.9, 4.4, 6.2] (1.1) 158.5 [112, 172, 223] (43.3)
cs38 RULE 14.4 [10.1, 14.6, 17.2] (2.02) 11.0 [7.1, 11.2, 13.0] (1.7) 99.4 [82, 97, 123] (13.2)
cs39 STATE 7.3 [6.3, 7.2, 8.4] (0.63) 3.1 [2.3, 3.2, 3.8] (0.5) 87.8 [73, 87, 99] (8.2)
cs40 STATE 9.4 [4.2, 9.3, 12.9] (2.08) 5.4 [1.5, 5.2, 7.8] (1.6) 87.9 [37, 89, 111] (19.1)

Mean of Mean 10.8 9.3 65.4
𝜎 of Mean 4.5 7.6 33.9

Note that, 1) for each metric, we report statistics with a format Mean [Minimum,
Median, Maximum] (Standard Deviation); 2) cell for Mean of line coverage ∈ (0%, 5%],
cell for Mean of line coverage ∈ (5%, 10%], cell for Mean of line coverage ∈ (10%,
20%] and cell for Mean of line coverage ∈ (20%, 100%].
Table 3: Results of Spearman correlation between line cover-
age and properties which represents size of case studies.

Size Line% Critical Line% 𝑅𝑚𝑒𝑎𝑛 =

Properties 𝜌 (𝑅𝑙 ) 𝑝-value 𝜌 (𝑅𝑐𝑙 ) 𝑝-value 𝑅𝑙 +𝑅𝑐𝑙
2

#Files -0.342(1) ≤0.001 -0.300(2) ≤0.001 1.5
LOC -0.171(5) ≤0.001 -0.177(4) ≤0.001 4.5
LOCb -0.246(3) ≤0.001 -0.212(3) ≤0.001 3.0
#Interfaces -0.205(4) ≤0.001 -0.165(5) ≤0.001 4.5
#Functions -0.255(2) ≤0.001 -0.134(6) 0.002 4.0
#Dependent Services 0.008(7) 0.847 0.055(7) 0.209 7.0
#Tables -0.139(6) 0.001 -0.304(1) ≤0.001 3.5
#Rows 0.001(8) 0.979 0.029(8) 0.506 8.0

represents to some extent the complexity of the underlying data
model, it correlates to the performance of line coverage achieved
by EvoMaster, but the rank of the strength to line coverage versus
critical line coverage is distinctly different, i.e., 1 vs. 6. This might
give us a hint that the industry might concern more on the code
relating to the data model and its handling.

In addition, we analyzed the performance of EvoMaster with
a consideration of business logic. To address a variety of business
requirements, the services in enterprises might be categorized into
various types. At Meituan, there exists five type definitions1:

1Note that the types might be applied for other e-commerce systems. However, these
types may be domain-specific and depend on the business requirements and logic.
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Figure 5: Violin plot of Line% and Critical Line% in terms of
each type of enterprise Web API at Meituan
• CRUD stands for services which implement CRUD operations
(i.e., Create, Read, Update, and Delete) that perform on data;

• FLOW stands for services which follow a particular sequence
to process the business logic;

• QUERY stands for services which only perform query opera-
tions, i.e., do not modify any info in the microservices;

• RULE stands for services which operate or make decisions based
on predefined rules;

• STATE stands for services which operate in a state-driven man-
ner, executing actions based on the current state.
In these experiments, the 40 case studies comprises 10 CRUD, 10

FLOW, 5 QUERY, 10 RULE and 5 STATE. Type column in Table 2
shows the type for each case study. To investigate performance
of EvoMaster on the five types of services at Meituan, Figure 5
represents violin plots of Line% and Critical Line% for each type.
Compared to other types, EvoMaster achieved relatively better
performance on CRUD and QUERY, i.e., the best two statistics for
Line% and Critial Line% are either CRUD or QUERY (see Figure 5).
CRUD and QUERY services implement basic actions that perform
on the data and the logic is relatively less complex than other types.
This might explain the better performance achieved by EvoMaster.
FLOW, RULE and STATE services are comparatively more complex,
e.g., for FLOW services, whether the code can be reached might
depend on whether some particular actions have been executed
first. Then, with a 1-hour search budget, EvoMaster has limited
line coverage performance on such services.
RQ1: Among 8 size properties of RPC APIs, negative correlation
to performance of EvoMaster in terms of line coverage can be
observed in 6 out of 8, i.e., #Files, LOC, LOCb, #Interfaces, #Functions
and #Tables, except #Dependent Services and #Rows. #Files (i.e., a
number of script files) has the strongest negative correlation with
the performance. From the points of view of five types of services
at Meituan relating to business logic, using 1-hour search budget,
EvoMaster performs best on CRUD and QUERY services, which
implement basic actions for manipulating data or resources. On the
other hand, EvoMaster obtained limited results on FLOW, RULE
and STATE services, which implement complex logic and likely need
to coordinate with other functions and services.
5.2.2 RQ2 Results. Table 4 shows the number of existing enterprise
tests (EETests) and Critical Line% covered by EETests. There exist in
total 5067 tests (#Test) that have been used to perform system-level
testing for the 40 case studies at Meituan, and 3372 out of 5067 (i.e.,
66.5%) tests require mock objects (see #Testm). The existing tests
achieve on average 6.2% Critical Line% among 40 case studies. Note
that EETests do not encompass E2E tests or unit tests in enterprise.
To analyze the potential benefits of EvoMaster, we compared

Table 4: Number of tests and Critical Line% achieved by Ex-
isting Enterprise Tests (EETests) and results of comparing
tests generated by Base EvoMaster and EETests.

EETests Base vs. EETests
SUT Type #Tests Critical Relative% Ratio of lines covered by

(#Testsm, #𝑇𝑒𝑠𝑡𝑠𝑚
#𝑇𝑒𝑠𝑡𝑠

) Line% EETests Both Base

cs01 CRUD 56 (8, 14.3%) 9.5 +18.5 27.4% 34.1% 38.6%
cs02 QUERY 2 (0, 0.0%) 5.6 +719.0 0.0% 12.2% 87.8%
cs03 FLOW 67 (21, 31.3%) 1.4 +62.0 0.3% 61.4% 38.3%
cs04 QUERY 3 (0, 0.0%) 1.0 +895.6 0.3% 9.8% 89.9%
cs05 CRUD 20 (6, 30.0%) 4.4 +286.5 7.0% 17.2% 75.8%
cs06 RULE 10 (2, 20.0%) 1.9 +125.8 9.3% 31.0% 59.8%
cs07 FLOW 21 (0, 0.0%) 7.0 +59.9 27.1% 18.7% 54.2%
cs08 CRUD 345 (246, 71.3%) 7.7 +83.5 3.9% 48.6% 47.5%
cs09 FLOW 13 (5, 38.5%) 4.9 +110.0 9.5% 33.9% 56.6%
cs10 RULE 69 (0, 0.0%) 4.5 -43.2 46.8% 47.4% 5.9%
cs11 RULE 128 (38, 29.7%) 7.7 -14.9 37.9% 35.9% 26.2%
cs12 QUERY 592 (399, 67.4%) 7.7 -22.4 43.5% 30.3% 26.2%
cs13 STATE 194 (139, 71.6%) 16.2 +19.8 22.6% 42.1% 35.3%
cs14 QUERY 2 (2, 100.0%) 2.4 +856.8 2.1% 8.3% 89.7%
cs15 STATE 119 (26, 21.8%) 11.9 -47.3 55.0% 30.4% 14.6%
cs16 CRUD 18 (6, 33.3%) 6.6 +91.0 16.3% 27.7% 56.0%
cs17 QUERY 211 (129, 61.1%) 7.7 +26.7 24.6% 35.4% 40.0%
cs18 FLOW 9 (1, 11.1%) 0.2 +1687.0 1.7% 4.6% 93.7%
cs19 STATE 22 (18, 81.8%) 1.5 +307.6 11.9% 10.0% 78.1%
cs20 CRUD 249 (247, 99.2%) 14.9 +11.1 31.8% 29.9% 38.3%
cs21 CRUD 17 (16, 94.1%) 4.4 +43.4 27.3% 23.9% 48.8%
cs22 CRUD 112 (109, 97.3%) 6.4 -36.2 55.6% 14.3% 30.1%
cs23 RULE 350 (339, 96.9%) 6.2 -53.9 63.0% 18.1% 18.9%
cs24 FLOW 108 (92, 85.2%) 3.2 +180.9 11.5% 20.2% 68.3%
cs25 FLOW 51 (29, 56.9%) 3.2 +194.1 10.5% 20.0% 69.5%
cs26 CRUD 81 (53, 65.4%) 6.2 +33.7 32.1% 20.4% 47.5%
cs27 CRUD 12 (0, 0.0%) 3.3 +274.8 13.3% 10.1% 76.6%
cs28 RULE 360 (323, 89.7%) 21.1 -53.2 60.4% 24.3% 15.3%
cs29 FLOW 2 (2, 100.0%) 0.5 +721.4 4.4% 7.4% 88.2%
cs30 RULE 130 (84, 64.6%) 14.6 -63.7 66.9% 24.6% 8.5%
cs31 RULE 134 (80, 59.7%) 6.7 +11.8 17.2% 57.5% 25.3%
cs32 FLOW 37 (37, 100.0%) 2.1 +162.9 17.2% 14.9% 67.9%
cs33 FLOW 373 (168, 45.0%) 5.1 +5.2 30.1% 36.9% 33.0%
cs34 RULE 14 (7, 50.0%) 1.6 +241.5 12.7% 13.0% 74.4%
cs35 RULE 427 (300, 70.3%) 4.2 +28.8 22.4% 38.9% 38.8%
cs36 FLOW 194 (53, 27.3%) 16.0 -41.7 55.2% 22.7% 22.1%
cs37 CRUD 238 (171, 71.8%) 5.0 -9.2 40.0% 27.6% 32.4%
cs38 RULE 58 (50, 86.2%) 8.2 +33.0 25.2% 31.7% 43.1%
cs39 STATE 163 (123, 75.5%) 1.4 +126.6 13.1% 25.8% 61.1%
cs40 STATE 56 (43, 76.8%) 3.6 +47.7 33.8% 13.4% 52.8%

Sum 5067 (3372, 66.5%)
Mean 6.2 +177.0 24.8% 25.9% 49.4%

Analysis with Ratio Total (0, 33.3%] (33.3%, 50%] (50, 100%]
# RatioEETests > RatioBase 10 0 4 6
# RatioBase > RatioEETests 30 2 10 18

Base EvoMaster with EETests in terms of Relative improvement
of Critical Line% and Ratio of lines covered by only EETests, both
and only Base EvoMaster (see Table 4). With these results, Base
EvoMaster is capable of improving Critical Line% on 30 out of 40
case studies (i.e., Relative % > 0), and relative improvements are
up to 1687.0% and on average 177.0% of Critical Line% covered by
EETests. In addition, by analyzing the ratio of lines covered by only
EETests, Both and only Base EvoMaster, we found that:
• EvoMaster can cover on average 49.4% lines that EETests does
not cover. As seen from #RatioBase > RatioEETests, on 30 out of
40 case studies (i.e., 75%), EvoMaster can cover more unique
lines than EETests. In terms of 30 case studies, compared to
EETests, EvoMaster can cover more than 50% new lines on 18
case studies, (33.3%, 50%] new lines on 10 case studies, and (0%,
33.3%] new lines on 2 case studies);

• There exist on average 25.9% lines that can be covered by both
EETests and Base EvoMaster;

• While there also exist 24.8% lines which EvoMaster does not
manage to cover. As seen from #RatioEETests > RatioBase, on 10
out of 40 case studies (i.e., 25%), EETests can cover more unique
lines than EvoMaster. In terms of 10 case studies, compared to
EvoMaster, EETests can cover more than 50% unique lines on
6 case studies and (33.3%, 50%] unique lines on 4 case studies.
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Table 5: Mean of Line%, Critical Line%, and #Detected Faults
achieved by tests generated by SM EvoMaster with 1-hour
time budget for 10 repetitions, and results of comparing with
Base 1-hour using Relative% and Vargha-Delaney 𝐴̂12

SUT Budgets Line% Critical Line% #Detected Faults
by seeds Mean Relative%(𝐴̂12) Mean Relative%(𝐴̂12) Mean Relative%(𝐴̂12)

cs01 6.6% 16.6 +26.7 ( 0.78) 15.4 +36.6 (1.00) 17.2 +2.1 (0.42)
cs02 0.2% 19.3 +0.0 ( 0.53) 45.4 -1.5 (0.42) 26.4 -4.8 (0.38)
cs03 3.8% 7.1 +1.4 ( 0.40) 2.4 +1.6 (0.57) 7.0 +0.0 (0.50)
cs04 0.3% 13.0 +1.0 ( 0.57) 10.5 +1.7 (0.59) 43.8 +1.3 (0.64)
cs05 1.8% 22.6 +6.5 ( 0.77) 18.1 +7.1 (0.71) 63.2 -7.1 (0.27)
cs06 0.5% 8.5 +6.1 ( 0.97) 4.8 +9.6 (0.96) 13.0 +0.0 (0.50)
cs07 1.5% 17.6 +44.9 ( 0.99) 16.3 +44.7 (0.99) 79.7 +6.5 (0.72)
cs08 59.2% 10.1 -28.8 ( 0.05) 10.8 -23.5 (0.06) 38.8 -36.8 (0.04)
cs09 1.4% 15.3 +2.8 ( 0.65) 11.2 +9.4 (0.73) 35.1 +3.4 (0.75)
cs10 7.0% 9.2 +39.1 ( 1.00) 4.6 +83.6 (1.00) 5.0 +0.0 (0.50)
cs11 9.7% 16.0 +76.1 ( 1.00) 13.2 +101.4 (1.00) 46.9 +4.0 (0.66)
cs12 31.3% 12.4 +24.6 ( 1.00) 9.0 +50.8 (1.00) 56.1 +6.9 (0.77)
cs13 12.9% 24.6 +25.8 ( 1.00) 24.0 +23.8 (1.00) 36.6 -1.1 (0.33)
cs14 0.2% 14.6 +1.8 ( 0.52) 24.1 +5.9 (0.62) 67.6 +3.8 (0.59)
cs15 11.6% 15.9 +118.1 ( 1.00) 15.9 +153.5 (1.00) 33.7 +1.0 (0.55)
cs16 1.6% 16.7 +17.1 ( 0.94) 15.1 +19.4 (0.92) 45.4 +1.6 (0.59)
cs17 22.0% 15.8 +7.4 ( 0.71) 11.3 +15.8 (0.82) 60.9 -6.3 (0.23)
cs18 0.6% 6.9 +18.5 ( 0.88) 6.4 +89.3 (0.97) 70.6 +17.2 (0.83)
cs19 2.1% 10.8 +11.6 ( 0.84) 6.9 +16.3 (0.83) 63.9 +1.1 (0.54)
cs20 28.8% 21.8 +14.8 ( 0.85) 19.0 +14.9 (0.82) 35.8 -17.8 (0.30)
cs21 1.7% 10.3 +25.7 ( 0.99) 8.8 +40.3 (0.99) 47.8 +0.5 (0.50)
cs22 9.9% 16.3 +18.1 ( 0.97) 8.4 +103.5 (1.00) 56.8 -2.7 (0.39)
cs23 36.6% 10.2 +134.3 ( 1.00) 6.7 +135.6 (0.93) 110.7 -16.8 (0.31)
cs24 8.8% 10.4 +11.1 ( 0.77) 11.2 +24.9 (0.94) 93.2 +3.1 (0.60)
cs25 6.3% 10.0 +2.1 ( 0.69) 9.9 +4.3 (0.69) 61.2 -2.6 (0.31)
cs26 6.1% 12.8 +42.7 ( 0.96) 12.9 +56.0 (0.92) 106.8 +6.5 (0.60)
cs27 1.0% 22.1 +17.3 ( 0.84) 14.3 +15.8 (0.83) 69.0 +10.2 (0.76)
cs28 83.8% 23.1 +92.7 ( 1.00) 21.6 +119.0 (1.00) 48.6 -28.2 (0.07)
cs29 0.2% 2.4 +9.5 ( 0.59) 3.9 -8.0 (0.38) 42.6 -3.4 (0.24)
cs30 6.5% 8.7 +66.5 ( 1.00) 12.5 +136.7 (1.00) 69.0 +4.4 (0.88)
cs31 18.1% 9.6 +11.5 ( 0.77) 8.2 +10.3 (0.72) 72.4 -16.0 (0.12)
cs32 4.0% 9.4 +24.9 ( 0.91) 7.4 +32.2 (0.94) 84.9 +6.0 (0.59)
cs33 47.8% 9.7 +4.7 ( 0.61) 6.2 +16.9 (0.77) 105.1 -14.2 (0.34)
cs34 0.9% 9.8 +14.9 ( 0.99) 6.4 +17.4 (0.98) 77.4 +1.1 (0.57)
cs35 31.5% 10.1 +16.5 ( 0.85) 7.0 +28.6 (0.93) 111.3 +4.4 (0.59)
cs36 29.2% 11.8 +58.1 ( 0.95) 18.5 +98.1 (1.00) 129.1 +12.4 (0.80)
cs37 34.6% 9.1 +35.6 ( 0.93) 6.7 +47.0 (0.96) 104.7 -33.9 (0.11)
cs38 5.1% 18.7 +30.1 ( 0.99) 14.9 +36.0 (1.00) 101.0 +1.7 (0.58)
cs39 16.5% 8.0 +9.0 ( 0.62) 3.6 +13.2 (0.68) 96.4 +9.7 (0.61)
cs40 4.3% 12.6 +34.4 ( 0.91) 7.9 +47.1 (0.91) 100.0 +13.8 (0.68)

Mean 13.2 +26.9 (0.8) 12.0 +40.9 (0.8) 63.4 -1.7 (0.5)

#Relative > 0 39 37 23
#SM ≻ Base 30 31 7
#Base ≻ SM 1 1 8

Regarding fault detection, the EETests do not identify any existing
faults (if they did, these faults would had already been fixed by
the engineers at Meituan). These thousands of existing tests are
used for regression testing. On the other end, all potential faults
detected by EvoMaster (65.4 × 40 = 2616) in these experiments
can be considered as an extra benefit of fuzzers such as EvoMaster
(besides using the generated tests for regression testing).
RQ2: Compared to existing API testing practice at Meituan, it is
clear that EvoMaster (with 1-hour search budget) is able to bring
additional benefits, i.e., covered more unique lines on 30 out of 40
case studies, achieved on average 49.4% new lines that the existing
tests do not cover, and identify 2616 new faults. However, EvoMas-
ter cannot replace yet the current practice in enterprise as there
exist on average 24.8% lines that EvoMaster does not cover.
5.2.3 RQ3 Results. Table 5 presents Mean of 10 repetitions of
Line%, Critical Line% and potential faults achieved by SM Evo-
Master. Results show that SM EvoMaster is capable of covering
on average 13.2% Lines (up to 24.6%), 12.0% Critical Lines (up to
45.4%), and 63.4 potential faults (up to 129.1) among 40 case studies.
In Table 5, we performed further analyses for each case study using
Relative improvement (i.e., (𝑎 − 𝑏)/𝑏 for a vs. b), Vargha-Delaney
𝐴̂12, and Mann–Whitney U test. Note that a value in bold indicates

that SM is significantly better than Base in statistic (i.e., p-value
≤ 0.05 with a 95% level of confidence and 𝐴̂12 > 0.5). A value with
the normal format indicates that there is no significant difference
between SM and Base (i.e., p-value > 0.05), while a value in red in-
dicates that Base is significantly better than SM (i.e., p-value ≤ 0.05
and 𝐴̂12 < 0.5). Compared to Base, we found that SM EvoMaster
significantly improve Line% on 39 out of 40 case studies, Critical
Line% on 37 out of 40 case studies, and #Detected Faults on 23 out
of 40 case studies. The significant improvements can be observed
in 30 case studies for Line%, 31 case studies for Critical Line%, 7
case studies for #Detected Faults. But, on cs08, SM significantly
underperform over Base in terms of Line% and Critical Line%. By
looking at budget used by seeds, we found that the seeded tests
(i.e., EETests) on cs08 took 59.2% of the search budget, and achieved
modest results, i.e., 7.7% critical line coverage (Table 4). Thus, there
is limited remaining search budget for EvoMaster, and this might
explain the observed underperformance of EvoMaster on this case
study. Moreover, we analyze line coverage results by considering
seeded tests. By checking the 10 case studies where EETests obtains
better results (Table 4), SM EvoMaster obtains significant improve-
ments on all case studies. The results are expected as the seeded
tests already have better performance. In terms of 30 case studies
where Base EvoMaster obtains better results, SM EvoMaster can
obtain further significant improvements by seeding EETests.

Regarding #Detected Faults, there is no clear difference between
Base and SM. More specifically, Mean of ˆ𝐴12 with 0.5 indicates
that the two configurations have the same chance (i.e., 50% prob-
ability) to obtain better result than each other. Negative relative
improvement with -1.7% shows that SM is slightly worse than Base,
but #Relative > 0 demonstrates that SM achieved better results
on more case studies than Base (23 vs. 17). As EETests cover lines
where there do not exist faults, when employing SM configuration,
it might affect search starting from the region where there are less
faults. This might explain limited improvement obtained by SM.
RQ3: With 1-hour search budget, SMEvoMaster clearly outper-
formed Base on 39 out of 40 case studies in terms of line coverage
related metrics (i.e., Line% and Critical Line%), and relative im-
provements are on average 26.9% (up to 134.3%) for Line% and 40.9%
(up to 153.5%) for Critical Line%. Regarding capability of fault de-
tection, there is no difference between Base and SM, indicating that
seeding EETests likely could not contribute to identify more faults
for a search-based fuzzer such as EvoMaster.
5.2.4 RQ4 Results. Table 6 reports results of SM and Base Evo-
Master configured with 10-hours search budget, pair comparison
results of performance achieved by using 10-hours and 1-hour
search budgets for SM and Base respectively (i.e., SM 10h vs. SM
1h, and Base 10h vs. Base 1h), and pair comparison results of per-
formance achieved by SM 10h and Base 10h (i.e., SM 10h vs. Base
10h). As there are only two repetitions for 10-hours configuration,
we analyze the results only with Mean and ˆ𝐴12.

Regarding performance of SM EvoMaster with 10-hours search
budget, results demonstrate that it is capable of covering on average
more than 15% lines for 40 case studies (i.e., 17.0% (up to 32.4%) for
Line% and 15.7% (up to 47.7%) for Critical Line%), and detecting
on average 88.0 (up to 287) potential faults. In addition, on 36 (i.e.,
25 + 11) out of 40 case studies (except cs03, cs06, cs18, and cs29), SM
EvoMaster achieved more than 10% Line%, and it is noteworthy
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Table 6: Mean of 2 repetitions of Line%, Critical Line% and #Detected Faults achieved by SM EvoMaster with 10-hours search
budget, and results (i.e., Relative and ˆ𝐴12) of pair comparison of SM EvoMaster using 10 hours and 1 hour (i.e., 10h vs. 1h).

SUT Type Mean of SM 10h; SM 10h vs. SM 1h Mean of Base 10h; Base 10h vs. Base 1h SM 10h vs. Base 10h
Line% Critical Line% #Detected Faults Line% Critical Line% #Detected Faults Line% Critical Line% #Detected Faults

Mean Relative%(𝐴̂12) Mean Relative%(𝐴̂12) Mean Relative%(𝐴̂12) Mean Relative%(𝐴̂12) Mean Relative%(𝐴̂12) Mean Relative%(𝐴̂12) Relative%(𝐴̂12) Relative%(𝐴̂12) Relative%(𝐴̂12)

cs01 CRUD 20.8 +25.3 (0.88) 18.4 +19.5 (0.96) 20.7 +20.1 (0.71) 15.9 +21.6 (0.80) 12.3 +8.9 (0.88) 18.8 +10.9 (0.47) +30.6 (0.84) +49.8 (1.00) +10.5 (0.61)
cs02 QUERY 19.6 +1.7 (0.93) 47.7 +4.9 (0.98) 34.5 +30.7 (0.99) 19.6 +1.2 (0.95) 47.2 +2.4 (1.00) 31.5 +13.6 (0.84) +0.4 (0.75) +0.9 (0.75) +9.5 (0.75)
cs03 FLOW 7.0 -1.1 (0.61) 2.4 -0.2 (0.64) 7.0 +0.0 (0.50) 7.4 +5.8 (0.47) 2.6 +10.4 (0.65) 7.0 +0.0 (0.50) -5.1 (0.57) -8.2 (0.54) +0.0 (0.50)
cs04 QUERY 15.7 +20.3 (0.97) 12.7 +20.9 (0.97) 47.0 +7.4 (0.75) 17.5 +36.0 (1.00) 14.2 +37.5 (1.00) 40.0 -7.5 (0.69) -10.7 (0.00) -10.6 (0.00) +17.5 (1.00)
cs05 CRUD 28.3 +25.6 (0.95) 23.7 +30.9 (1.00) 102.5 +62.2 (1.00) 29.5 +39.1 (0.96) 21.5 +27.4 (1.00) 125.0 +83.8 (1.00) -3.8 (0.38) +10.1 (0.88) -18.0 (0.12)
cs06 RULE 8.9 +5.4 (0.88) 5.2 +8.5 (0.98) 13.0 +0.0 (0.50) 8.9 +11.8 (1.00) 5.0 +15.5 (0.98) 13.0 +0.0 (0.50) -0.0 (0.55) +3.0 (0.55) +0.0 (0.50)
cs07 FLOW 22.4 +27.6 (1.00) 20.2 +24.2 (0.90) 86.9 +9.0 (0.90) 20.7 +70.3 (1.00) 19.6 +73.9 (1.00) 86.5 +15.5 (1.00) +8.5 (1.00) +3.4 (0.86) +0.4 (0.61)
cs08 CRUD 16.1 +59.7 (1.00) 16.8 +55.0 (1.00) 66.5 +71.5 (0.99) 16.4 +16.0 (1.00) 17.3 +21.8 (1.00) 66.5 +8.4 (1.00) -2.0 (0.25) -2.7 (0.25) +0.0 (0.50)
cs09 FLOW 15.8 +3.9 (0.85) 12.1 +8.0 (0.79) 35.4 +1.1 (0.83) 16.0 +7.9 (1.00) 11.9 +16.0 (1.00) 35.0 +3.2 (0.77) -1.1 (0.82) +1.9 (0.86) +1.2 (0.86)
cs10 RULE 10.3 +11.0 (0.93) 5.0 +7.6 (0.96) 5.0 +0.0 (0.50) 11.1 +67.2 (1.00) 4.0 +57.2 (1.00) 5.0 +0.0 (0.50) -7.7 (0.33) +25.7 (1.00) +0.0 (0.50)
cs11 RULE 17.4 +8.5 (0.77) 14.6 +10.6 (0.99) 49.0 +4.5 (0.85) 13.5 +48.4 (0.95) 10.1 +53.5 (1.00) 49.0 +8.6 (0.90) +28.8 (1.00) +45.2 (1.00) +0.0 (0.50)
cs12 QUERY 14.2 +15.1 (0.99) 12.1 +35.1 (1.00) 60.0 +7.0 (1.00) 13.3 +34.0 (1.00) 9.9 +66.6 (1.00) 60.0 +14.3 (1.00) +7.0 (0.88) +22.3 (0.96) +0.0 (0.50)
cs13 STATE 27.0 +9.8 (0.96) 26.8 +12.0 (0.92) 37.1 +1.5 (0.72) 21.4 +9.2 (1.00) 27.4 +41.4 (1.00) 37.0 +0.0 (0.50) +26.5 (1.00) -2.0 (0.29) +0.4 (0.57)
cs14 QUERY 17.4 +19.8 (1.00) 31.1 +29.0 (1.00) 77.5 +14.6 (0.91) 17.2 +20.4 (1.00) 30.8 +35.0 (1.00) 86.5 +32.7 (1.00) +1.3 (1.00) +1.2 (0.75) -10.4 (0.19)
cs15 STATE 17.8 +12.1 (0.82) 18.5 +16.7 (0.82) 35.2 +4.5 (0.78) 9.6 +32.6 (0.95) 6.9 +10.3 (0.92) 34.0 +1.8 (0.69) +84.4 (1.00) +168.1 (1.00) +3.7 (0.75)
cs16 CRUD 23.1 +38.1 (1.00) 21.7 +43.6 (1.00) 48.2 +6.1 (0.96) 20.6 +44.1 (1.00) 20.4 +61.0 (1.00) 48.5 +8.5 (0.99) +12.1 (1.00) +6.5 (0.79) -0.7 (0.33)
cs17 QUERY 22.1 +40.2 (1.00) 16.3 +44.2 (1.00) 70.5 +15.7 (1.00) 20.3 +38.0 (1.00) 14.6 +49.3 (1.00) 70.0 +7.7 (1.00) +9.1 (1.00) +11.9 (1.00) +0.7 (0.75)
cs18 FLOW 8.2 +18.7 (1.00) 9.6 +49.7 (1.00) 78.0 +10.5 (0.83) 8.2 +40.7 (1.00) 8.8 +158.4 (1.00) 78.0 +29.5 (1.00) -0.1 (0.48) +9.7 (0.96) +0.0 (0.50)
cs19 STATE 14.3 +33.0 (1.00) 9.4 +36.0 (1.00) 72.0 +12.7 (0.95) 14.0 +45.2 (1.00) 9.2 +55.1 (1.00) 72.0 +13.9 (1.00) +2.3 (0.78) +2.0 (0.67) +0.0 (0.50)
cs20 CRUD 32.4 +48.4 (1.00) 30.1 +58.0 (1.00) 47.7 +33.1 (0.92) 31.3 +64.5 (1.00) 29.1 +75.4 (1.00) 49.5 +13.6 (1.00) +3.6 (0.83) +3.5 (0.67) -3.7 (0.00)
cs21 CRUD 12.9 +24.5 (1.00) 11.1 +26.3 (1.00) 52.0 +8.8 (0.90) 11.5 +39.5 (1.00) 9.7 +55.1 (1.00) 52.0 +9.4 (1.00) +12.2 (1.00) +14.2 (1.00) +0.0 (0.50)
cs22 CRUD 18.0 +10.4 (1.00) 9.2 +9.9 (0.89) 59.0 +3.8 (0.71) 15.1 +9.6 (1.00) 4.1 +0.9 (0.54) 59.2 +1.3 (0.74) +18.9 (1.00) +121.5 (1.00) -0.3 (0.40)
cs23 RULE 13.4 +30.7 (1.00) 9.8 +46.5 (1.00) 221.0 +99.6 (1.00) 8.1 +86.7 (1.00) 4.0 +41.3 (0.68) 191.5 +43.9 (1.00) +64.1 (1.00) +144.3 (1.00) +15.4 (0.88)
cs24 FLOW 16.8 +60.9 (1.00) 15.9 +41.6 (1.00) 121.6 +30.5 (1.00) 16.0 +70.8 (1.00) 15.9 +76.8 (1.00) 123.7 +36.9 (1.00) +4.6 (0.47) +0.0 (0.47) -1.7 (0.03)
cs25 FLOW 13.1 +31.2 (1.00) 14.9 +50.4 (1.00) 73.0 +19.3 (1.00) 13.2 +34.9 (1.00) 15.0 +58.2 (1.00) 73.0 +16.2 (1.00) -0.6 (0.67) -0.8 (0.56) +0.0 (0.50)
cs26 CRUD 17.4 +35.7 (1.00) 16.8 +30.8 (0.94) 132.1 +23.7 (1.00) 15.1 +68.6 (1.00) 14.8 +79.9 (1.00) 141.7 +41.2 (1.00) +14.9 (0.90) +13.4 (1.00) -6.7 (0.10)
cs27 CRUD 28.7 +30.0 (1.00) 20.1 +40.4 (1.00) 74.2 +7.5 (0.87) 28.0 +48.6 (1.00) 19.7 +59.1 (1.00) 74.5 +18.9 (0.95) +2.6 (0.80) +2.2 (0.60) -0.4 (0.35)
cs28 RULE 29.3 +27.1 (1.00) 27.4 +26.5 (1.00) 107.0 +120.0 (1.00) 18.9 +57.8 (1.00) 15.7 +58.4 (1.00) 85.6 +26.4 (1.00) +55.2 (1.00) +75.0 (1.00) +25.0 (1.00)
cs29 FLOW 2.6 +9.9 (0.93) 5.5 +43.0 (0.96) 48.5 +13.9 (1.00) 2.9 +30.0 (1.00) 5.7 +35.0 (1.00) 50.2 +14.0 (1.00) -7.4 (0.00) -2.5 (0.31) -3.5 (0.06)
cs30 RULE 12.6 +45.3 (0.72) 12.8 +2.4 (0.69) 70.0 +1.4 (0.71) 9.2 +76.9 (1.00) 7.7 +45.4 (1.00) 70.0 +5.9 (1.00) +36.7 (0.56) +66.7 (1.00) +0.0 (0.50)
cs31 RULE 12.3 +28.3 (1.00) 10.3 +25.5 (1.00) 94.0 +29.8 (1.00) 11.7 +35.4 (1.00) 9.7 +29.9 (1.00) 94.7 +9.8 (0.97) +5.6 (0.90) +6.6 (1.00) -0.7 (0.33)
cs32 FLOW 17.1 +82.0 (1.00) 13.4 +80.9 (1.00) 136.5 +60.8 (1.00) 16.7 +122.5 (1.00) 13.4 +139.6 (1.00) 135.8 +69.5 (1.00) +2.2 (0.70) -0.2 (0.50) +0.5 (0.80)
cs33 FLOW 12.8 +32.2 (1.00) 9.3 +48.5 (1.00) 152.7 +45.3 (1.00) 12.4 +34.7 (1.00) 7.9 +47.9 (1.00) 153.0 +25.0 (0.99) +2.7 (0.92) +17.3 (1.00) -0.2 (0.54)
cs34 RULE 11.4 +16.7 (1.00) 7.5 +17.0 (1.00) 84.6 +9.3 (1.00) 10.2 +19.6 (1.00) 6.7 +22.8 (1.00) 83.3 +8.9 (1.00) +12.1 (1.00) +11.9 (1.00) +1.5 (0.77)
cs35 RULE 12.9 +27.8 (1.00) 9.2 +31.1 (1.00) 141.0 +26.7 (1.00) 13.7 +57.8 (1.00) 9.1 +66.9 (1.00) 170.3 +59.7 (1.00) -5.6 (0.33) +1.1 (0.67) -17.2 (0.00)
cs36 FLOW 20.6 +74.5 (1.00) 31.8 +72.0 (1.00) 268.0 +107.6 (1.00) 16.5 +121.0 (1.00) 22.9 +145.5 (1.00) 256.5 +123.4 (1.00) +24.8 (1.00) +38.8 (1.00) +4.5 (1.00)
cs37 CRUD 14.5 +59.1 (1.00) 10.5 +56.6 (1.00) 287.0 +174.2 (1.00) 12.6 +87.5 (1.00) 8.8 +93.5 (1.00) 300.0 +89.3 (1.00) +15.0 (1.00) +19.0 (1.00) -4.3 (0.25)
cs38 RULE 23.1 +23.5 (0.97) 19.6 +31.3 (1.00) 149.0 +47.5 (1.00) 22.9 +59.2 (1.00) 18.1 +65.2 (1.00) 178.0 +79.2 (1.00) +0.9 (0.50) +8.0 (1.00) -16.3 (0.25)
cs39 STATE 12.1 +51.3 (1.00) 6.2 +73.4 (1.00) 127.5 +32.3 (1.00) 11.8 +61.2 (1.00) 6.0 +89.8 (1.00) 129.0 +46.8 (1.00) +2.3 (1.00) +3.4 (1.00) -1.2 (0.38)
cs40 STATE 19.3 +52.9 (1.00) 13.3 +68.6 (1.00) 129.2 +29.2 (1.00) 19.3 +105.2 (1.00) 13.4 +150.5 (1.00) 131.3 +49.4 (1.00) +0.1 (0.58) -1.0 (0.42) -1.6 (0.25)

Mean 17.0 +29.4 (1.0) 15.7 +33.4 (1.0) 88.0 +30.1 (0.9) 15.5 +47.0 (1.0) 13.8 +56.0 (1.0) 89.2 +25.8 (0.9) +11.1 (0.7) +22.0 (0.8) +0.1 (0.5)

#(10%, 20%] 25 18 25 15
#(20%, 100%] 11 10 8 7

that Line% is more than 20% on 11 case studies. In term of Critical
Line%, SM EvoMaster achieved more than 10% line coverage on
28 (i.e., 18 + 10) out of 40 case studies, and Critical Line% is more
than 20% on 10 case studies. For Base, EvoMaster with 10-hours
search budget, it can cover on average 15.5% (up to 31.3%) Line%
and 13.8% (up to 47.2%) Critical Line%, and identify on average 89.2
(up to 300.0) potential faults on 40 case studies.

By comparing results obtained by 10-hours and 1-hour search
budgets, for SM, the improvement achieved by 10-hours is signifi-
cant with more 29% positive relative improvement (i.e., +29.4% for
Line%, +33.4% for Critical Line% and +30.1% for #Detected Faults)
and high ˆ𝐴12 (i.e., 1.0 for Line% and Critical Line%, and 0.9 for #De-
tected Faults) for all three metrics. For Base, compared to 1-hour,
the improvements using 10-hours are significant (i.e., relative im-
provements are +47.0% for Line%, +56.0% for Critical Line% and
+25.8% for #Detected Faults; and ˆ𝐴12 are 1.0 for Line% and Critical
Line%, and 0.9 for #Detected Faults). Besides, we compared SM
with 10-hours and Base with 10-hours. SM EvoMaster achieved
overall better performance for line coverage related metrics com-
pared to Base with 10-hours budget configuration, i.e., relative
improvements for Line% and Critical Line% are +11.1% and +22.0%
respectively, and ˆ𝐴12 for Line% and Critical Line% are 0.7 and 0.8
respectively. However, in terms of detected faults, we still do not
observe improvements obtained by SM EvoMaster.

Comparing results of Table 5 (i.e., SM 1h vs. Base 1h) and Table 6
(SM 10h vs. Base 10h), we found that relative improvements for

line coverage achieved by SM vs. Base are reduced (i.e., +26.9% vs.
+11.1% for Line%, 40.9% vs. 22.0% for Critical Line%), while ˆ𝐴12 for
line coverage remains the similar (i.e., 0.8 vs. 0.7 for Line%, 0.8 vs. 0.8
for Critical Line%). As more budget is allocated to EvoMaster, the
extent of relative improvements attributed to EETests might depend
on how effectively the lines covered by EETests can be covered
by Base EvoMaster. However, EvoMaster with SM continues to
maintain a higher probability of outperforming Base as indicated
by the results of ˆ𝐴12.
RQ4: On 40 enterprise case studies, EvoMaster with 10-hours
search budget obtained consistently and significantly better results
compared to 1-hour. Compared to Base 10h, EvoMaster with SM
configuration still obtain better overall performance. EvoMaster
with SM and 10-hours search budget is capable of generating system-
level tests that can cover on average 17.0% (up to 32.4%) line coverage,
15.7% (up to 47.4%) line coverage for critical code, and 88.0 (up to
287.0) potential faults. In addition, SMEvoMaster is effective at
covering more than 10% line coverage on 90% (and more than 20%
on 27.5%) case studies and cover more than 10% critical line on 70%
(and more than 20% on 25%) case studies. This demonstrates the
effectiveness of EvoMaster on enterprise case studies.
5.3 Threats To Validity
Conclusion validity: As EvoMaster is a SBSE fuzzer, we fol-
lowed the guidelines in [14] about repeating each configuration
of our experiments multiple times (e.g., at least 10 times for SM
1h and Base 1h, and at least 2 times for SM 10h and Base 10h), in
order to reduce the negative impact of randomness on the results.
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Figure 6: Plot of EvoMaster Fitness
(y-axis is Covered Testing Targets)
throughout 10-hours search budget
at every 5% (x-axis) for cs03, cs06,
cs18 and cs29

To draw sound conclusions, we analyzed results using statistical
methods, such as Spearman correlation for correlation analysis,
Mann–Whitney U test and Vargha-Delaney effect size for compari-
son analysis; Construct validity: All experiments were deployed
on the same enterprise testing pipeline at Meituan; Internal va-
lidity: EvoMaster is an open-source fuzzer that can be used by
anyone who are interested in. As proprietary enterprise APIs, it is
not possible to provide these case studies as part of a replication
package. However, we provide raw data with removed confiden-
tial info for verifying our analyses, i.e., re-generating tables and
figures reported in the paper with analysis scripts [7]; External
validity: We conducted our experiment on 40 enterprise RPC APIs
at Meituan (consisting of 5.6 million lines of code for their business
logic) covering a broad range of size of enterprise Web APIs, e.g.,
ranging from 132 to 2,315 for Class files existing in an API, and
ranging from 8,597 to 797,913 lines of code for an API.
5.4 Lessons Learned
5.4.1 Identified Bottleneck. SM EvoMaster with 10h had limited
performance on four case studies, i.e., cs03, cs06, cs18, and cs29
(Table 6). On these four case studies, we further plot the perfor-
mance of SM EvoMaster based on Testing Targets [11, 12] (an
aggregated score of all fitness metrics EvoMaster optimizes for)
For cs03, we found that there is no improvement in EvoMaster
fitness starting from 15% used budget (Figure 6a), and this result
also explains the equivalent performance achieved by 10-hours
of SM and 1-hour of SM (Table 6). Such results on cs03 revealed
that EvoMaster equipped with current techniques (e.g., testability
transformation [17] and adaptive mutation [46]) can at maximum
solve around 7% lines of code of cs03, and more search budgets (e.g.,
more than 1-hour) likely would not lead to better results. We also
observed convergence where it occurs at 65% of used budgets on
cs06 (Figure 6b). For these two case studies, in order to cover fur-
ther lines of code, new techniques (e.g., more advanced white-box
heuristics) are needed to improve the fuzzing.

To investigate what the bottlenecks are, we analyzed the two
case studies with our industrial partner. For cs03, we found that
most of the business logic of this RPC API is mainly triggered by
consuming Message Queue (MQ), implemented with an in-house
modified version of Kafka [4]. An example is shown as follows:

1 @MKafkaListener(topics = "topic", groupId = "group")

2 public void listen(String message) {

3 // consume MQ

4 }

All the exposed RPC functions (i.e., 7 as shown in Table 1) are used
to query info related only to a small amount of code.

On cs06, the core business logic are enabled by scheduled tasks
using in-house developed framework, e.g., an example as:

1 @ScheduledTasks(task.id)

2 public void taskExecute(Long A ,Long B){

3 // perform the scheduled task

4 }

For cs03 and cs06, the current EvoMaster by modifying RPC call
and mock objects for dependent services cannot access the core
implementation, which explains the worse results. After these find-
ings, our industrial partner systematically checked all these 40 RPC
APIs and found that there exist in total 273 functions developed as
MQ consumers and 421 functions defined as scheduled tasks. Thus,
supporting these two features would probably further improve the
effectiveness of EvoMaster on enterprise APIs.
Summary: Message Queue and Scheduled Task commonly exist
in large distributed enterprise microservices. To better test these
services, there is the need for new solutions for facilitating auto-
matically identifying if such techniques have been employed in
the service under test, and further enable testing for such scenarios.
In addition, in large enterprises they might use in-house develop
libraries/frameworks. Thus, the proposed solutions should be cus-
tomizable and extensible.
For cs18 and cs29, the performance tends to improve with the

passage of time, but still it is interesting to investigate if the perfor-
mance can be more efficient. Therefore, we took a look into cs18
and cs29 with our industrial partner in more details. For cs18, we
found that the logic of the RPC API is complex, performing various
calculations by relying on multiple data sources, e.g., an example:

1 public Dto assess(Request request){

2 Response r1 = ExternalService.get(request);

3 Result r2 = queryComputingRules(request); // 1 Table

4 Result r3 = queryInfoForFoo(request) //Redis , 3 Tables

5 Result r4 = queryInfoForBar(request) // 2 Tables

6 ComputedResult result = compute(r1,r2,r3,r4);

7 // process bussiness logic based on the computed result

8 }

To carry out the computation at line 6, it requires to perform an
external API call (line 2), load rules2 for the computation (line 3)
and query multiple related data from Redis and SQL databases
(lines 4 and 5). If any of such data is not valid, line 6 cannot be
reached. Different data and rules would also result in different
execution flows, e.g., loaded computing rules r2 directly impacts
the computed result at line 6.
Summary: Enterprise APIs heavily rely on data which can be
from various sources, e.g., external services, Redis and databases.
EvoMaster can manipulate external services and SQL databases if
they are specified in seeded tests, but it is unsure whether the seeded
tests define all direct connected external services and databases. It
first requires an automated solution to identify what kind of sources
exist, and then enable preparation of the data. However, as the
enterprise services can be complex, how to prepare required and
varied data in a cost-effective manner is also an important challenge
to address.

2an example of a rule, e.g., {"id":1,"name":"ruleA","pass":30.0,"target":10.0,
"weight":10.0,"orderType":1,"valueType":2}. The rule defines: if the given
value is a type of 2 and the request is a type of 1 and the value is between 10.0 and
10.0+30.0, it scores 1 × 10/100. How to use the rule depends on compute at line 6.
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For cs29, this RPC API is responsible for dispatching tasks. Before
starting to dispatch a task, it needs first to query data from various
sources, and then carry out a restrict pre-validation to ensure if
the dispatching can be performed. Then, this case faces a similar
problem as cs18. Besides, to satisfy diverse business requirements,
there might exist different strategies to handle tasks (e.g., a new
version might be released to a small subset of users at the beginning,
referred as Gray release), and which strategy to use can be managed
by remote configurations, e.g., an example:

1 Map configValue = configClient.get(API_ID);

2 if(! isConfigInGrayState(configValue))
3 return null;

Whether the task can be further processed totally depends on the
loaded configurations (see line 1). Without editing the configura-
tion, it is not feasible to access other strategies. To support such
cases, EvoMaster needs to have a solution to identify such remote
configurations and modify them. In addition, as such configuration
manages the business logic and might globally impact the microser-
vices, to maintain consistency of business logic within a test, it is
better to manipulate the configurations before executing each test.
Summary: In a large-scale enterprise microservices, business logic
of a Web API can be managed remotely by configurations. In an
industrial context, a fuzzer would need the capability of identifying
such configurations and facilitating manipulating them properly
during the testing. Besides, it might need to design test criteria spe-
cific to coverage of such configurations, for better covering business
logic.

5.4.2 Application of EvoMaster. Regarding search budget config-
uration in an industrial setting, based on pair comparison results
achieved by 10 hours and 1 hour, we found that that results with
10-hours are significantly better than 1 hours, consistently on both
configurations of Base and SM. In Table 6, we also found that there
exist 7 case studies which SM 10h achieved more than 50% relative
improvements of Line% compared to SM 1h, i.e., +82.0% for cs32
(Flow), +74.5% for cs36 (Flow), +60.9% for cs24 (Flow), +59.7% for
cs08 (CRUD), +59.1% for cs37 (CRUD), +52.9% for cs04 (STATE),
and +51.3% for cs39 (STATE). 5 out of 7 case studies are relatively
complex types, i.e., either FLOW or STATE type, except cs08 and
cs37 (CRUD). For cs08, because SM 1h underperformed as seeded
EETests take most of search budget while covering only little code,
the improvement made by 10-hours might be further enlarged. For
cs37 , it might relate to its size, i.e., the fourth most #Files (see Ta-
ble 1). This can also be observed in the results of comparing Base
10h and 1h, i.e., EvoMaster likely obtained more improvements
on relatively complex case studies.
Summary: Considering the complexity of the enterprise services,
we recommend fuzzing enterprise APIs with EvoMaster for longer
time, such as 10 hours. Larger budgets likely result in better results.
For SM EvoMaster, the quality of seeded tests (i.e., EETests)

may have a strong impact on results achieved by EvoMaster.
As discussed with the industrial partner, we found that there is
no optimization phase in their current practice. For instance, the
problem revealed in cs08 is due to lots of redundant tests generated
by Record & Replay. With EvoMaster, it can optimize such tests
by archive-based populations management [11], i.e., removing tests
that cannot contribute to covering new testing targets. In addition,
industrial partner would bemore interested in tests that can identify

code that EETests do not currently cover. Thus, it would be useful
to have a separate file for those tests. But, currently EvoMaster
generates too many tests, and it is difficult for the test engineers to
identify the most useful tests for them. To better use the generated
tests, it would be useful to design some strategies to output a small
set of tests, e.g., the tests that are most likely important to users
based on EETests or critical code. Hence, such tests can be moved
to EETests, and users can also create new ones by modifying them.

Summary: EvoMaster can help to optimize andmaintain existing
enterprise tests. In addition, tests generated by EvoMaster also
need to be optimized from industrial perspectives for industrial
practitioners in order to better use them.
It is a clear advantage that EvoMaster can identify new faults.

Comparing SM and Base, there is no much different between these
two configurations. However, our industrial partner stated that
many faults are due to a lack of input validations in terms of null/-
format check. This type of faults are less important, because most
of APIs at back-end are not used directly by customers (i.e., external
users), and it is rare that other APIs inside the microservice archi-
tecture give inputs which have format errors or NULL. Thus, such
faults might have low priority to be fixed, but identifying the faults
are time-consuming. For instance, SM EvoMaster with 10-hours
identified 88.0 × 40 = 3520 faults on average. It is impractical for
them to check all those faults in a reasonable amount of time. Then,
it is possible that critical faults might be revealed in the tests, but
be ignored. To better use the tests generated by EvoMaster, it
needs to have strategy to distinguish faults. For example, as faults
existing in the implementation for input validation might be less
important, then we can categorize them into a separate test suite
file, to emphasize other faults which might be more critical.
Summary: EvoMaster on both configurations (i.e., Base and SM)
demonstrates its advantage of identifying potential faults. How-
ever, with current fault identification strategy, EvoMaster outputs
many not so important faults, which makes it hard for industrial
practitioners to find potential critical ones among all those found
faults. There is an urgent need to have a prioritization strategy to
help checking the identified potential faults.

6 CONCLUSIONS
Microservices pose lots of testing challenges. In this paper, we
carried out a large-scale empirical study for investigating how the
challenges have been tackled by EvoMaster (a state-of-the-art
academic prototype) on 40 enterprise RPC APIs that are parts of
a large e-commerce microservices (i.e., more than 1,000 services
in the back-end) at Meituan. Results show that seeding existing
enterprise tests and using mocking can help a search-based fuzzer
such as EvoMaster to improve performance significantly in terms
of line coverage, but not fault detection. EvoMaster with the best
configuration is effective at covering more than 10% line coverage
on 90% of the case studies and more than 20% line coverage on
27.5% of the case studies. It achieved on average 17% (up to 32.4%)
line coverage, identifying 3520 potential faults. To further improve
the performance and better fuzz enterprise APIs, a set of problems
commonly existing in enterprise APIs need to be addressed by the
academic community, e.g., support the handling of Message Queue
and Scheduled Tasks.
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