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Abstract—Testing RESTful APIs which today are considered
as backbone of the Internet is of great importance. The aim
of this project is to effectively perform white-box testing of
RESTful APIs by using search-based methods. We first conducted
a systematic literature review to analyze the current state-of-the-
art work on testing of RESTful APIs and summarize research
challenges in this area. This could lead us further to the next steps
which are enabling white-box heuristics for testing .NET REST
APIs, conducting parameter tuning on search-based REST API
testing approaches and analyzing different search algorithms for
white-box test generation of REST APIs.

Index Terms—REST API, testing, test case generation, fuzzing,
white-box testing, SBST

I. INTRODUCTION

RESTful APIs [1] are frequently chosen for developing the
backends for web and enterprise applications, especially in
microservice architectures [2]. They are not only utilized by
numerous businesses (e.g., Twitter1 and LinkedIn2) for their
backends, but also widely available online and offer a wide
range of functionalities.

Many approaches for generating test cases for RESTful
APIs have emerged in recent years [3]–[8]. These approaches
can be divided into black-box and white-box categories. Un-
like black-box, white-box strategies make use of the API’s
source code to produce test cases that aim at maximizing
code coverage while attempting to reduce the amount of effort
required from the users [9].

In this PhD project, we are going to enhance white-box
testing of RESTful APIs by taking advantage of search-based
algorithms. The idea behind Search-Based Software Testing
(SBST) is to cast software testing problems into optimization
problems that can be solved by the aid of a search algo-
rithm [10], [11]. By applying this approach, the process of
software testing can be automated which is less expensive and
more effective than manual testing.

As a first step in our research, we conducted a systematic
literature review on 92 research articles in the domain of
RESTful API testing [12]. This helped us to review the current
state-of-the-art, discover research gaps that we can fill, and
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identify challenges to be solved in testing RESTful APIs.
For example, we found out that 72% of the studies were
focusing on black-box testing. This shows that less attention
has been paid to white-box testing in this context. Another
finding was that Having more REST case studies is mentioned
in almost one-seventh of the papers as an open challenge to
be addressed in the future. Improving white-box heuristics was
also mentioned by 4 papers which is significant by considering
the few amount of papers focusing on white-box testing (i.e.,
15 papers). White-box testing aims at examining all code
paths, which could lead to higher code coverage. Additionally,
this approach allows for insights into the code structure,
facilitating code optimization efforts [13].

II. BACKGROUND

Before explaining the objective of this research, we are
going to shed some light on relevant terms in this area.

A. Software Testing

Software testing is a process or a series of processes, de-
signed to make sure computer code does what it was designed
to do and that it does not do anything unintended [14].
Not having proper tests for software could not only cost
a huge amount of loss, but also could be life threatening.
Following Tesla’s most recent update on October 2021, Tesla
started getting complaints from consumers that their cars had
mistakenly detected threats of forward collision, triggering the
automated emergency braking (AEB) system and bringing the
car to an abrupt stop [15]. The issue was found to be caused
by a bug in the Full-Self Driving beta software which made
this company to recall about 12,000 vehicles. This shows that
applications can fail due to software defects, which can also
damage businesses’ reputations and incur millions of dollars
to rectify.

Black-box testing concentrates on functionality and external
behavior, while white-box testing examines the software’s
internal logic and code. Black-box testing treats the program
as a “black box”, while white-box testing looks “inside the
box”. Both techniques can be helpful for assessing the quality
of software. There is not any universal strategy and both black-
box and white-box and each has its own merits and drawbacks.
However, white-box testing makes it possible to thoroughly
cover the internal logic, paths, and structure of the software
being tested. A higher level of code coverage can be achieved



since testers can observe the code and make sure that all
branches, conditions, and statements are tested.

B. Search-Based Software Testing

Search-Based Software Testing (or SBST) refers to the
automation or partial automation of a testing task, such as
the automatic production of test data, using a meta-heuristic
optimal search technique, such as a Genetic Algorithm [16]. In
other words, Search-Based Software Testing is where biology
meets software testing. The idea is to cast software testing
problems into optimization problems that can be solved by
the aid of a search algorithm. By applying this approach, the
process of software testing can be automated which is less
expensive and more effective than manual testing.

C. REST APIs

An API (Application Programming Interface) serves as
a way of communication between two or more computer
programs [17]. Many modern APIs are following REST which
stands for Representational State Transfer. REST is an archi-
tectural style which was introduced by Fielding in 2000 [1].
It is not a protocol, as it only defines a set of guidelines for
designing APIs for accessing and manipulating resources using
HTTP protocol over the network. HTTP (Hypertext Transfer
Protocol) is an application-layer protocol for hypermedia in-
formation systems that are distributed and collaborative over
a computer network [18].

III. OBJECTIVES OF THE RESEARCH PROJECT

The purpose of this PhD study is to enhance the effective-
ness of white-box testing for RESTful APIs using evolutionary
techniques. Instead of starting from scratch, to bootstrap our
research work, the prototypes for our novel techniques will
be integrated into EVOMASTER [4]. To the best of our
knowledge, EVOMASTER is the only open-source fuzzer for
automatically generating test cases for RESTful APIs that
supports both black-box and white-box testing.

To achieve our goal, in this PhD, we aim at answering the
following research questions:

• What are the existing challenges in testing REST APIs?
• How to best carry out automated white-box testing for

REST APIs?
• What is the impact of parameter tuning on the outcome

of automated test generation of REST APIs?
• How do different search algorithms tackle the problem of

automated test generation for REST APIs?

IV. METHODS

In this section, the different stages of our research is mapped
out. The first stage is to conduct a systematic literature review
on RESTful APIs testing. This could help us to understand
the start-of-the art work and identify problems to solve. In
addition, to better allow white-box testing of REST APIs, one
step of our research would be enabling white-box heuristics
for APIs developed with .NET framework as to the best of our
knowledge, there is no such capability by existing automated

testing tools. Moreover, to improve the performance of SBST
techniques, we will investigate the impact of tuning the param-
eters of an existing SBST tool, namely EVOMASTER, on the
effectiveness of automated white-box testing. The study will be
performed by replicating the previous studies done by our team
with the most recent stable version of the EVOMASTER and
re-running experiments with a larger number of case studies
and different parameter settings. Last but not least, we intend
to conduct an empirical study on different search algorithms
which could support for generating test cases for RESTful
APIs and identify potential improvements over them.

A. Systematic Literature Review

We conducted a systematic literature review [12] to discover
the latest progress in the field of RESTful API testing. There
were no related work in this area that could represent the
current state of the art, especially by taking the recent dramatic
increase of research activities in this field from 2017 onward
into consideration. We only found one short similar survey
on the testing of RESTful APIs [19], published in 2022. That
survey was only based on 16 articles and addressing a limited
number of research questions (i.e., just four). We aimed at
conducting a survey on a much larger number of papers and
tried our best not to miss any relevant paper. In order to find all
relevant papers, we opted seven widely used databases in the
field of software engineering and performed an initial search
along with backward and forward snowballing that resulted
in including 92 papers. In addition, we also had a much
larger number of research questions. We defined 12 research
questions from four perspectives which include Publication
status, Existing approaches, Available Tools and Addressed
and Open Challenges.

B. Automated White-Box Test Generation for .NET APIs

To the best of our knowledge, none of the existing white-
box testing tools are supporting APIs developed with .NET
Framework which is mostly written in C# language. This
issue was also witnessed in the systematic literature review we
conducted. In order to enable its white-box testing, we needed
to be able to do instrumentation for collecting search-based
software testing (SBST) heuristics, such as the branch distance
and code coverage [20]. Thus, the proposed approach [21] is
combined with a .NET bytecode instrumentation technique, al-
lowing the gathering of heuristics at runtime while conducting
the search process. Furthermore, to be more effective to guide
search for generating high coverage test cases, we employed
testability transformations [22] by using method replacements
for collecting branch distance.

The instrumentation is achieved using the Mono.Cecil3

library, enabling the analysis and modification of CIL code.
This approach specifically works with DLL-based .NET li-
braries, requiring instrumentation to be done after source
code compilation rather than at runtime. The implementation
involves a .NET Core console application, in which the main

3https://www.mono-project.com/docs/tools+libraries/libraries/Mono.Cecil/



method takes the SUT path as input, performs instrumentation,
and saves the modified file at the designated location.

The proposed approach was implemented on top of EVO-
MASTER as a driver. The amount of modification to the core
of EVOMASTER was insignificant as this tool is designed
in a way that the core functionalities of the test generation
performed by the search algorithm is carried out in a separate
module.

Through experiments conducted on three .NET RESTful
APIs, we observed that our approach outperforms a grey-
box random testing technique in two of the experiments,
demonstrating significantly better performance. However, in
one case study involving a database, our approach did not
surpass random testing. While EVOMASTER has the capability
to handle SQL and calculate heuristics for SQL queries [23],
we did not implement this technique in our bytecode instru-
mentation as it would require significant engineering effort due
to its complexity. However, this could be a potential area for
future improvement and development. Additionally, analyzing
the code coverage achieved by the generated tests, we found
that our approach effectively handles numerical and string-
related branches, achieving line coverage ranging from 67%
to 98% across multiple repetitions in two of the case studies.

C. Replicating Studies and Parameter Tuning

This part of the research aims at investigating the impacts
of parameter tuning on improving existing SBST of REST
APIs and studying the validity and replicability of existing
published studies.

As discovered in the findings of our systematic literature
review, having more REST case studies was one of the most
common open challenges mentioned by the research papers.
In this replication study, we will replicate a selection of five
previous white-box testing studies conducted by our team
with the latest version of EVOMASTER on a larger number
of case studies (i.e., 15 APIs) from EMB4 [24] which is
a repository containing a collection of open source REST
APIs for relevant scientific research. The selected studies were
conducted against older versions of the EMB which means
they were evaluated with lower number of case-studies (e.g.,
5). But we are in the process of replicating all of them with a
much higher number and exactly the same case-studies to get
a better understanding of their performance.

In addition, we will experiment more parameter settings of
the search algorithm (e.g., Probability of Random Sampling).
The findings of [25] substantiate the significant influence
of parameter tuning on the performance of algorithms, and
caution against the serious risk of overfitting in parameter
tuning, which can undermine the generalizability of empirical
analyses in Search-Based Software Engineering (SBSE). The
aim of the planned parameter tuning is to find out if the
performance of the test generation for the replicated studies
can be improved by modifying the parameter settings of the
algorithms and provide more insights to both researchers and

4http://github.com/EMResearch/EMB

practitioners on selecting the parameters in the context of
SBST of REST APIs.

D. Examining Different Search-Based Algorithms

EVOMASTER takes advantage of Many Independent Ob-
jective (MIO) [26] which is a population-based evolutionary
algorithm designed to deal with white-box system testing prob-
lem for automating test suite generation. However, according
to the “No Free Lunch” theorem [27], there is no universally
superior optimization algorithm for all types of problems. In
essence, there is no single best algorithm that can outperform
others across all problem domains, emphasizing the need to
carefully choose or design algorithms based on the specific
problem at hand.

In this stage of our research, we plan to implement
other search algorithms (e.g., Imperialistic Competitive Algo-
rithm [28] and Particle Swarm Optimization [29]) and integrate
them into EVOMASTER’s core. The idea is to study how the
test generation is performing when different algorithms are
utilized and to discover if any improvement is achieved.

A related work in this area is an empirical evaluation
of 13 different search algorithms and 2 random approaches
for unit testing using EvoSuite5 [30]. Results of the evalu-
ation demonstrate that the choice of algorithm can have a
considerable impact on the performance of whole test suite
optimization. However, in this stage of our work, we are going
to investigate the impact of different search algorithms on the
performance of system-level test generation for REST APIs
using EVOMASTER.

E. Evaluation

To evaluate the effectiveness of our research (Subsec-
tions IV-B, IV-C and IV-D), we conduct experiments on
REST APIs from EMB repository and also industrial APIs
as case studies [31], [32]. To assess the performance of our
techniques, we use two different metrics. The first one is Line
Coverage which indicates the amount of lines in the system-
under-test being covered by the testing tool. The second one
is Found Faults which shows the number of faults detected
in the system-under-test during the automated testing. The
experiment results will be analyzed by taking advantage of
statistical methods [33], [34].

V. CURRENT STATUS

We have already written and submitted two research papers
to disseminate the results of the accomplished steps of the
project so far (i.e., Subsection IV-A and Subsection IV-B).
The systematic literature review covering Subsection IV-A
is currently under major revision in an international journal.
However its initial version is also published on arXiv [12].
The second paper which is titled as “.NET/C# Instrumentation
for Search-Based Software Testing” [21] is accepted to be
published in Software Quality Journal 6.

5https://www.evosuite.org/
6https://www.springer.com/journal/11219



Moreover, I have co-authored two additional papers. The
first paper [35], published in the Software Quality Journal,
reports on the experiences of building EVOMASTER since
2017. It discusses the simplification of experiment execution,
as well as the collection and automated analysis of results.
The second paper [24], presented at ICST 2023, introduces
the EMB repository which I have also contributed to its
development.

At the moment, the third step in the project which is
replicating studies and parameter tuning (i.e., Subsection IV-C)
is being conducted. Coming up, more research papers will be
published to spread the achievements of the remaining steps
of the project. The tentative date of thesis defense is expected
to be mid 2025.
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