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Abstract
Misinformation and disinformation spread rapidly on social media, threatening public
discourse, democratic processes, and social cohesion. One promising strategy to
address these challenges is to evaluate the trustworthiness of entire domains (source
websites) as a proxy for content credibility. This approach demands methods that are
both scalable and data-driven. However, current solutions such as NewsGuard and
Media Bias/Fact Check (MBFC) rely on expert assessments, cover only a limited number
of domains, and some (e.g., NewsGuard) require paid subscriptions. These constraints
limit their usefulness for large-scale research. This study introduces a machine-
learning-based system designed to assess the quality and trustworthiness of websites.
We propose a data-driven approach that leverages a large dataset of expert-rated
domains to predict credibility scores for previously unseen domains using domain-
level features. Our supervised regression model achieves moderate performance
on test data and high performance on independent datasets, highlighting its
ability to generalize to unseen domains. Using feature importance analysis, we found
that PageRank-based features provided the greatest reduction in prediction error,
suggesting that link-based indicators play a central role in domain trustworthiness.
The solution’s scalable design accommodates the continuously evolving nature of
online content, ensuring that evaluations remain timely and relevant. The framework
enables continuous assessment of thousands of domains with minimal manual
effort. This capability allows stakeholders (social media platforms, media monitoring
organizations, content moderators, and researchers) to allocate resources more
efficiently, prioritize verification efforts, and reduce exposure to questionable sources.

Keywords: Domain trustworthiness assessment; Fact-checking algorithms;
Misinformation and disinformation mitigation; Machine learning for credibility
analysis

1 Introduction
The rapid spread of misinformation and disinformation on social media threatens pub-
lic discourse, policymaking, and societal integrity [1]. Fact-checking individual posts is

© The Author(s) 2026. Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which
permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit
to the original author(s) and the source, provide a link to the Creative Commons licence, and indicate if changes were made. The
images or other third party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise
in a credit line to the material. If material is not included in the article’s Creative Commons licence and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain permission directly from the copyright
holder. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

https://doi.org/10.1140/epjds/s13688-026-00628-3
https://crossmark.crossref.org/dialog/?doi=10.1140/epjds/s13688-026-00628-3&domain=pdf
mailto:kkadkhodamohammad001@dundee.ac.uk
mailto:kkadkhodamohammad001@dundee.ac.uk
http://creativecommons.org/licenses/by/4.0/


Kadkhoda Mohammadmosaferi et al. EPJ Data Science           (2026) 15:34 Page 2 of 24

labor-intensive and unsustainable on a large scale. Therefore, assessing the quality of do-
mains shared on social media offers a more practical and scalable alternative. Domains
consistently producing reliable content differ substantially from those disseminating mis-
information. Evaluating domain trustworthiness can help users recognize potential bi-
ases, which aids their interpretation of content. At the same time, this approach assists
platforms and fact-checking organizations in prioritizing verification efforts, developing
content-moderation strategies, and reducing exposure to low-quality information.

Current domain rating services, such as NewsGuard [2] and Media Bias/Fact Check
(MBFC) [3], primarily depend on expert reviews and systematic analyses, which have
proved valuable for scientific research [4–6]. However, these services cover a limited num-
ber of domains. As of September 2022, NewsGuard had evaluated only 8178 domains
[7]. Additionally, their paid subscription models limit their applicability for large-scale re-
search and automated content-moderation settings.

Despite these limitations, expert-based ratings have supported extensive academic re-
search. NewsGuard data have been used to demonstrate increasing reliance on unreliable
sources among U.S. politicians, highlighting substantial partisan differences [8]. Another
study revealed that user engagement with unreliable sources primarily reflects personal bi-
ases rather than algorithmic issues [9]. Similarly, patterns of misinformation consumption
across Europe indicate persistent engagement with unreliable domains [10]. During the
Coronavirus Disease 2019 (COVID-19) pandemic, MBFC ratings helped identify highly
polarized misinformation-sharing behaviors on social media, confirming the global rele-
vance of domain-level trustworthiness evaluations [11].

These studies collectively emphasize the critical importance of scalable methods for do-
main quality assessment. An automated approach capable of evaluating and assigning re-
liability scores to a wide range of domains would considerably enhance misinformation
research, policy interventions, and content moderation practices.

To address this need, we propose a scalable solution that leverages a comprehensive
dataset of 11,520 domains compiled by Lin et al. [7]. This dataset merges expert ratings
from multiple credible sources, including NewsGuard [2], MBFC [3], Ad Fontes Media
[12], crowdsourced judgments of news source quality [13], the Iffy Index [14], and Lasser et
al. [8]. Moreover, Lin et al. [7] applied advanced imputation techniques to address missing
data, thereby improving the dataset’s completeness.

Building upon this dataset, our method utilizes machine learning and domain analytics
to dynamically evaluate website trustworthiness. We extract various informative domain
features, such as PageRank, Domain Authority, and Spam Score, to characterize relia-
bility. By employing a LightGBM (Light Gradient Boosting Machine) regression model,
we achieved a mean absolute error of 0.11 when predicting expert-based trustworthiness
ratings for previously unseen domains. This result demonstrates moderate accuracy and
practical applicability. Furthermore, our feature analysis revealed that PageRank-based
measures provided the largest reduction in prediction error, highlighting the central role
of link-based indicators in domain trustworthiness. In particular, the metrics from Open
PageRank [15], an initiative that indexes billions of web pages via the Common Crawl cor-
pus, demonstrated strong predictive performance.

The rest of this paper is organized as follows: Sect. 2 provides a review of the existing
research related to our work. Section 3 describes the methods we used, including how
we collected data, extracted features, and built our models. Section 4 shows our results,
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explaining the main findings and how well the solution performed. Lastly, Sect. 5 discusses
these findings in more detail, addresses limitations, and suggests possible next steps.

2 Background
Early research on detecting online misinformation focused on analyzing individual news
items or social media posts [16, 17]. Many studies used machine learning techniques to
classify news articles or posts as true or false by examining textual attributes, writing styles,
and patterns of social media sharing. Surveys of online misinformation have noted that
misleading stories tend to use exaggerated or dramatic language, sensational or attention-
grabbing headlines, and specific or unusual diffusion patterns. While these content-level
approaches can effectively identify false content in small settings, examining each article or
post separately is computationally expensive and time-consuming, especially with millions
of posts appearing daily. As a result, there is growing interest in broader domain-level
methods of assessing credibility.

A promising way to address scalability issues is to evaluate credibility at the domain level,
based on the assumption that a news source’s overall reliability reflects the trustworthiness
of its content. Services like NewsGuard, Media Bias/Fact Check (MBFC), and Ad Fontes
Media provide expert-based ratings for entire domains, focusing on accuracy and bias.
While these expert-curated lists are useful, they cover only a small portion of active news
sites. To expand coverage, some researchers combined several lists into a single “wisdom
of experts” set [7]. However, even this unified list does not solve the fundamental challenge
of labeling the many domains that remain unrated. This gap motivates automated methods
that can estimate credibility at scale.

To tackle this gap, several researchers have developed techniques for evaluating the
credibility of news domains. One approach uses factual consistency as a proxy for trust-
worthiness. For example, Dong et al. introduced a Knowledge-Based Trust method that
evaluates a website by extracting numerous factual claims from its pages and checking
them against a knowledge base [18]. They found that sites publishing fewer false state-
ments receive higher trust scores, demonstrating that internal content signals can com-
plement external link metrics. Another line of research trains machine learning models
with diverse features to predict the reliability of news outlets. Baly et al. built a domain-
level classifier that combines multiple signals: the writing style of articles, metadata from
Wikipedia and Twitter, the domain’s URL structure, and web-traffic statistics [19]. This
model, trained on a large set of labeled news sites, achieved higher accuracy than methods
using any single type of feature. The authors emphasized that profiling sources in this way
can serve as a prior for fact-checking systems. Subsequent work has extended this multi-
faceted approach. For example, Panayotov et al. introduced GREENER, a graph neural
network model that represents news outlets as nodes in a graph based on audience over-
lap. By learning from this audience network and combining it with text and social features,
their model improved factuality and bias predictions beyond text-only approaches [20].

Building on domain-level evaluation, recent studies have explored specific contexts and
emerging threats. Lepird et al. introduced a framework with a Non-Credibility Score
(NCS) based on how often a site’s content is shared on Facebook relative to mainstream
news outlets [21]. This score ranges from 0 to 1 and helps detect politically biased “pink
slime” sites that pose as local news outlets [21]. Their work applies network analysis of
social media sharing patterns to discover new hyper-partisan sites. In another example,
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Chen and Freire developed a system to proactively surface new fake news domains by
mining real-time Twitter data [22]. Their method constructs a graph linking domains
that are shared by similar groups of users, and then applies a topic-agnostic classifier to
prioritize the most suspicious sites. This approach identifies emerging misinformation
sources before they appear on existing watchlists, and it includes an interface to help fact-
checkers investigate the flagged domains [22]. A related study by Sehgal et al. analyzed
how misinformation sites hyperlink to each other [23]. By building domain-level hyper-
link and social-media networks, they found that misinformation domains interlink with
each other far more than with trustworthy sites. Their classifier, trained on these link pat-
terns and Twitter engagement data, highlighted clusters of interconnected misinformation
peddlers [23].

A separate direction focuses on technical attributes of websites rather than their content
or social media signals. De Mendonça et al. presented a credibility assessment model for
Brazilian news domains that purposely avoids analyzing article text [24]. Instead, it relies
solely on domain and infrastructural signals such as domain age, Domain Name System
(DNS) records, server locations, and Secure Sockets Layer (SSL)/Transport Layer Security
(TLS) certificate details. By using these publicly available indicators, they demonstrated
that non-content signals can help distinguish reliable sites from unreliable ones. How-
ever, they found that domain geolocation features were less useful: both credible and non-
credible news sites often share the same hosting providers, so location data was not effec-
tive for determining reliability. Similarly, Hounsel et al. explored using infrastructure-level
features like domain registration details, TLS/SSL certificate characteristics, and hosting
configurations [25]. They argued that such signals are valuable because they are available
even before any content is published, enabling early identification of suspicious domains.
In a pilot deployment, Hounsel and colleagues’ classifier successfully discovered previ-
ously unreported disinformation websites [25].

Researchers have also developed content-agnostic detection systems that look at web
traffic patterns and site behaviors. Papadopoulos et al. introduced Fake News Detection-
as-a-Service (FNDaaS), a system that uses features like DNS record changes, domain age,
page structure, and page loading patterns without examining the actual news content [26].
Similarly, Chalkiadakis et al. analyzed the lifecycle and traffic patterns of 283 fake-news
websites and built a content-agnostic classifier [27]. They observed that fake-news sites
often have short life spans and synchronized periods of activity, insights that can inform
detection strategies [27].

Recently, Pereira et al. proposed a graph-based detection framework that leverages real
browser traffic data [28]. They observed that existing domain classifiers often perform well
on benchmark datasets but lose precision by up to an order of magnitude when deployed
on live web traffic. To address this, the authors constructed a graph of user navigational
patterns between websites and extracted traffic-based features to train a classifier [28].
Notably, the authors describe their classifier as a first-stage filter that surfaces suspicious
domains for human review, rather than a final verdict on misinformation.

Despite these advances, current methods still face practical barriers. Many approaches
require rich data or complex features that are expensive to obtain and maintain. For ex-
ample, Baly et al. relied on multi-source information, which is costly to gather [19]. Lepird
et al. noted that their NCS method depends on large-scale social media data, which can
be difficult to access due to platform restrictions [21]. Similarly, systems like Chen and
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Freire’s Twitter-based discovery tool [22] need real-time social media feeds that may not
always be available. Some techniques rely on knowledge bases or technical metadata that
do not exist for every site, for instance, a factual consistency approach like Dong et al.’s
assumes a comprehensive database of truths [18]. Models built on very complex feature
sets (combining content, network, and metadata signals) can also be resource-intensive
to compute and update. Additionally, methods that use aggregated browser logs (such as
Pereira et al.’s traffic-based classifier [28]) depend on data that may not be accessible to
most researchers.

Another major challenge is that misinformation websites adapt quickly, which can un-
dermine detection efforts. Many untrustworthy sites share infrastructure with legitimate
ones; therefore, signals like domain geolocation provide little distinction [24]. These sites
can also change their domain names, go dormant and then reappear, or frequently shift
their hosting setups. As a result, classifiers trained on past data may struggle to recog-
nize new or evolving misinformation sites. Researchers have documented the ephemeral
nature of fake news domains [27] and noted that the performance of domain classifiers
often drops sharply when moving from controlled test datasets to real-world web traffic
[28]. This underscores the need for approaches that can continuously adapt to the fast-
changing landscape of online misinformation.

Given these challenges, simple, scalable signals are needed that can flag suspicious do-
mains quickly without relying on expensive or hard-to-obtain data. Our work aims to
address this need by building a domain-level credibility model that uses only link-based
metrics, such as PageRank, domain authority, and backlink counts, which are obtainable
from public or low-cost sources. Because these metrics are readily available and inexpen-
sive, and because practically all domains have link data, our system can efficiently evaluate
tens of thousands of sites. Importantly, domain quality is not static: web signals and site
behavior change over time. Unlike fixed expert lists, our approach supports continuous
tracking of changes in a domain’s reliability. We stress that our system is not intended to
deliver final judgments about misinformation. Instead, it functions as a warning signal, a
first-pass filter to help fact-checkers and platforms prioritize which domains to scrutinize
more closely. This role is analogous to the “prior” described in the work of Baly et al. [19]
and to the early-alert mechanism in Chen and Freire’s system [22]. By narrowing the field
to a manageable set of high-risk sites, our approach enables human reviewers to focus
their efforts where they are most needed. Ultimately, any domain flagged by our model
should undergo human verification and deeper content analysis before being labeled as a
misinformation source. In this way, our method complements existing content-level and
social network-level techniques, offering a scalable new tool to combat the rapidly evolv-
ing landscape of online misinformation.

3 Methodology
Evaluating the credibility of online domains requires a structured, data-driven workflow.
Figure 1 illustrates our five-step process: (a) Data Preparation, (b) Data Splitting, (c) Model
Training, (d) Performance Evaluation, and (e) New Domain Credibility Assessment. In (a)
Data Preparation, ground-truth data are gathered and domain-specific features are ex-
tracted. This ensures the model is trained on reliable indicators of trustworthiness. Next,
in (b) Data Splitting, the dataset is divided into training and test sets, allowing for ro-
bust validation. During (c) Model Training, hyperparameter optimization is performed
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Figure 1 Workflow of the proposed trustworthiness assessment approach. (a) Data Preparation: This step
involves collecting ground-truth data and extracting domain-specific features. (b) Data Splitting: The dataset
is divided into training and test sets. (c) Model Training: A model is optimized and trained to predict domain
credibility. (d) Performance Evaluation: The trained model is assessed to ensure accuracy and reliability.
(e) New Domain Credibility Assessment: When a new domain requires evaluation, its features are extracted
and processed using the trained model to estimate its trustworthiness score

to maximize predictive accuracy. In (d) Performance Evaluation, the model’s reliability is
rigorously tested. Finally, in (e) New Domain Credibility Assessment, features from newly
encountered domains are fed into the trained model to generate a trustworthiness score.

3.1 Data collection
We based our study on the dataset compiled by Lin et al. [7], which aggregates do-
main quality ratings from six expert sources. Because these sources vary in coverage and
methodology, discrepancies exist among their domain ratings. To address missing values
and ensure data consistency, Lin et al. [7] applied multiple imputation methods and then
conducted a principal component analysis. The analysis showed that the first principal
component explained about 68% of the variance in the dataset.

Originally, the dataset included 11,520 domains, each assigned a quality rating between
0 and 1. Scores closer to 1 indicate higher trustworthiness, whereas those near 0 indicate
lower trustworthiness. To include only active, valid websites, we sent automated Hypertext
Transfer Protocol (HTTP) requests to each domain and retained only those that returned
an HTTP 200 status code. This filtering step excluded inactive or non-existent sites. After
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Table 1 Overview of input and target variables in the dataset. Domain names were anonymized
using ‘###’

Domain Input Variables Target Variable

PageRank Decimal Domain Authority Spam Score . . . Trustworthiness

fr###.net 5.47 75 1 . . . 0.72
th###.com 5.04 54 3 . . . 0.22
cl###.news 3.53 36 5 . . . 0.07
. . . . . . . . . . . . . . . . . .

filtering, 9432 domains remained for analysis, each with a trustworthiness score from Lin
et al. [7].

3.2 Feature extraction
We extracted domain-specific features from two external services. The first, the Moz Ap-
plication Programming Interface (API), provides domain-level metrics including Domain
Authority and Spam Score [29]. Domain Authority estimates how well a domain is likely to
rank in search engine results based on its backlink profile, while Spam Score indicates the
likelihood that a domain is associated with spammy links. These metrics offer insights into
a domain’s visibility, reliability, and potential influence. Supplementary Table S1 presents
a comprehensive list of all 46 features obtained from Moz, along with their descriptions.

The second service, the Open PageRank API, supplied two additional reputation sig-
nals: PageRank Decimal and Rank [15]. Specifically, PageRank Decimal is a continuous
score reflecting a domain’s authority based on inbound links, while Rank denotes the do-
main’s position among all indexed websites (indicating its relative popularity). In total, we
gathered 48 features across both APIs.

3.3 Data splitting
Table 1 summarizes the input variables (e.g., PageRank Decimal, Domain Authority, Spam
Score) and the target variable (Trustworthiness), which ranges from 0 to 1. Figure 2 shows
that the target variable’s distribution is right-skewed: a small number of low scores are
present, and most values cluster around the mid-range. This imbalance makes it essential
to carefully manage the train/test split to ensure the model performs consistently across
different reliability levels.

To address this, we used stratified data partitioning. Because the target variable is con-
tinuous, we binned its values for stratification, adjusting the number of bins according to
the distribution of the data. This process helped maintain a similar overall distribution of
the target variable in both the training and test sets. After binning, we allocated 90% of
the data to training and 10% to testing. This ensured that the test set was representative,
which allowed for an unbiased assessment of the model’s generalization ability.

3.4 Model training
We selected Light Gradient Boosting Machine (LightGBM) [30] for its speed, efficiency,
and ability to model complex feature interactions. We framed the prediction problem as a
regression task, in which the model predicts a continuous trustworthiness score from the
extracted domain features. To optimize performance, we employed Optuna [31], a hyper-
parameter optimization framework. Optuna tested different hyperparameter configura-
tions over multiple trials, training a new LightGBM model in each trial and evaluating its
performance. This process continued until the best hyperparameters were identified.
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Figure 2 Histogram of the trustworthiness score distribution. The distribution is right-skewed, indicating that
lower values occur infrequently, while most observations are concentrated in the mid-range

Table 2 Performance of the Proposed Solution

Metric Value

Mean Absolute Error (MAE) 0.11
Root Mean Squared Error (RMSE) 0.15
R2 Score 0.46

3.5 Feature analysis
We analyzed the optimized LightGBM regression model to identify global feature impor-
tance using SHapley Additive exPlanations (SHAP) [32]. SHAP applies game theory to
assign each feature a Shapley value, quantifying that feature’s fair contribution to an indi-
vidual prediction [33]. Collectively, the sum of these Shapley values equals the difference
between a given instance’s prediction and the model’s average prediction. This sum offers
a clear, additive explanation of how the model’s output deviates from the norm [34]. Con-
sequently, SHAP values illustrate precisely how each feature impacts a prediction relative
to the dataset’s average outcome.

4 Results
4.1 Performance
We evaluated the proposed solution on the test dataset to assess its ability to predict do-
main trustworthiness. As shown in Table 2, the model’s performance metrics, including
mean absolute error (MAE), root mean squared error (RMSE), and coefficient of determi-
nation (R2), indicate that the model explains part of the variance in trustworthiness and
achieves moderate predictive accuracy.

4.2 Analysis
We further examined the model’s accuracy on the test set. Figure 3a shows a scatter plot
of each domain’s actual trustworthiness score versus its predicted score. Ideally, all points
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Figure 3 (a) Predictive accuracy assessment. A scatter plot of actual versus predicted values of
trustworthiness, with the identity line representing perfect predictions where actual and predicted values are
equal. (b) Residual analysis of model predictions. A histogram of residuals reveals a symmetrical distribution
centered around zero

would lie on the 45° identity line, indicating perfect agreement between predictions and
reality. Although most points do cluster near this line (indicating acceptable performance),
the model tends to slightly underestimate highly trustworthy domains and slightly overes-
timate domains with low trustworthiness. Nonetheless, the overall Mean Absolute Error
of 0.11 indicates a reasonable level of predictive accuracy.

Figure 3b shows a histogram of residuals, revealing a nearly symmetrical distribution
around zero (mean residual ≈ 0.002, skewness = –0.130) with a standard deviation of
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Figure 4 Predicted versus actual average trustworthiness by MBFC bias category. Each bubble plots the
category mean, and the bubble area is proportional to the number of domains in that category. The diagonal
line indicates perfect agreement

0.145. The residuals range from roughly –0.55 to +0.45, suggesting that while underesti-
mation or overestimation can occur, errors are not heavily skewed in one direction. The
near-zero mean and balanced spread around zero imply that the model does not consis-
tently favor overestimates or underestimates, which reinforces its overall reliability.

From a modeling perspective, achieving an R2 of 0.46 is scientifically meaningful. Most
importantly, the features we selected (e.g., PageRank and Domain Authority) correlate
with website trustworthiness, indicating that they help explain differences in trust lev-
els in a meaningful way. While explaining 46% of the variance might seem modest, it is
much better than random guessing and represents a meaningful step forward for a com-
plex topic such as website credibility. This moderate explanatory power confirms that our
chosen metrics are relevant. However, it also highlights that there is room to incorporate
additional features in future research. Our results suggest that domain-level metrics cap-
ture trustworthiness only partially. This observation aligns with findings from other stud-
ies, which also typically report moderate explanatory power when predicting outcomes
related to human judgment [35].

4.3 Bias-wise error analysis
To investigate whether prediction errors were systematically related to content bias, we
analyzed the model’s performance across source categories defined by Media Bias/Fact
Check (MBFC) [3]. MBFC classifies news sites by political leaning and factual reliability,
assigning labels such as Left, Right, Left-Center, Right-Center, and Least Biased, as well as
special designations like Pro-Science, Conspiracy/Pseudoscience, Questionable Source,
and Satire. According to MBFC’s framework, Least Biased and Pro-Science sources gen-
erally have the highest credibility, whereas Conspiracy/Pseudoscience and Questionable
sources are among the least reliable. Figure 4 illustrates a bubble chart of the average pre-
dicted trustworthiness versus the actual average trustworthiness for each bias category. In
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this chart, each bubble’s position reflects the relationship between the model’s prediction
and the ground truth for that category, and the bubble size is proportional to the number
of domains in the category. In an ideal scenario, all bubbles would lie on the 45° diagonal
line (indicating no error for any bias group). Deviations from this parity line reveal where
the model overestimates or underestimates trustworthiness for different bias groups.

Figure 4 shows that the model’s largest underestimation occurs for the Pro-Science cate-
gory. On average, Pro-Science domains (highly factual, science-based sources) have an ac-
tual trustworthiness of 0.875, but the model predicts only 0.694, a shortfall of about 0.181.
In other words, the most trustworthy sites (as identified by MBFC’s Pro-Science label) are
underestimated by the model. Conversely, the model’s most pronounced overestimation
is for Conspiracy/Pseudoscience domains: the model predicts an average trust score of
0.446 for this group, compared to a much lower actual mean of 0.300 (an over-prediction
by 0.146). This indicates that sources known for promoting conspiracies or pseudoscience
are given too much credit by the model relative to their true trustworthiness. Notably, the
model does recognize the overall credibility hierarchy to some extent, for example, it as-
signs higher scores to Pro-Science sites than to Conspiracy/Pseudoscience sites, aligning
with the fact that the former are inherently more reliable.

Other bias categories exhibit smaller yet consistent errors that align with this trend.
The model overestimates the trustworthiness of several biased or low-factuality groups
by a modest amount. For instance, domains labeled Questionable (politically extreme and
often poor in sourcing) have a mean actual score of 0.415, while the model predicts 0.470
(+0.055 higher than it should be). Similarly, the Satire category (deliberate humor or par-
ody) is predicted at 0.449 vs. an actual 0.408 (+0.041), and Left-biased sources are pre-
dicted 0.647 vs. actual 0.603 (+0.044). The Right-biased category shows a smaller over-
estimate (0.598 vs. 0.570, about +0.028). In contrast, the model slightly underestimates
several more moderate or highly factual groups. Least Biased news sites (centrist, with
minimal bias) have an actual average trustworthiness of 0.744, but the model underrates
them with an average prediction of 0.668 (≈0.076 low). A similar underprediction appears
for Left-Center (predicted 0.676 vs. actual 0.724, –0.048) and Right-Center sources (0.656
vs. 0.718, –0.062). These errors, while smaller in magnitude than those of Pro-Science or
Conspiracy sites, consistently suggest the model leans toward deflating scores for more
reliable sources and inflating scores for less reliable ones. Moreover, the Unknown group,
domains with no MBFC bias classification, shows virtually zero error (the model’s mean
prediction is 0.528 vs. an actual mean of 0.524, a difference of only +0.004).

This bias-wise breakdown provides insight into the model’s errors and complements the
aggregate performance metrics like MAE and R2 reported earlier. The overall Mean Abso-
lute Error of 0.11 and R2 of 0.46 summarize the model’s average accuracy, but they do not
reveal which sources of error are most significant. By examining errors by bias category, we
uncover that a substantial portion of the remaining prediction error is not random noise
but arises from under-valuation of certain high-credibility sources and over-valuation of
low-credibility ones. In summary, the bias-wise error analysis (Fig. 4) adds an important
layer to our evaluation by pinpointing biases in the predictions. This deeper diagnosis goes
beyond the aggregate MAE and R2, helping ensure that our model’s credibility scoring is
not only accurate on average but also helping assess whether errors differ systematically
across MBFC bias categories and where additional calibration/features may be needed.
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Figure 5 SHAP beeswarm summary plot illustrating the global influence of the top 20 features in the
LightGBMmodel. Each dot represents an individual data point, positioned horizontally according to its SHAP
value, where positive values increase and negative values decrease the prediction. Features are sorted
vertically by mean absolute SHAP value, with the most impactful ones located at the top

4.4 Feature importance analysis
We assessed the global impact of features using a SHAP summary (beeswarm) plot. This
plot ranks the top 20 features by their mean absolute SHAP value, which clearly illustrates
each feature’s relative importance (Fig. 5). Examining specific features in this plot reveals
distinct patterns. For instance, the Rank feature shows a clear trend: low rank values (near
the top of the ranking) correspond to positive SHAP contributions on the right side of
the plot, whereas high rank values are associated with negative contributions on the left
side. Therefore, the model predicts higher trustworthiness scores for domains with better
(lower) rank positions and lower scores for domains with worse (higher) rank positions.

Additionally, the PageRank Decimal feature displays the opposite pattern. High PageR-
ank Decimal values correspond to positive SHAP contributions, thereby boosting the
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model’s predictions. By contrast, low PageRank Decimal values are associated with nega-
tive SHAP contributions, leading to lower predicted scores. Consequently, a higher PageR-
ank Decimal value positively influences the prediction, whereas a lower value has a nega-
tive influence.

Meanwhile, the Spam Score feature shows a straightforward negative association with
trustworthiness. High Spam Score values are almost exclusively associated with negative
SHAP values on the left side of the plot, indicating that a higher Spam Score consistently
lowers the model’s predicted trustworthiness score. In contrast, low Spam Score values
correspond to positive SHAP values, which elevate the model’s predictions.

4.5 Case study: external evaluation on MultiDis and EUvsDisinfo
To assess the generalizability of our domain-level model, we conducted an external eval-
uation on two independent datasets. The chosen datasets were MultiDis [36] and EUvs-
Disinfo [37], which provide ground-truth credibility labels for news content in different
contexts. By comparing the model’s predicted credibility scores to these ground-truth la-
bels, we assess whether domains assigned high scores by the model correspond to credi-
ble information and whether those with low scores correspond to disinformation in each
dataset. Because our model outputs a continuous credibility score rather than a fixed la-
bel, we assess its performance across the full range of classification thresholds using the
Receiver Operating Characteristic (ROC) curve. We then summarize this curve using the
Area Under the Curve (AUC), a single value between 0 and 1 that reflects how well the
model separates trustworthy domains from disinformation.

After preprocessing MultiDis (URL-level aggregation and removal of tie cases), we re-
tained 1903 unique articles, with 1260 labeled as credible information and 643 as disin-
formation. We applied our domain-level model to this dataset by assigning each article
the predicted credibility score of its domain. This allowed us to test the model’s generaliz-
ability beyond the original training data. When comparing these predictions to the known
labels, the model achieved an AUC of 0.972 on MultiDis, indicating very strong discrim-
ination between credible news and disinformation. As shown in Fig. 6a, the ROC curve
for MultiDis rises steeply toward the upper-left corner of the plot, far above the diagonal
chance line. In practical terms, this means the model can identify credible articles with a
very high true positive rate while keeping the false positive rate extremely low.

The Spearman’s rank correlation between the domain-predicted scores and the ground-
truth labels is ρ = 0.775, which is a strong positive correlation. In other words, do-
mains that our model scores highly generally correspond to credible content, whereas
low-scoring domains typically host disinformation. These results demonstrate that the
domain-based scores align well with actual content credibility in the MultiDis collection.

We further evaluated the model on the EUvsDisinfo dataset, which contains 18,249 en-
tries (after preprocessing and label normalization), with 7567 labeled as trustworthy and
10,682 labeled as disinformation. On this larger and more challenging dataset, the model
attained an AUC of 0.884 (Fig. 6b). Although this AUC is slightly lower than that for Mul-
tiDis, it is still very high, and the ROC curve lies well above the chance line, though not as
close to the top-left corner as in the previous case. This indicates that the model contin-
ues to distinguish disinformation from truthful content with good accuracy, though with a
bit more overlap between the two classes’ score distributions. Consistently, the model as-
signed higher predicted credibility scores on average to EUvsDisinfo’s trustworthy entries
than to its disinformation entries, illustrating a clear separation between the classes.
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Figure 6 (a) Performance of domain credibility scoring on the MultiDis dataset. Receiver Operating
Characteristic (ROC) curve for distinguishing credible vs. disinformation articles based on the source domain’s
predicted trustworthiness. (b) Performance of domain credibility scoring on the EUvsDisinfo dataset. ROC
curve for classifying articles as pro-Kremlin disinformation vs. trustworthy content using domain trust scores

The Spearman’s ρ on EUvsDisinfo is 0.656, indicating a moderately strong monotonic
relationship between the domain-based scores and the actual labels. In simpler terms, do-
mains that our model evaluates as highly credible generally correspond to trustworthy
information in this dataset, while those receiving low credibility scores tend to be sources
of disinformation. This performance demonstrates that our domain-level model general-
izes well to a different, real-world disinformation repository, successfully flagging likely
unreliable sources even in a much larger and varied dataset.
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Table 3 Performance of various machine learning algorithms in predicting domain trustworthiness

Metric LightGBM Random
Forest

Linear
Regression

K-Nearest Neighbors
Regression

Decision Tree
Regressor

MAE 0.114 0.115 0.129 0.120 0.122
RMSE 0.145 0.145 0.164 0.153 0.154
R2 Score 0.463 0.462 0.310 0.403 0.394

4.6 Performance of various machine learning algorithms
To assess the impact of model choice, we evaluated a range of machine learning algo-
rithms on the task of predicting domain trustworthiness. For a fair comparison, all mod-
els were trained on the same set of domain-level link-based features, ensuring that any
performance differences reflect each algorithm’s ability to exploit these signals. As shown
in Table 3, ensemble methods such as LightGBM and Random Forest exhibited the best
performance, achieving higher R2 scores than the other algorithms and thus explaining
more of the variance in trustworthiness. For example, a simple linear regression baseline
attained a much lower R2, highlighting the advantage of these ensemble methods in cap-
turing the complex patterns in the data.

5 Discussion and conclusions
One key insight from our work is that domain-level features are useful indicators of a news
source’s credibility. This approach helps combat online misinformation by focusing on the
source of the news rather than examining each piece of content individually. Many studies
suggest that the credibility of a source influences the reliability of its content [16, 38]. By
identifying low-credibility websites in advance, fact-checkers and automated systems can
concentrate on sources most likely to spread false or misleading information. This strat-
egy can save time and resources compared to verifying individual articles or claims one
by one. As summarized in Table 4, a variety of approaches have been proposed to detect
misinformation, each with its own scope and required data, operational considerations,
and benefits and limitations. This context highlights that while many sophisticated meth-
ods combine content analysis, social signals, or technical infrastructure cues, they often
struggle to scale due to heavy data requirements. By contrast, our domain-level model
relies on widely accessible link metrics, enabling efficient large-scale application.

Our results indicate that link-based metrics (such as those derived from PageRank) play
an important role in identifying trustworthy domains. Highly referenced websites often
provide more reliable content, whereas sites with fewer inbound links from reputable
sources tend to be less credible. Using free services like Open PageRank makes it easier to
conduct large-scale evaluations. This is helpful for research groups and social media plat-
forms that need to evaluate many domains regularly. Additionally, data from paid services
like Moz and other backlink tools can be important for maintaining acceptable perfor-
mance. These platforms provide valuable metrics, such as Domain Authority and Spam
Score, which improve accuracy and offer a clearer picture of a site’s overall trustworthi-
ness. By relying only on these link-based metrics, our framework avoids the extensive data
requirements and social media platform dependencies that have hindered some prior ap-
proaches. Note that our current implementation obtains link metrics through the Moz
and Open PageRank APIs, so it depends on the availability of these third-party services.
If access to these APIs becomes restricted, the same feature extraction and model train-



Kadkhoda Mohammadmosaferi et al. EPJ Data Science           (2026) 15:34 Page 16 of 24

Ta
bl

e
4

Co
m
pa

ra
tiv
e
Su
m
m
ar
y
of

M
is
in
fo
rm

at
io
n
D
et
ec
tio

n
M
et
ho

ds
an
d
Si
te

C
re
di
bi
lit
y
A
pp

ro
ac
he

s

A
pp

ro
ac
h
/
M
et
ho

d
Sc
op

e
an
d
Re
qu

ire
d
D
at
a

O
pe

ra
tio

na
lC
on

si
de

ra
tio

ns
Be
ne

fit
s
an
d
Li
m
ita
tio

ns

Co
nt
en

t-
le
ve
l

M
ac
hi
ne

le
ar
ni
ng

de
te
ct
io
n
[1
6,
17
]

O
pe

ra
te
s
at
th
e
le
ve
lo
fi
nd

iv
id
ua
ln
ew

s
ar
tic
le
s
or

cl
ai
m
s.
Re
qu

ire
s
th
e
fu
ll
te
xt
of

ea
ch

ite
m

(h
ea
dl
in
e

an
d
bo

dy
)w

ith
ex
tr
ac
te
d
lin
gu

is
tic

fe
at
ur
es
,a
lo
ng

w
ith

la
rg
e
la
be

le
d
da
ta
se
ts
fo
rm

od
el
tr
ai
ni
ng

.S
om

e
im

pl
em

en
ta
tio

ns
al
so

in
co
rp
or
at
e
so
ci
al

en
ga
ge

m
en

ts
ig
na
ls
as

ad
di
tio

na
li
np

ut
s.

Pr
oc
es
si
ng

is
co
m
pu

ta
tio

na
lly

in
te
ns
iv
e
be

ca
us
e
ea
ch

pi
ec
e
of

co
nt
en

ti
s
an
al
yz
ed

se
pa

ra
te
ly
.S
ca
lin
g
up

to
w
eb

-w
id
e
co
nt
en

tv
ol
um

es
re
qu

ire
s
co
m
pu

ta
tio

na
l

re
so
ur
ce
s
an
d
effi

ci
en

cy
op

tim
iz
at
io
ns
.

Be
ne

fit
s:
En

ab
le
s
fin

e-
gr
ai
ne

d
co
nt
en

ta
na
ly
si
s
by

ca
pt
ur
in
g

lin
gu

is
tic

cu
es

in
di
ca
tiv
e
of

m
is
in
fo
rm

at
io
n.

Li
m
ita
tio

ns
:O

ft
en

sp
ec
ifi
c
to

ce
rt
ai
n
do

m
ai
ns

or
la
ng

ua
ge

s,
an
d

he
av
ily

de
pe

nd
en

to
n
th
e
av
ai
la
bi
lit
y
of

la
be

le
d
tr
ai
ni
ng

da
ta
.

Ex
pe

rt
-c
ur
at
ed

do
m
ai
n
ra
tin

gs
[2
,3
,1
2]

Co
nd

uc
te
d
at
th
e
do

m
ai
n
(w
eb

si
te
)l
ev
el
.E
xp
er
t

re
vi
ew

er
s
ev
al
ua
te

si
te
s
ba

se
d
on

ed
ito

ria
lp
ra
ct
ic
es
,

ow
ne

rs
hi
p,
tr
an
sp
ar
en

cy
,a
nd

sa
m
pl
es

of
co
nt
en

t.
Re
su
lts

ar
e
ty
pi
ca
lly

co
m
pi
le
d
in
to

cr
ed

ib
ili
ty
lis
ts
or

da
ta
ba

se
s.

Th
is
ap

pr
oa
ch

is
la
bo

r-
in
te
ns
iv
e
an
d
do

es
no

ts
ca
le

ea
si
ly
.I
to

ft
en

re
lie
s
on

pr
op

rie
ta
ry
or

su
bs
cr
ip
tio

n-
ba

se
d
se
rv
ic
es

fo
ra
cc
es
s
to

th
e
ra
tin

gs
.

Co
ve
ra
ge

is
lim

ite
d
to

th
e
do

m
ai
ns

th
at
ha
ve

be
en

re
vi
ew

ed
(o
n
th
e
or
de

ro
fo

nl
y
a
fe
w
th
ou

sa
nd

si
te
s)
.

Be
ne

fit
s:
Pr
ov
id
es

hi
gh

ly
ac
cu
ra
te

an
d
co
nt
ex
t-
ric
h
ev
al
ua
tio

ns
w
ith

tr
an
sp
ar
en

tj
us
tifi

ca
tio

ns
.

Li
m
ita
tio

ns
:C
an
no

tk
ee
p
pa

ce
w
ith

th
e
co
ns
ta
nt

em
er
ge

nc
e
of

ne
w
w
eb

si
te
s,
le
av
in
g
m
an
y
do

m
ai
ns

un
ra
te
d.
So
m
e
ra
tin

g
pr
ov
id
er
s
re
qu

ire
pa

id
ac
ce
ss
,w

hi
ch

ca
n
re
st
ric
tu

se
in

la
rg
e-
sc
al
e
or

au
to
m
at
ed

se
tt
in
gs
.

W
is
do

m
-o
f-
ex
pe

rt
s

[7
]

A
do

m
ai
n-
le
ve
la
pp

ro
ac
h
th
at
ag
gr
eg

at
es

m
ul
tip

le
ex
pe

rt
-g
en

er
at
ed

lis
ts
of

si
te

cr
ed

ib
ili
ty
.I
tm

er
ge

s
ra
tin

gs
or

la
be

ls
fro

m
di
ffe

re
nt

ex
pe

rt
so
ur
ce
s
to

pr
od

uc
e
a
co
ns
en

su
s
sc
or
e
fo
re

ac
h
do

m
ai
n,

co
ve
rin

g
th
e
un

io
n
of

th
os
e
so
ur
ce
s.

Re
lie
s
en

tir
el
y
on

ex
is
tin

g
ex
pe

rt
da
ta
an
d
th
us

on
ly

in
cl
ud

es
si
te
s
pr
es
en

ti
n
th
e
so
ur
ce

lis
ts
.I
ti
s

co
m
pu

ta
tio

na
lly

lig
ht
w
ei
gh

tt
o
ap

pl
y,
bu

ta
ny

up
da
te

to
th
e
so
ur
ce

lis
ts
re
qu

ire
s
re
co
m
pu

tin
g
th
e

co
m
bi
ne

d
sc
or
es
.

Be
ne

fit
s:
Yi
el
ds

a
un

ifi
ed

cr
ed

ib
ili
ty
sc
or
e
th
at
fa
ci
lit
at
es

co
m
pa

ris
on

s
an
d
ge

ne
ra
lly

ex
te
nd

s
co
ve
ra
ge

be
yo
nd

an
y
si
ng

le
lis
t.

Li
m
ita
tio

ns
:P
ro
vi
de

s
no

in
fo
rm

at
io
n
fo
rd

om
ai
ns

th
at
ar
e
no

ti
n

th
e
in
pu

tl
is
ts
.

Kn
ow

le
dg

e-
ba

se
d

tr
us
te

st
im

at
io
n
[1
8]

D
om

ai
n-
le
ve
lm

et
ho

d
th
at
ex
tr
ac
ts
fa
ct
ua
lc
la
im

s
fro

m
w
eb

si
te

co
nt
en

ta
nd

ch
ec
ks

th
em

ag
ai
ns
ta

re
fe
re
nc
e
kn
ow

le
dg

e
ba

se
.D

et
er
m
in
in
g
si
te

cr
ed

ib
ili
ty
in
th
is
w
ay

re
qu

ire
s
la
rg
e-
sc
al
e
w
eb

cr
aw

lin
g
to

co
lle
ct
cl
ai
m
s
an
d
a
co
m
pr
eh

en
si
ve

kn
ow

le
dg

e
da
ta
ba

se
of

kn
ow

n
fa
ct
s.

D
ep

lo
yi
ng

th
is
ap

pr
oa
ch

is
co
m
pu

ta
tio

na
lly

de
m
an
di
ng

,g
iv
en

th
e
ne

ed
to

cr
aw

lm
an
y
pa

ge
s
an
d

pe
rf
or
m

in
fe
re
nc
e
ag
ai
ns
tt
he

kn
ow

le
dg

e
ba

se
.

M
ov
in
g
fro

m
re
se
ar
ch

pr
ot
ot
yp
es

to
w
eb

-w
id
e

de
pl
oy
m
en

tw
ou

ld
re
qu

ire
su
bs
ta
nt
ia
li
nf
ra
st
ru
ct
ur
e

in
ve
st
m
en

t.

Be
ne

fit
s:
A
ss
es
se
s
th
e
co
rr
ec
tn
es
s
of

co
nt
en

td
ire
ct
ly
(ra

th
er

th
an

re
ly
in
g
on

po
pu

la
rit
y
or

ot
he

rp
ro
xi
es
),
pr
ov
id
in
g
a

tr
ut
hf
ul
ne

ss
-o
rie
nt
ed

ev
al
ua
tio

n.
Li
m
ita
tio

ns
:N

ew
or

em
er
gi
ng

to
pi
cs

of
te
n
la
ck

en
tr
ie
s
in
th
e

re
fe
re
nc
e
da
ta
,a
nd

th
e
m
et
ho

d’
s
eff

ec
tiv
en

es
s
de

pe
nd

s
on

ha
vi
ng

an
ex
te
ns
iv
e
gr
ou

nd
-t
ru
th

re
po

si
to
ry
.



Kadkhoda Mohammadmosaferi et al. EPJ Data Science           (2026) 15:34 Page 17 of 24

Ta
bl

e
4

(C
on

tin
ue
d)

A
pp

ro
ac
h
/
M
et
ho

d
Sc
op

e
an
d
Re
qu

ire
d
D
at
a

O
pe

ra
tio

na
lC
on

si
de

ra
tio

ns
Be
ne

fit
s
an
d
Li
m
ita
tio

ns

M
ul
tif
ea
tu
re
ne

w
s

so
ur
ce

cl
as
si
fic
at
io
n

[1
9]

D
om

ai
n-
le
ve
la
pp

ro
ac
h
th
at
ut
ili
ze
s
a
w
id
e
ra
ng

e
of

fe
at
ur
es

fro
m

va
rio

us
so
ur
ce
s.
Th
es
e
in
cl
ud

e
th
e

w
rit
in
g
st
yl
e
an
d
lin
gu

is
tic

at
tr
ib
ut
es

of
co
nt
en

t,
m
et
ad
at
a
fro

m
W
ik
ip
ed

ia
,s
oc
ia
lm

ed
ia
m
et
ric
s
(e
.g
.,

Tw
itt
er
fo
llo
w
er
co
un

ts
or

en
ga
ge

m
en

t)
,t
he

st
ru
ct
ur
e
of

th
e
do

m
ai
n
na
m
e,
an
d
si
te

tr
affi

c
st
at
is
tic
s.

Re
qu

ire
s
in
te
gr
at
in
g
m
ul
tip

le
da
ta
so
ur
ce
s,
w
hi
ch

ca
n
be

ch
al
le
ng

in
g
if
so
m
e
in
fo
rm

at
io
n
is
m
is
si
ng

(s
m
al
lo
rn

ew
si
te
s
m
ig
ht

no
th

av
e
m
uc
h
da
ta

av
ai
la
bl
e)
.A
pp

ly
in
g
th
is
m
et
ho

d
in
vo
lv
es

sc
ra
pi
ng

co
nt
en

ta
nd

qu
er
yi
ng

se
ve
ra
lA

PI
s.
If
th
e
re
qu

is
ite

da
ta
ca
n
be

ob
ta
in
ed

,t
he

te
ch
ni
qu

e
ca
n
be

ap
pl
ie
d

to
th
ou

sa
nd

s
of

si
te
s,
th
ou

gh
da
ta
co
lle
ct
io
n
m
ay

be
co
m
e
a
bo

tt
le
ne

ck
.

Be
ne

fit
s:
By

co
m
bi
ni
ng

co
nt
en

t-
ba

se
d
fe
at
ur
es

w
ith

ne
tw

or
k

an
d
m
et
ad
at
a
fe
at
ur
es
,t
hi
s
m
od

el
ca
n
im

pr
ov
e
pr
ed

ic
tio

n
ac
cu
ra
cy

an
d
se
rv
e
as

a
us
ef
ul
in
iti
al
cr
ed

ib
ili
ty
es
tim

at
e.

Li
m
ita
tio

ns
:D

at
a
ga
th
er
in
g
ca
n
be

co
st
ly
an
d
tim

e-
co
ns
um

in
g,

an
d
th
e
ap

pr
oa
ch

de
pe

nd
s
on

th
ird

-p
ar
ty
se
rv
ic
es

(fo
ri
ns
ta
nc
e,

Tw
itt
er
or

w
eb

an
al
yt
ic
s
pl
at
fo
rm

s)
w
hi
ch

m
ay

im
po

se
ra
te

lim
its

or
ch
an
ge

ov
er
tim

e.

G
ra
ph

-b
as
ed

ne
w
s

so
ur
ce

pr
ofi

lin
g
[2
0]

A
do

m
ai
n-
le
ve
la
pp

ro
ac
h
th
at
bu

ild
s
a
gr
ap

h-
ba

se
d

re
pr
es
en

ta
tio

n
of

ne
w
s
so
ur
ce
s.
It
in
co
rp
or
at
es

au
di
en

ce
ov
er
la
p
m
et
ric
s,
si
te

pe
rf
or
m
an
ce

in
di
ca
to
rs
,t
ex
tu
al
co
nt
en

tf
ea
tu
re
s,
so
ci
al
m
ed

ia
si
gn

al
s
(fr
om

pl
at
fo
rm

s
lik
e
Tw

itt
er
,Y
ou

Tu
be

,
Fa
ce
bo

ok
),
an
d
de

sc
rip

tio
ns

fro
m

so
ur
ce
s
su
ch

as
W
ik
ip
ed

ia
.

Th
is
m
et
ho

d
de

pe
nd

s
on

se
ve
ra
ld
at
a
in
pu

ts
,s
om

e
of

w
hi
ch

ar
e
pr
op

rie
ta
ry
or

no
lo
ng

er
pu

bl
ic
ly

av
ai
la
bl
e.
Th

e
m
od

el
ty
pi
ca
lly

us
es

gr
ap

h
ne

ur
al

ne
tw

or
ks
,w

hi
ch

ar
e
co
m
pu

ta
tio

na
lly

in
te
ns
iv
e
to

tr
ai
n.
In
pr
ac
tic
e,
ov
er
al
lc
ov
er
ag
e
is
co
ns
tr
ai
ne

d
by

th
e
av
ai
la
bi
lit
y
of

al
lr
eq

ui
re
d
da
ta
fo
re
ac
h
do

m
ai
n.

Be
ne

fit
s:
In
te
gr
at
es

au
di
en

ce
ne

tw
or
k
pa

tt
er
ns

w
ith

co
nt
en

ta
nd

so
ci
al
fe
at
ur
es
,c
ap

tu
rin

g
co
m
m
un

ity
-le

ve
lr
el
at
io
ns
hi
ps

th
at

pu
re
co
nt
en

tm
od

el
s
m
ig
ht

m
is
s.
Th
is
ca
n
ou

tp
er
fo
rm

co
nt
en

t-
on

ly
m
od

el
s
in
id
en

tif
yi
ng

lo
w
-c
re
di
bi
lit
y
si
te
s.

Li
m
ita
tio

ns
:R
el
ie
s
on

da
ta
(s
uc
h
as

hi
st
or
ic
al
w
eb

tr
affi

c
st
at
is
tic
s)
th
at
m
ay

be
di
sc
on

tin
ue

d
or

lim
ite
d
in
sc
op

e.
Pr
ed

ic
tio

ns
fo
rv
er
y
sm

al
lo
rn

ew
si
te
s
ca
n
be

no
is
y,
an
d
th
e

co
m
pl
ex

m
od

el
ar
ch
ite
ct
ur
e
ca
n
m
ak
e
re
su
lts

di
ffi
cu
lt
to

in
te
rp
re
t.

So
ci
al
vi
ra
lit
y-
ba

se
d

ra
nk
in
g
[2
1]

D
om

ai
n-
le
ve
ls
co
rin

g
de

riv
ed

fro
m

th
e
pe

rf
or
m
an
ce

of
si
te
s
on

so
ci
al
m
ed

ia
,s
pe

ci
fic
al
ly
Fa
ce
bo

ok
.I
tu

se
s

m
et
ric
s
of

vi
ra
lit
y
fro

m
Fa
ce
bo

ok
po

st
s
th
at
co
nt
ai
n

th
e
do

m
ai
n’
s
U
RL
s,
su
ch

as
th
e
nu

m
be

ro
fl
ik
es
,t
he

co
un

to
fu

ni
qu

e
Fa
ce
bo

ok
pa

ge
s
sh
ar
in
g
th
e
do

m
ai
n,

an
d
po

st
in
g
fre

qu
en

cy
.

Re
qu

ire
s
da
ta
ac
ce
ss
th
ro
ug

h
pl
at
fo
rm

s
lik
e

C
ro
w
dT
an
gl
e
(o
ra

si
m
ila
rt
oo

l)
to

ga
th
er
Fa
ce
bo

ok
en

ga
ge

m
en

td
at
a,
w
hi
ch

ca
n
be

su
bj
ec
tt
o
pl
at
fo
rm

po
lic
y
ch
an
ge

s.
O
nc
e
th
e
da
ta
ha
ve

be
en

ob
ta
in
ed

,
ca
lc
ul
at
in
g
sc
or
es

is
st
ra
ig
ht
fo
rw

ar
d.
Co

ve
ra
ge

is
in
he

re
nt
ly
lim

ite
d
to

do
m
ai
ns

th
at
ap

pe
ar
in
th
e

so
ci
al
m
ed

ia
fe
ed

;h
ow

ev
er
,p
op

ul
ar
ne

w
m
is
in
fo
rm

at
io
n
si
te
s
ca
n
be

de
te
ct
ed

if
th
ey

qu
ic
kl
y

ga
in
tr
ac
tio

n
on

Fa
ce
bo

ok
.

Be
ne

fit
s:
Pr
od

uc
es

a
qu

an
tit
at
iv
e
ra
nk
in
g
th
at
ca
n
hi
gh

lig
ht

pr
ev
io
us
ly
un

kn
ow

n
lo
w
-c
re
di
bi
lit
y
(p
in
k
sl
im

e)
ne

w
s
si
te
s

ba
se
d
on

th
ei
ru

nu
su
al
sh
ar
in
g
pa

tt
er
ns
.R
efl
ec
ts
co
m
m
un

ity
co
-s
ha
rin

g
be

ha
vi
or

an
d
ha
s
de

m
on

st
ra
te
d
st
ro
ng

pe
rf
or
m
an
ce

in
id
en

tif
yi
ng

pr
ob

le
m
at
ic
so
ur
ce
s.

Li
m
ita
tio

ns
:O

nl
y
fla
gs

si
te
s
th
at
ac
hi
ev
e
si
gn

ifi
ca
nt

ci
rc
ul
at
io
n

on
Fa
ce
bo

ok
,s
o
it
m
ay

m
is
s
le
ss
w
id
el
y
sh
ar
ed

do
m
ai
ns
.

M
or
eo

ve
r,
ob

ta
in
in
g
la
rg
e-
sc
al
e,
re
al
-t
im

e
da
ta
is
di
ffi
cu
lt,

es
pe

ci
al
ly
as

C
ro
w
dT
an
gl
e
is
be

in
g
ph

as
ed

ou
t,
m
ak
in
g
th
e

ap
pr
oa
ch

ha
rd
er
to

us
e
op

er
at
io
na
lly
.



Kadkhoda Mohammadmosaferi et al. EPJ Data Science           (2026) 15:34 Page 18 of 24

Ta
bl

e
4

(C
on

tin
ue
d)

A
pp

ro
ac
h
/
M
et
ho

d
Sc
op

e
an
d
Re
qu

ire
d
D
at
a

O
pe

ra
tio

na
lC
on

si
de

ra
tio

ns
Be
ne

fit
s
an
d
Li
m
ita
tio

ns

Re
al
-t
im

e
so
ci
al
fe
ed

di
sc
ov
er
y
[2
2]

A
do

m
ai
n-
le
ve
lm

et
ho

d
fo
cu
se
d
on

pr
oa
ct
iv
el
y

fin
di
ng

ne
w
m
is
in
fo
rm

at
io
n
w
eb

si
te
s
th
ro
ug

h
Tw

itt
er
.I
tc
on

tin
uo

us
ly
m
on

ito
rs
a
st
re
am

of
tw

ee
ts

fo
rU

RL
s,
ex
tr
ac
tin

g
pa

ge
-le
ve
lf
ea
tu
re
s
fro

m
th
os
e

lin
ke
d
w
eb

si
te
s
(s
uc
h
as

H
yp
er
te
xt
M
ar
ku
p
La
ng

ua
ge

(H
TM

L)
la
yo
ut

an
d
st
yl
is
tic

el
em

en
ts
).

Th
is
ap

pr
oa
ch

re
qu

ire
s
su
st
ai
ne

d
ac
ce
ss
to

th
e

Tw
itt
er
st
re
am

in
g
A
PI
an
d
th
e
ab

ili
ty
to

cr
aw

lt
he

lin
ke
d
w
eb

pa
ge

s.
It
ca
n
sc
al
e
to

co
ve
re

ve
nt
s
or

to
pi
cs

by
fil
te
rin

g
th
e
tw

ee
ts
tr
ea
m

w
ith

ke
yw

or
ds
,

th
ou

gh
its

re
ac
h
is
lim

ite
d
by

th
e
ch
os
en

ke
yw

or
ds

an
d
w
ha
ti
s
sh
ar
ed

on
Tw

itt
er
.

Be
ne

fit
s:
En

ab
le
s
ea
rly

de
te
ct
io
n
of

em
er
gi
ng

m
is
in
fo
rm

at
io
n

do
m
ai
ns

by
le
ve
ra
gi
ng

re
al
-t
im

e
sh
ar
in
g
pa

tt
er
ns

an
d
pa

ge
pr
es
en

ta
tio

n
fe
at
ur
es
.I
tc
an

su
rf
ac
e
ne

w
si
te
s
at
th
ei
ro

ns
et

an
d

pr
ov
id
es

an
in
te
rf
ac
e
to

su
pp

or
ti
nv
es
tig

at
iv
e
an
al
ys
is
.

Li
m
ita
tio

ns
:I
ti
s
tie

d
sp
ec
ifi
ca
lly

to
Tw

itt
er
da
ta
,m

ea
ni
ng

it
w
ill

m
is
s
si
te
s
th
at
do

no
ta
pp

ea
ri
n
th
e
Tw

itt
er
st
re
am

.T
he

m
et
ho

d
re
qu

ire
s
se
le
ct
in
g
ap

pr
op

ria
te

se
ed

ke
yw

or
ds

an
d
co
nt
in
uo

us
ac
ce
ss
to

Tw
itt
er
’s
da
ta
,w

hi
ch

m
ay

be
su
bj
ec
tt
o
re
st
ric
tio

ns
.

M
ut
ua
lh
yp
er
lin
k

ne
tw

or
k
an
al
ys
is
[2
3]

D
om

ai
n-
le
ve
la
pp

ro
ac
h
th
at
in
ve
st
ig
at
es

th
e
ne

tw
or
k

of
hy
pe

rli
nk
s
am

on
g
w
eb

si
te
s.
St
ar
tin

g
fro

m
kn
ow

n
se
ts
of

m
is
in
fo
rm

at
io
n
an
d
re
pu

ta
bl
e
do

m
ai
ns
,i
t

co
ns
tr
uc
ts
a
gr
ap

h
of

in
te
rli
nk
in
g
by

cr
aw

lin
g

hy
pe

rli
nk
s
an
d
us
in
g
ba

ck
lin
k
A
PI
s.
Th
e
m
od

el
al
so

in
co
rp
or
at
es

so
ci
al
en

ga
ge

m
en

td
at
a
(e
.g
.,h

ow
of
te
n

do
m
ai
ns

ar
e
sh
ar
ed

on
Tw

itt
er
)a
nd

re
qu

ire
s
a
se
to

f
gr
ou

nd
-t
ru
th

la
be

ls
fo
rt
ra
in
in
g.

Bu
ild
in
g
an
d
an
al
yz
in
g
th
e
hy
pe

rli
nk

ne
tw

or
k
is

da
ta
-in

te
ns
iv
e
an
d
re
qu

ire
s
ex
te
ns
iv
e
w
eb

cr
aw

lin
g

or
ac
ce
ss
to

la
rg
e
lin
k
in
de

x
da
ta
ba

se
s.
Th
e

ap
pr
oa
ch
’s
eff

ec
tiv
en

es
s
de

pe
nd

s
on

th
e
av
ai
la
bi
lit
y

of
su
ffi
ci
en

tl
in
k
da
ta
an
d
so
ci
al
si
gn

al
s
fo
rt
he

do
m
ai
ns

in
qu

es
tio

n.

Be
ne

fit
s:
Re
ve
al
s
cl
us
te
rs
of

m
is
in
fo
rm

at
io
n
si
te
s
th
at
fre

qu
en

tly
lin
k
to

ea
ch

ot
he

r,
a
pa

tt
er
n
w
hi
ch

ca
n
be

pr
ed

ic
tiv
e
of

lo
w

cr
ed

ib
ili
ty
.I
nc
lu
si
on

of
Tw

itt
er
sh
ar
in
g
pa

tt
er
ns

fu
rt
he

ri
m
pr
ov
es

de
te
ct
io
n
by

hi
gh

lig
ht
in
g
co
m
m
on

ly
co
-s
ha
re
d
do

m
ai
ns
.

Li
m
ita
tio

ns
:D

ep
en

ds
on

ha
vi
ng

a
lis
to

fs
ee
d
m
is
in
fo
rm

at
io
n

do
m
ai
ns

to
st
ar
tt
he

cr
aw

la
nd

on
th
e
av
ai
la
bi
lit
y
of

so
ci
al
m
ed

ia
da
ta
fo
rl
in
k
re
la
tio

ns
hi
ps
.I
tm

ay
no

ti
de

nt
ify

en
tir
el
y
ne

w
m
is
in
fo
rm

at
io
n
si
te
s
th
at
la
ck

co
nn

ec
tio

ns
to

kn
ow

n
on

es
,a
nd

it
re
lie
s
on

Tw
itt
er
-d
er
iv
ed

si
gn

al
s
w
hi
ch

m
ay

no
tb

e
co
m
pr
eh

en
si
ve
.

D
om

ai
n
re
gi
st
ra
tio

n
an
d
ge

ol
oc
at
io
n

si
gn

al
s
[2
4]

A
do

m
ai
n-
le
ve
lc
la
ss
ifi
ca
tio

n
ap

pr
oa
ch

us
in
g
w
eb

si
te

re
gi
st
ra
tio

n
an
d
ho

st
in
g
at
tr
ib
ut
es
.I
tl
oo

ks
at
W
H
O
IS

(d
om

ai
n
re
gi
st
ra
tio

n
lo
ok
up

se
rv
ic
e)
an
d
D
om

ai
n

N
am

e
Sy
st
em

(D
N
S)
re
co
rd
s
(s
uc
h
as

re
gi
st
ra
ra
nd

A
ut
on

om
ou

s
Sy
st
em

N
um

be
r(
A
SN

)i
nf
or
m
at
io
n)
,

ch
ar
ac
te
ris
tic
s
of

do
m
ai
n
na
m
es

(e
.g
.,
us
e
of

un
us
ua
l

or
ne

w
ly
cr
ea
te
d
TL
D
s
(T
op

-L
ev
el
D
om

ai
ns
)),
TL
S/
SS
L

ce
rt
ifi
ca
te

de
ta
ils

(is
su
er

an
d
va
lid
ity

pe
rio

d)
,a
nd

se
rv
er
ge

ol
oc
at
io
n.
Th
is
m
et
ho

d
w
as

de
m
on

st
ra
te
d

on
a
da
ta
se
to

fw
eb

si
te
s
fro

m
Br
az
il,
us
in
g
th
os
e

sp
ec
ifi
c
re
gi
on

al
ex
am

pl
es

fo
re

va
lu
at
io
n.

G
at
he

rin
g
th
es
e
do

m
ai
n
at
tr
ib
ut
es

is
re
la
tiv
el
y
qu

ic
k

on
a
pe

r-
do

m
ai
n
ba

si
s,
as

it
m
ai
nl
y
in
vo
lv
es

lo
ok
up

s.
H
ow

ev
er
,t
he

ap
pr
oa
ch
’s
sc
al
ab

ili
ty
be

yo
nd

th
e

te
st
ed

22
2
si
te
s
re
m
ai
ns

un
pr
ov
en

in
la
rg
er
se
tt
in
gs
.

Be
ne

fit
s:
Ca

n
po

te
nt
ia
lly

fla
g
su
sp
ic
io
us

do
m
ai
ns

ev
en

be
fo
re

an
y
co
nt
en

ti
s
pu

bl
is
he

d,
by

sp
ot
tin

g
te
llt
al
e
pa

tt
er
ns

in
a
si
te
’s

in
fra

st
ru
ct
ur
e
an
d
re
gi
st
ra
tio

n
(fo

re
xa
m
pl
e,
do

m
ai
ns

w
ith

ve
ry

sh
or
tl
ife
sp
an
s
or

pr
iv
ac
y-
m
as
ke
d
ow

ne
rs
hi
p)
.S
uc
h
te
ch
ni
ca
l

si
gn

al
s
ca
n
di
ffe

re
nt
ia
te

ge
ne

ra
lly

re
lia
bl
e
so
ur
ce
s
fro

m
lik
el
y

m
is
in
fo
rm

at
io
n
so
ur
ce
s.

Li
m
ita
tio

ns
:T
he

in
iti
al
st
ud

y
w
as

lim
ite
d
to

a
sp
ec
ifi
c
co
un

tr
y

(B
ra
zi
l)
an
d
a
sm

al
ls
am

pl
e,
so

it
is
un

cl
ea
rh

ow
w
el
lt
he

fin
di
ng

s
ge

ne
ra
liz
e
el
se
w
he

re
.S
om

e
si
gn

al
s
lik
e
IP
ge

ol
oc
at
io
n
pr
ov
ed

w
ea
k
as

in
di
ca
to
rs
,a
nd

un
us
ua
lh
os
tin

g
co
nfi

gu
ra
tio

ns
m
ig
ht

so
m
et
im

es
be

us
ed

by
le
gi
tim

at
e
si
te
s,
le
ad
in
g
to

fa
ls
e
po

si
tiv
es
.



Kadkhoda Mohammadmosaferi et al. EPJ Data Science           (2026) 15:34 Page 19 of 24

Ta
bl

e
4

(C
on

tin
ue
d)

A
pp

ro
ac
h
/
M
et
ho

d
Sc
op

e
an
d
Re
qu

ire
d
D
at
a

O
pe

ra
tio

na
lC
on

si
de

ra
tio

ns
Be
ne

fit
s
an
d
Li
m
ita
tio

ns

In
fra

st
ru
ct
ur
e-
ba

se
d

si
te

ve
tt
in
g
[2
5]

D
om

ai
n-
le
ve
la
pp

ro
ac
h
th
at
co
lle
ct
s
a
br
oa
d
ar
ra
y
of

te
ch
ni
ca
li
nf
ra
st
ru
ct
ur
e
fe
at
ur
es

to
id
en

tif
y

di
si
nf
or
m
at
io
n
w
eb

si
te
s.
It
co
m
pi
le
s
W
H
O
IS
an
d

do
m
ai
n
re
gi
st
ra
rd

et
ai
ls
,t
he

us
e
of

un
co
m
m
on

to
p-
le
ve
ld
om

ai
ns
,d
om

ai
n
ag
e
an
d
pr
iv
ac
y
se
tt
in
gs
,

D
N
S
re
so
lu
tio

n
in
fo
,T
LS

ce
rt
ifi
ca
te

at
tr
ib
ut
es
,h
os
tin

g
au
to
no

m
ou

s
sy
st
em

(A
S)
an
d
co
un

tr
y,
as

w
el
la
s

w
eb

si
te

te
ch
no

lo
gi
es

lik
e
W
or
dP

re
ss
th
em

es
or

pl
ug

in
s.
Th
e
m
od

el
us
es

kn
ow

n
di
si
nf
or
m
at
io
n
si
te

lis
ts
fo
rt
ra
in
in
g
la
be

ls
an
d
dr
aw

s
on

va
rio

us
se
rv
ic
es

(D
om

ai
nT
oo

ls
,C
er
tS
tr
ea
m
,c
rt
.sh

,t
he

In
te
rn
et

A
rc
hi
ve
,a
nd

so
ci
al
pl
at
fo
rm

s
lik
e
Tw

itt
er
/R
ed

di
t)
to

di
sc
ov
er
an
d
pr
ofi

le
ne

w
do

m
ai
ns
.

In
te
gr
at
in
g
da
ta
fro

m
m
ul
tip

le
so
ur
ce
s
an
d
tr
ac
ki
ng

ne
w
do

m
ai
n
ap

pe
ar
an
ce
s
is
co
m
pl
ex

an
d
re
qu

ire
s

co
ns
ta
nt

m
on

ito
rin

g.
N
on

et
he

le
ss
,t
hi
s

co
nt
en

t-
ag
no

st
ic
ap

pr
oa
ch

ca
n
be

ru
n
w
ith

m
od

er
at
e
re
so
ur
ce
s
si
nc
e
it
re
lie
s
on

qu
er
yi
ng

ex
te
rn
al
da
ta
ba

se
s
ra
th
er
th
an

pr
oc
es
si
ng

si
te

co
nt
en

td
ire
ct
ly
.

Be
ne

fit
s:
U
se
s
in
di
ca
to
rs
th
at
ar
e
av
ai
la
bl
e
ev
en

be
fo
re
a
si
te

ga
in
s
an

au
di
en

ce
,a
llo
w
in
g
ea
rly

fla
gg

in
g
of

po
te
nt
ia
lly

pr
ob

le
m
at
ic
do

m
ai
ns
.I
n
a
pi
lo
ts
tu
dy
,t
hi
s
m
et
ho

d
un

co
ve
re
d

se
ve
ra
ld
is
in
fo
rm

at
io
n
si
te
s
th
at
w
er
e
no

ty
et

lis
te
d
by

ex
pe

rt
s,

de
m
on

st
ra
tin

g
its

ab
ili
ty
to

de
te
ct
pr
ev
io
us
ly
un

re
po

rt
ed

do
m
ai
ns
.

Li
m
ita
tio

ns
:T
he

pr
ed

ic
tiv
e
pa

tt
er
ns

(s
uc
h
as

ce
rt
ai
n
re
gi
st
ra
tio

n
or

ho
st
in
g
tr
ai
ts
)m

ay
ev
ol
ve

ov
er
tim

e,
ne

ce
ss
ita
tin

g
co
nt
in
uo

us
up

da
te
s
to

w
ha
tt
he

m
od

el
co
ns
id
er
s
su
sp
ic
io
us
.T
ec
hn

ic
al

si
gn

al
s
al
on

e
ca
nn

ot
de

te
rm

in
e
th
e
na
tu
re
of

m
is
in
fo
rm

at
io
n
on

a
si
te
,a
nd

sa
vv
y
ad
ve
rs
ar
ie
s
m
ig
ht

m
im

ic
be

ni
gn

ch
ar
ac
te
ris
tic
s

to
av
oi
d
de

te
ct
io
n.

Co
nt
en

t-
ag
no

st
ic

w
eb

pr
ofi

lin
g

(F
N
D
aa
S)
[2
6]

A
do

m
ai
n-
le
ve
ld
et
ec
tio

n
te
ch
ni
qu

e
th
at
m
on

ito
rs

w
eb

in
fra

st
ru
ct
ur
e
be

ha
vi
or

an
d
ch
an
ge

s
ov
er
tim

e,
w
ith

ou
ta
na
ly
zi
ng

pa
ge

co
nt
en

t.
It
ga
th
er
s
te
le
m
et
ry

su
ch

as
pa

ge
lo
ad

pe
rf
or
m
an
ce

an
d
re
so
ur
ce

us
ag
e,

D
oc
um

en
tO

bj
ec
tM

od
el
(D
O
M
)s
tr
uc
tu
re
an
d

el
em

en
ts
ta
tis
tic
s,
hi
st
or
ic
al
D
N
S
re
co
rd
s
an
d

re
gi
st
ra
tio

n
ch
an
ge

s,
an
d
ho

st
in
g/
In
te
rn
et

Pr
ot
oc
ol

(IP
)a
dd

re
ss
sh
ift
s.
D
at
a
is
so
ur
ce
d
fro

m
sp
ec
ia
liz
ed

se
rv
ic
es

(e
.g
.,H

os
te
rS
ta
ts
,W

ho
is
ol
og

y,
Sp

yO
nW

eb
,

Vi
ew

D
N
S)
to

co
m
pi
le
a
te
ch
ni
ca
lfi
ng

er
pr
in
to

fe
ac
h

si
te
.

Re
qu

ire
s
ac
ce
ss
to

hi
st
or
ic
al
D
N
S
an
d
ho

st
in
g
da
ta
,a
s

w
el
la
s
th
e
ca
pa

bi
lit
y
to

cr
aw

lp
ag
es

fo
rp

er
fo
rm

an
ce

m
et
ric
s.
Re
so
ur
ce

de
m
an
ds

ar
e
m
od

er
at
e:
th
e

m
et
ho

d
is
sc
al
ab

le
si
nc
e
it
by
pa

ss
es

co
nt
en

ta
na
ly
si
s,

fo
cu
si
ng

in
st
ea
d
on

au
to
m
at
ed

sc
an
s
of

te
ch
ni
ca
l

at
tr
ib
ut
es

ac
ro
ss
m
an
y
si
te
s.

Be
ne

fit
s:
H
as

br
oa
d
ap

pl
ic
ab

ili
ty
be

ca
us
e
it
do

es
no

td
ep

en
d
on

la
ng

ua
ge

or
co
nt
en

t,
fo
cu
si
ng

on
co
m
m
on

te
ch
ni
ca
lp
at
te
rn
s.
It

ca
n
de

te
ct
si
gn

al
s
lik
e
ve
ry
ra
pi
d
si
te

se
tu
p,
re
us
e
of

te
m
pl
at
ed

si
te

de
si
gn

s,
or

ab
no

rm
al
lo
ad

be
ha
vi
or
s
of
te
n
ob

se
rv
ed

in
fa
ke

ne
w
s
si
te
s.

Li
m
ita
tio

ns
:M

ay
pr
od

uc
e
fa
ls
e
po

si
tiv
es

by
fla
gg

in
g
be

ni
gn

si
te
s

th
at
ha
ve

un
co
m
m
on

te
ch
ni
ca
ls
et
up

s.
Co

nv
er
se
ly
,

m
is
in
fo
rm

at
io
n
si
te
s
th
at
em

pl
oy

no
rm

al
-lo

ok
in
g
in
fra

st
ru
ct
ur
e

m
ay

ev
ad
e
de

te
ct
io
n.
Th
e
ap

pr
oa
ch

be
ne

fit
s
fro

m
te
m
po

ra
l

da
ta
to

ca
tc
h
ch
an
ge

s
ov
er
tim

e,
so

co
m
pl
et
el
y
ne

w
si
te
s
w
ith

no
hi
st
or
y
ca
n
be

di
ffi
cu
lt
to

as
se
ss
.



Kadkhoda Mohammadmosaferi et al. EPJ Data Science           (2026) 15:34 Page 20 of 24

Ta
bl

e
4

(C
on

tin
ue
d)

A
pp

ro
ac
h
/
M
et
ho

d
Sc
op

e
an
d
Re
qu

ire
d
D
at
a

O
pe

ra
tio

na
lC
on

si
de

ra
tio

ns
Be
ne

fit
s
an
d
Li
m
ita
tio

ns

Li
fe
cy
cl
e
an
d
tr
affi

c
pa

tt
er
n
an
al
ys
is
[2
7]

D
om

ai
n-
le
ve
la
na
ly
si
s
th
at
ex
am

in
es

ho
w
lo
ng

si
te
s

pe
rs
is
ta
nd

ho
w
th
ey

at
tr
ac
tu

se
rs
ov
er
tim

e.
It
us
es

in
di
ca
to
rs
su
ch

as
do

m
ai
n
ag
e,
pa

tt
er
ns

of
up

tim
e

an
d
do

w
nt
im

e
(s
ite

ap
pe

ar
an
ce

or
di
sa
pp

ea
ra
nc
e)
,

cr
ea
tio

n
an
d
ex
pi
ra
tio

n
da
te
s,
as

w
el
la
s
us
er

tr
affi

c
vo
lu
m
es
,e
ng

ag
em

en
tm

et
ric
s,
an
d
th
e
pr
es
en

ce
of

tr
ac
ke
rs
or

ad
ve
rt
is
em

en
ts
.

Re
qu

ire
s
as
se
m
bl
in
g
hi
st
or
ic
al
re
co
rd
s
of

si
te

av
ai
la
bi
lit
y
an
d
tr
affi

c
fro

m
m
ul
tip

le
so
ur
ce
s.

A
na
ly
zi
ng

lo
ng

-t
er
m

tr
affi

c
tr
en

ds
ca
n
be

co
m
pu

ta
tio

na
lly

in
te
ns
iv
e.
In
te
st
s,
th
e
ap

pr
oa
ch

w
as

ap
pl
ie
d
to

a
fe
w
hu

nd
re
d
si
te
s
(a
ro
un

d
28
3)
,

in
di
ca
tin

g
m
od

er
at
e
sc
al
ab

ili
ty
bu

tn
ot

ye
tp

ro
ve
n
at

a
la
rg
er
sc
al
e.

Be
ne

fit
s:
Id
en

tifi
es

di
st
in
ct
iv
e
be

ha
vi
or
s
of

fa
ke

ne
w
s
si
te
s,
su
ch

as
sh
or
to

pe
ra
tio

na
ll
ife
sp
an
s
or

su
dd

en
co
or
di
na
te
d
su
rg
es

in
tr
affi

c,
w
hi
ch

ar
e
st
ro
ng

si
gn

al
s
of

in
au
th
en

tic
op

er
at
io
ns

Li
m
ita
tio

ns
:T
hi
s
m
et
ho

d
is
in
he

re
nt
ly
da
ta
-in

te
ns
iv
e
an
d

re
tr
os
pe

ct
iv
e,
re
ly
in
g
on

pa
st
ob

se
rv
at
io
n
of

si
te

be
ha
vi
or
.I
tm

ay
no

tb
e
w
el
l-s
ui
te
d
fo
rr
ea
l-t
im

e
de

te
ct
io
n,
si
nc
e
it
fo
cu
se
s
on

hi
st
or
ic
al
pa

tt
er
ns

an
d
ty
pi
ca
lly

re
qu

ire
s
a
da
ta
co
lle
ct
io
n
pe

rio
d

be
fo
re
co
nc
lu
si
on

s
ca
n
be

dr
aw

n.

Br
ow

si
ng

tr
affi

c
gr
ap

h
ap

pr
oa
ch

[2
8]

A
do

m
ai
n-
le
ve
la
pp

ro
ac
h
th
at
co
ns
tr
uc
ts
a
gr
ap

h
of

us
er
na
vi
ga
tio

n
flo

w
s
to

an
d
fro

m
w
eb

si
te
s,
ba

se
d
on

la
rg
e-
sc
al
e
br
ow

si
ng

da
ta
.I
tr
eq

ui
re
s
ac
ce
ss
to

m
as
si
ve
,r
ea
l-t
im

e
lo
gs

of
us
er
tr
affi

c
(c
lic
ks
tr
ea
m
s)
,

w
hi
ch

ar
e
of
te
n
pr
op

rie
ta
ry
an
d
ra
is
e
pr
iv
ac
y

co
nc
er
ns
.T
hi
s
gr
ap

h-
ba

se
d
m
od

el
es
se
nt
ia
lly

m
ap

s
ho

w
us
er
s
m
ov
e
th
ro
ug

h
th
e
w
eb

an
d
id
en

tifi
es

do
m
ai
ns

th
at
ar
e
ce
nt
ra
li
n
th
e
m
is
in
fo
rm

at
io
n

ne
tw

or
k.

Bu
ild
in
g
an
d
up

da
tin

g
a
co
m
pr
eh

en
si
ve

w
eb

na
vi
ga
tio

n
gr
ap

h
is
co
m
pu

ta
tio

na
lly

de
m
an
di
ng

.I
f

su
ch

da
ta
w
er
e
av
ai
la
bl
e,
th
e
ap

pr
oa
ch

co
ul
d
in

pr
in
ci
pl
e
co
ve
rt
he

en
tir
e
w
eb

,b
ut

m
ai
nt
ai
ni
ng

a
re
al
-t
im

e
gr
ap

h
of

gl
ob

al
br
ow

si
ng

ac
tiv
ity

is
a

si
gn

ifi
ca
nt

te
ch
ni
ca
lc
ha
lle
ng

e.

Be
ne

fit
s:
A
ch
ie
ve
s
hi
gh

pr
ec
is
io
n
in
fil
te
rin

g
ou

tm
is
in
fo
rm

at
io
n

si
te
s
by

us
in
g
a
co
nt
en

t-
ag
no

st
ic
,l
an
gu

ag
e-
in
de

pe
nd

en
ts
ig
na
l

de
riv
ed

fro
m

ag
gr
eg

at
e
us
er
be

ha
vi
or
.G

ra
ph

-b
as
ed

fil
te
rin

g
le
ve
ra
ge

s
th
e
st
ru
ct
ur
e
of

w
eb

tr
affi

c
to

pi
np

oi
nt

su
sp
ec
t

do
m
ai
ns

eff
ec
tiv
el
y.

Li
m
ita
tio

ns
:A
cc
es
s
to

th
e
ne

ce
ss
ar
y
br
ow

si
ng

da
ta
is
th
e
ba

rr
ie
r,

su
ch

da
ta
ar
e
us
ua
lly

pr
op

rie
ta
ry
an
d
no

tp
ub

lic
ly
av
ai
la
bl
e.
Ev
en

w
ith

ac
ce
ss
,t
he

re
ar
e
pr
iv
ac
y
an
d
le
ga
lc
on

si
de

ra
tio

ns
in
us
in
g

de
ta
ile
d
us
er
tr
affi

c
lo
gs
.

Pr
op

os
ed

so
lu
tio

n
D
om

ai
n-
le
ve
lp
re
di
ct
io
n
m
od

el
in
tr
od

uc
ed

by
th
e

au
th
or
s,
w
hi
ch

re
lie
s
on

lin
k
an
al
ys
is
m
et
ric
s
in
st
ea
d

of
co
nt
en

to
rs
oc
ia
lm

ed
ia
fe
at
ur
es
.K
ey

in
pu

ts
in
cl
ud

e
w
eb

lin
k-
ba

se
d
au
th
or
ity

m
ea
su
re
s
su
ch

as
O
pe

n
Pa
ge

Ra
nk
,a
s
w
el
la
s
do

m
ai
n
re
pu

ta
tio

n
in
di
ca
to
rs
lik
e
M
oz
’s
D
om

ai
n
A
ut
ho

rit
y
an
d
Sp

am
Sc
or
e.
A
ll
re
qu

ire
d
da
ta
ca
n
be

ob
ta
in
ed

th
ro
ug

h
pu

bl
ic
or

lo
w
-c
os
tA

PI
s,
an
d
th
e
m
od

el
is
tr
ai
ne

d
on

do
m
ai
ns

w
ith

ex
pe

rt
-p
ro
vi
de

d
cr
ed

ib
ili
ty
sc
or
es
.

Th
e
m
et
ho

d
ru
ns

w
ith

lo
w
co
m
pu

ta
tio

na
lr
es
ou

rc
es

si
nc
e
it
pr
im

ar
ily

in
vo
lv
es

qu
er
yi
ng

A
PI
s
fo
re
ac
h

do
m
ai
n.
In
fe
re
nc
e
(s
co
rin

g
ne

w
do

m
ai
ns
)i
s
fa
st
,a
nd

th
e
ap

pr
oa
ch

ca
n
be

sc
al
ed

to
ev
al
ua
te

te
ns

of
th
ou

sa
nd

s
of

do
m
ai
ns
.

Be
ne

fit
s:
Si
m
pl
e
an
d
effi

ci
en

t;
ca
n
qu

ic
kl
y
pr
od

uc
e
cr
ed

ib
ili
ty

es
tim

at
es

fo
ra

la
rg
e
nu

m
be

ro
fs
ite
s
w
ith

ou
tn

ee
di
ng

an
y
si
te

co
nt
en

to
rs
oc
ia
ld
at
a.
Th
is
co
nt
en

t-
ag
no

st
ic
te
ch
ni
qu

e
is
ea
sy

to
m
ai
nt
ai
n
an
d
up

da
te
.

Li
m
ita
tio

ns
:O

ffe
rs
on

ly
m
od

er
at
e
pr
ed

ic
tiv
e
po

w
er
,a
s
it

ca
pt
ur
es

a
lim

ite
d
as
pe

ct
of
cr
ed

ib
ili
ty
(li
nk
-b
as
ed

po
pu

la
rit
y
an
d

ne
tw

or
k
pa

tt
er
ns
).
It
m
ay

fa
il
to

de
te
ct
qu

al
ity

is
su
es

th
at
do

no
t

m
an
ife
st
in
lin
k
st
ru
ct
ur
e,
an
d
th
us

sh
ou

ld
be

co
m
pl
em

en
te
d
by

ot
he

ri
nd

ic
at
or
s
fo
ra

co
m
pr
eh

en
si
ve

as
se
ss
m
en

t.



Kadkhoda Mohammadmosaferi et al. EPJ Data Science           (2026) 15:34 Page 21 of 24

ing workflow can be applied using link data from other providers or comparable metrics
computed from open web crawls such as Common Crawl [39].

Our model achieved an R2 of 0.46, meaning it explains about 46% of the variation in
website trustworthiness. Although this R2 value might seem low, it is actually reasonable.
Trustworthiness is inherently difficult to measure precisely, as it is a psychometric con-
struct involving many factors that cannot be directly quantified [40]. Accordingly, domain-
level metrics such as PageRank or Domain Authority can only approximate one compo-
nent of trustworthiness. Indeed, factors such as information accuracy, writing quality, and
user perceptions influence trustworthiness, but they are not directly captured by the link-
based metrics used here. Other researchers facing similar challenges have utilized richer
datasets, although doing so typically involves trade-offs in scalability. For instance, Kąkol
et al. introduced the Content Credibility Corpus and developed a regression model trained
on over 15,000 crowdsourced page-level evaluations. Their approach, however, depends
primarily on human judgments and textual features, which must be gathered for each
page. While highly valuable, this method presents practical challenges for continuously
evaluating large numbers of new or evolving domains [41].

Furthermore, an R2 value around 0.4 is typical in studies involving human judgment or
content evaluation. In fact, R2 values between 0.1 and 0.5 are often considered acceptable
in such contexts [35]. Comparable studies support this point. For example, McKnight and
Kacmar were able to explain only about 38–44% of the variance in how users judge website
credibility, despite using detailed quality and reputation measures [42]. Thus, our model’s
46% explanatory power aligns well with findings from previous research. However, these
results also indicate that adding more informative features, such as content characteristics,
linguistic patterns, or user engagement metrics, could lead to even better predictive accu-
racy. Future research could build upon these findings to further refine predictive models,
thus contributing to more effective strategies for detecting misinformation.

Beyond these initial results, a key advantage of our solution is that it relies on a web-
site’s current state each time we evaluate its credibility. Since websites can change own-
ership, editorial policies, or journalistic standards over time, static lists that are updated
only occasionally can quickly become outdated. Our model uses the latest signals (such as
inbound links) each time it evaluates a domain’s credibility. This approach helps address
the limitations of expert-based lists, which may not cover a sufficient number of domains
and can lose relevance over time. This dynamic design is especially important given how
rapidly misinformation sites can change or reappear to evade detection. Although our
system uses current link metrics when scoring a domain, the model is trained on a fixed
snapshot of expert ratings and feature data. As domains and their link profiles evolve, the
relationship learned during training may change; therefore, the model may need periodic
retraining on updated data to maintain the performance reported here.

Our model is trained to predict the trustworthiness scores provided by Lin et al. [7],
which aggregate expert ratings from several assessment sources. For this reason, the sys-
tem should be seen as an amplifier of expert judgment rather than a replacement for it.
It extends these expert evaluations to domains that have not been rated yet by learning
how trustworthiness relates to domain-level signals. To keep the model accurate as the
web changes, future updates will still depend on the continued availability of high-quality
human-labeled data for retraining and recalibration.
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However, it is important to acknowledge the limitations of a domain-centered strategy.
While low-quality sources account for a large portion of false news, this does not mean
that every piece of content from an unreliable source is false, nor does it mean that rep-
utable websites never make mistakes. Source-level labels alone do not guarantee accuracy
at the article level; even outlets generally considered reliable may publish inaccurate sto-
ries. Our model provides a warning signal, rather than a final judgment, on individual
articles. Often, the preferred approach is a layered process that combines domain-level
and content-level checks, using different signals to form a more complete picture of cred-
ibility [43]. From a practical standpoint, automatically scoring domains helps researchers
and fact-checkers prioritize their efforts. For instance, they can focus on high-risk web-
sites before examining each individual story in detail. Social media platforms and recom-
mendation systems can also use these trust signals to label content from untrustworthy
sources or reduce its visibility. Such actions could limit the spread of misinformation. Prior
research suggests that highlighting or downgrading content from questionable domains
could reduce user engagement with false information [13].

In summary, our domain-level scoring method is a useful tool for fact-checking and
combating online misinformation. By scoring a site’s credibility, we can identify likely mis-
information at its source, thereby reducing the burden on claim-level verification. This
proactive approach can be part of a broader multi-layered strategy to maintain informa-
tion quality. Such a system is best used alongside human expertise and specialized content-
checking tools [44]. Because the misinformation landscape is always evolving, scalable
solutions like ours will remain essential for keeping online information healthy and accu-
rate. We hypothesize that domain-based analysis, backed by up-to-date data, will become
increasingly important for maintaining trust and accuracy in online spaces.
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