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Online financial transactions have lowered barriers for criminals to propagate and conceal financial crimes such as fraud and money
laundering. In response, technology companies, financial institutions and governments have invested heavily in AI-driven systems
that detect and investigate malicious transactions. Despite these investments, financial crime detection systems continue to suffer from
high false-positive rates and limited forms of explainability that fall short of stakeholders’ operational needs, providing insufficient
support for the humans who rely on these systems to make decisions. This position paper argues that explainability in financial crime
detection should be treated as a stakeholder-sensitive design challenge rather than an add-on feature. We contend that effective XAI
must support stakeholders in understanding how a system reaches its decisions in ways that align with their operational workflows.
Finally, we propose future research directions for designing XAI that meaningfully support stakeholders engaged in or affected by
high-stakes decision-making in financial crime detection.

CCS Concepts: • Human-centered computing→ Explainable AI.
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1 Introduction

Online financial transactions underpin many contemporary technological advances, including e-commerce and digital
payment systems, and have become deeply embedded in everyday economic activity. While these systems offer speed
and convenience, their widespread adoption has also created opportunities for criminals to perpetrate financial crime at
scale. This is because the velocity, volume, and cross-border nature of online transactions enable illicit financial flows
to be concealed across complex digital infrastructures.

The International Monetary Fund (IMF) [21] describes financial crime as an illegal activity that damages financial
systems and exploits regulatory frameworks. The most common types of financial crimes are fraud, money laundering,
tax evasion, and insider trading [3]. Global losses attributable to fraud and money laundering amount to billions of
dollars annually, e.g., USD 21 billion in the United States [12] and €7.4 billion in the European Union [19] just in
2024. Beyond direct monetary losses, financial crimes fuel broader societal harms, including organized crime and
drug trafficking [48]. Monetary and psychological costs of financial crimes are often borne by companies and private
individuals, many of whom are unable to fully recover their losses. Even when reimbursement is provided, victims
may face significant administrative burdens, reputation losses, and psychological stress following victimization [4].
Together, these impacts underscore financial crimes as a persistent and high-stakes societal challenge.

In response, governments, financial institutions, and technology companies have turned to Artificial Intelligence (AI)
systems to support the detection of online financial crimes. These systems offer powerful capabilities for identifying
anomalous transaction patterns and predicting risky behavior. However, their practical deployment is often constrained
by high false-positive rates and limited transparency. Wedge et al. [46] quantitatively demonstrated that one in five
blocked financial transactions was fraudulent and that every sixth transaction was mistakenly flagged. When system
outputs cannot be meaningfully interpreted, particularly in the presence of frequent errors, trust in automated decisions
erodes, and human operators struggle to act on model recommendations.
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Table 1. Classes of stakeholders and their desiderata in applying XAI to financial crime detection, adapted from Arrieta et al. [7] and
Langer et al. [27].

Stakeholder
Groups

Financial Crimes Detection Context Desideratum Prior Work

Analysts Frontline anti-fraud and anti-money laundering analysts responsible
for reviewing alerts and making decisions.

Trust [1] [8] [18] [35]
Accuracy [5] [9] [24] [25]
Speed [20] [42] [44] [45]

Affected Parties Individuals and organizations whose transactions are blocked by
detection systems.

Fairness [1] [7] [16] [24]
Understanding [5] [17] [38]

Regulators Financial regulators overseeing compliance. Accountability [32] [36] [41]
Transparency [39]

This challenge has brought renewed attention to explainable artificial intelligence (XAI) in financial crime detection.
Yet, we argue that existing approaches in this space often prioritize technical transparency over the operational and
cognitive needs of the diverse stakeholders who rely on these systems. As a result, explanations risk overwhelming
users without supporting effective judgment or action in practice.

2 Stakeholders involved in Financial Crimes Detection

Prior work has established that a lack of consensus around the meaning of explainability stems from the existence of
distinct stakeholder communities, each with its own intentions and requirements [40]. Building on this, Arrieta et al. [7]
propose a taxonomy that distinguishes between users, system developers, and affected parties. While these groups may
share overlapping goals, such as understanding system behavior or ensuring regulatory compliance, their needs for
explainability mostly differ. Langer et al. [27] conceptualize the goal, expectations, and demands of different classes of
stakeholders as “stakeholders’ desiderata” and argue that the primary objective of explainability approaches is to satisfy
stakeholder desiderata. Drawing from their works [7, 27], we identify and distinguish three classes of stakeholders
and their corresponding desiderata in Table 1: analysts who review and act on system outputs; regulators who oversee
compliance and accountability and affected parties whose transactions or activities are subject to those decisions.

2.1 Explanations Do Not Fit Users in High-Stakes Environment

In financial crimes detection, members of the “analysts” stakeholder class are the anti-fraud or anti-money laundering
officers within law enforcement, technology companies, or banks. Examples of users include officers in INTERPOL’s
Financial Crime and Anti-Corruption Center, Singapore Police Force’s Anti-Scams Center, and Trust and Safety teams
in Google, Meta, and ByteDance. These users take into account recommendations of AI to make decisions, yet they
are usually not experts regarding the technical details and the datasets that were used to train their systems. Despite
this, they are held accountable for reviewing and acting upon model outputs, often under time pressure and regulatory
scrutiny. In addition, failures in detection can lead to wrongful arrests, unjustified account freezes and a broader erosion
of trust in their institutions. As a result, trust [8, 18], accuracy [25], and speed [20] emerge as central desiderata for
explainability among this stakeholder group.

Current systems attempt to address this need through post-hoc explainability techniques such as LIME [43], SHAP
[30], or explanations generated via Large Language Models (LLMs) [47]. However, prior work suggests that these
approaches often fail to align with users’ operational realities. Explanations that are lengthy, overly technical, or
detached from investigative workflows risk overwhelming analysts rather than supporting them [17, 28, 35]. In other
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similar high-stakes domains, such as cyber security [42] and healthcare [44], explanations generated using LLMs
have been shown to be ineffective in practice, as teams often lack the time required to read and interpret verbose
outputs [31, 45]. Such misaligned explanations do not support the core desiderata of trust, accuracy, and speed, but
instead contribute to cognitive burden and reduced trust in AI-assisted decision-making.

2.2 Limited Transparency for Affected Parties

Affected parties in financial crime detection include individuals and organizations whose transactions are monitored,
flagged, or blocked by automated systems. These stakeholders do not have direct interaction with detection systems
and have limited insight into how decisions are made. Yet, they experience the consequences of these decisions most
directly, often without prior warning or meaningful opportunity for recourse. As such, they are most concerned with
the fairness of decisions made, whether they were treated consistently and without bias.

There has been little research done into the types of explanations provided to affected parties in financial crime
contexts. Due to security and legal constraints [13], explanations are deliberately vague and frequently framed in
procedural terms that do not support lay understanding. As a result, affected parties are left unable to assess whether a
decision was justified or erroneous, undermining perceptions of fairness. The resulting opacity has been found to be a
barrier to participation in digital payment methods in movements to a cashless society [14]. Financial regulators play a
key role in establishing standards that require banks to make their decisions transparent, ideally in consultation with
end users to ensure that explanations meet their needs. The Payment Services Directive 2 (PSD2) reflects a step in this
direction, requiring payment service providers in the EU to notify users and provide information about actions affecting
financial transactions. However, PSD2 does not define a specific format or level of detail for these explanations, leaving
providers with substantial discretion in how they communicate with customers. To further improve on these initiatives,
academia and government can work together to design human-centric explanations evaluated by end users to ensure
that they are understandable through accessible language.

2.3 Lost Trail of Accountability for Regulators

Regulators are responsible for overseeing the deployment and use of AI systems in financial crime detection, with
mandates around legal and regulatory compliance. Unlike frontline users, regulators are less concerned with the
correctness of individual transaction decisions and more focused on whether detection processes as a whole operate
within legal, accountability, and privacy boundaries. Use Singapore as an example, this role is exemplified by the
Monetary Authority of Singapore, which supervises the use of AI-enabled systems by financial institutions. For
this stakeholder group, the primary desideratum is accountability, as regulators must be able to determine where
responsibility lies when harm or error occurs. With increasing use of artificial systems, accountability gaps might
emerge [32, 41]. For example, an analyst acting on the outputs of a fraud detection system may not know that the
output was wrong, so blaming them for ensuing problems would ignore the AI system’s contribution to the problem.
Opaque systems will only amplify this issue. Hence, explanations that highlight the AI system’s decision-making trail
will help regulators apply legislation to the parties responsible.
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3 Future Research Directions for XAI in Financial Fraud Detection

3.1 Understanding Users’ Needs for Explanations

One problem concerning evaluating XAI methods is the insufficient consideration of human factors. Current evaluation
approaches analyze only specific properties of XAI methods, without accounting for their interactions with stakeholders.
For example, Keane et al.’s review shows that only 36 out of 127 research works employing counterfactual explanations
adopted a human evaluation approach [23]. Even in existing user studies, users are typically “passive recipients” of
explanations, as they are expected to judge more on the comprehensibility of explanations in a hypothetical scenario,
instead of using it in problem-solving in their professional workflows. While some studies have evaluated the impact of
AI system explanations on humans compared to scenarios where no explanations were provided [15, 29, 33], there is a
need for more work on the topic, especially in time-constrained, high-stakes domains like fraud detection.

We are planning and conducting an interview study that seeks to deepen the understanding of real-world conditions
for applying XAI to financial crime detection. At the time of writing, recruitment for this study has already begun.
Through semi-structured interviews with practitioners involved in financial crime detection in technology companies
and law enforcement, we aim to explore how AI-generated explanations are currently incorporated into investigative
workflows. In particular, we seek to identify what types of information users find useful or burdensome, how explanations
interact with time pressure and accountability constraints, and where mismatches arise between existing XAI techniques
and practitioners’ operational needs. Insights from this study will be used to inform the design of stakeholder-sensitive
XAI approaches that better support decision-making in high-stakes environments.

3.2 Creating human-centric explanations

Although a wide range of XAI techniques have been introduced, they often produce explanations that are technically
faithful but cognitively misaligned with how laypeople reason about decisions. Prior work has shown that explanations
are most effective when they are selective, contrastive, and socially grounded, reflecting how humans naturally reason
about causes and decisions rather than exposing raw model internals [35]. However, many existing XAI methods in
financial domains still rely on feature attributions or statistical summaries that presuppose technical expertise and fail
to extrapolate beyond the model’s input space. Such explanations place the burden of interpretation on users, who
must construct their own narratives under time pressure and uncertainty.

A direction for HCXAI is the development of explanation approaches that operate at the level of concepts rather than
individual features. In financial crime detection, this could involve explaining decisions in terms of interpretable patterns,
such as unusual transaction sequences, deviations from historical behavior, or known fraud typologies, rather than
abstract feature weights or scores. For example, in current financial crime detection, XAI typically surfaces technical
signals such as "Transaction_Amount" and "IP_Distance_KM" [34]. A human-centric approach will provide explanations
that would identify a particular transaction’s behavior as “Suspicious Location” or “Money Mule” fraud typology. This
shift aligns the system’s output with the analyst’s existing mental models.

LLMs may offer opportunities to generate concept-level explanations due to their strong natural language generation
capabilities and ability to incorporate contextual information. Their extensive pre-training on large-scale datasets also
enables a degree of generalization without requiring additional domain-specific input from end users [49]. However,
the use of LLMs in this context must be carefully calibrated. Affected users may already be frustrated, anxious, or
time-constrained when transactions are blocked, and overly verbose or poorly scoped explanations risk increasing
cognitive burden rather than supporting understanding [10]. Moreover, privacy and confidentiality constraints are
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particularly salient in banking and financial services, further limiting how explanations can be generated and delivered.
These considerations highlight the need for explanation designs that balance expressiveness with restraint and that are
sensitive to users’ cognitive load and emotional state in high-stakes financial contexts.

3.3 Harnessing Agentic AI in Financial Crime Detection

Regulators increasingly expect financial institutions and technology companies to maintain financial crime detection
systems that respond rapidly to emerging fraud and money laundering typologies, ideally approaching real-time
detection [11]. In practice, this expectation creates significant operational challenges for those responsible for detection.
When new typologies emerge, analysts must interpret evolving criminal behaviors, decompose them into logical
conditions, and translate these insights into new or modified detection rules. This process is highly manual, resource-
intensive, and dependent on scarce expertise spanning both illicit activity and normal customer behavior. As a result,
detection systems are often updated reactively, leaving defenders structurally behind attackers who can adapt more
quickly and opportunistically.

To narrow this gap, fraud detection vendors are integrating autonomous agents into detection workflows to facilitate
continuous, systematic adaptation. Unlike traditional models, agentic systems can ingest transaction patterns, alert
outcomes, and investigation results over time to identify gaps in existing rule coverage. When novel patterns emerge,
these agents can synthesise targeted rule modifications, aligning detection speed with regulatory expectations while
reducing manual effort [22]. We have begun to observe this shift in industry deployments. For instance, Mastercard’s
Agent Pay initiative illustrates how credit card networks are beginning to embed agentic AI into their fraud management
ecosystems. Agentic workflows are characterized by (1) autonomy, (2) goal complexity, (3) environmental adaptability
and (4) decision-making, often within multi-agent architectures [2], introduce additional layers of complexity and raise
a question for explainable AI (XAI): does the rise of agentic systems fundamentally alter XAI requirements, or does it
instead amplify the importance of existing principles such as interactivity and transparency? We argue that while these
systems increase the difficulty of XAI implementation, requiring analysts to trace and decompose decisions across
multiple agents and steps, they do not fundamentally change its underlying principles. Rather, existing XAI capabilities
become more critical in financial crime detection, as they enhance analysts’ understanding of agent behavior and
support the early identification of malfunction or compromise by enabling reporting of anomalous behavioral shifts.
Although empirical studies on the effects of agentic AI on explainability and decision effectiveness in financial crime
detection remain limited, insights can be drawn from related domains. For example, agent-based approaches developed
for detecting social engineering attacks [26, 37], where threat patterns evolve rapidly and systems must be continuously
updated, may offer useful strategies for adapting XAI to dynamic financial crime contexts.

4 Conclusion

XAI is critical for supporting trust, fairness, accountability, and transparency in high-stakes domains such as financial
crime detection. However, much of existing XAI research remains insufficiently grounded in the operational realities
and stakeholder needs of this domain, often prioritizing technical properties of explanations over their practical use
and impact. We identify new research directions in XAI for financial crime detection that center on understanding
stakeholder needs, designing human-centric explanations, while keeping the risks and limitations of XAI methods in
mind. XAI should be viewed as one component within a broader ecosystem of tools that enable human questioning,
clarification, and oversight. Rather than striving for a single “optimal” explanation, XAI should be only one part
of a broader portfolio of stakeholder-centered approaches that includes platforms for users and affected parties to
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challenge AI decisions, enable recourse, and provide feedback [6]. Addressing these challenges requires interdisciplinary
collaboration across human-computer interaction, psychology, and law, as well as with practitioners and regulators.
Building on prior work presented at HCXAI and emerging XAI research in the financial sector, this position paper
aims to serve as a first step toward developing AI systems that are not only explainable but also adapted to human and
organizational contexts.
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