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Abstract—Student mental health issues, such as stress, anx-
iety, and depression, are increasingly prevalent in academic
institutions, significantly affecting well-being and academic per-
formance. Recent machine learning (ML)-based systems have
demonstrated promise in predicting mental health conditions
using survey data, but these approaches often process sensitive
information in plaintext, risking privacy breaches or relying
on centralized data storage vulnerable to leaks. Homomorphic
encryption (HE) has been proposed for secure ML, but existing
implementations either focus on simpler datasets (e.g., numeri-
cal/IoT data) or incur impractical computational overhead (e.g.,
high RAM usage or prolonged training times) for real-world
mental health applications. To address these gaps, we introduce
a privacy-preserving predictive model for student mental health
using logistic regression trained directly on encrypted data via
the TenSEAL library. Our work uniquely combines a leveled fully
homomorphic encryption (FHE) scheme to ensure end-to-end
confidentiality, replacing the standard sigmoid with a quadratic
approximation for homomorphic compatibility. We also perform
a comprehensive efficiency analysis that evaluates RAM usage
and training time across polynomial-modulus degrees to balance
security and practicality, a trade-off underexplored in prior HE-
based mental health studies. Experimental results show that our
encrypted model achieves 84% accuracy (vs. 96% unencrypted)
with minimal performance loss, while benchmarks demonstrate
scalable resource consumption. This work advances the feasibility
of implementing FHE in sensitive domains such as mental health,
offering a rigorous template for privacy-preserving ML without
compromising predictive utility.

Index Terms—Student Mental Health, Predictive Modeling,
Homomorphic Encryption, Privacy-Preserving Machine Learn-
ing

I. INTRODUCTION

Mental health challenges among students have become a
critical concern for academic institutions around the world
[1]. The pressure of educational performance, social expecta-
tions, and life transitions make university students especially
unsafe for stress, anxiety, depression, and other psychological
problems. According to recent studies, a significant percentage
of college students experience mental health problems that
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can affect their educational performance, social engagement,
and overall well-being [2], [3]. In some severe cases, un-
treated mental health issues can also cause suicidal ideation
or dropouts, highlighting the urgency of early detection and
intervention mechanisms within academic institutions [4].

Recently, there has been a lot of interest in using Machine
Learning (ML) approaches to predict student mental health
diagnoses [5]. These ML models could help identify students
with high stress levels in the early stages. This could lead to
enabling initial intervention and customized support services,
students can improve results and reduce dropout rates. How-
ever, it also raises concerns about sensitivity and data privacy
[6]. The data used for the training and prediction of these
models contain highly personal and confidential information.
Therefore, the privacy of these models is a very important
concern that should not be neglected.

To address this issue, the privacy-preserving machine learn-
ing model (PPML) could be utilized [7]. Techniques like
PPML are designed to ensure that sensitive data used during
the training and inference phases of ML models remain secure
and confidential, as ML models are highly dependent on
personal data.

The primary goal of PPML is to mitigate risks such as
unauthorized access, data leakage, and inference attacks, and
one of the types of PPML is Homomorphic Encryption (HE)
[8]. The HE allows the computation directly on encrypted
data. which means that the data are first encrypted and then
trained on the ML model, and the results can be decrypted later
to reveal the output. HE supports various schemes, including
the Brakerski Vaikuntanathan (BFV) scheme and the Cheon
Kim Kim Song (CKKS) scheme. The BFV scheme supports
accurate arithmetic on the integer, which is suitable for dis-
connected data, while the CKKS scheme consistently involves
the actual number, which is ideal for machine learning.

In 2009, Gentry [9] introduced the first fully homomorphic
encryption (FHE) scheme that had the ability to perform
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arbitrary additions and multiplications. Since then, there have
been different types of HE based on the types and com-
plexity of operations they support. To turn these theoretical
breakthroughs into practical tools, several high-performance
open-source libraries have emerged HElib [10], Microsoft-
SEAL [11], HEAAN [12], and TFHE [13]. FHE supports both
addition and multiplication operations on ciphertexts, enabling
arbitrary computations on encrypted data. This means that, in
theory, any function that could be computed on plaintext data
can also be computed securely on encrypted data using FHE
[14], making it a strong candidate for end-to-end privacy in
ML.

In this work, we used HE techniques in the ML model
using TenSEAL [15]. we employ the CKKS scheme, which is
part of HE. By integrating it, we ensure that student mental
health data can be used to train while maintaining strict
privacy standards. This balance between utility and privacy is
important to deploy an ML system in sensitive domains such
as health and education. To this end, the main contributions
of this study are as follows.

o Development of privacy preserving student mental
health predictive model: We build a secure and privacy-
preserving ML model to analyze student mental health
data.

o Integration of HE for secure analysis: We imple-
mented HE to allow computations on student mental
health data without requiring decryption. We encrypt the
input feature vectors using the CKKS scheme through
TenSEAL before model training and then train the model
based on encrypted data. This ensures that student mental
health records remain protected, reducing the risk of data
breaches and unauthorized access.

o Evaluation of encrypted vs. unencrypted model
performance: We compare the effectiveness of our
privacy-preserving model with traditional unencrypted
approaches in terms of accuracy, computational effi-
ciency, and feasibility for large-scale deployment in aca-
demic institutions.

o Analysis of RAM consumption based on different
polynomial degrees: We investigate the computational
overhead of HE by analyzing RAM consumption for dif-
ferent polynomial degrees in the encryption scheme. This
helps balance security and efficiency, ensuring optimal
performance while maintaining strong privacy guarantees
in the encrypted mental health prediction model.

o Time consumption analysis based on different poly-
nomial degrees: We evaluate the impact of polynomial
degree variations in HE on computation time. Our anal-
ysis covers encryption, model training, and inference,
highlighting how increasing polynomial degrees affects
processing time and overall system performance. The
time consumption analysis provides critical insights into
the trade-offs between computational efficiency and secu-
rity. This enables a practical deployment of the privacy-
preserving model while ensuring real-world feasibility.
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The rest of this paper is organized as follows. Section II
describes related works in the field of HE. Section III provides
an overview of the proposed model architecture, Section IV
provides the experimental results, and Section V concludes the

paper.
II. RELATED WORK

Researchers have used HE to protect data in ML models.
This section focuses on related work in the field of HE
for keeping sensitive information private. Fawaz et al. [16]
conducted a comparative analysis of BFV and CKKS HE
schemes using the Microsoft SEAL library. Their experiments
on encrypted vector operations showed that BFV was faster
in most cases, while CKKS handled larger vector sizes more
effectively, though at the cost of increased noise. However,
they did not train the ML model. Sagarika et al. [17] applied
the Paillier HE scheme to perform linear regression on a sales
dataset. The encrypted model’s outputs matched those of the
plaintext model after decryption, demonstrating the correctness
of encrypted computation. Aono et al. [18] developed a secure
logistic regression framework using additively HE, including
Paillier and LWE-based schemes. Their system achieved up to
80.7% accuracy in the Pima dataset and 75.4% in SPECTF,
showing minimal performance loss. Liu et al. [19] proposed a
privacy-preserving logistic regression model using Microsoft
SEAL, achieving 98.9% accuracy on a subset of the scikit-
learn Digits dataset. Similarly, Wiryen et al. [20] trained
encrypted logistic regression models on IoT data using the
TenSEAL library. Their results showed that the CKKS-based
model achieved 69.76% accuracy, identical to its plaintext
counterpart, supporting the feasibility of the HE scheme for
the privacy-preserving ML model.

The works of [17]-[20] have demonstrated the feasibility
of a privacy-preserving ML model using HE scheme, they
primarily focused on structured or numerical datasets (e.g.,
digits, 10T data, or healthcare records), which are less complex
and sensitive compared to survey-based mental health data.
Mental health surveys contain highly personal and nuanced re-
sponses that require specialized privacy-preserving techniques.
Addressing this gap ensures the framework’s applicability
to real-world, sensitive domains where data confidentiality
is critical. Moreover, the existing work [17]-[20] did not
thoroughly analyze the trade-offs between security parame-
ters (e.g., polynomial degrees) and computational resources
(RAM usage, training time). Understanding these trade-offs
is essential for practical deployment, as it helps institutions
balance privacy guarantees with feasible resource allocation,
especially in resource-constrained environments like academic
settings. Although some studies [17]-[20] reported accuracy,
comprehensive evaluations of encrypted models (e.g., Mean
Squared Error (MSE), Mean Absolute Error (MAE), and
runtime under varying HE parameters) were missing. Rigorous
benchmarking ensures transparency and trust in the model’s
reliability. It also guides stakeholders in selecting optimal
configurations for specific use cases, enhancing scalability and
adoption.
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TABLE I
COMPARATIVE ANALYSIS OF HE SCHEMES IN PRIVACY-PRESERVING ML MODEL

Study Scheme Library Task Acc. (enc/plain)
Fawaz etal. [16] BFV vs CKKS  Microsoft SEAL  Encrypted vector operations -
Sagarika etal. [17]  Paillier Custom Linear regression (sales dataset) — (plaintext match)
Aono etal. [18] Paillier, LWE Custom Logistic regression (Pima, SPECTF)  80.7%, 75.4% / same
Liu etal. [19] BFV(LR) SEAL+PyTorch Digit classification 98.9% 1 99.1%
Wiryen etal. [20] CKKS(LR) TenSEAL IoT anomaly detection 69.8% / 69.8%
Our work CKKS(LR) TenSEAL Student MH survey prediction 84% 1 96%
<¢ @
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Fig. 1. Privacy preserving system architecture using ML model

III. METHODOLOGY

This section describes the methodology adopted for devel-
oping the PPML model for student mental health using the
HE scheme. As illustrated in Fig.1, our privacy-preserving
framework follows a structured workflow: (1) raw student
mental health surveys are collected and preprocessed (label
encoding, scaling, and train-test splitting), (2) processed data
are encrypted using the CKKS homomorphic scheme via
TenSEAL, and (3) logistic regression training occurs directly
on the encrypted data while preserving confidentiality through-
out the pipeline.

A. Dataset

The readily available dataset from the Kaggle [21] is uti-
lized, which represents several attributes relevant to the mental
health of the student. It contains several features related to
demographics, lifestyle, and psychological indicators, which
serve as input variables for the model.

Fig. 2 presents a correlation heatmap that visually rep-
resents the relationships among the features in the dataset.
This analysis is crucial to understanding which variables have
strong associations with mental health outcomes, which helps
to select the best features and optimize the model. Among all
features, suicidal thoughts, academic pressure, and financial
stress show the strongest positive correlations with depression.
The dataset captures complex non-linear relationships that
contribute to strong model performance as shown in Table.
1L
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Correlation Heatmap of Student Mental Health Features

Age
Acadenmic Pressure | 0.

Study Satisfaction 4 =il

Sleep Duration

Dietary Habits - 0.

Have you ever

had suicidal thoughts 7

Study Hours - 0.

Family History of M

Fig. 2. Correlation heatmap of the features in the student mental health dataset

This dataset serves as the foundation for building a privacy-
preserving predictive model using the HE scheme, ensuring
that sensitive student data remain confidential throughout the
machine learning pipeline.

B. Preprocessing

We performed the following pre-processing steps:
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« Label encoding: Converted each categorical feature (e.g.,
gender, duration of sleep) to integer codes using La-
bel Encoder. CKKS operates on numeric vectors, SO
converting categories to integers allows encrypted arith-
metic while keeping the dimensionality low compared to
one-hot encoding.

o Target mapping: Mapped the Depression column from
Yes/No to floating 1.0, 0.0. Logistic regression loss and
CKKS vectors require the mapping of numerical labels
to 0,1, which enables the direct computation of gradients
and predictions under encryption.

o Feature scaling: Used Min-Max Scaler to rescale all
features to the 0,1 range. CKKS encodes real values at
a fixed precision, bounding inputs to 0,1 maximizes use
of the noise budget, reduces noise growth per operation,
and stabilizes gradient descent by keeping all features on
the same scale.

o Train/Test split: The dataset was split into 75% training
and 25% testing sets.

C. Privacy-Preserving Encryption

The proposed system utilizes a PPML framework built using
the CKKS scheme [22] provided by the TenSEAL library
[15]. This allows computations to be performed directly on
encrypted data, ensuring that the privacy of sensitive informa-
tion is preserved throughout training and inference processes.

Algorithm 1 Privacy-Preserving CKKS Algorithm
Require: raw input z, transformation ¢, CKKS settings o
Ensure: decrypted result ¢(z)
1: (PK,SK) < GenerateKeys(o)
C <+ EncryptCKKS(PK, x)
C' + EvaluateCKKS(C, ¢)
Y DecryptCKKS(SK, c”
return y

The pseudocode in Algorithm 1 is the consensus of the
CKKS HE scheme and is based on the following four parts.
The Generate Keys are used to generate the public key (PK) or
private key (SK) based on the parameters. The EncryptCKKS
takes the public key PK and the raw input x or the plaintext
to produce a ciphertext C. EvaluateCKKS applies the transfor-
mation ¢ directly to C, performing all necessary additions and
multiplications under encryption to obtain a new ciphertext C
that contains ¢(x). DecryptCKKS uses the secret key SK to
decrypt C.

Polynomial
Modulus

TE"SEAL Degree

Coefficient Global Model
: Modulus Sle Training
Enc t, .
D;Zap — ln:t t—»‘f Set 0 get
contex Degree Moduli d B Gen_ .,
Galois Set scale—>
Encrypted  Parameters [fo et Parameters Set:-----------------

Data Set I
) Train Model

Fig. 3. CKKS Encryption Flowchart
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Fig.3 illustrates the process flow from data encryption to
model training based on the TenSEAL Library.

The TenSEAL library uses context as shown in Fig.3, which
is an object that holds all of the homomorphic encryption
parameters and keys, and serves as the environment in which
you create, manipulate and decrypt ciphertexts.

The TenSEAL context is configured by four key parameters:
the polynomial modulus degree n, the coefficient modulus
chain g, the Galois keys and the global scale. The polynomial
modulus degree n sets the ring dimension for encryption.
The larger n increases the rigidity and security of the lattice
and allows more plaintext slots per ciphertext. The coefficient
modulus chain ¢ is specified as a sequence of bit-lengths,
each consumed by one homomorphic multiplication. Its length
therefore determines the maximum multiplicative depth be-
fore a ciphertext refresh is required. Galois keys are spe-
cial key-switching matrices that enable cyclic rotations of
encrypted slot vectors, which are essential for computing
inner products and other aggregated operations directly on
ciphertexts, and the global scale factor controls the fixed-point
encoding precision of real numbers. A higher scale reduces
rounding error, but also accelerates noise growth during mul-
tiplication.

A context is created with polynomial modulus degree n
= 8192 and a coefficient modulus chain q = [60, 40, 40,
40, 40, 40, 40, 60], which offers a balance between security
and computation depth. Galois keys are generated to support
encrypted vector operations, such as rotation. The global scale
is set to 2! to manage precision in encrypted computations.

Due to the limitations of HE scheme in supporting non-
polynomial functions, the traditional sigmoid function is ap-
proximated using a second-degree polynomial quadratic sig-
moid. This quadratic sigmoid approximation balances compu-
tational efficiency and functional performance, enabling en-
crypted prediction without violating the algebraic constraints
of the CKKS scheme.

The encrypted feature vectors (e.g., gender, age, academic
pressure, etc.) and the corresponding labels are used for
training, and during evaluation, the encrypted feature vectors
from the test set are passed through the model to generate
predictions.

D. Security Analysis

The proposed system ensures end-to-end confidentiality of
student mental health data by using the CKKS HE scheme
at every stage except within the data owner’s environment.
The TenSEAL-based implementation guarantees that without
the secret key, only ciphertexts could be seen, and no plaintext
information about individual responses, intermediate gradients,
or final weights can be recovered. The choice of polynomial
modulus degree (n=8192) and coefficient modulus chain (q =
[60, 40, 40, 40, 40, 40, 40, 60]) provides a 192-bit security
level, resistant to lattice-based attacks. This modulus chain
supports 8 levels of multiplicative depth, which was specifi-
cally chosen to accommodate the homomorphic computation
of logistic regression, including dot product operations and a
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quadratic approximation of the sigmoid function. Since the
sigmoid cannot be directly computed in encrypted form, we
use a second-degree polynomial, which keeps the multiplica-
tive depth low. As a result, this configuration enables us to
complete training and inference on encrypted data without the
need for bootstrapping, which is computationally expensive.
Since all computations (training and inference) are performed
on encrypted data, sensitive information is never exposed in
plaintext to unauthorized parties, including cloud servers or
third-party processors. This satisfies the core requirement of
data privacy in ML pipelines. The data holder (e.g., academic
institution) is trusted to manage encryption/decryption keys
securely that ensure the client-side exclusivity of sensitive
output.

IV. EXPERIMENTAL RESULTS

This section illustrates the experimental results obtained
from our PPML model. All experiments were carried out on
Google Colaboratory using the default CPU runtime, 16GB of
RAM, Python 3.11.12, TenSEAL 0.3.16, and scikit-learn 1.6.1.
For all experiments, we used a fixed coefficient modulus chain
q = [60, 40, 40, 40, 40, 40, 40, 60], which supports 8 levels
of multiplicative depth in the CKKS encryption scheme and
the global scale is set to 2'°.

TABLE 11
COMPARISON OF UNENCRYPTED AND ENCRYPTED MODELS

Type Model Accuracy MSE MAE
Unencrypted Logistic Regression 0.96 0.0396 0.0396
Encrypted Logistic Regression 0.8462 0.1538 0.1538

Table. II illustrates the accuracy, MSE, and MAE values of
the unencrypted logistic regression model and the encrypted
logistic regression model, respectively, using the TenSEAL
library. As shown in Table.Il, the plaintext logistic regression
model achieved 96.0% accuracy, whereas its CKKS-encrypted
model, as shown in Table.II, reached 84.62%, a slight drop due
to the approximation and noise inherent in the HE scheme.

RAM Consumed

9.3

GIGABYTES

31

4096 8192 16384

POLYMODULUS

32768

Fig. 4. System Usage

Fig.4 shows the consumption of RAM seen in Google
Colab during the training phase of the encrypted model using
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TenSEAL library for various polynomial degrees. As the
modulus degree increases, both the ciphertext size and the
number of coefficient moduli in the CKKS context grow,
leading to larger in-memory representations and more inter-
mediate data during homomorphic operations. Consequently,
higher polynomial modulus settings incur significantly greater
memory usage.

Time Consumed

614.92

TIME TAKEN (SEC)

98.14

—
wn
—
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4096 8192 16384
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32768

Fig. 5. Time Taken

Fig. 5 illustrates the total time taken for training of the
TenSEAL encrypted logistic regression model as a function of
the CKKS polynomial modulus degree. As the modulus degree
increases, the ciphertexts grow in size and each homomor-
phic operation requires more underlying coefficient-modulus
arithmetic. This added complexity extends the encryption,
evaluation, and decryption phases, resulting in significantly
longer training times at higher precision settings.

V. CONCLUSIONS AND FUTURE WORK

In this work, we presented a privacy-preserving solution
for student mental health prediction through an encrypted
logistic regression model. Our approach trains directly on
encrypted data using the CKKS homomorphic encryption
scheme implemented via the TenSEAL library. To enable
efficient computation on ciphertexts, we replaced the standard
sigmoid function with a quadratic approximation, maintaining
compatibility with HE constraints while working with sensitive
survey-style datasets. The experimental results demonstrate
that our model achieves 84% accuracy compared to 96% for
the unencrypted version, proving that strong privacy guaran-
tees can be maintained with only a modest performance trade-
off. Furthermore, we conducted a comprehensive analysis
of computational overhead, evaluating memory usage and
training time across different polynomial modulus degrees.
These findings offer practical insights for balancing security
parameters with resource requirements in real-world deploy-
ments.

To further strengthen the security and scalability of our
framework, in the future, we will integrate Multi-Party Com-
putation (MPC) to decentralize trust in key management and
mitigate single points of failure. Additionally, adopting post-
quantum-resistant HE schemes (e.g., Kyber-CKKS hybrids)
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will future-proof the system against quantum attacks. Finally,
dynamic parameter adjustment mechanisms can optimize poly-
nomial degrees in real-time based on data sensitivity and com-
putational constraints, improving efficiency without compro-
mising security. These advances will improve the robustness
of privacy-preserving ML in sensitive domains such as mental
health.
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