Journal of Manufacturing Systems 80 (2025) 948-962

Contents lists available at ScienceDirect

Journal of Manufacturing Systems

journal homepage: www.elsevier.com/locate/jmansys

Technical paper ' N
A novel digital twins-driven mutual trust framework for human-robot
collaborations

Junfei Li?, Enshen Zhu®®, Wenjun Lin *®, Simon X. Yang?, Sheng Yang -

a University of Guelph, School of Engineering, Guelph, N1G 2W1, Ontario, Canada
b Algoma University, School of Computer Science & Technology, Brampton, L6V 1A3, Ontario, Canada

ARTICLE INFO ABSTRACT

Keywords: Trust plays an important role and significantly influences human-robot collaborations (HRC). However, most

Trust previous research on trust only emphasizes the human attitude toward robots. There needs more understanding

Digital twins of human uncertainties that may also cause disruptions of trust in collaborations. This paper presents a novel

Human-robot collaborations mutual trust framework to provide a relatable vision for future development in HRC from an integrated

Human digital twins . . . . I . . . .
perspective via the integration of human and robotic digital twins. More specifically, a comprehensive review
of current trust research in HRC is first provided, including trust factors and state-of-the-art trust models.
Second, a novel human-robot mutual trust framework based on 5-layer digital twins models is introduced.
The mutual trust framework highlights the interactions amongst modules of artificial intelligence, simulation,
and operation, which can provide wide services in HRC (e.g., task allocation and motion planning). A case
study of solving a path planning problem is exemplified to evaluate the performance of the proposed mutual
trust framework. Compared with singular trust models, the proposed framework enables robotic systems with
real-time response and adaptation to human behavior. Some limitations and future work of the mutual trust
framework are elaborated in the end.

1. Introduction In the context of HRC, trust is a critical determinant of successful

teamwork and sustained human engagement. It provides the foundation

As robots become increasingly intelligent and capable, a new trend
has emerged that views robots as teammates who can assist humans
in accomplishing many complex tasks [1,2]. This trend needs to build
and maintain the trust between humans and robots, which allows
robotic teammates to dynamically adapt and respond to trust changes
in real-time [3]. The complexity and uncertainty of human behav-
iors in collaborative tasks and environments make trust hard to build
and maintain in human-robot relationships [4]. Especially for hu-
man operators with limited robotics experience, it is important to use
human-friendly ways of building and maintaining trust to improve the
efficiency of task completion [5-8]. Trust is commonly understood
as a complex psychological state comprising beliefs and expectations
about the trustworthiness of another based on previous experiences and
interactions under conditions of uncertainty and risk [9]. In addition,
trust is also recognized to have cognitive and emotional components.
Cognitive processes are often seen as crucial in evaluating trustworthi-
ness, specifically regarding how well the robotic system achieves its
intended purpose [10]. Trust is viewed as an attitude that an entity
(robot or human) will aid in achieving personal objectives in contexts
marked by uncertainty and vulnerability [11].
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that enables humans to reliably delegate tasks to robots, accept their
decision-making processes, and adapt to shared work environments.
However, most trust research in HRC only emphasizes the human
attitude towards robots, which is based on the capability of the robots
to operate in an uncertain environment. The uncertainty of human
behaviors and health conditions may also cause disruptions in HRC,
which means that human trust will fluctuate over time. If human
behavior and status become more predictable, robots can have more
trust in human operators and generate data-informed decisions to
assist human operators. In addition, the modeling of human status and
behaviors is difficult in HRC. Firstly, compared to robotic systems,
human modeling requires a larger dataset, encompassing more complex
geometric configurations, the acquisition of biological signals, and
significant variations among different individuals. Secondly, human
behavior modeling demands higher real-time performance due to the
dynamic and unpredictable nature of human actions. This involves pro-
cessing a continuous stream of data from multiple sensors to accurately
track and respond to human movements and states. Lastly, human
performance and behavior are also subject to subjective influences
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such as psychological stress and fatigue levels, which can significantly
impact both physical and cognitive functions.

To better capture human-related data, human digital twins (HDTs),
a technology that creates a virtual representation of a physical human
and enables simulation, prediction, and optimization of its physical
counterpart, has attracted increasing attention [12-14]. HDTs are ad-
vanced simulations that replicate human physiological, cognitive, and
behavioral states. These digital replicas are created using comprehen-
sive datasets and are continuously updated with real-time data from
various sensors to mirror the current state of an individual. HDTs can
provide deeper insights into human conditions, allowing for better pre-
diction and management of behaviors and health statuses. Therefore, a
well-developed HDT can be used to improve robot trust in humans, but
the modeling and simulation of HDT for human-robot collaboration is
still very challenging.

This paper aims to provide a novel mutual trust framework for HRC
based on integrated digital twins (DTs) of robotic and human operators.
We introduce a comprehensive mutual trust framework that simulates
trust between humans and robots based on multiple trust metrics. In
addition, we present a more unified model to represent human-related
data using the concept of HDTs. HDTs collect real-time multimodal data
on human health, motion, cognition, and emotions to create a virtual
human twin that supports trust-building and maintenance. Robotic
digital twins (RDTs) collect real-time data on robot operations and
status to form a virtual robotic twin that improves predictability and
reliability. The DTs platform uses this real-time data to offer simulation,
operation, and Al-inference functions, thereby fostering mutual trust
and optimizing collaborative performance. The proposed framework
can build and maintain trust at a reasonable level by considering the
dynamics of both humans and robots. The contribution of this paper
can be summarized as follows:

(1) A comprehensive mutual trust framework is proposed to simu-
late trust between humans and robots based on multiple trust
metrics.

(2) A unified model is proposed to represent human-related data
using the concept of HDTs.

(3) A DTs-based platform is proposed to offer simulation, operation,
and Al-inference functions, thereby improving mutual trust and
optimizing collaborative performance in a path planning case
study.

This paper is structured in the following manner. In Section 2, the
state-of-the-art analysis are provided for the concept of trust in HRC.
Section 3 introduces the recent research of modeling trust in HRC.
Section 4 introduces the proposed mutual trust framework and DT-
based platform. Section 5 provided a case study for trust-based path
planning based on the proposed mutual trust framework. In Section 6,
the proposed framework and future research are summarized.

2. Concept of trust in HRC

In previous studies, there are two types of trust in HRC based on
the perspective of humans or robots: human trust in robots (HTIR) and
robot trust in humans (RTIH). HTIR refers to the degree of confidence
that humans have in the capabilities, reliability, and intentions of
robotic systems. This concept is critical in HRC as it influences how
effectively and safely humans and robots can collaborate. RTIH pertains
to the trust level by which robots evaluate human behaviors and deci-
sions. This is essential for ensuring smooth and efficient collaboration in
HRC. In HTIR research, researchers have found that many robot-related
factors are related to increasing the trust from humans in robots. These
factors include shape [15], voice [16], color [17], communication [18],
speed [19], and system transparency [20].

This section presents a state-of-the-art analysis of the factors that
constitute the recent understanding of trust in HRC. Some examples of
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trust factors are shown in Fig. 1. Earlier studies have categorized trust
determinants into three main categories: robot-related factors (such as
shape, color, and speed), human-related factors (including prior expe-
riences, self-confidence, and situational awareness), and environment-
related factors (like risk level and task complexity) [21]. However,
evidence from previous studies suggested that robot-related factors are
the most significant contributors to trust [22]. Accordingly, this section
focuses on the robot-related factors, which are organized into four key
areas: performance and reliability, personalization and adaptability,
safety and predictability, and transparency and explainability.

2.1. Performance and reliability

The performance of the robot, including battery energy [27], task
completion [28], robotic speed [19], and error rates [23,24], is cru-
cial for trust building. Humans are more likely to trust robots that
demonstrate high efficiency and reliability in HRC. Desai et al. [29]
tested the trust between humans and robots in low-reliability sce-
narios. The results showed that a decrease in reliability influences
trust levels, and these reliability fluctuations impact self-evaluations of
their performance. Wright et al. [20] tested how the reliability of a
robotic member affected human trust. Results suggested that reliability
may have a stronger influence on human trust and robot perceptions
than other factors, such as transparency. Chavaillaz et al. [30] studied
the influence of reducing reliability on the automatic system. Results
indicated that a decrease in automation reliability negatively impacted
operator trust, and the operator still relied on the automation system
unaffected by variations in reliability.

In the context of trust in HRC, reliability is defined as the extent
to which a robot consistently meets expected performance standards,
thus reinforcing human confidence in its capabilities. This process
depends on the human capacity to perceive, interpret, and evaluate
the robot’s actions through cognitive functions, ultimately shaping the
trust relationship between humans and robots. Xu et al. [31] investi-
gated that the first impression of the robot can significantly influence
human trust if the robot provides a correct answer from the start.
Ahmad et al. [32] demonstrated an inverse correlation between trust
and cognitive load, indicating that increased cognitive load among
participants was associated with a decline in trust ratings. Gompei
et al. [33] analyzed the attitude of familiarity as being associated with
both cognitive and affective trust, whereas the errors made by the robot
influenced cognitive trust.

2.2. Personalization and adaptability

Robots capable of personalizing their responses according to human
preferences, behaviors, and feedback have significantly enhanced trust
in their interactions. The integration of design uniqueness in terms of
appearance and color significantly contributes to the overall acceptance
and emotional connection users have with robots [17,34]. By incorpo-
rating aesthetically pleasing designs and customizable color schemes,
robots can appeal to the personal tastes and preferences of a wider au-
dience. Understanding and optimizing the visual interactions between
humans and robots is fundamental to enhancing trust in HRC. Desai
et al. [35] studied the influence of choosing semantic non-semantic
indicators to guide humans and robots to finish tasks. The quality,
tone, and clarity of robotic auditory outputs, such as speech and
operational sounds, play a substantial role in building and maintaining
trust between humans and robots [36]. Gender stereotypes are another
factor that can influence trust. Kraus et al. [16] conducted research
investigating the impact of gender voice on trust in both explicit and
implicit gender attributions to robots. Participants exhibited a greater
trust in the male robot, which they also rated as more reliable and
competent than the robot with a female personality; conversely, the
robot with a female personality was perceived as likable.



J. Li et al.

B oY

letters.

plant °"
orange juice

@ Cabinet

Entrance &

Receptior™
dition C

con!

D Kitchen

Journal of Manufacturing Systems 80 (2025) 948-962

Condition / Factor

Neutral feedback: "
Easy questions  correct/ wrong Negative feedback

Robot (A) with o vistal
changes (original robot)

— Would you trust this
robot?

Robot (B) with enhanced

visual changes (Cartoon
smiling facial expression) C3/ Predictability €4/ Sense of Control

Neutral  Unpredictable behaviors Neutral Math Persistent
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YES
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Don't Know

Robot: | have a screwdriver for you.
Robot: Do you reqire it now?

Robot: Let me know when you need it

Robot: Are you going to use it now?

Robot hands screwdriver to human.

C5/ Trust

Speech recognition failure

Fig. 1. Examples of trust tests and measurements via (a) correct and faulty navigation paths [23], (b) robots making some errors [24], (¢) visual changes [17], (d) mutual
adaptation in the collaborative environment [25], (e) safety factors testing [26], and (f) communication [18]. (For interpretation of the references to color in this figure legend,

the reader is referred to the web version of this article.)

The trust between robots and humans involves managing uncer-
tainty and vulnerability throughout their collaborative process. High
adaptability enhances the confidence that collaborators will perform
as anticipated in achieving the designated objectives despite diverse
uncertainties and vulnerabilities. Therefore, adaptability is important
in affecting trust between humans and robots. Fischer et al. [37]
provided qualitative analyses for the influence of robot adaptability
on human trust in medical interactions. Results showed that high
adaptability could improve human trust when considering specific task
requirements. Nikolaidis et al. [25] introduced a formalism for mutual
adaptation in human-robot interaction to maintain their trust, even in
instances that may contravene personal preferences.

2.3. Safety and predictability

Several studies have addressed the significance of safety in HRC, in-
cluding the application of various technologies, such as estimation and
evaluation, software devices designed, impact detection systems, and
collision-free strategies [38]. Particularly in the context of industrial
robotic collaboration, ensuring safety is of critical importance [39-41].
Akalin et al. [26] studied the principal determinants of perceived
safety, including comfort, familiarity, predictability, sense of control,
transparency, and trust.

Robotic systems characterized by high predictability are more likely
to gain trust as they enhance efficiency and facilitate human operators’
comprehension. On the one hand, accurately predicting future posi-
tioning can minimize potential harm to humans. On the other hand,
foreseeing and acknowledging errors or faults in robotic systems can
help maintain human trust, especially when anticipating such faults.
Washburn et al. [24] tested how expectations for robot functionality
affect perceptions of robot trust. Results showed that participants with
low initial expectations exhibited enhancements in trust after interact-
ing with the robot, whereas participants with high initial expectations
showed no changes in trust. Reinhardt et al. [42] tested the influence of
trust and predictability with different movement strategies in proximal
cooperation. Schadenberg et al. [43] tested the effect of unpredictabil-
ity on the performance evaluation of the robot by human operators, and
they found that unpredictability can cause low-performance evaluation.
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2.4. Transparency and explainability

Transparency is a significant subject of trust in humans. Trans-
parency typically refers to the clear communication by robotic sys-
tems to human users about their operating principles, decision-making
processes, and functional limitations. Wright et al. [20] tested how
transparency influenced the trust and performance of the robot when it
finished different tasks. Matthews et al. [44] analyzed the implication
of transparency to the robot trust, and they found that the transparency
information should be personalized for the mental model to support
accurate trust calibration. Lewis et al. [45] introduced both computa-
tional and human-based findings to enhance the transparency of deep
reinforcement learning networks through object saliency visualizations
of internal states.

Explainability constitutes a crucial aspect of HRC, enabling robots
to execute actions at varying levels and communicate with humans in
a manner that is trustworthy and conducive to human-friendly interac-
tion. One challenge is the design of new strategies and algorithms for
generating explanations based on previous experiences and particular
human operators [46]. Ambsdorf et al. designed a competitive board
game to demonstrate the necessity and potential for the explanation
in HRC and the comprehensive evaluation of its impacts. Shin studied
the impact of explainability in artificial intelligence (AI) on user trust
and attitudes towards AI [47]. Dehkordi et al. [18] proposed a mental
model to help robots understand human behavior and achieve five
desirable traits: fluent behavior, adaptability, trust-building, effective
communication, and explainability.

3. Modeling of trust in HRC

Modeling trust in HRC involves developing mathematical models to
quantify and manage the trust dynamics between humans and robots.
This process includes defining trust metrics, understanding the dynamic
nature of trust, and maintaining the trust at a reasonable level. Most
human-robot trust models are based on the robot’s performance, and
the majority focus on human-to-robot trust. This focus emphasizes
how well a robot performs tasks and how reliably it interacts with
humans, thereby influencing human confidence and reliance on the



J. Li et al.

robot. Researchers have developed various metrics to assess human
trust, such as task completion rates, accuracy, and the robot’s ability
to adapt to new situations.

Uni-directional trust is typically based on performance history with
personalized trust metrics. Guo et al. [3] developed a personalized
trust prediction model, employing Bayesian inference for parameter
estimation. Several studies have evaluated trust by examining a robot
ability to perform specific tasks and querying individual trust [31,
48]. These methods for trust modeling represent significant progress
in understanding and articulating human trust in robots. However,
performance-based trust models rely on historical data regarding the
robot performance on specific tasks, which limits their applicability
for transferring trust across different tasks. Research on human-robot
trust often employs probabilistic models. Fooladi et al. [49] developed
a foundational model for predicting trust during interactions between
humans and multiple robots. Lee et al. [50] demonstrated that robots
capable of assessing and adjusting to human intentions and abilities
in decision-making processes can foster greater trust from humans. Yu
et al. [51] proposed a trust-aware decision-making framework for HRC
using a partially observable Markov decision process and syntactically
co-safe linear distribution temporal logic to model and optimize trust-
sensitive task execution through a probabilistic labeling function and
modified point-based value iteration. Xu et al. [52] proposed a machine
learning-based trust management model for connected and automated
vehicles to enhance trust evaluation in dynamic traffic environments.
Current trust frameworks often rely on performance metrics. Thus,
performance-oriented trust models effectively encapsulate human trust
in robots.

There is only a limited number of trust models that have con-
sidered the modeling of RTIH. Wang et al. [53] proposed a com-
putational model of a robot’s trust in its human co-worker based
on various performance factors and validated through experiments.
Dorbala et al. [54] proposed a deep reinforcement learning-based trust-
driven robot navigation model that quantifies affective features from
human language-based instructions to compute a human trust metric to
enable trust-aware decision-making for efficient and reliable language-
guided navigation. Li et al. [55] proposed a trust model based on linear
Gaussian and sparse Gaussian processes and used the Monte Carlo tree
search method to optimize the decision-making process of the robot
with the goal of improving human-robot trust in emergency scenarios.

Mutual or bi-directional trust is a challenging issue in HRC.
Azevedo-Sa et al. [56] introduced a novel capabilities-based
bi-directional trust model for predicting trust from human or robotic
trustors, which outperforms existing models and is useful for control au-
thority allocation in human-robot teams. Rahman et al. [57] developed
a real-time trust measurement to improve assembly performance by
considering mutual trust between human and robot. Li et al. [58] intro-
duced a bidirectional trust-based variable autonomy control approach
for semi-autonomous mobile robots to reduce operator workload and
improve system usability.

However, the existing research on trust modeling has primarily em-
phasized one-directional trust, particularly in building human trust in
robots to enhance cooperation efficiency. Some studies have explored
bi-directional trust [56,59], but these often focus on a single criterion
(e.g., human intention) of trust between humans and robots. In addi-
tion, previous research has paid little attention to the impact of human
factors, particularly the uncertainties in human behavior that can sig-
nificantly influence trust building. Human behavior is complex and
influenced by a multitude of variables, including psychological states,
physical conditions, and cognitive contexts. The proposed mutual trust
framework has distinctive features compared to other trust-based re-
search, as shown in Table 1. The proposed approach employs a mutual
trust framework and incorporates multiple trust factors, enabling it to
perform various tasks.
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Table 1
The proposed mutual trust framework in comparison with other trust-based research
in HRC.

Method Trust Trust Task type

direction factor
Guo and Yang [3] HTIR Single Trust estimation
Fooladi Mahani et al. [49] HTIR Single Predicting trust
Lee et al. [50] HTIR Multiple Adjusting interaction
Yu et al. [51] HTIR Multiple Automatic driving
Xu et al. [52] HTIR Multiple Trust evaluation
Dorbala et al. [54] RTIH Single navigation
Wang et al. [53] RTIH Multiple Trust estimation
Li et al. [55] RTIH Multiple Emergency response
Azevedo-Sa et al. [56] Mutual Single Task allocation
Rahman and Wang [57] Mutual Single Industrial assembly
Li et al. [58] Mutual Multiple Improve usability
Proposed Mutual Multiple Multiple tasks

4. Mutual trust framework based on DTs

The overview of the mutual trust framework is shown in Fig. 2. The
proposed framework emphasizes the advantages of DT in improving
collaborations between robots and human operators. The red box indi-
cates the collected real-time HDT data and framework that can provide
a virtual human twin to support the trust-building and maintenance
process. The blue box indicates the real-time RDT data and framework,
where the virtual robotic twin can provide different responses to im-
prove trust and collaborative performance. The human-robot digital
twin’s platform can use the real-time DT data from RDT and HDT to
provide different functions, such as simulation functions (e.g., visual-
ization), operation functions (e.g., status diagnosis, emotional analysis,
and health monitoring) and Al-inference functions (e.g., status pre-
diction, learning, and decision suggestion). Based on real-time DT
data and platform integration, many services can be achieved in HRC
that can outperform existing technologies. This section introduces the
structures of RDT and HDT within the proposed framework. In addition,
it offers an introduction to the proposed mutual trust framework and
trust model. Finally, the services that the framework can provide are
discussed.

4.1. Robotic digital twins

Robotic DT has risen as a significant area of research that presents
an effective approach for mirroring specific attributes of a physical
robot to create a virtual twin [60]. However, the structure of robotic DT
based on trust with humans has yet to be discussed, with only isolated
research on modeling a safe and flexible collaborative framework or
environment. Human trust in robots is subjective cognition, such as
individual preferences for color, shape, and sound, or an objective
evaluation of the robotic systems, such as requirements for safety and
stability [15]. Therefore, after analyzing various factors that affect the
trust in human-robot collaboration based on the previous studies, a
five-layer architecture of the RDT is proposed (as shown in Fig. 2) that
integrates the main trust factors in the common trust models and checks
against the collaborative environment.

4.1.1. Physical layer

The physical layer mainly collects real-time physical state and per-
formance data. The current physical information can be accomplished
through several methods depending on the complexity of the task
requirement. Let the physical state of the robot be represented by a
vector x(f) € R" at time 7, where n is the number of state variables.
The dynamics of the physical robot can be described as

x(1) = f (x(®), u(t)) @

where u(?) is the control input vector and f is a nonlinear function repre-
senting the system dynamics. Most robots can equip sensors to collect
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Robotic Digital Twins

Task Allocation &
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Fig. 2. The overview of the proposed mutual trust framework via integrating DTs of robot and human operators. Red box: the human digital twin. Blue box: the robotic digital.
Black box: types of services the proposed framework can provide in HRC. The human-robot DTs platform achieves three primary functions by integrating real-time DT data. (For
interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)

data about their state. The physical layer continuously collects real-
time sensory data (e.g., position [61], force [62], and velocity [63]) to
ensure precise task execution. This layer collects raw sensory data and
processes and interprets this information to provide real-time feedback
on the robot’s physical interactions with its environment.

4.1.2. Perception layer

The perception layer represents the sensing ability of other objects,
such as the environment, humans, and other robots. Environmental sen-
sors can collect information about the surroundings, including temper-
ature, humidity, light levels, obstacles, or other objects. Let the percep-
tion data be denoted by a set of observations z(f) = z,(t), z,(?), ..., 2 (1),
where k is the type of sensors. The perception layer can be described
as

(1) = o(h(), e(1)) (2)

where A(#) and e(¢) are human and environmental information, respec-
tively. Function o(.) is the observation function. Robotic systems using
ROS or similar middleware can obtain environmental data by subscrib-
ing to relevant sensor topics [64]. Common data collection methods
include SLAM-based techniques [65-67], learning-based approaches
like YOLO and SSD [68,69], and multimodal fusion of vision, audio,
haptics, and physiological sensing [70]. These integrated techniques
enhance robotic perception, enabling comprehensive environmental
awareness.

4.1.3. Capability layer

The capability layer defines the robot’s functional potential based
on data from the physical and perception layers. Let the capabilities of
the robot be represented by a set of functions C = ¢y, ¢,,...,c,, Where
each function ¢, represents a specific capability, such as mobility,
manipulation, recognition, and communication [61,71-73], as well as
adaptability to dynamic environments like ocean currents [74]. This
layer ensures operational flexibility and robustness, allowing robots to
perform specialized tasks in various conditions. For example, it specifies
lifting capacity in industrial settings or navigation abilities for aerial
and aquatic robots, optimizing efficiency and safety.
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4.1.4. Cognitive layer

The cognitive layer represents the robotic understanding of human
behavior based on the knowledge update and transfer within humans.
Let k(t) be the knowledge vector of the robot at time ¢, representing
its understanding of human behavior and the collaboration task. The
cognitive layer can be described as a learning process.

k(r) = 1(k(®), 2(1)) 3

where [ is a function that updates the robot knowledge based on its
current knowledge and perception. Robots acquire knowledge through
visual, auditory, textual, and sensor data [75]. Various learning meth-
ods, such as transfer, federated, and deep learning, enhance their ability
to understand human behavior [76-78]. Recently, cognitive digital
twins further advance this capability by integrating diverse data sources
to refine predictions and improve decision-making [79]. Based on the
cognitive digital twins, robots increasingly mimic human cognition and
enable adaptive learning and real-time responses to dynamic environ-
ments. By analyzing past interactions, the cognitive layer continuously
updates the robot’s knowledge and enhance its ability to anticipate
human actions and optimize collaboration.

4.1.5. Action layer

The action layer represents the physical behavior consequential to
the collaboration task. The planning and control of robot behavior
are the most essential factors in this layer, such as collision-free path
planning and effective tracking and control of robots. Let the actions
of the robot be denoted by ag(r) € A, where A is the action space. The
action selection can be formulated as an optimization problem.

a*(t) = arg max E(x(1), h(1), a) (@)
ag €A

where E(.) is a value function that measures the expected reward for
taking action given the current state x(f) and human behavior A(z).
In this layer, many soft computing techniques can enhance the action
layer by enabling adaptive planning and real-time decision-making,
such as neural networks, fuzzy systems, genetic algorithms, and swarm
intelligence [80-83]. These methods allow robots to dynamically adjust
behaviors based on inputs from the perception and cognitive layers,
optimizing collaboration and improving task performance.
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4.2. Human digital twins

The physical human provides different data to support the DT
building of the human, as shown in the red box in Fig. 2. The physical
human twin collects extensive real-time DT data, encompassing both
biometric data derived from biological information collection and cog-
nitive data that reflect human feeling, reasoning, and decision-making
processes. Complementarily, the virtual human twin is delineated by a
five-layered structure, each stratum contributing to the comprehensive
digital embodiment. This structure coalesces physiological and mental
metrics to provide an enriched virtual representation.

4.2.1. Physical layer

The physical layer collects the real-time states of a human, including
brainwave activity, cardiac frequency, dermal conductance, and mus-
cular dynamics [70]. Let the physical state of the human be represented
by a vector xy,) € R" at time #, where n is the number of state variables.
Psychological data consists of electric and physical signals. Electric
signals include EEG, EMG and ECG [84-86]. In addition, electrodermal
activity information can also be used to analyze the physiological and
cognitive states of the operator through wearable devices [87-89].
Physical signals, such as voice, gestures, strain, and pressure, provide
insight into emotional states, stress, and physical exertion [70]. These
signals enable a real-time assessment of human behavior, fatigue, and
participation to enhance safety and collaboration in the HRC.

4.2.2. Perception layer

The perception layer represents sensory information in the human
sense that helps human to become aware of objects and relation-
ships [90]. Let the perception data be denoted by a set of sensory
information s(t) = s,(?),5,(),...,s,(t), where k is the type of sense
organ. The perception layer can be described as

5(1) = o (r(1), e(1)) (5)

where r(t) is the robotic information. Function oy, is the observa-
tion function. The perception layer enhances adaptability, particularly
for users with sensory impairments. It compensates for diminished
senses by augmenting other sensory channels. Human cognition and
perception represent how humans receive external stimulation and
react to the surrounding environment [91]. The process is influenced
by an individual’s personality, emotions, mental conditions and pre-
served knowledge. When simulating human psychological activities
by modeling perception and cognition, biomedical and biomechanical
sensors are commonly used to collect physiological data. For example,
EEG captures brain electrical activity via scalp electrodes, EMG tracks
muscle contractions and relaxations, galvanic skin response sensors
measure variations in skin conductivity, and eye-tracking cameras mon-
itor gaze direction. In addition, combining various sensor-based data
facilitates the modeling of human psychological activities, such as emo-
tions, intention, and mental workload, which contributes to building
the high-resolution and high-fidelity digital human entity in the HDT
framework.

4.2.3. Ability layer

The ability layer represents the ability of humans to perform tasks.
Let the capabilities of the robot be represented by a set of functions
C = c¢,¢,...,cy, where each function cy represents a specific ca-
pability. Human ability consists of physical, intellectual, and mental
capacities. Physical ability includes strength and endurance, which
influence task allocation and ergonomic design in human-robot collab-
oration. Robots can assist by handling tasks beyond human strength,
improving efficiency. Intellectual ability encompasses problem-solving,
communication, and specialized knowledge, optimizing task execution
and decision-making. Mental ability involves psychological resilience
and emotional stability, essential for managing stress and maintain-
ing performance. Detecting mental status remains challenging, rely-
ing on behavioral cues, physiological signals, and multimodal sensory
fusion [92,93].
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4.2.4. Cognitive layer

The cognitive layer represents understanding, reasoning, and
decision-making. The cognitive state largely affects human well-being
and team performance as cognitive-based tasks become ubiquitous in
collaboration tasks. The cognitive layer can be described by a memory
and knowledge update process

(0 = Iy (c®), s®) (6)

where I is a function that updates human knowledge based on its
current knowledge c(r) and perception s(r), which is collected from
human feedback. The cognitive layer enables robots to learn from
past interactions using Al-driven adaptive learning techniques, im-
proving trust-based collaboration. Techniques for assessing cognitive
state include subjective and objective measures, such as heartbeat,
breathing, blood pressure, and eye movement [94]. Since human-robot
interaction primarily relies on vision and language, the cognitive layer
must handle tasks like Visual Question Answering (VQA), Vision-and-
Language Navigation (VLN), and spatial reasoning [95-98]. In addition,
various cognitive factors influence trust in human-robot interaction,
including voice, facial expressions, and gender similarity [99,100].
As cognitive information is shaped by human perception and feed-
back, individual differences in interpretation affect decision-making
and collaboration [7].

4.2.5. Action layer

The action layer represents the physical interaction with others,
environments, and task executions based on perceptual and cognitive
abilities. Let the actions of the robot be denoted by ay(r) € A,
where A is the action space. Recent techniques for collecting action
data include YOLO, SSD, SVM, and Bayesian networks for human
position detection, CNN-based models for activity recognition, and
PoseNet or 3D SSD for human pose estimation [68,69,101-106]. The
action layer leverages these technologies to interpret human posture,
gestures, and movements, enabling real-time adjustments for safer and
more effective collaboration. By analyzing subtle body language cues
and motion changes, robots can dynamically adapt their responses,
improving interaction fluidity.

4.3. Trust building and maintenance via DT platform

The human-robot DT platform is designed to improve collaborations
between humans and robots through many intelligent functions. It in-
corporates advanced technologies divided into three main components:
simulation, operation, and Al-based inference. This section introduces
the functionalities of these components and how they contribute to
building trust between humans and robots.

4.3.1. Simulation

The simulation component visualizes human and robotic operations
in real time, aiding understanding and decision-making. Advanced
visualization technologies enhance: (1) Clarity: Providing a clear view
of the robot’s environment and actions for better predictability; (2)
Prediction & Planning: Helping operators anticipate outcomes, reduce
risks, and optimize performance; (3) Trust: Increasing transparency to
build confidence in robotic behavior.

4.3.2. Operation

The operation component integrates several critical functions, in-
cluding status diagnosis, emotional analysis, and health monitoring,
to ensure the smooth execution of HRC tasks. (1) Status diagnosis:
monitors and diagnoses the robot’s operational status in real-time,
quickly addressing any issues to maintain reliability and safety. (2)
Emotional analysis: adapts the robot’s responses based on human emo-
tional states, enhancing interaction comfort and personalization. (3)
Health monitoring: this approach focuses on the physical well-being
of humans, adjusting robot tasks to prevent fatigue and ensure safety,
further building trust.
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4.3.3. Al inference

The Al-inference component enhances robotic operations through:
(1) Status Prediction: Identifying potential issues in human and robot
behavior to prevent failures and improve performance, fostering trust;
(2) Learning: Continuously adapting to human behaviors and prefer-
ences for more personalized, context-aware interactions; (3) Decision
Support: Using real-time DT data to assist human decision-making,
reinforcing trust in robotic collaboration.

This paper proposes a novel trust model for HRC, which integrates
the impact of various trust factors identified in previous research. Based
on a comprehensive literature review on trust factors in Section 2, the
trust model can be defined as

n m
T=Y oF =) pF;
i=1 j=1

where T represents the trust level. Variables F;* and F; are related to
positive and negative trust factors based on RDT and HDT collection,
respectively. Parameters «; and f; are the weights assigned to each
positive and negative factor, respectively. Variables » and m are the
number of positive and negative trust factors, respectively. The weights
reflect the relative influence of each factor on the overall trust, as
derived from empirical data and expert assessments. It is important to
note that the proposed model applies to the mutual perspective for both
human and robotic operations. For the TRIH, the necessary trust factors
can be directly obtained through the HDT. The HDT effectively captures
and analyzes human behaviors, intentions, and reliability, translating
these into trust factors that inform the robot’s trust level. Similarly, the
THIR can be assessed by gathering the corresponding trust factors from
the RDT. The RDT comprehensively represents the robot’s operational
status, capabilities, and historical performance data. These factors are
crucial for evaluating the robot’s trustworthiness from a human per-
spective. The weights of trust factors may vary considerably across
individuals. The common approach derives factor weights through
questionnaire-based methods, as subjective perceptions of trust often
rely on qualitative feedback from user populations. In the this case
study, these weights are primarily informed by the findings presented
in Section 2. In future experiments involving real human participants,
the further data-driven methods can be used to offer additional rigor
and tailor the weights more precisely to specific application contexts.

)

4.4. Services of mutual trust framework

This section discusses essential services that enhance human-robot
collaboration using DT technology. It highlights robot motion planning,
task allocation and scheduling, safety considerations, mental workload
monitoring, and work efficiency. These services promote a secure,
efficient, and trustful environment for HRC.

4.4.1. Robot motion planning

Motion planning is essential in robotics, enabling precise, efficient,
and safe navigation in complex environments. The mutual trust frame-
work enables robots to plan and execute motions in a way that might
be efficient, intuitively understandable, and predictable to human col-
laborators. From a human-to-robot perspective, it builds a deeper level
of trust from the human operators, who can anticipate and adapt to
the actions of the robot, leading to a more harmonious and effective
collaboration. From the robot-to-human perspective, the robot can
understand human behaviors and intelligently generate a trust-based
trajectory in collaborative environments.

4.4.2. Task allocation and scheduling

The application of DT is to coordinate the different skills and
capabilities of humans and robots, building a trust-based collaborative
environment. The suitability of a task for robotic execution is influ-
enced by many factors, such as the physical and geometric attributes
of components, safety considerations, and the methods of feeding and
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joining. DT plays a critical role in assessing these factors by simulating
various task scenarios, therefore aiding in the optimal allocation and
scheduling of tasks. The proposed framework is focused on ensuring ef-
ficiency and building and maintaining trust between robots and human
operators. Through accurate simulations and predictive analytics, DT
provides a reliable framework for decision-making, enhancing mutual
understanding and cooperation in human-robot interactions.

4.4.3. Safety considerations

DT plays a pivotal role in the realm of safety considerations, simul-
taneously enhancing safety and reinforcing trust in robotic systems.
The initial step involves crafting programming directives focused on
safety compliance. After task allocation and identification, DT simulates
robotic tasks in a virtual environment to develop safe robot motion pat-
terns. Continuous comparison of simulated and actual signals is crucial
for detecting failure modes, with any observed discrepancies prompting
immediate data feedback for simulation optimization. This process
allows for the issuance of temporary, safety-oriented instructions that
temporarily override standard programming. Trust is bolstered as DT
ensures the safety of operations and the reliability of the system, which
reverts to its original tasks once normalcy is restored.

4.4.4. Mental workload monitoring

Integrating DT in workload monitoring significantly advances, espe-
cially in building and maintaining trust. DT offers a real-time, accurate
digital representation of physical systems, enhancing transparency and
reliability in operations. DT technology enables continuous monitor-
ing and predictive analysis, fostering trust through consistent perfor-
mance and anticipatory problem-solving. By providing clear insights
and simulating various scenarios, DT aids decision-making and strategic
planning, which are crucial for establishing trust in complex, dynamic
environments. Consequently, DT optimizes workload management and
plays a vital role in strengthening the trust between human operators
and automated systems.

4.4.5. Work efficiency

DT significantly enhances work efficiency and trust in automated
systems through accurate, real-time replication of physical operations.
By providing transparent insights into operational processes, DT estab-
lishes a foundation of trust, assuring stakeholders of system accuracy
and dependability. The capacity of DT to simulate various scenarios
aids in proactive decision-making and trust reinforcement, ensuring
operational resilience.

5. A case study of motion planning using the mutual trust frame-
work

As shown in Fig. 3, to demonstrate the effectiveness of the mutual-
trust framework, a case study of path planning in a complex envi-
ronment is exemplified. This case study illustrates how mutual trust
between a human operator and a robotic partner influences the col-
laborative path-planning process, highlighting the benefits of enhanced
transparency and predictability in human-robot collaborations.

The case study is set in the human-robot team navigate to a tar-
get location. This setting allows for examining how RDT and HDT
contribute to enhancing mutual trust and how this trust influences
collaborative path planning. The environment consists of various ob-
stacles and dynamic elements that require the human-robot team to
adapt their path planning based on real-time information and mutual
trust. The virtual space of DTs is crucial for digitalization, visualization,
and visualization of the HRC system, yet rarely explored compared
to the data acquisition research on either humans or robots. This
paper will particularly focus on the trust modeling and simulation
aspects while adopting existing data acquisition approaches in prior
studies (e.g., robot status [22] and human fatigue [107]). The expected
outcomes of this case study can be summarized as follows
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Fig. 3. The trust-aware path planning based on the proposed mutual trust framework.

(1) This is a demonstration of how the RDT and HDT collect data
on trust factors and support collaborative path planning.

(2) Compared to the unidirectional trust model, there is improved
efficiency, safety, and task completion time in HRC.

(3) Insights into the dynamics of mutual trust and its influence on
the collaborative decision-making process.

The proposed mutual trust framework can be tested for physical
HRC through experimental validation in real-world scenarios where hu-
man operators and robots work together on dynamic tasks. The experi-
mental scenario will consider a controlled collaborative manufacturing
assembly line, where robots equipped with DT information for both
human operators and dynamically adjust their actions based on physi-
ological, cognitive, and behavioral data from humans in real time. The
testing should involve various trust-sensitive tasks, including adaptive
motion planning, real-time task allocation, and safety-critical interac-
tions, to evaluate how the framework enhances trust between humans
and robots. In addition, human operator trust levels towards robots
can be assessed using survey questionnaires, physiological indicators
(e.g., breathing rate, heart rate variability, galvanic skin response), and
behavioral analysis (e.g., reaction time, error rate). Meanwhile, robots’
trust levels towards humans can be evaluated by monitoring predictive
accuracy in human intention recognition, reduction of errors in task
execution, and general adaptability of the system.

5.1. Trust factors via integration of RDT and HDT

Based on the comprehensive reviews of existing literature and
empirical evidence in Section 2, the case study chooses five pivotal
and non-exclusive trust factors, which are essential for collaborative
decision-making and path planning. These factors are discussed in
detail in the following sections.

5.1.1. Battery level

Low battery levels may decrease human trust in the robot’s ability
to complete the task. In this case study, an exponential decay model is
used to mimic the reduction in battery power.

B(1) = Bye™ (8)

where B(?) is the battery energy at time ¢; B, is the initial energy and k
is the discount constant. A low battery level can create perceptions of
unreliability and reduce confidence in the robot’s performance. This is
especially critical in tasks requiring sustained power, such as medical
assistance or emergency response. Trust in robots is based on reliability,
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and visible power depletion may lead users to question their capability.
DTs technology have emerged as a key tool for battery modeling and
estimation, leveraging IoT and cloud computing. DTs can monitor
battery conditions in real time, visualize internal states, and apply
advanced diagnostics for dynamic battery management [108,109].

5.1.2. Speed consistency

Inconsistent or erratic speed changes may reduce human trust in
the feeling of the robot performance [15]. Both the robot and the
human maintain a constant speed, engaging in motion that brings
them closer to each other and then further apart. When the distance
between the robot and a human is less comfortable, the decrease
in trust will be based on the difference in speed. The greater the
speed difference, the faster the trust decreases. Human trust in robotic
systems is largely dependent on the predictability of robot actions.
When robots exhibit erratic behaviors, such as abrupt speed changes, it
can trigger a sense of unpredictability, which is often associated with
a lack of control or safety. This perception is particularly pronounced
in environments where humans and robots work closely together, such
as in collaborative manufacturing settings or service industries where
spatial navigation around humans is frequent.

5.1.3. Familiarity level

The complexity of the human-robot interaction can obscure the
decision-making process, making it harder for humans to anticipate
robot actions [110,111]. As complexity increases, so does the mental
effort required of the human operator. Overly demanding tasks can lead
to errors and frustrations, further eroding trust in the robotic system.
When complexity generates stress or anxiety, humans can become more
risk-averse and less likely to trust automated systems. In this case
study, familiarity is considered as one critical dimension that interacts
with complexity. The familiarity of the operator with robotic systems
and their associated tasks reduces perceived complexity. As familiarity
grows, operators can develop mental models of robot behavior, improv-
ing predictability and reducing the cognitive load that often accompany
complex interactions. In turn, this supports higher levels of trust. The
familiarity level increases linearly as the time spent on collaboration
increases. This increase in trust is mainly attributed to the accumulation
of positive interactions and the demonstrated ability to navigate and
operate effectively within the environment. Over time, as the robot
consistently shows competence in familiar settings, the predictability
of its actions increases human confidence in the robot’s capabilities.
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Fig. 4. Simulation results of prediction capability on human intention.

5.1.4. Human fatigue

Higher fatigue may decrease the robot’s trust in humans. This
section uses a nonlinear function to simulate the increase in fatigue over
time. The growth of fatigue with time can be described by a quadratic
function

Fity=1+ f,1* 9)

where f, is the fatigue growth rate. As fatigue in humans grows, it
can significantly affect their performance, consistency, and reliability
in collaborative tasks, which may influence the robot trust in human
partners. In scenarios where robots rely on human input or collabo-
ration, the increasing fatigue can lead to more frequent errors, slower
response times, and generally less predictable behavior from the human
operators. Robots might interpret these inconsistencies as indicators of
decreased reliability if the robot is designed to adapt to and learn from
human actions. The DT can analyze the human body joints to detect
biomechanical fatigue as a factor of change in back, elbow, and knee
joint angles [107]. Fatigue may manifest as reduced physical strength
or diminished cognitive performance, which can be evaluated through
decreased efficiency and increased error rates in task execution [112].

5.1.5. Human intention

In psychology, intention refers to a person’s plan or idea for ac-
tion. Research categorizes intentions into three types: binary (whether
to act), categorical (choosing from set actions), and trajectory-based
(deciding movement paths) [113]. Insufficiently estimated human in-
tention can result in a lower degree of trust from the robot to the
human. This case study examines how individuals intend to move in
a specific direction, considering their head pose [114] and gaze direc-
tion [115]. Based on these factors, it creates a probability distribution
for the person’s next moving direction and calculates the corresponding
level of intention prediction capability using the following equation

max(py, prs---PN) — @
L(py,pys oo spN) = : f_a - 10
a=+
N

where L is the level of prediction capability on human intention, vary-
ing between 0 and 1, and determined by the probability distribution
(p1,p2s ... py) over the N possible movement directions and «a is the
smallest possible value of max(p;, p,,...,py). If the human can move
forward, backward, left, or right (N = 4), then at least one of these
directions must have a probability of 25% or higher. As shown in Fig. 4,
if each of the four possible movement directions carries a probability of
25%, the intention level L becomes 0, indicating that the robot cannot
determine the human’s intended moving direction.

5.1.6. RDT and HDT with trust factors
After identifying the trust factors, the study initially describes the
RDT structure, which is utilized to collect and reflect these factors. The

956

Journal of Manufacturing Systems 80 (2025) 948-962

Robot Battery

o 10 20 0 ) 50 60 70 80 %

Human Fatigue

100

Fatigue Level

Speed Difference

Intention
°

20 30

Fig. 5. Simulation results of trust level without strategies. (a) Battery level; (b) Fatigue
level; (c) Familiar level; (d) Speed difference; (e) Human intension; (f) Trust level.

overall architecture of the RDT can be represented as

x(1) = f(x(®), u®)
z(1) = o(h(r), e(1))
k(t) = 1(k(t), 2(1))
a*(r) = arg ;2?51 E(x(1), h(1), a)

(1)

u(t) = c (a*()

In this case study, the physical layer x(¢) includes the robot’s bat-
tery, speed, direction, and position. The perception layer z(¢) enables
the robot to detect the environment and recognize human fatigue
and intentions. The capability layer C consists of a camera and laser
scanner. For cognition, a reinforcement learning-based method updates
the robot’s understanding of human behavior, with alternatives like
graph learning [116], cloud deep learning [117], and intelligent agent
models [118]. The action layer focuses on reaching the target while

maintaining human trust.
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Similar to RDT, the overall architecture of the HDT can be repre-
sented as

Xy ®)
s() = oy (r(1), e(1))
C= {cl,cz,...,cH}
¢(t) =l (c(), s(1)
ay(t) € A

The physical layer monitors heart rate, muscle activity, and electro-
dermal signals, which can indicate fatigue [119,120]. The perception
layer analyzes human reactions to the environment, using sensory
responses to infer intentions [121]. The ability layer tracks changes
in performance due to stress or prolonged effort. The cognitive layer
assesses interactions with robots to gauge user willingness and ac-
ceptance [122]. The action layer adapts in real time by detecting
behavioral shifts like slower movements or increased reaction times,
helping mitigate fatigue effects.

(12)

5.2. Trust evaluation based on human-robot DTs platform

HTIR integrates the impact of battery depletion, the speed difference
between humans and robots, and the level of familiarity with the
robot on the trust towards the robot. The trust evaluation of human
perspective can be defined as

E,=0.1 <100 _ B0, 100)

int

Es =c; + Sqifr
F(@)
E;f=c+ —2
=27 00

Tr=aEy+ mE +azE;

13)

where E,, E; and E, are trust evaluation of the battery energy,
speed consistency and familiarity level, respectively. The robot trust
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in humans is based on two factors: the fatigue level and the intention
angle. The trust evaluation of the robot perspective can be defined as

E - =0.1(Ocyry — O)  if Ocyer > Oy
nt 1 if chrr < eth

E; =0.1(F(t)-1)

a4
Ty = ayEipy + asEy,

where E;,, and E, are trust evaluations of the intention and fatigue,
respectively. In this simulation, the parameters are set as ¢; = 0.25,¢, =
0.01,6,, = 30. Fig. 5 illustrates the dynamic evolution of the HTIR.
Initially, trust levels in the robot increase as it demonstrates familiarity
with its surroundings. However, a decline in trust is observed as the
battery levels decrease. After that, a notable decrease can be observed
when the robot is close to the human operator below a predefined
comfort distance. This decrease is exacerbated by discrepancies in the
velocities of the human and robot. As the robot fails to maintain
a consistent and comfortable distance, trust precipitously declines to
0. Subsequently, as the distance between the human and the robot
increases, thereby alleviating immediate discomfort and perceived risk,
trust begins to repair gradually. Fig. 5 shows the dynamics of the trust
in the human operator. Initially, as the intention remains within a
predefined acceptable angle and fatigue levels are low, the trust in
the human correspondingly increases. This early stage of interaction
suggests a positive assessment of the human’s reliability and capability
to manage tasks effectively. However, a subsequent decline in trust is
observed when the human’s intentions exceed predefined acceptable
angles. The robot interprets these deviations as indicators of a lack
of focused attention, which leads to a reduction in trust. The trend
of decreasing trust continues with further increasing levels of human
fatigue.
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5.3. Mutual trust framework for Artificial Potential Field-based motion
planning

The Artificial Potential Field (APF) method is commonly used in
robot path planning. It guides the robot from the starting point to the
target and avoids obstacles. In this method, the target generates an
attractive force to guide the robot towards the goal, while obstacles
generate repulsive forces to prevent the robot from colliding. The
attractive and repulsive forces can be written as [123]

fax.y) = [(T, = x)* + (T, - y)*|

1 1

2 .
frxy) = ﬂ(M‘ d”) . if p(x.y) <d,
0. if p(x,y) > d,

(15)

Fo3) = fo(x, ) + f(x, )

where repulsive range d, is the key factor in determining the path
generation.

For trust-based motion planning, the repulsive range d, is changed
based on the mutual trust of humans and robots. If both the RTIH
and the HTIR at the current time are below 50, the repulsion range
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is increased by 5. If both mutual trusts at the current time are above
50, the repulsion range will decrease by 1. Otherwise, the repulsion
range is increased by 1. Fig. 6(a) and (b) show the generated path
only considering HTIR and RTIH. Fig. 6(c) shows the mutual trust-
based path planning without strategies, which illustrates an expansive
repulsion zone around the human becasue of the human operator’s low
trust towards the robot.

5.4. DT-based strategies for motion planning

The mutual trust model can support the simulation of different
operation strategies to better improve trust. Three examples are given,
including power management strategy, speed adaptation, and human
operator training.

5.4.1. Power management

Effective power management within the human-robot digital twin
platform ensures that robots have sufficient battery life to complete
tasks without interruptions, thereby reducing operational uncertainty
and enhancing reliability. The simulation component of the platform
can visualize energy consumption patterns and predict future energy re-
quirements based on the task’s complexity and duration. This predictive
analysis allows for strategic battery management, ensuring that robots
are adequately charged before task execution and can autonomously
seek charging stations when nearing low power levels during tasks.
As shown in Fig. 6, robots can increase the trust by demonstrating
consistent operational capabilities without power failures.

5.4.2. Speed adaptation

The proximity-based speed adaptation involves adjusting the move-
ment speed of robots when close to humans to ensure safety and
comfort. This adaptation is crucial in environments characterized by
varying risk and task complexity. The operational component of the
platform uses real-time data to dynamically adjust the robot’s speed, en-
suring that movements are neither too abrupt nor too slow, which could
either startle or frustrate human operators. This careful modulation of
speed, dictated by the proximity sensors integrated into the digital twin
framework, enhances safety perceptions and trust in robotic systems.
As shown in Fig. 7, by integrating these strategies into the human-
robot DTs platform, the overall system adapts to human counterparts’
physical presence and operational rhythms. Simulation tools within
the platform can model scenarios where these strategies are applied,
providing a dynamic representation of interactions and allowing for
fine-tuning parameters to improve cohesiveness in human-robot teams.

5.4.3. Human operator training

When the DT platform detects that the operator is unfamiliar with
the system, it will initiate a training service. This training is designed to
enhance the operator’s proficiency and ensure they are well-equipped
to interact with and manage the system effectively. As shown in Fig.
7, the DT platform leverages real-time data and analytics to identify
gaps in the operator’s knowledge, providing targeted training sessions
that are tailored to address specific areas of improvement. By offering
this training, the platform aims to optimize system performance and
maintain high operational standards.

5.4.4. Human operator rest

When the DT platform detects operator fatigue, it will mandate a
rest period for the operator. This intervention is designed to ensure the
safety and well-being of the operator, as well as to maintain optimal
system performance. By monitoring real-time data, the DT platform can
accurately identify signs of fatigue and promptly notify the operator to
take a break. This proactive approach helps prevent errors, reduce the
risk of accidents, and enhance overall efficiency within the system.

As shown in Fig. 7, the strategies based on the DT platform lead to
an increase in trust rather than a decrease. Fig. 6(d) shows that due
to implementing a series of strategies, trust levels were maintained at
a high level, allowing the robot to take the shortest path to reach the
target point.
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Fig. 8. Simulation results in multi-agent environments.

5.5. Multi-agent environments

In many real-world industrial settings, it is indeed common for
multiple robots to coordinate with multiple human operators simul-
taneously. The proposed mutual trust framework can still adapt to
multi-agent environments, as shown in Fig. 8. Each robot maintains a
local trust model that is periodically updated based on both individual
and shared observations. By exchanging information regarding task per-
formance, reliability, and user feedback, the robots collectively adjust
their trust parameters to account for interactions involving multiple
human collaborators.

6. Conclusion

In conclusion, this study proposed a mutual trust framework that
integrates DTs of human operators and robots to enhance collaboration.
The proposed framework addresses the critical role of trust in HRC by
incorporating data-informed strategies to adapt to trust-level changes.
Through the use of DTs, the proposed approach not only enhances
the understanding of robot capabilities but also provides insights into
human conditions, which is crucial for maintaining effective and secure
collaborations. In addition, the framework facilitates improved robot
design by incorporating DTs of humans and robots, enabling continuous
refinement of robot behavior to meet human needs and limitations
better. This novel perspective on mutual trust significantly advances
the adaptability and responsiveness of robots in collaborative envi-
ronments. The case study on path planning demonstrates a promising
direction for future research in this area, particularly in terms of
refining the DT models and expanding the scope of the framework to
include more complex and varied HRC scenarios. The DT platform can
provide a virtual simulation for different strategies to improve HRC
performance. It should be noted that the path planning case is only
one of the APF method, and the mutual trust framework can be useful
for other applications (e.g., safety and task allocation).

959

Journal of Manufacturing Systems 80 (2025) 948-962

However, this study presents some limitations. Firstly, the proposed
framework was designed and validated in single-human HRC environ-
ments. Real-world applications often involve large teams, dynamic task
assignments, and potentially conflicting human-robot interactions. As
the complexity and scale increase, computational demands and the risk
of overfitting pre-defined trust models also rise. The future work plan
will employ distributed architectures where trust estimation occurs
locally and is continuously aggregated to update the global state, ensur-
ing robust performance in multi-robot or multi-human environments.
In addition, the proposed framework did not fully address how trust
estimation would function under uncertain conditions. Future work
proposes adaptive learning-based trust models that leverage online
updates to address this gap. As a robot interacts with multiple users
in real-time, it can refine its trust estimations using dynamic feedback,
reinforcement signals, or Bayesian updating to handle user behavior
and intent uncertainties.
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