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Abstract 
Secure data erasure is a fundamental yet often overlooked aspect of digital security. 

Existing deletion algorithms or protocols heavily rely on predictable or pseudo-

random overwrite patterns that remain vulnerable to modern forensic recovery 

techniques, hardware-level caching protocols and storage translation layers. At the 

same time, advances in quantum random number generation (QRNG) have 

introduced a high-quality, unpredictable entropy source; however, its use in the data 

destruction field remains largely unexplored. 

 

This paper presents the Quantum-based Secure Sanitization Protocol (Q-SSP), a 

hybrid framework that uses this quantum-generated randomness to produce non-

repeating, entropy-rich wipe sequences. By integrating QRNG output with a hybrid 

entropy-mixing engine, the system generates overwrite patterns that resist forensic 

reconstruction, even under advanced recovery techniques. We detail the system 

architecture, entropy models, and results of a functional prototype. Empirical 

validation demonstrates a Shannon Entropy score of 7.997 bits/byte, achieving near-

theoretical maximum non-determinism. Forensic carving tests confirm 100% data 

irrecoverability, establishing Q-SSP as an information-theoretically secure process 

for both magnetic and solid-state storage media. 

 

Introduction 
The rapid evolution of digital storage technologies has introduced new challenges for 

secure data erasure. Traditional sanitization methods—such as the DoD 5220.22-M 

standard and the Gutmann 35-pass algorithm—were originally designed for 

magnetic storage media. While effective for legacy hard disk drives (HDDs), these 

approaches are increasingly unreliable for modern storage devices, including solid-

state drives (SSDs) and solid-state hybrid drives (SSHDs). Architectural features 

such as wear-levelling, over-provisioning, hidden blocks, and flash translation layers 
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(FTLs) often allow residual data to remain accessible even after multiple overwrite 

cycles, undermining the guarantees these historical methods provide. 

Cryptography-based erasure methods attempt to improve on this by encrypting 

stored data and subsequently destroying the corresponding keys. However, on SSDs 

this procedure remains vulnerable to issues such as incomplete key destruction, 

TRIM-induced inconsistencies, controller-level caching behaviour, and block 

remapping. Moreover, overwrite patterns generated through classical pseudo-

random number generators (PRNGs) are deterministic by design. If the initial entropy 

source is compromised, or the seed is discovered, an adversary may reconstruct 

these sequences, enabling partial recovery of data presumed to be securely deleted. 

The Quantum-based Secure Sanitization Protocol (Q-SSP) addresses these 

limitations by shifting the foundation of data destruction from computational logic to 

physical indeterminacy. By combining Quantum Random Number Generation 

(QRNG), a Cryptographically Secure Expansion Engine (CSEE), and Low-Level 

Hardware Seizure (LLHS), Q-SSP bypasses the deterministic constraints of classical 

PRNGs. 

While traditional methods treat erasure as a software-level command, Q-SSP 

implements a direct kernel-level seizure of physical device handles. The validated 

prototype achieves this by acquiring an exclusive lock on the Windows physical disk 

object (e.g., \\.\PhysicalDrive). By utilizing low-level I/O control codes to bypass the 

Windows File System (NTFS/FAT32), Q-SSP ensures that high-velocity quantum 

entropy—measured directly from subatomic vacuum fluctuations—is injected into the 

physical media without interference from operating system caching or file-system 

translation layers. While the current implementation is Windows-centric, the protocol 

is architecturally designed for cross-platform portability to Unix-based environments 

(e.g., /dev/sdX) through the same hardware-seizure logic. 

Empirical validation of the Q-SSP prototype demonstrates a Shannon Entropy 

density of 7.997 bits/byte, rendering the resulting overwrite sequence mathematically 

incompressible and non-deterministic. This ensures that even advanced Solid-State 

Drive (SSD) controllers are forced to execute physical state changes across the 

NAND cells, effectively meeting the "Purge" requirements of NIST SP 800-88 Rev. 1. 

In essence, Q-SSP reframes data sanitization as a physically grounded state-

change. By replacing recoverable data with a non-deterministic snapshot of the 

quantum universe, the protocol establishes a new standard for the quantum era—

one that offers provable irreversibility and information-theoretic security resistant to 

both classical forensic techniques and future adversarial recovery attempts. 



Related Work and Background 

Traditional Data Deletion Methods 

Classical & Existing data erasure techniques, such as the DoD 5220.22-M standard 

and the Gutmann 35-pass method, rely heavily on deterministic or pseudo-random 

overwrites. These methods were developed for magnetic storage media and, while 

were effective for legacy hard disk drives, they are increasingly insufficient and 

outdated for modern storage devices. The deterministic nature of these methods 

allows residual data to remain accessible in the presence of wear-levelling, over-

provisioning, and flash translation layers (FTLs).  

Furthermore, repeated forensic studies have proved that even after multiple 

overwrite passes, remnants of original data may persist, enabling partial 

reconstruction by advanced forensics recovery techniques. 

SSD Cryptographic Erasure 

With the introduction of solid-state storage, cryptographic erasure(CE)  methods 

have been proposed to enhance data sanitization. These methods encrypt stored 

data and subsequently destroy the encryption keys, theoretically rendering the data 

unrecoverable. While promising in concept, cryptographic erasure on SSDs is 

heavily limited by controller-level features such as TRIM operations, over-

provisioned blocks, and controller-level caching behaviour. Inconsistent key 

destruction or incomplete overwrite coverage may still leave data vulnerable to 

recovery, particularly when attackers have detailed knowledge of storage 

architecture and hardware behaviour. 

Entropy Flooding and PRNG-Based Erasure 

Software generated overwrite patterns commonly use pseudo-random number 

generators (PRNGs) to simulate high-entropy sequences. While PRNGs provide 

convenient and repeatable sequences for overwriting, they are fundamentally 

deterministic, i.e if an adversary determines the initial seed or the state of the PRNG 

(often derived from predictable system entropy like boot time), they can reconstruct 

the entire overwrite sequence. This allows the attacker to "subtract" the noise from 

the drive's physical state to isolate the underlying original data. 

Quantum Random Number Generation (QRNGs) 

Quantum random number generation (QRNG) takes leverage of unique quantum 

phenomena, such as photon emission, quantum vacuum fluctuations, or electron 

tunnelling, to produce truly random entropy sequences. These sources are inherently 

non-deterministic and heavily unpredictable, providing high-quality entropy suitable 

for cryptographic applications. QRNGs has been widely explored and implemented 

in encryption, key generation fields (QKD), yet its application in secure data erasure 

has remained largely unexplored. 



The ”GAP” 

To date, no existing data sanitization framework combines quantum-generated 

entropies along with cryptographically secure expansion and multi-layer verification 

for practical data destruction. Current approaches either rely on deterministic 

overwrites, pseudo-random patterns, or incomplete cryptographic erasure, leaving 

vulnerabilities that can be exploited by advanced forensic analysis.  

 

The Quantum-based Secure Sanitization Protocol (Q-SSP) fills this gap by 

integrating QRNG input, a cryptographically secure expansion engine, multi-layer 

overwriting, and verification mechanisms, providing a non-deterministic, verifiable, 

and resilient approach to secure data erasure. 

Protocol Architecture 
The Quantum-based Secure Sanitization Protocol (Q-SSP) is designed to provide 

secure, non-deterministic, and verifiable data erasure. Its architecture integrates 

quantum random number generation (QRNG), a cryptographically secure expansion 

engine (CSEE), multi-layer overwriting, and verification mechanisms. 

 

The protocol at its base, consists of 4 primary stages: 

1. Acquisition of Quantum Entropy 

The protocol begins by acquiring high-quality, true random entropy from a QRNG 

source (specifically leveraging Quantum Vacuum Fluctuations via the ANU Quantum 

API). This entropy serves as the foundational seed. Unlike traditional PRNGs, this 

ensures that the starting state of the sanitization process is a non-deterministic event 

in spacetime, making it impossible for an adversary to calculate the overwrite 

sequence even with full access to the source code. 

 

2. Cryptographically Secure Expansion Engine (CSEE) 

The CSEE acts as a high-velocity entropy multiplier, transforming the 

quantum seed into gigabytes of mathematically incompressible data. Key features 

include: 

 Expansion Logic:  

The engine utilizes AES-256 in Counter (CTR) Mode to expand the seed. By 

treating the quantum entropy as both a key and a starting nonce, the CSEE 

generates a stream that maintains a Shannon Entropy density of >7.99 

bits/byte. 

 

 Adaptive Reseeding:  

To prevent "entropy depletion," the prototype implements a 10GB threshold 



trigger. Every 10GB of data written, the system performs a fresh quantum 

handshake to reseed the engine, ensuring the cryptographic distance 

between blocks remains insurmountable. 

 

 Entropy Density Verification:  

Each expanded block undergoes real-time Shannon analysis before being 

committed to the write buffer, ensuring no deterministic "cold spots" exist in 

the stream. 

3.  Low-Level Hardware Seizure (LLHS) & Multi – Level Overwriting 

The storage medium is subjected to a tiered overwrite process designed to 

bypass OS-level abstractions and ensure physical bit-replacement: 

 

0. Device Seizure: Before overwriting begins, the protocol acquires an exclusive 

Kernel-Level Handle (e.g., \\.\PhysicalDrive). This effectively "seizes" the 

hardware, offlining logical volumes to bypass OS-level file-system locks (e.g., 

Windows Error 5) and disabling write-caching to ensure direct media access. 

 

1. Initial Fill: The medium is first overwritten with CSEE-generated sequences to 

erase residual data. 

2. Encrypted Overwrite: The initial sequences are further encrypted using 

transient cryptographic keys derived from the quantum seed. 

3. Key Destruction: Cryptographic keys are irreversibly destroyed to prevent 

reconstruction of the overwritten data. 

4. Verification: Post-overwrite verification passes confirm complete sanitization 

and entropy compliance. 

An optional adaptive layer may be applied for enhanced security, which 

dynamically adjusts overwrite patterns based on detected storage characteristics 

or potential anomalies in entropy distribution. 

4. Resilience to Storage-Specific Challenges 

Q-SSP is architected specifically to neutralize the forensic advantages of modern 

Solid-State Drives: 

 FTL Saturation:  

By flooding the drive with high-entropy data at the hardware level, Q-SSP 

forces the Flash Translation Layer (FTL) to cycle through all available physical 

blocks, including those in the over-provisioned and "wear-leveled" pools. 

 

 SHA-256 Validation Chain:  

Each sanitization session produces a cryptographically signed audit log. This 



log contains the SHA-256 hash of the drive's state before and after the wipe, 

providing a verifiable "Forensic Chain of Custody." 

 

 Forensic Resistance:  

Multi-layer architecture and verification passes prevent partial recovery using 

advanced analysis tools. 

Security Analysis 

The Quantum-based Secure Sanitization Protocol (Q-SSP) is designed to provide 

provable data irrecoverability, resilience against advanced forensic attacks, and 

resistance to storage-specific anomalies. Its security posture is defined by the 

transition from computational security to Information-Theoretic Security. 

1. Information-Theoretic Security & Provable Irrecoverability 

Traditional sanitization relies on the computational difficulty of reversing a PRNG. In 

contrast, Q-SSP's security derives from the Heisenberg Uncertainty Principle. 

Because the foundational seed is sourced from subatomic vacuum fluctuations, the 

resulting overwrite sequences are fundamentally non-deterministic. 

 Provable Forward Secrecy: 

Since the transient cryptographic keys are derived from a quantum source and 

destroyed immediately post-execution, an adversary cannot reconstruct the "wipe 

stream" even if they seize the machine later. 

 Shannon Entropy Maximization 

By maintaining a verified density of 7.997 bits/byte, the protocol ensures that the 

data on the disk is mathematically indistinguishable from thermal noise, leaving 

no statistical "anchors" for forensic carving. 

2. Mitigation of Pattern & Differential Attacks 

Traditional PRNG-based overwrites are susceptible to deterministic reconstruction if 

the seed or algorithm is known. Q-SSP mitigates this through: 

 Cryptographic Agitation: 

The CSEE utilizes block-mixing and salting, ensuring that even if two blocks 

of identical quantum data were pulled, their physical expression on the disk 

would be unique. 

 

 Adaptive Reseeding:  

The 10GB adaptive reseed ensures that the "periodicity" of the stream is 

broken, preventing an attacker from using long-range statistical analysis to 

find patterns in the noise. 



3. Resistance to Storage-Specific Attack Vectors 

Q-SSP addresses vulnerabilities specific to modern storage devices: 

 SSD Wear-Leveling:  

Logical-to-physical block mapping is tracked and incorporated in overwrite 

scheduling to ensure no residual data persists in remapped blocks. 

 

 Controller Caches and Over-Provisioning:  

Hidden and over-provisioned blocks are targeted in overwrite cycles to 

prevent leftover data from escaping sanitization. 

 

 Forensic Resistance: 

Multi-layer overwrite sequences combined with verification make partial 

recovery infeasible, even with advanced analysis tools or hardware-level 

inspection. 

4. Self-Healing and Failure Mitigation 

Q-SSP incorporates self-healing mechanisms to maintain robustness in worst-case 

scenarios: 

 Entropy Anomaly Detection: 

Detection of entropy anomalies triggers dynamic reseeding and regeneration 

of overwrite sequences. 

 

 Hardware State Monitoring: 

The LLHS layer monitors for "Write-Skip" errors—a common tactic used by 

failing or malicious SSD controllers to preserve longevity. Q-SSP identifies 

these anomalies and re-attempts the write with intensified bit-agitation to 

ensure physical state change. 

Implementation & Empirical Validation 
The practical feasibility of the Quantum-Stable Sanitization Protocol (Q-SSP) is 

demonstrated through a high-performance Python-based prototype. The system is 

architected as a modular Command-Line Interface (CLI) tool designed for deep-

system integration and forensic-level execution. 

1. System Modules 

The prototype consists of three primary modules: 

 

1. Entropy Acquisition Module (EAM): 

This module manages the "Quantum Handshake." It establishes a secure 

HTTPS tunnel to the ANU Quantum Research Lab API, pulling 1024-bit raw 



entropy buffers derived from vacuum fluctuations. It includes a fail-over 

mechanism that halts execution if the entropy source becomes deterministic 

or unavailable. 

 

2. Cryptographically Secure Expansion Engine (CSEE) 

Utilizing the cryptography.hazmat library, this module implements an AES-

256-CTR stream cipher. It transforms the quantum seeds into high-velocity 

data streams, ensuring that every byte written to the disk is part of a non-

repeating sequence. 

3. Hardware Seizure & Overwrite Module (HSOM): 

This module interacts directly with the Windows kernel via the ctypes and 

win32file APIs. By acquiring a handle to \\.\PhysicalDrive, it bypasses the 

Windows I/O Manager and File System Driver, ensuring that writes are 

committed directly to the physical NAND/Magnetic cells. 

 

2. Empirical Validation & Entropy Analysis 

To verify that the Q-SSP protocol achieves information-theoretic security, the 

prototype was benchmarked using a Shannon Entropy Interrogation pass. Entropy 

($H$) was calculated using the formula: 

𝐻(𝑋) = −∑𝑃(𝑥𝑖)\𝑙𝑜𝑔2𝑃(𝑥𝑖)

𝑛

𝑖=1

 

Test Results: 

 Measured Entropy: 7.9972 bits/byte (Theoretical Max: 8.0) 

 Data Compressibility: 0.00% (Confirmed via LZMA/Zstandard stress tests) 

 Forensic Status: Confirmed Irrecoverable. Post-wipe bit-level analysis showed 

no trace of the original file headers or metadata structures. 

3. Autonomous Execution Flow 

The Q-SSP prototype is designed for "Zero-Touch" administrative execution. Upon 

initiation via the master execution script, the system autonomously orchestrates the 

transition from entropy acquisition to hardware-level commit without requiring manual 

parameter tuning. This ensures that the protocol's rigorous security standards (NIST 

800-88) are maintained consistently across different hardware environments. 

Conclusion 
The Quantum-based Secure Sanitization Protocol (Q-SSP) addresses the critical 

"Sanitization Gap" created by the transition from magnetic to solid-state storage. By 



shifting the foundation of data destruction from deterministic software logic to the 

physical indeterminacy of quantum vacuum fluctuations, Q-SSP provides a level of 

security that is mathematically irreversible. 

 

The successful implementation of the v1.0 prototype confirms that high-velocity 

quantum entropy can be practically integrated into hardware-level sanitization 

workflows. With a measured Shannon Entropy of 7.997 bits/byte and a robust Low-

Level Hardware Seizure (LLHS) layer that bypasses OS-level abstractions, the 

protocol meets and exceeds the "Purge" requirements of NIST SP 800-88. As 

forensic recovery techniques continue to evolve alongside computational power, Q-

SSP offers a future-proof, information-theoretically secure solution that ensures 

"deleted" remains "destroyed." 
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Disclaimers 
The Quantum-based Secure Sanitization Protocol (Q-SSP) is presented for 

academic research and experimental purposes only. The author assumes no liability 

for data loss, hardware damage, or legal consequences arising from the use or 

misuse of this software. By design, the Q-SSP protocol causes irreversible data 

destruction; no recovery is possible once the process is initiated. Users are solely 

responsible for verifying target drives and ensuring compliance with local laws and 

organizational policies regarding data destruction. 

The core architecture, mathematical logic, and software implementation of the Q-

SSP protocol are the original work of the author, Aaron Lijo. Large Language Models 

(LLMs) were utilized as a collaborative tool for the technical structuring of this 

whitepaper, the refinement of technical prose, and the generation of standardized 



academic formatting. All AI-generated content was peer-reviewed, fact-checked, and 

validated by the author against the functional prototype to ensure technical accuracy 

and empirical integrity. 
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