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Key Cryptography

Cryptography is the science of securing information by transforming it into a format that is unreadable to
anyone except those who have the key to decrypt it.
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The primary goals of cryptography are:
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1.Confidentiality: Ensuring that information is only accessible to those who are authorized to view it.

SN
NSNS

NS
.

2.Integrity: Protecting information from being altered by unauthorized parties during transmission.

3.Authentication: Verifying the identity of the parties involved in communication.

4.Non-repudiation: Ensuring that a party cannot deny the authenticity of their signature on a document
or the sending of a message.

Plaintext Encryption Key Ciphertext

SMCO0AwJdrShuT3xirlDQp5DdDghUSah2fVSXEOCNP)/CeQ7SCPU

fim— RMrJ//0XXci+/LTbHk9r483wxkfizadWDyjACqj6zwxCIbWTFLMZJF
I Love Crete —_— +1ejyBWiK1 4pUdUut+M+f/ZbMJ8av/U4aabGATPJyRKDGPODj09}J

dNUBbHANy7WeBGataO1CsHKXfFkz7x8eSzoGM3I0jCBBX+VotcM

benYhnsf8rsdpNrtA7v7MEaYQez4eXDvuAAh6CJohmwVaD8A3pvE
exDzUmkN10VU1160L9F4e09yNuHs40b692rj9CtqwHGo5PeCq7jN
AOLQ2QK47JnHR21 vyBBQQHJOxw==
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Symmetric Key Gryptography (AES)
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‘ WI" : The_re are_ multiple chipper modes are
yitm %%% Plaintext Plaintext Plaintext available in AES:
| //////%é InitializationVectl:ulrjﬂFm ETE mzm *ECB mode: Electronic Code Book mode
| %////%/ FHHE Y _ _ *CBC mode: Cipher Block Chaining mode

%%é ey —=| “ancryption | | K& —=| “encryption | | K& | encryption CFB mode: Cipher Feedback mode

%% N — N m— I *OFB mode: Output FeedBack mode

%%a Ciphertext Ciphertext Ciphertext *CTR mode: Counter mode

?’” Cipher Block Chaining (CBC) mode encryption *GCM mode: Galois/Counter mode

==

T, -

f

N.
N
==

N

N

NN

N
=S

N

/

N

N

N

Plain text output

Plain text input Ciphar text

N

Salt

N

N

NN
N

N

brown fox *AxCv:5bnEseThd3y

jumps over fGsmWeg4” sdgfMWi
the lazy r3:dkJeTsYB8RIs@Ig3
o

dog”

Salt
4l -
v
Plaintext Alice

dog

Encryption Decryption - N $§, .

OSecret-Key Encryption oSecret-Key Decryption &
d Additional Data)

-~

g
<8
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Symmetric encryption schemes

MefiasQQl - Quantum Communicath ree.

| Featwre | __OTP ChaCha20 A
Security Level Information-Theoretic Computational Computational

—

————— —

—————

-

Not inherent, requires Not inherent, often used with Not inherent, often used with
Authentication additional mechanisms (MAC, Poly1305 for authenticated GCM or CBC-MAC for
digital signature) encryption authenticated encryption

. . . Practical, with standardized
Key Management Impractical for long messages Practical, with a shorter key )
key lengths eg 256 bits
High k t Efficient, but b I
Performance R Fast and efficient !C|en =10 Sl IS B
overhead to implement correctly

Highly sensitive, low-volume
communications (e.g.,
diplomatic, military
messages). Eg for one page of
1000 characters there is need
for a key length of 8.000 bit
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Real-time communications, Data encryption, secure
secure communications (e.g., communications (e.g., HTTPS,
TLS 1.3) VPNs)

A stream cipher can be considered a "pseudo-One-Time Pad" (pseudo-OTP) because it mimics the
functionality of the One-Time Pad (OTP) in a practical way, using a pseudorandom number generator (PRNG)
to create a keystream rather than relying on a truly random, one-time-use key.
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symmetric Key Cryptography (AES)

AES Encryption / Decryption Tool
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i “4\“,\"'. AES Encryption
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fil "M
"’u ‘":v\‘\\\‘
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Encryption Text Encrypted Text

§\\\\§_\

Encryption Text

=

=
N
—

7

NN
N

S

Secret Key

N

Secret Key

NN

Encryption Key Size
128 Bits 192 Bits 256 Bits

Encryption Mode

IV (optional)
v
Qutput format

AES Decryption

Encrypted Text Decrypted Text

Encrypted Text
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symmetric Key Cryptography (AES)
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Symmetric Cryptography Weaknesses:
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* The secure distribution of the key
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* Trust problem - Authentication
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Step C : Public key encryption
decryption

Public or Asymmetric Key Cryptography (Public-Private Key)

RN
- Quantum Communication Infrastructure for Greace

Alice

HelfasQQ

52EDS79E Key generation / @
70F71D92 | | function
Big random
number
Alice's Alice's
public key private key

Step D : Hybrid
Encryption

https://betterprogramming.pub/an-introduction-to-public-key-cryptography-3eaOcf7bf4ba
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Public or Asymmetric Key Cryptography (Public-Private Key)

-

Select p, ¢

—_——— ——a
=

—
————— —— 2 —
—
-
e
e
e

\_\_
—————
——

-
—
e
——————

Calculate n = pxg

=

=

h

Calculate §(n)=@-1)g-1)

~

Key Generation
p and g both prime

% Select integer e ged(dp(n),e)=1; 1 <e<¢(n)
7 Calculate d d= e mod §(n)
Publickey KU = {e, n}
inate key KR = {d, n} J
# Encryption E
Plaintext M<n
Ciphertext C =M (mod n)
\_ .
¢ N
Decryption
Ciphertext C
Plaintext M= C*(mod n)
7

e
7

aphy_Techniques_in_Digital_l

ivest-Shamir-Adleman) Algorithm for encrypt —decrypt:
ps://www.researchgate.net/publication/328828460_Enhancing_Stegan

mages

G
4

2. Alice combines her secret key (a)
with the parameters and sends the

resulting public key (A) to Bob

.8A—s‘nm23-4

4. Alice combines (B)
with her secret key (a)

as.-w‘modn:w

0

Public Channel

1. Alice and Bob agree
on public parameters

/

p=23,g=5

6. Alice and Bob have a
shared secret!

)

< J

‘ Bob

\ b=3
3. Bob combines his secret key (b)

with the parameters and sends the
resulting public key (B) to Alice

. B=5"mod 23=10

>\<§ e

with his secret key (b)

as:AJmoc23=m

Dieffie-Hellman Key Exchange Algorithm for key exchange :

https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange
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52ED879E Key generation
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Public Key Cryptography: Create Keys

/ Big random RSA Encryption / Decryption Tool
number

'l?4 Create RSA public / private keys

l'lifl Encryption Mode

f‘

|

Alice's Alice's 512 Bits v
| public key private key Iy

AR Y AR TR WA \ Public Key Private Key
Public Key Private Key
I
I
(
/
/

* Alice's
public key

|
|
'f/
Decrypt
/ Alice! Alice's / Create public / Private key
/ private key |

/ /', ‘// /f ;’/ ///',f/‘,-/I.'!,uf.'/lf}l'{il,l:r}yllll.r \W( '/M/ RSA En crypti on
71111111

i /

I\ 7
77111
/1

/]
i
) ,W
J I 1 Encryption Text Encrypted Text
/1111 i/

“ #“

Encryption Text

Encryption

Public key

Encryption image Public key
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Cryptography - Digital Signature

Digital signatures are necessary piece for Authentication, because they verify the identity of the sender of
a message.

Eg. Alice wants to send Bob a lengthy document, e.g. a book in pdf file, being sure than no one else can
claim to be the author. A protocol that can solve her problem is following:

S

N
N
N
N

———

" 1. Alice creates a one-way hash of a document, Alice’s digest (smaller version of the Book).
|
|

}H' 2. Alice encrypts the digest with her private key, thereby signing the document.

| i

'H;-"/f 3. Alice sends the document, her public key and the signed digest to Bob.

i

Il H}} I /{,’;/'i”! A
i Digest linked to the original message
B = and transmitted to the recipient.
« .
& | > Message ;—»ToB

A's Private Message plus

The message digest is generated with the help of a i
hash function eg MD5, SHA-256 etc. i?
From the variable-length message, the hash function

Digest Signed Digest

generates a fixed-size digest.
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Cryptography - Hashing

SHA-256 Hashing Tool

SHA-256 Hash

Text to hash Hashed output

H I

——

°®

-

Create SHA-256 Hash p

SHA-256 Hash Match

Text to match Hash to match

Text to match Hash to match

4 4

SHA-256 (Secure Hash Algorithm 256-bit) represents a cornerstone in modern cryptography, renowned for
its robust data integrity verification capabilities. Developed by the National Security Agency (NSA) in the
United States, SHA-256 is a member of the SHA-2 family of cryptographic hash functions. Conceived by the
NSA's National Institute of Standards and Technology (NIST) in 2001, SHA-256 generates a fixed-size hash

value of 256 bits from input data of any size, ensuring a high level of collision resistance. lts extensive
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Cryptography - Digital Signature

1. Bob decrypts Alice’s digest with her public key.

—

—

—
—————— —_—
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2. Bob creates a one-way hash of the document that Alice has sent, Bob’s digest.

s

§

\
—
——

=
————

==
——

=SS

3. Bob compares his digest with Alice’s to find out if they match

=
\
=

==
——

==
S

N
7

If the signed hash matches the hash he generated, the signature is valid.

N

7

%

From A
A's Public Key

—» Compare <€—
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Demo of Encrypt - Decrypt

R
Generation

oy S

PGP Tool

e key
Generation

PGP Tool

Asimple and secure online client-side PGP Key Generator, Encryption and Decryption tool. Generate your PGP Key pairs, encrypt or decrypt messages easily with a few clicks. Asimple and secure online client-side PGP Key Generator, Encryption and Decryption tool. Generate your PGP Key pairs, encrypt or decrypt messages easily with a few clicks.

Generate PGP Keys Sign Verify Encrypt (+Sign) Decrypt (+Verify) FAQ About Generate PGP Keys Sign Verify Encrypt (+Sign) Decrypt (+Verify) FAQ About

Options Public Key Options Public Key
;3 ‘ All T ‘ Required Your public key will be generated here. 2 ‘ Your Name 1 ‘ Required Your public key will be generated here.
X | you@domain.com Required M | you@domain.com Required

Email address: Why it is required? Email address: Why it is required?
@® | Optional comments @ | Optional comments
& Select algorithm... v Required * LS ) keain Moie & Select algorithm... Required o S fe) Learn More

ize... Required . ize... Required .
al | Select key size ~ Req Private Key all  Select key size v Require Private Key
Select expiry duration... Required Select expiry duration... Required

E i Y < Your private key will be generated here. B elect expiry duration v 4 Your private key will be generated here.
Passphrase Required Passphrase Required

Passphrase: What is this?

Generate keys

Passphrase: What is this?

Generate keys

& Download private key (ASC file) [TV £ Download private key (.ASC file) LIV
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Demo of Encrypt - Decrypt

——
e

—————
—————
———

—

e

——

)
'“n 4 o
(e Name Date modified Type size
L ‘\ ]
l'w“ i ) [ alice-private.asc 9/2/2024 12:19 PM ASC File 4kB
(T
/' "l‘\'“ ‘\\"“ [ alice-pub.asc 9/2/2024 12:19 PM ASC File 2KB
”W’ i [ bob-privatBasc 9/2/2024 12:21 PM ASC File 4K8
/ ’"Iil: M\ ‘ [ bob-pub.asc 9/2/2024 12:21 PM ASC File 2k8
=) dogjpg 9/2/2024 12:24 PM JPG File 36KB

Generate PGPKeys  Sign  Verify  Encrypt(+Sign) = Decrypt (+Verify) ~ FAQ  About

Receiver's Public Key Your Message in Plain Text

Paste the public key here. (RSA only) Write your message here.

Message

’ ’ 000
Choose File | No file chosen Chooselle No file chosen

Encrypt the message

Signer's Private Key (For signing purpose) Bob Public Key to
Encrypted PGP Message encrypt the Message

Paste the private key here. RSA or ECC is supported. . . . . an d d igita I

Here you'll see the encrypted and signed message. 5

Encrypt

Alice Private Key to sign the

Choose File | No file chosen message
7
o ® 000

Passphrase for private key

Z

Dr. Homer Papadopoulos, Antonis Korakis, NCSRD HellasQCI Third Training Event, Crete, 04-05 September 2024



Demo of Encrypt - Decrypt

i

(RN

///’!, B I"'-,"\‘t'.ﬁ"!‘:.z‘......

L T
i

1

(N
""vl \\\\\‘ \“

Sign Verify Encrypt (+Sign) Decrypt (+Verify) FAQ About

Receiver's Private Key (For decryption purpose) Encrypted PGP Message

\ ; Paste the private key here to decrypt. RSA key only. Enter the encrypted message here.

/ Choose File | No file chosen Choosp File | No file chosen

/ Passphrase for private key
Decrypt the message

not signed.)

Signer's Public Key Decrypted Message in Plain Text
Paste the signer's public key here if the message is signed. Here you'll see the decrypted message.
/ ECC key is supported. (Leave this field if the message is

7
_

Encrypted Signed Message

Baseb64 to

Bob Private Key to Decrypt PNG
Qoo

Decrypt the Message and Ve r|fy
®
the
Sender

Alice Public Key to Verify the
Sender

Input Base64 ® Output PNG

¢« Start by loading input

Chain with... Save as... Copy to clipboard

Import from file Save as... Copy to clipboard
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Cryptography - Gertificates

*Public-Private Key cryptorgraphy is not enough since :

*The complexity in large systems with numerous public keys can lead to security risks, such as untrusted keys being mistakenly
accepted.

*Need for Trust since public-private key pairs alone do not verify the identity of the key owner, leading to security breaches if the
wrong entities are trusted.

*Attackers can intercept communications and substitute fake public keys, leading to Man-in-the-Middle attacks.
*Need for standard methods eg to replace compromised keys or ensure that expired keys are no longer used.

Therefore the new concept of Certificates can address these problems by providing a trusted mechanism for verifying identities,

preventing attacks, managing keys at scale, revoking compromised keys, and ensuring compliance with security standards. Certificates can
be used in smart cards, loT, SSL/TLS protocols etc.

[& certmgr - [Certificates - Current User\Personal\Certificates] - [} ®
File Action View Help
o nF B dz HE

G Centificates - Current User || lszued To Issued By Expiration Date  Intended Purposes Friendly Name 5t

] Personal lea701 Apple iPhone Device CA 8/0/2022 Server Authenticati.. APNS certificate Dir...
. T;::::_:::?em“um :_.Jndob Adobe Intermediate CA 10-2 8/18/2025 <All> <Mone>
Enterprise Tust :.Jndob Adobe Intermedizte CA 10-4 8/18/2025 <All> <Mone>
| Intermedizte Certification Ll adob Adobe Root CA 10-3 8/4/2068 <All> <None>
| Active Directory User Obe Caladoby Adobe Root CA 10-3 8/4/2068 <All> <None>
| Trusted Publishers ji;ldsah Token Signing Public Key 8/3/2021 Client Authentication <Mone»
| Untrusted Certificates Falion-pe _ /208 <Al <Men

7 Third-Party Root Certifical
| Trusted Peaple

7| Client Authentication lssu
_| Other People

| CurrentUser

my client cert

Dr. Homer Papadopoulos, Antonis Korakis, NCSRD

HellasQCI Third Training Event, Crete, 04-05 September 2024



Cryptography - Certificates

Certificate-Based Authentication (CBA) uses digital certificates to verify the identity of users, devices, or
machines, enhancing security beyond traditional methods.

Certificate Authorities (CAs) are trusted entities that issue Digital Certificates, which are electronic
documents used to prove the ownership of a public-private key pair.

The popular digital certificate X.509 includes the Creatmg d Dlgltal Certlflcate

N
N

//g/// below elements:
////;/;g, “The public key p L VAR
////////////// *The user or device’s name - w8 > bt
7//////// *The name of the Certificate Authority (CA) that issued ity s s
//// the certificate "Prove Your Identity.” Y
*The date from which the certificate is valid ‘”Sure -
*The expiry date of the certificate : ' 4"E
*The version number of the certificate data ﬁmfﬁ’m -
*A serial number ;n 4
4—— H —lo 4—
o)
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Cryptography - Certificates
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Country Name
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e
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Greece

N
\\x\\\%&“\\
—

.

State or Province Name

o

Organization Name

Common Name, the domain

Valid days

Passphrase to protect the private key (Optional)

Dr. Homer Papadopoulos, Antonis Korakis, NCSRD

Locality Name (Optional)

Organization Unit Name (Optional)

Email Address (Optional)

Bits to generate the private key

1024 bits =

Digest Algorithm

SHAS512 v
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HeiasQCQl - Quantum Communi for Greace

i  Cryptography - Certiicates

One-way SSL / Server Certificate Authentication
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In one-way SSL authentication (Server Certificate Authentication),
only the client validates the server; the server does not verify the
client application.

When implementing one-way SSL authentication, the server
application shares its public certificate with the client.
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Server Client

(s ) 4 ™

Solace ": e 1. Access protocol resources
PubSub+
2.Server's CA certificate .
CA Certificate

[+ 4. Accessresources |

Server's KeyStore Encrypted Tunnel

\- J - J

3. Validate server’s CA Certificate

[&] server's CACerificate  ~

Certificate Authority (CA)

Two-way SSL/ Client Authentication

In two-way SSL authentication, the client application verifies
the identity of the server application, and then the server
application verifies the identity of the client application.
Both parties share their public certificates, and then
validation is performed. Two-way SSL authentication works
with a mutual handshake by exchanging the certificates.

Similar to Encryptor-QKD handshake

Server Client
Solace “. o 1. Access protocol resources @
PubSub+ |
-------------------- - 2. Server’s CA Certificate .
4. Client’s CA Certificate
CA Certficate CA Certificate
Client's CA e 6. Access resources |
R Senver's CA
Encrypted Tunnel
\ Server's KeyStore / K Client's KeyStore /
5. validate Client Certificate 3. Validate Server Certificate
Clent's CA Certificate
Server's CA Certificate.
Certificate Authority (CA)
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Cryptography with Gertificates -examples

i,
I,' |"J l' I\' \

:‘ I
Client c LQJ _-_-..J @
. verifies server.cer | client.cer Verifies
certificate certificate
TCPSYN (server.cer) Certificate Authority (CA) (client.cer)
/_Jﬁ .
@ Requests protected resource
>
>
] \ @ Presents certificate (server.cer)
H i »
<
LY % -
------- @ Presents certificate (client.cer)
5
>
Client Server
| @ Accesses protected resource T
ClientKeystore
— g
T o :
' l

Mutual SSL authentication / Certificate based mutual authentication

B e 8 1.A client requests access to a protected resource in the server.

2.The server presents its certificate to the client.

_______________ : 3.The client here verifies the server's certificate.

4.If successful, the client sends its certificate to the server.

5.The server verifies the client’s credentials.

6.If successful, the server gives access to the protected resource in the
server.
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Main Goncept of a QKD network architecture

Needs at the QKD level

43"

Management and
monitoring channel

e RS . T .

Encryptor channel

Encryptor channel
(TLS) [TLS)
A B
o Service channel
Authentication keys - Authentication keys
Wegman-Carter Authentication
Randomness (QRNG) Randomness (QRNG)
Quantum channel
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Main Goncept of a QKD network architecture

RSN
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|
il A
Ll

KMS plays two roles as Consumer and Provider to Provider and
Consumer respectively. That is, KMS is seen as Consumer
when collecting keys from Provider and as Provider when
dispensing keys to Consumer.

ETSI GS QKD 014 v1.1.1 2o1s-02)

'Ersl//c A\
B \ 72

====|Pconnection

Non-IP connection

RE—

GROUP SPECIFICATION

IDQ QKD solution for a point-to-point deployment Y ———
Protocol and data format of REST-based key delivery API

https://www.etsi.org/deliver/etsi gs/QKD/001 _099/014/01.01.01 _60/gs qkd014v010101p.pdf
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|l i Access a QKD device
‘ ' R —

HH, We use QKD technology to provide keys to encryptors (ETSI 014) to facilitate network communication.
{ |

256bit key request wjf‘c\h QKD key ID
. ETSIREST ) T

1 Protocol mm—)

QKD Key ID, 256bit key (base64
format)

REQUEST A UNIQUE 256bit key from the QKD KMS

Encryptor

» Encryptor sends an authorized (via SSL Certificate) https post request (in JSON format) to the QKD’s ETSI REST Interface
requesting a 256bit key.
> curl -sS --cert server_crt.pem --key server_key.pem --cacert ca_crt.pem -k https://[Alice<MEIP]/api/v1/keys/[Bob SAE]/enc_keys?size=256
> curl -sS --cert server_crt.pem --key server_key.pem --cacert ca_crt.pem-khttps://192.168.0.4/api/v1/keys/192.168.0.1/enc_keys?size=256

» QKD accepts the authorized request from the Encryptor and returns a 256bit key (base64 format) together with the
corresponding QKD Key ID (in JSON format).

» Encryptor can use the received QKD 256bit key for synchronous encryption.

1.A client eg encryptor HSM, Raspberry pi etc requests access to a protected resource eg QKD keys.

2.The server here the QKD KMS server presents its certificate to the client - encryptor.

3.The client encryptor here verifies the server’s certificate QKD KMS system.

4.1f successful, the client —encryptor sends its certificate to the server -QKD.

5.The server-QKD verifies the client's-encryptor credentials.

6.If successful, the server-QKD grants access to the protected resource -Keys requested by the client-encryptor.
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Encryptor / Decryptor
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| s b
I/f N
WM 'a,.m ,\,,.,.;,,{0.'00 > QKD Encryptor provides two JSON REST web services for
i //%%% 9,"3’1'::;1"'\\\;‘}‘:'."1"::'%':’ encryption and decryption
/ il ‘\}"\ .
' %// / % % / “l;.;' \\\:\\“‘“ ice ®T®
//%// w v' AES256QKDEncryption QKDEncryptorService
/ v AES256QKDDencryption s -
L S :
%/ » Only authorized users can requestdata =
%
»/%é/’ encryption/decryption. s >
/ 6QKDDencryptionData
////////;; » The data send to the QKD Encryptor has a specific JSON e »

sssssssssssssssssssssssss

S

format (described in the Schemas)

N

N

» QKD Encryptor communicates with the QKD device via
the ETSI Protocol e

https://SKMSM TP/api/v1/keys/ETSIB/enc_keys)
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The provided QKD simulator webservice simulates the QKD ETSI 014 protocol requests that QKD devices
accept. Two methods are provided:

* enc_keys (request new encryption keys from QKD device)
» dec_keys (request encryption keys using QKD key IDs)

The webservice is hosted in: https://gkdsimulator.iwelli.com:3333 and requires a client certificate
authentication (the certificate files are provided and they are active for 3 months. You need to communicate
with us to get new certificate files to continue using the QKD simulator).

Request new QKD keys (GET Request):

https://gkdsimulator.iwelli.com:3333/[QKD 1]/api/v1/keys/[QKD 2]/enc_keys?size=256&number=1

Example Response: . .

i
"key 1D":"bc490419-7d60-487f-adcl-4ddecl177c139",
"key":"wHHVxRwDJs3/bXd38GHP30edsvTuRpZS0yCCTx4Ly+s="
I
]
}
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i Communicate with a QKD device

VNS
HelfasQQl - Quantum Communication Infrastructure f

Request QKD keys using the QKD IDs (POST Request)

https://gkdsimulator.iwelli.com:3333/[QKD 2]/api/vl/keys/[QKD 1]/dec_ keys

Request Body (JSON):
"key IDs":[
{
"key 1D":[KeylD]
I
]
h

N
N

N
NN

X

N
N

N
X

X
N

N

X

N

N
SN

QKD 1 and QKD 2 pair must be the same as when the user created the new keys. QKD 2 is the QKD
device that the user requests the key using the key _ID. QKD 1 is the QKD device that the user creates
the initial key QKD 1 key ID.

N

N

=

N

Example response: |
"keys":[
i
"key ID":"bc490419-7d60-487f-adcl-4ddccl77¢139",
"key":"wHHVxRwDIs3/bXd38GHP30edswTuRpZS0yCC7xdLy+s="

1
]
h
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ol
! Simulate communication with a QKD device

QKD ETSI Simulator
Webservice (QKD)

ETSI REST
Protocol

format)

256bit key request with QKD key ID

G—
|

)

QKD Key ID, 256bit key (base64

REQUEST A UNIQUE 256bit key from the QKD ETSI Simulator webservice

% QKD ETSI Client =

Request Method |Get new QKD key

X

Certificate (.pfx) |C:\Users\Antonis\source\repos|| Browse

v

Certificate Pass |*"**x*

|

Master QKD |Alice

|

Slave QKD |Bob

Request Parameters

Key Length (bits) 256 = No. of keys |1

Submit Request

Clear Exit Application

QKDETSIClient
(Encryptor)

PFX
| I

4 ETSIA.pfx

» The QKDETSIClient software sends an authorized (via SSL Certificate) https post request (in JSON format) to the QKD ETSI
Simulator Webservice requesting a 256bit key.

> QKD ETSI Simulator Webservice accepts the authorized request from the QKDETSIClient software and returns a 256bit key
(baseb4 format) together with a the corresponding QKD Key ID (in JSON format).

> QKDETSIClient software can use the received QKD 256bit key for synchronous encryption.
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|

* Install an FTP Client (e.g. Filezilla) to access the required
( demonstration files.

,t FTP Details |

¢ Host: 143.233.247.77

| Port: 21 H

% Username: hellasqci

Z Password: HellasQCl2024Demo |

// Directory: /Application e | o
/- HTTP Details

7, http://143.233.247.77/hellasqcidemo.zip

7, B

/// w =

Queuved files | Failed transfers | Successful transfers
P Queve empty e
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N

Download the App: QKDETSIClient

‘N.lw
Wty
RN
IRRIAN \
Jif, A '| \ l NS
RN HeliasQQl - Guantum Communication Infrastructare for Greacs
Remote site: I /Applications hellasqci@143.233.247.77 - FileZilla = u]
a-1 / File Edit View Tansfer Server Bookmarks Help
v BT TRORONY[FAH
Public Signatures = ) =
2 g Host: 14323324777 Username:  hellasqci Password: eesssessessese Port: v
Status: Connecting to 143.233.247.77:21... a
Status: Connection established, waiting for welcome message...
Status: Insecure server, it does not support FTP over TLS,
Status: Loggedin
Status: Retrieving directory listing...
Status: Directory listing of "/" successful
Filename Filesize Filetype Last modified Status: Retrieving directory listing of "/Applications"...
Status: Directory listing of "/Applications" successful
— Status: Sending keep-alive command
¢ EncryptionMethods.zip 1148911 Compresse... 8/8/2024 6:08:37 pp Status: Sending keep-alive command
q . : 17, Status: Sending keep-alive command
¢ PQCCertlﬁcates.m.p 4852092 Compresse... 8/8/2024 4:17:26 pp R et b i command
£ QKD Messenger.zip 5.253.242 Compresse... 8/8/2024 4:34:14 pp Status: Sending keep-alive command
¢ QKDETSIClient.zip 640.253 Compresse... 8/8/2024 5:37:01 pp
[®) windowsdesktop-runtime-8.0.7-win-x64.exe 58.582.160 Application  8/8/2024 4:20:21 pu
[®] windowsdesktop-runtime-8.0.7-win-x86.exe 53.832.600 Application  8/8/2024 4:20:19 pp <
/{//V/I/,!/)(/VIAMIHYIMIHIIHIIMIIIHIII 1111 Local site: [C:\Users\Antonis\Desldop\HellasQC!\ v | Remote site: | /Applications v
- Windows e/
we D: (Documents) ~ Applications
Download the required files -wm E: (ANTONISUSB) 2 Public Signatures
G

. . = T: (\FREENAS\Video)
* Download QKDETSIClient.zip = b
o= W: (\FREENAS\Music

* Download Windowsdesktop- = XS Documens

- Vi (\\FREENAS\Downloads)

Permissions  Owner/Group

r u n t i m e -X 64 . eXe ( i n Ca S e yo u h a Ve a g e l Filename Filesize Filetype Last modified

3 2 b it SySte m i n Sta I I Wi n d Owsd es kto p = -F“E"ame e [ Fle tesmedied h;ncwptinnMﬁhods.zip 1148911 WinRARZI.. 8/8/2024 6:08:3...
. MPQCCertificates,zi.p 4.852.092 W?nRAR Zl.. 8/8/202441

runtime-x86.exe) Haoroma o ez, e

. 30/8/2024 4

[ windowsdesktop-runtime-8.0.7-win-x64.exe 58.582.160 Application ~ 8/8/2024 4:2(

hd Insta” WlndOWSd es ktOp-ru ntlme- [@windowsdesktop-nntime 807T-in Gxe  SAERE0 Aplcation  HB2A284201.
x64.exe (in case you have a 32bit
system install Windowsdesktop-

[ ] U n Zi p QK D ETSI CI ie nt . Zi p to yo u r' Server/Local file Direction Remote file Size Priority  Status
device

Z runtime-x86.exe) — R
%
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( HeliasQQl - Guantum Communication Infrastructare for Greacs

Name

i 3 L i/l *Open the folder QKDETSIClient

il

(i
il
i

i WY [ QKD ETSI Client Manual.pdf
i i { \J\ |

R Execute QKDETSIClient.exe

| QKDETSIClient.dll
[ QKDETSIClient.exe
&) QKDETSIClient.pdb
Ny QKDETSIClient.runtimeconfig.json

Search QKDETS|Client Q | RestSharp.dll

> HellasQCl > QKDETSIClient >

T Sort = View ¥ (B Details

MName
o QKD ETSI Client - X
& OneDrive - Persa Request Method | Get new QKD key W

B Desktop

Certificate (.pfx) !C:\Users\Antonis\source\repos% Browse I

g |
Certificate Pass [ ‘

Master QKD lAlice ‘

Slave QKD iBob ‘

Request Parameters

Key Length (bits) 256 = No. of keys |1

Submit Request

Clear Exit Application
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HelfasQCl - Guantum Co

Select the Get new QKD key option from the dropdown menu

Select Certificate: Click the browse button to select the appropriate certificate (.pfx file).
The .pfx file is located in the application’s folder (ETSIA.pfx)

Enter QKD Details: Master QKD Name: Enter the name of the Master QKD (e.g., Alice).
Slave QKD Name: Enter the name of the Slave QKD (e.g., Bob).

Key Length: Enter the desired key length (maximum 1024 bits).

Number of Keys: Enter the number of keys you want to request (up to 10).

Submit Request: Press the Submit Request button.

The application will communicate with the QKD simulator and retrieve the requested keys
in base64 format.

B OKDETSIClient

A

HellasQCl >

QKDETSIClient

Dr. Homer Papadopoulos, Antonis Korakis, NCSRD

Get new encryption keys from the QKD

Request Method  Get new QKD key
Certificate (ph

Centificate Pass ~ *+=+=~

Master QKD Alice

Slave QKD Bob

Request Parameters

Key Length (bits) 256

Exit Application

o® QKD ETSI Client

Request Method | Get new QKD key

Certificate (.pfx) IC:\Users\Antonis\sou rce\repos Browse

Kk kKKK

Certificate Pass

Master QKD |Alice

Slave QKD ‘Bob

Request Parameters

Key Length (bits) 256 =

v

No. of keys 2

Submit Request

{
"keys": [
{

"key_ID": "4412f284-b828-4039-a452-3d3f81b85c6d",
"key": "Bb6u4tiuOFikX7Q2250U4zgnY 1HOutvjnal3QRZX+3k="

i

Clear Exit Application

HellasQCI Third Training Event, Crete, 04-05 September 2024
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Requesting Key by ID from Slave QKD

»® QKD ETSI Client -

* Select the Get QKD key by ID option from the dropdown menu

. . . . Request Method ' Get QKD key by ID
» Select Certificate: Click the browse button to select the appropriate certificate (.pfx

Certificate (.pfx) ’C:\Users\Antonis\source\repos Browse

file). The .pfx file is located in the application’s folder (ETSIA.pfx) .

KRk KRR

* Enter QKD Details: Master QKD Name: Enter the name of the QKD that will request ,.cer aco /Bob

the key (e.g., Bob). Slave QKD Name: Enter the name of the QKD that originally SlaveQkD  [Alice

P

(1

[ " /| "“,'“il‘ln |||¢||"“
| |

[/ |“||'II‘|| ‘||II#’,"'v'

H'|'ll I

{

"key_ID": "a2b77a26-c796-487d-bc5d-1b2d8a82b063",

"key": "BB6DKEVOQkCkJ8j/9gV8nKgWQsnzQ3Z JbQ3YgN5wYe8="
I

created the key (e.g., Alice). Request Parameters
o . QKD Key IDs (comma separated)
Enter Key ID(s): Enter the QKD key ID(s) of the requested keys. T T T
J * Submit Request: Press the Submit Request button. ObSc-4cdf-a736-7ed09904214c
', * The application will communicate with the QKD simulator and retrieve the E T
ubmit heques
“ requested keys in base64 format. {
’ 1 - "keys": [

l
I

Clear Exit Application

’//};:://;;——
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hellasqci@143
File Edit View Transfer Sever Bookmarks Help

FEEIonRO L TaeH

FileZilla

structure for Greeco

Simulator for Encryption Methods

Download the required files
* Download EncryptionMethods.zip
* Unzip EncryptionMethods.zip to your device
* Execute EncryptionMethods.exe

Host:  143.233.247.77 Usemame:  hellasqci

Password: ssesssesssssse Port:

(Gotcomnest | =

Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:
Status:

Sending keep-alive command
Sending keep-alive command

Sending keep-alive command

Sending keep-alive command

Sending keep-zlive command

Sending keep-zlive command

Sending keep-alive command

Sending keep-zlive command

Sending keep-alive command

Connection closed by server

Connecting to 143,233,247 77:21...

Connection established, waiting for welcome message..
Insecure server, it does not support FTP over TLS,
Logged in

Retrieving directory listing of */Applications"..

Directory lsting of "/Applications" successful

Local site; | CUsers\Antonis\Desktop\HellasQCI\

<

Remate site: | /Applications

= Windows
o= D: (Documents)

o= E: (ANTONISUSE)

-G

= T: (\FREENAS\Video)

= U: (WFREENAS\Various)

o= V: (\FREENAS\Pictures)

= Wi (\FREENAS\Music)

= % (\FREENAS\Documents)
¥: (\FREENAS\Downloads)
= Z: (\FREENAS\antoniskorakis)

=2 Fj
17 Applications
1.7 public Signatures

Filename Filesize Filetype
8 windowsdesktop-runtime-2.0.7-win-x64...
B OKDETSIClient.zip

. OKDETSIClient

38582160 Application
627.389 WinRAR ZIP archive
File folder

2 files and 1 directory. Total size: 59.209.549 bytes

Last modified

2/9/2024.10:4T:02 pp
2/0/2024 10:46:52 pu
2/9/2024.10:47:25 pp

Filename Filesize
1,148,911
4,852,002
5.231.928

627.389

38,382,160

53.832.600

[ encryptionMethods zip

B PacCertificates zip

8 KD Messengeraip

B OKDETSIClient.zip

[ windowsdesktop-runtime-8.0.7-win-x64.exce
[®]windowsdesktop-runtime-8.0.7-win-x26.exe

6 files, Total size: 124.275.080 bytes

Filetype

WiInRAR ZL...
WInRAR Zl...
WinRAR ZL...
WinRAR ZI...

Application
Application

Last modified

Permissions  Owner/Group

8/8/2024 4:20:2...
8/8/2024 2:20:1

Server/Local file

Direction  Remote file

Size Priority

Status

B @ Queue: empty

e

s > source > repos > EncryptionMeyhods >

EncryptionMeyh

> bin > Debug > net8.0-windows > Encn

Name - Date m Type Size
1:] BouncyCastle.Crypto.dll 72020 8:05 pp Application exten... 2,548 KB
= EncryptionMethods Manual.pdf 29/7/2024 6:25 pp Adobe Acrobat D... 256 KB
LT EncryptionMethods.deps.json 26/7/2024 6:54 pp JSON File 2KB
D EncryptionMethods.dll 26/7/2024 6:54 pp Application exten... 16 KB
EncryptionMethods.exe 26/7/2024 6:54 pp Application 140 KB
& EncryptionMethods.pdb 2024 6:54 pp Program Debug D... 17 KB
LT EncryptionMethods.runtimeconfig.json 7/2024 6:54 pp JSON File 1KB
Remote site: | /Applications
B /
Applications
Public Signatures
Filename Filesize Filetype Last modified
£ EncryptionMethods.zip 1148911 Compresse.. 8/8/2024 6:08:37 pp
g PQCCertificates.zip 4.852.092 Compresse.. 8/8/2024 4:17:26 pp
QKD Messenger.zip 5.253.242 Compresse.. 8/8/2024 4:34:14 pp
£ QKDETSIClient.zip 640.253 Compresse... 8/8/2024 5:37:01 pp
[#5] windowsdesktop-runtime-8.0.7-win-x64.exe 58.582.160 Application  8/8/2024 4:20:21 pp
[ windowsdesktop-runtime-8.0.7-win-x86.exe 53.832.600 Application  8/8/2024 4:20:19 pp

/} Queued files JFawledtrsnSFev; Successful transfers (2) J

\\
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* Entering Keys and Message: Enter the two 256-bit keys in
base64 format (QKD Key 1 and QKD Key 2).

* Type your message into the plaintext textarea.

* Encrypting the Message: After entering the keys and message,
press the Encrypt button.

The application will encrypt the message using the following four

algorithms: AES 256 CBC, AES 256 GCM, One Time Pad,ChaCha20-

Poly1305

Viewing Encrypted Message: The encrypted message will be
displayed in the designated area for each encryption algorithm.

U

¥ Encryption Methods = X

QKD Keys (Base64)
QKD Key 1(Base64) §3stKWfOOcDDqIW?guNMaNRGLbSNPfRKsTyfRDﬂO:‘

QKD Key 2(Base64) |G/K9jcQGXIEIOrypLICkZQs2SCY50fonsNWmK4Qx30l= |

HellasQCl
Plain Tex

Encryption Algorithms

AES-256 CBC Encrypted q81yknHWYBrYBD9HFZ4UxQ==
(Base64)

Clear

AES-GCM Encrypted G/K9jcQGXtE)OryplUSEWCNc5xmMQaGWrjxHX
(Base64) YHGvgkS2IbCng==

Clear

One Time Pad Encrypted | F7-8A-FD-D3-F9-34-78-35-3C
(Hex)

Clear

ChaCha20-Poly1305
(Base64)

E6A86COC80pNgoL8ZByH/jK3mYHkLE2UeQ==

Clear

l Encrypt | Decrypt Exit

X+

D > HellasQCl > EncryptionMethods

W N Sortv = View v

Name

# Home
B Gal I BouncyCastle Crypto.dll
& Gallery

@ OneDrive - Personal
QKD Keys (Base64)

B Desktop QKD Key 1(Base64)
. Downloads QKD Key 2(Base64)
l Documents

I Pictures Plain Tex

ﬂ Music

Date modified

Search EncryptionMethods

Type

Application exte..

Request Method  Get new QKD key
Certificate (pfx) ~ C:\Users\Antonis\Desktop\QKL Browse

Certificate Pass ~ *******

Encryption Algorithms

AES-256 CBC Encrypted
I clements (Base4)

I Tutorials Clear

) Videos

1 Videos AES-GCM Encrypted
o (Baseb4)

Clear

Master QKD Alice
Slave QKD Bob

Request Parameters

Key Length (bits) 256 1+ No. of keys 2

One Time Pad Encrypted
(Hex)

&= Programs (C) Clear

W This PC

Submit Request

{
“keys": [

&= Documents (D:)

ChaCha20-Poly1305

= ANTONISUSE (E) (Baset4)

’ Clear
& Video (\FREENAS) ()

& Various (\\FREENAS) (L)
Encrypt

& Pictures (\\FREENAS) (V:)

sic (\\FREENAS) (W:)
& Documents (\\FREENAS) (X:)
& Downloads (\\FREENAS) (V:)
& antoniskorakis (\\FREENAS) (Z)

&= ANTONISUSB (E)

[ Android

[ LOSTDR
Titems | 1item selected 139KB |

{

"key_ID": *54cc6bcc-4c1d-46b6-adch-Oeededdd5e00",

"key": "wQNueadfts1c6Hs04ajQZFD79/+JQWCXp8+GVXzbty="
1

Clear Exit Application
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s E nte ri n g E nc ry pte d M e S Sa ge an d Keys . 0 > HellasQCl > EncryptionMethods Search EncryptionMethods

‘i Use the QKD keys to decrypt data

’ ‘ ’ ( HeliasQQl - Guantum Communication Infrastructare for Greace

I)‘ I

M EnayptionMethods X r

W N Sotv = Viewv oo (B Details
Enter the encrypted message and the
A Home Name Date modified Type
corresponding encryption keys, into the £ B bt
res p ect | ve fl e | d S & OneDrive - Personal
QKD Keys (Base64)
. ' ]
] D e C ry pt | n g t h e M e S S a ge : B Desktop QKD Key 1(Base64) wQNuea4ft51c6Hs04ajQZFtD79/+)QWCXp8+GVXz6tY= =
L Downloads QKD Key 2(Base64) AwVOKQaBE9UgbQOGU3Gp377VAVjumPkkUTNIc3ds= (IS . Request Method - Get new QKD key
Press the Decrypt button. . i
ec yp B Documents HAlaSCICIDE 68t Certificate (pfx) ;:\Users\Antonis\Desktop\QK[ Browse
& Pictures Plain Tex Certificate Pass ~ *******
. . . ® Music N Master QKD Alice
The application will decrypt the message and il Eraypion o
k. deos
. . AES-256 CBC Encrypted  222+PBeueSXTZBwOvzz8TkPDLZTFQFNfpHOR0 S o
d IS p I ay t h e p I aln text . s (Base64) BRSjiE= Request Parameters
£ e = Key Length (bits) 256 15 No. of keys |2
e tmn'Methods" I B o i Videos AES-GCM Encrypted  12wWwVOKQaBE9UgbfPDA0DjWYcqIKGZ8AGD
=R b (Base64) npSFD/yaaws0loD/7k58HX4TnV2FsrQ==
QKD Keys (Base64) Clear
[ P
QKD Key 1(Base64) ‘SstKWfOOcDDqIW7guNMaNRG Lb5NPfRKsTyfRDr70:‘ _ ) One Time Pad Encrypted - AC-FA-69-41-28-0D-08-C3-03-44-CA-49-15- Submit Request
QKD Key 2(Base64) lG/KQjcQGXtEJOrypLiCkZQsZSCYSOfonsNWmK4Qx30|= ‘ I (Hex) 74-85-47-24-36-B3-44-CF
e %= Programs (C:) Clear
ellas
Plain Tex ¢ ChaCha20-Poly1305  JjLoZuM2IXPw2FAOINS5Z7U
= ANTONISUSB (E) (Base64) +IT4FKACr0952g340gjIHbLRBWA==
E tion Algorith i Clear
A’;CSiYZPS':g Bcg;';ry:‘tzd & Video (\\FREENAS) (T} Exit Application
(Base64) & Various (\\FREENAS) (U:) T
Clear | A i Encrypt
AES-GCM Encrypted G/K9jcQGXtE)OryplUSEWCnc5xmMQaGWrjxHX & Music (\FREENAS) (W:)
(Base64) YHGvgkS2IbCng== o b
Clear & Documents (\\FREENAS) (X:)
One Time Pad Encrypted | & Downloads (\\FREENAS) (V)

(Hex)

& antoniskorakis (\\FREENAS) (Z;)
Clear

&= ANTONISUSB (E:)
ChaCha20-Poly1305

(Base64)

8 Android
cl
ey | LOSTDIR
Titems | 1item selected 139KB |
Encrypt | Decrypt | Exit
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