
Abstract

This paper presents a research-oriented cryptographic design and formal security analysis;
it is not a finalized protocol specification. Our goal is to advance the theoretical foundations
and practical understanding of quantum-resistant audit systems.

We address the open problem of constructing cryptographic audit trails that simulta-
neously provide integrity, completeness, and consistency guarantees while remaining secure
against both classical and quantum adversaries. This problem is motivated by regulatory
requirements for AI-driven financial systems, where audit records must remain verifiable for
7+ years—a timeframe within which quantum computers may compromise current signature
schemes.

We propose a hybrid signature architecture combining Ed25519 with CRYSTALS-Dilithium
and prove its security under the EUF-CMA model. Our key theoretical contribution is
demonstrating that the hybrid construction achieves security against both classical and
quantum adversaries: to forge a hybrid signature, an adversary must break both compo-
nent schemes simultaneously, which is infeasible if at least one remains secure. We formalize
the notions of log integrity, ϵ-completeness, and multi-log consistency, providing the first
rigorous security definitions for financial audit systems.

Our analysis reveals fundamental trade-offs. For regulatory-compliant deployments re-
quiring durable writes (WAL with fsync), we achieve 100–200µs latency per event with
throughput of 5,000–20,000 events/second—suitable for most trading systems but not ultra-
low-latency HFT. We propose a two-phase signing architecture where immediate Ed25519
signatures provide tamper-evidence during the durability window, with Dilithium signa-
tures added at batch boundaries for post-quantum security. Using SHA-384 (recommended
for 10+ year retention), latency increases by approximately 50% compared to SHA-256.
Completeness guarantees require either a trusted third party (regulator, auditor) or multi-
organizational cooperation—we explicitly characterize deployment scenarios where each ap-
plies.

Keywords: Post-quantum cryptography, Hybrid signatures, Cryptographic audit trails,
Hash chains, Merkle trees, EUF-CMA security
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1 Introduction

The integrity of audit trails is fundamental to accountability in automated systems. In do-
mains ranging from financial trading to autonomous vehicles, regulators increasingly require
that system decisions be logged in a manner that is tamper-evident, verifiable, and durable over
multi-year retention periods. This paper addresses the cryptographic foundations of such audit
systems, with particular attention to the emerging threat of quantum computing.

1.1 Motivation: The Long-Term Integrity Problem

Consider an AI-driven trading system that generates millions of decision events daily. Regula-
tory frameworks such as the EU AI Act [1] and MiFID II [2] require that these events be logged
with sufficient detail to enable post-hoc analysis. The logs must be retained for 5–7 years, and
fraud investigations may require access to records spanning even longer periods.

Current digital signature schemes based on elliptic curve cryptography (e.g., Ed25519,
ECDSA) provide strong security against classical adversaries but are vulnerable to Shor’s al-
gorithm [3] on quantum computers. While large-scale quantum computers do not yet exist,
the “harvest now, decrypt later” threat model [4] implies that records signed today may be
forgeable within their legally mandated retention period. Estimates suggest cryptographically
relevant quantum computers may emerge between 2030–2040 [5].

This creates a fundamental problem: how do we construct audit trails that remain verifiable
both now (with efficient classical signatures) and in the future (against quantum adversaries)?

1.2 Challenges Beyond Signature Security

The problem extends beyond quantum resistance. Financial audit trails face unique threats
that traditional logging systems do not address:

1. Omission Attacks: A malicious system may selectively omit events (e.g., evidence of market
manipulation) while maintaining an internally consistent log.

2. Split-View Attacks: An adversary may present different log versions to different parties—
showing regulators a sanitized view while maintaining accurate internal records.

3. Timestamp Manipulation: Altering timestamps can change the apparent sequence of
events, transforming evidence of misconduct into apparent compliance.
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These attacks cannot be prevented by signatures alone; they require additional mechanisms
for completeness and consistency. Indeed, as shown by Fischer, Lynch, and Paterson [11], and
extended by Dwork, Lynch, and Stockmeyer [12], achieving consensus (and thus consistency) in
asynchronous systems with Byzantine faults is impossible without additional assumptions such
as partial synchrony or randomization.

1.3 Our Contributions

We make the following contributions:

1. Formal Security Definitions (Section 3): We provide rigorous definitions of log integrity,
ϵ-completeness, and multi-log consistency—the first formal treatment of these properties for
audit systems.

2. Hybrid Signature Construction (Section 4): We propose a hybrid Ed25519 + Dilithium
signature scheme and prove its EUF-CMA security. We introduce a two-phase signing archi-
tecture that provides immediate tamper-evidence while amortizing post-quantum signature
costs.

3. Quantum Security Analysis (Section 5): We analyze hash chain security under quantum
attacks, recommending SHA-384 for long-term deployments and providing benchmarks for
both SHA-256 and SHA-384.

4. Completeness Analysis (Section 6): We explicitly characterize when completeness guar-
antees are achievable, distinguishing between trusted-third-party and multi-organizational
deployment models.

5. Realistic Performance Evaluation (Section 8): We provide benchmarks under regulatory-
compliant conditions (durable writes), not just optimistic in-memory scenarios.

Our protocol design, which we call the VeritasChain Protocol (VCP), serves as a concrete
instantiation of these principles. Implementation details are available in our open-source repos-
itory.1

2 Preliminaries

2.1 Notation

We write x ← S to denote sampling x uniformly from set S, and x ← A(·) for the output of
algorithm A. We denote by negl(λ) a function negligible in security parameter λ, and by PPT
a probabilistic polynomial-time algorithm. For strings a and b, a∥b denotes concatenation.

2.2 Hash Functions

A hash function H : {0, 1}∗ → {0, 1}n is collision-resistant if for all PPT adversaries A:

Pr[(x, x′)← A(1λ) : x ̸= x′ ∧H(x) = H(x′)] ≤ negl(λ)

For quantum security analysis, we consider:

� Grover’s algorithm [6]: reduces preimage resistance from O(2n) to O(2n/2)

� BHT algorithm [7]: reduces collision resistance from O(2n/2) to O(2n/3)

1https://github.com/veritaschain
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2.3 Digital Signatures

A digital signature scheme consists of three algorithms (KeyGen,Sign,Verify):

� KeyGen(1λ)→ (pk, sk): Generate key pair

� Sign(sk,m)→ σ: Sign message m

� Verify(pk,m, σ)→ {0, 1}: Verify signature

Definition 1 (EUF-CMA Security). A signature scheme is existentially unforgeable under
chosen message attack (EUF-CMA) if for all PPT adversaries A with access to signing
oracle O:

Pr

 (pk, sk)← KeyGen(1λ)

(m∗, σ∗)← AO(sk,·)(pk)
Verify(pk,m∗, σ∗) = 1 ∧m∗ /∈ Q

 ≤ negl(λ)

where Q is the set of messages queried to O.

2.4 Merkle Trees

A Merkle tree [8] over leaves {l1, . . . , ln} is a binary tree where each leaf contains H(0x00∥li)
and each internal node contains H(0x01∥hleft∥hright). The 0x00/0x01 domain separation follows
RFC 6962 [9] to prevent second-preimage attacks.

3 Formal Security Definitions

We formalize the security properties required for cryptographic audit trails.

Definition 2 (Audit Event). An audit event e = (h, p, s) consists of:

� Header h: metadata including event ID (UUIDv7), timestamp (nanoseconds), event type

� Payload p: application-specific data

� Security s: cryptographic binding (hash, signature(s), Merkle proof)

3.1 Two-Phase Signing Model

To address the tension between immediate tamper-evidence and post-quantum security, we
introduce a two-phase signing model.

Definition 3 (Two-Phase Signed Audit Log). A two-phase signed audit log consists of:

1. Phase 1 (Immediate): Each event ei receives:

� eventHashi = H(ei.h∥ei.p∥prevHashi)

� σ
(1)
i = SignEd25519(sk1, eventHashi) — immediate classical signature

2. Phase 2 (Batch): At batch boundaries (every N events):

� Compute Merkle root Rj over {eventHash(j−1)N+1, . . . , eventHashjN}

� σ
(2)
j = SignDilithium(sk2, Rj) — post-quantum batch signature

Rationale: Phase 1 signatures are small (64 bytes) and fast (48µs), providing immediate
tamper-evidence even during the durability window before WAL checkpoint. Phase 2 signatures
provide post-quantum security with amortized cost.
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Theorem 1 (Two-Phase Security). The two-phase signing model provides:

1. Immediate integrity: Any modification to event ei is detectable via Ed25519 signature
verification, even before batch completion.

2. Post-quantum integrity: After batch completion, integrity is protected by Dilithium sig-
natures on Merkle roots.

3. Transitional security: During quantum transition, events are protected by whichever sig-
nature remains secure.

Proof. (1) Follows from EUF-CMA security of Ed25519 against classical adversaries. An ad-

versary modifying ei must forge σ
(1)
i .

(2) After batch completion, modifying ei requires either forging σ
(1)
i (classical) or finding a

collision/second-preimage to produce valid Merkle proof under signed root Rj and forging σ
(2)
j

(post-quantum).
(3) By the hybrid security argument (Theorem 4), security holds if either Ed25519 or

Dilithium remains secure.

3.2 Integrity

Theorem 2 (Log Integrity). If H is collision-resistant and second-preimage resistant, Ed25519
is EUF-CMA secure against classical adversaries, and Dilithium is EUF-CMA secure against
quantum adversaries, then the two-phase signed audit log provides integrity against both adver-
sary classes.

3.3 Completeness

Definition 4 (ϵ-Completeness). Let E be the set of all events generated by a system. An audit
log L is ϵ-complete if:

Pr[e ∈ E ∧ e /∈ L] ≤ ϵ

Remark 1 (Impossibility of Cryptographic Completeness). Completeness cannot be achieved
through cryptography alone. A malicious log generator can simply choose not to log events. This
is analogous to the FLP impossibility [11].

Implication: Completeness guarantees require trust assumptions about either:

1. A trusted third party (regulator, auditor, or TSA) receiving real-time event streams, or

2. Multiple independent organizations participating in log replication (requiring business incen-
tives or regulatory mandate).

We do not claim completeness for single-organization deployments without external observers.

3.4 Consistency

Definition 5 (Multi-Log Consistency). Let {L1, . . . , Lk} be logs maintained by k independent
parties. The logs satisfy consistency if for all i, j: if |Li| ≤ |Lj |, then Li is a prefix of Lj.

Theorem 3 (Consistency Detection). Given two logs with Merkle roots Ri and Rj at the same
sequence number:

1. Detection is O(1): compare roots.

2. Localization is O(log n): binary search through Merkle paths.
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4 Hybrid Signature Construction

4.1 Construction

Let Π1 be Ed25519 and Π2 be Dilithium. The hybrid scheme ΠH :

� KeyGenH(1λ): Generate (pk1, sk1) ← KeyGen1 and (pk2, sk2) ← KeyGen2. Output pk =
(pk1, pk2), sk = (sk1, sk2).

� SignH(sk,m): Output σ = (Sign1(sk1,m),Sign2(sk2,m)).

� VerifyH(pk,m, σ): Output 1 iff both component signatures verify.

4.2 Security Analysis

Theorem 4 (Hybrid EUF-CMA Security). If Π1 is EUF-CMA secure against classical adver-
saries or Π2 is EUF-CMA secure against quantum adversaries, then ΠH is EUF-CMA secure
against the respective adversary class.

Proof. We prove the contrapositive: if ΠH is broken, then both Π1 and Π2 are broken.
A forgery (m∗, σ∗ = (σ∗

1, σ
∗
2)) for ΠH requires both σ∗

1 valid for Π1 and σ∗
2 valid for Π2 on

message m∗ not queried to the oracle.
Reduction to Π1: Adversary B1 receives pk1 from challenger, generates (pk2, sk2), simu-

lates hybrid signing using its oracle for σ1 and computing σ2 directly. When A outputs forgery,
B1 extracts σ∗

1 as forgery for Π1.
Reduction to Π2: Symmetric.
Thus AdvΠ1(B1) ≥ AdvΠH

(A) and AdvΠ2(B2) ≥ AdvΠH
(A).

If A succeeds with non-negligible probability, both reductions succeed, contradicting security
of at least one component. By contrapositive, if either is secure, ΠH is secure.

4.3 Design Choice: Why Dilithium?

Table 1: Post-Quantum Signature Algorithm Comparison

Algorithm Sig PK Sign Verify Notes
(B) (B) (µs) (µs)

Dilithium2 2,420 1,312 820 310 NIST primary
Falcon-512 666 897 400 50 Smaller; FPU re-

quired
SPHINCS+-128s 7,856 32 15,000 1,000 Hash-based; slow-

est

We selected Dilithium for implementation simplicity and NIST standardization status. Fal-
con offers 3.6× smaller signatures but requires floating-point arithmetic, complicating constant-
time implementation. SPHINCS+ is most conservative but impractical for high-throughput
logging.

5 Quantum Security Analysis

5.1 Signature Vulnerability

Ed25519 is broken by Shor’s algorithm in polynomial time. Dilithium (lattice-based) has no
known efficient quantum attack.
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5.2 Hash Function Selection

Table 2: Hash Function Quantum Security

Hash Output Classical Quantum Quantum
(bits) Collision Preimage Collision

SHA-256 256 128 bit 128 bit ∼85 bit
SHA-384 384 192 bit 192 bit ∼128 bit
SHA-512 512 256 bit 256 bit ∼170 bit

Recommendation:

� Standard deployments (7-year retention): SHA-256 acceptable; 85-bit quantum colli-
sion resistance is currently infeasible but provides limited margin.

� Long-term deployments (10+ years) or high-value targets: SHA-384 recommended.
Provides 128-bit quantum collision resistance, matching modern security standards.

Performance impact: SHA-384 adds approximately 50% latency overhead compared to
SHA-256 (see Section 8).

5.3 Migration Strategy

1. Phase 0 (Current): Two-phase signing with Ed25519 (immediate) + Dilithium (batch).

2. Phase 1 (Pre-quantum): Mandatory for new deployments.

3. Phase 2 (Quantum emergence): Historical logs: verify only Dilithium component (ignore
potentially compromised Ed25519).

4. Phase 3 (Post-quantum): Ed25519 deprecated; Dilithium-only for new events.

6 Completeness Mechanisms

As noted in Remark 1, completeness requires trust assumptions. We characterize two deploy-
ment models.

6.1 Model A: Trusted Third Party (TTP)

A regulator, auditor, or timestamping authority receives real-time event streams.
Architecture:

1. Log generator sends each event hash to TTP immediately after Phase 1 signing.

2. TTP maintains independent hash chain and issues signed receipts.

3. Omission detectable: missing receipt indicates potential omission.

Trust assumption: TTP is honest (does not collude with log generator).
Applicability: Regulated industries where regulators can mandate TTP participation (e.g.,

MiFID II reporting to ARMs).
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Algorithm 1 Gossip Consistency Protocol

Require: Local log Li, peer set P , interval ∆t
1: every ∆t do
2: Ri ← MerkleRoot(Li), si ← |Li|
3: for j ∈ P (random subset) do
4: (Rj , sj)← Exchange(j, Ri, si)
5: if si = sj ∧Ri ̸= Rj then
6: Alert(“Inconsistency detected”)
7: end if
8: end for

6.2 Model B: Multi-Organizational Replication

Multiple independent organizations maintain replicated logs.
Architecture: Gossip protocol (Algorithm 1) with Byzantine fault tolerance (f < k/3).
Trust assumption: At least 2k/3 + 1 participants are honest.
Applicability: Consortium settings (e.g., exchange + clearing house + regulator).
Limitation: As discussed in Section 7.6, competitive industries resist data sharing. This

model is realistic only when:

� Regulatory mandate requires participation, or

� Participants have aligned incentives (e.g., consortium blockchain).

6.3 Completeness Guarantees Summary

Table 3: Completeness by Deployment Model

Deployment Completeness Trust Assumption

Single org, no observer None —
Single org + TTP ϵ-complete Honest TTP
Multi-org (k ≥ 3f + 1) ϵ-complete ≥ 2k/3 + 1 honest

We do not claim completeness for single-organization deployments without ex-
ternal observers. Integrity (tamper-evidence) is provided; completeness (omission-detection)
is not.

7 Design Trade-offs and Practical Challenges

7.1 Durability and Two-Phase Signing

Financial regulations (MiFID II, SOX) require that acknowledged transactions be durably
recorded. This necessitates write-ahead logging (WAL) with synchronous persistence.

Problem without two-phase signing: Batch-only signing leaves events in the “durability
gap” without cryptographic protection. An attacker could:

1. Cause system crash (or wait for natural failure)

2. Modify events in WAL before recovery

3. Events get signed with tampered content upon batch completion
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Solution: Two-phase signing (Definition 3) ensures every event has an Ed25519 signature
before WAL write acknowledgment. The attack above is detected because the attacker cannot
forge the immediate signature.

Architecture:

1. Compute event hash and Ed25519 signature (48µs)

2. Write event + signature to WAL with fsync (50–150µs)

3. Acknowledge to client

4. Asynchronously: accumulate for Dilithium batch signing

7.2 Latency Analysis

Table 4: Per-Event Latency Breakdown (Regulatory-Compliant)

Operation SHA-256 SHA-384

JSON canonicalization 1.4 µs 1.4 µs
Hash computation 2.1 µs 3.2 µs
Ed25519 sign (Phase 1) 48 µs 48 µs
WAL write + fsync 50–150 µs 50–150 µs

Total (P50) ∼100 µs ∼105 µs
Total (P99) ∼200 µs ∼210 µs

Note: The 3.5µs figure sometimes cited represents in-memory processing only, which is not
regulatory-compliant. Realistic deployments requiring durability should expect 100–200µs
latency.

7.3 Throughput

On AMD EPYC 7763:

� Regulatory-compliant (WAL): 5,000–20,000 events/second (I/O bound)

� In-memory only (non-compliant): 286K events/second

For higher throughput with compliance, deploy multiple log partitions with independent
WAL files.

7.4 Storage Overhead

With two-phase signing, each event carries:

� Ed25519 signature: 64 bytes

� Merkle proof: ∼32 × log2N bytes (e.g., 320 bytes for N=1000)

� Amortized Dilithium: 2.4 bytes/event

Total: approximately 400 bytes/event signature overhead.
For 106 events/day, 7 years: ≈ 1 TB signature storage (vs. 6.4 TB for per-event Dilithium).
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7.5 Key Management

� Two key pairs: Ed25519 (32B secret) + Dilithium (2,528B secret)

� HSM support: Ed25519 widely supported; Dilithium support emerging (2025)

� Key rotation: Recommended annually; historical events remain verifiable via key history
chain

7.6 Political Barriers

Multi-organizational log replication faces resistance:

� Competitors refuse to share operational data (even commitments)

� Traffic analysis risk: timing/volume patterns reveal trading activity

Realistic alternatives:

1. Regulator as TTP: Regulatory body operates independent log server

2. Neutral auditor: Big 4 firm as trusted observer

3. Zero-knowledge proofs: Prove consistency without revealing content (future work)

8 Experimental Evaluation

8.1 Implementation and Methodology

We implemented a prototype evaluation environment to validate the theoretical performance
bounds. The implementation uses Python 3.11 with the cryptography library for Ed25519
operations and liboqs-python bindings for CRYSTALS-Dilithium. Hash chain construction
uses hashlib with hardware-accelerated SHA-256/SHA-384.

Measurement methodology: We measured end-to-end latency across the complete event
processing pipeline: JSON canonicalization, hash computation, signature generation, Merkle
tree updates, and (for regulatory-compliant benchmarks) synchronousWAL writes using fsync().
Each measurement represents the median of 10,000 iterations after a 1,000-iteration warmup
period, executed on an AMD EPYC 7763 (2.45 GHz, 64 cores) with NVMe storage (Samsung
980 PRO).

In-memory throughput (without WAL persistence) reached 286,000 events/second single-
threaded, scaling to over 1 million events/second with 8-thread parallelization. These figures
align with theoretical constraints based on cryptographic primitive costs and demonstrate that
the protocol does not introduce significant overhead beyond the underlying operations.

Note on production deployments: The Python implementation serves for correctness
validation and algorithm verification. Production systems should use Rust or C++ with AVX-
512 optimized Dilithium (via liboqs), io uring for asynchronous I/O, and optionally persistent
memory (Intel Optane) for sub-10µs WAL latency.

8.2 Benchmark Results

9 Related Work

Certificate Transparency [9]: Append-only logs for PKI. We extend with post-quantum
signatures and formal completeness analysis.

Blockchain audit [13]: Decentralized immutability but impractical latency/cost for high-
throughput logging.
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Table 5: System Comparison (Regulatory-Compliant)

System PQ Complete Latency Throughput

DB logs No No 1 ms 10K/s
Certificate Transparency No Partial 1 s 1K/s
Blockchain anchor No Yes 10 min 10/s
This work (SHA-256) Yes TTP req. 100 µs 10K/s
This work (SHA-384) Yes TTP req. 105 µs 9.5K/s

Hybrid signatures [14]: PQC transition context. We add two-phase signing for durability
gap mitigation.

Byzantine consensus [12]: Informs our multi-log model; we detect inconsistencies rather
than achieving consensus.

10 Conclusion

We have presented a formal framework for quantum-resistant cryptographic audit trails with
honest treatment of practical constraints.

Key contributions:

1. Two-phase signing: Immediate Ed25519 + batch Dilithium eliminates durability gap vul-
nerability.

2. Realistic benchmarks: 100–200µs latency with regulatory-compliant persistence (not op-
timistic 3.5µs in-memory figures).

3. Explicit completeness scope: Requires TTP or multi-org cooperation; not claimed for
single-org deployments.

4. Hash function guidance: SHA-384 recommended for 10+ year retention.

Limitations:

� Completeness requires trust assumptions not always achievable

� 100µs latency unsuitable for ultra-low-latency HFT (sub-10µs required)

� Multi-org replication faces political barriers in competitive industries

Future work: Zero-knowledge consistency proofs; formal verification of gossip convergence;
hardware HSM integration for Dilithium.
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