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Abstract—Food supply chains are increasingly vulnerable to fraud and
inefficiencies that impose substantial economic and environmental bur-
dens. Food fraud is estimated to cost the global industry billions of
euros each year while its consequences in terms of public health risks
and erosion of consumer trust are equally profound. In response to
these challenges, the concept of a digital food product passport has
emerged as a transformative solution, capitalizing on well-established
technologies that facilitate secure, real-time tracking and immutable
documentation of the origin, composition and lifecycle events of a food
product. This paper introduces the Digital Food Product Passport, a
blockchain-based system that improves global food safety and traceabil-
ity. It provides exhaustive, immutable records of a product’s development
cycle, from origin to packaging, aligning with major policies such as
the recent European Green Deal. The Digital Food Product Passport
targets to bridge the information gap that currently exists in supply
chains and at the same time, empower consumers with reliable data
for informed decisions on sustainable choices on food products. Its
technical implementation involves several well-established technologies
inluding distributed ledger technology, devices enabled by the Internet
of Things (IoT), Artifical Intelligence, just to name a few, demonstrating
how technology can address complex global challenges.

Index Terms—Traceability, transparency, food value chains, digital (vir-
tual) food product passport, blockchain, smart contracts.

1 INTRODUCTION

The evolution of digital technologies, coupled with their
application in the realm of food safety and traceability,
has been an area of intense research and development [1].
Traditional systems often rely on manual or semi-automated
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processes, making them susceptible to errors and ineffi-
ciencies [2]. In addition, the growing sophistication of in-
ternational food supply chains adds to this issue, as food
products are more likely to cross many countries and many
hands before they are consumed. This has led to rising
difficulties in tracing the origin and path of food products,
resulting in food safety and authenticity concerns. To solve
this issue, various digital technologies have been explored,
with solutions varying from barcodes and QR codes to
RFID tags and IoT devices. Although these technologies
offer improved tracking capabilities, they are not effective
in providing end-to-end visibility and guaranteeing the
authenticity of the collected data [3].

The emergence of blockchain technology presents a
promising solution to such issues [4]. Its immutability, trans-
parency, and decentralized nature make it particularly suit-
able to maintain data authenticity and integrity throughout
the food value chain. Its applications in the supply chain
of foods allow the entities involved, including producers,
retailers, and consumers, to identify the origin and complete
history of food products, and hence promote accountability
and trust.

Despite these advantages, research on the integration of
blockchain technology and digital food product passports
remains limited. Although the application of blockchain has
been widely explored to improve traceability and trans-
parency in food supply chains, its specific use in the de-
velopment of a standardized and interoperable digital food
product passport is currently in an early stage. Existing
studies primarily focus on isolated aspects such as trace-
ability using blockchain or certification checks, instead of an
end-to-end system that covers all phases of the food product
life cycle. In addition, the lack of standardized solutions and
regulatory alignment further hampers widespread adop-
tion. Hence, further research is required to create robust
models that harness the potential of blockchain to improve
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the effectiveness, interoperability and scalability of digital
food product passports [5].

In this context, our paper introduces the concept of a
Digital Food Product Passport, a blockchain-based system
that captures and provides access to comprehensive, trust-
worthy information about each food product’s journey from
farm to fork. Apart from the high-level architectural design,
we also detail a prototype implementation, highlighting its
core elements, including secure data capture, decentralized
validation, and a user-centric interface that collectively en-
able real-time traceability and robust auditability through-
out the food supply chain. The proposed system not only
enhances food safety and traceability but also creates new
possibilities for consumer empowerment and food industry
innovation. Last, we present a detailed exploration of this
paradigm, discussing its potential benefits and challenges,
as well as the technical considerations for its implemen-
tation showcased in an extra virgin olive oil supply chain
based on the EU funded WATSON project.

The rest of this paper is organised as follows: Section II
reviews the related work and current approaches to digital
product passports, emphasising on the technological gaps
and challenges, particularly in the context of food supply
chains. Section III presents the implementation details of
the Digital Food Product Passport reference architecture,
highlighting its robust, modular design and the integration
of blockchain, IoT, and AI technologies to ensure secure,
real-time traceability. Section IV demonstrates the practical
application of the DFPP through a case study on the olive
oil supply chain, including deployment details and initial
validation results. Finally, Section V concludes the paper
by discussing the potential benefits, limitations, and future
research directions for enhancing transparency and safety in
global food ecosystems.

2 RELATED WORK

Recently, the European Union (EU) has published a set of
policy initiatives such as the European Green Deal [6] and
the Circular Economy Action Plan [7]. On top of these poli-
cies, EU proposed a new regulation, namely the Sustainable
Product Regulation [8], that aims at improving EU products’
circularity, energy performance and other environmental
sustainability aspects, creating huge impact for the global
trade. The digital product passport can be considered as
a tool that bridges the data gap across different supply
chains, integrating information from the whole life-cycle of
a product collected from all the stages of the value chain.
Each product needs to include this information and make
it accessible via a data carrier through a unique product
identifier (UID).

Digital product passports have emerged as a promis-
ing tool to enhance transparency and facilitate circularity
across diverse industries. Several implementation frame-
works have been developed, primarily targeting sectors
such as electronic products [9] and critical raw materials for
electrical and electronic equipment [10], as well as the build-
ing industry [11] and manufacturing [12]. These frameworks
typically rely on sophisticated technologies most notably,
blockchain networks, which provide an immutable, secure
repository of product data [13]. In addition, many of these

systems harness the capabilities of the Internet of Things
(IoT), Big Data analytics [14], and Artificial Intelligence
(AI) [15] to collect, process, and analyze vast amounts of
information in real time.

Despite these advancements, the application of digital
product passports to the food sector remains largely unex-
plored. To the best of our knowledge, this paper represents
the first detailed attempt to describe the implementation
of a digital product passport specifically tailored for food
products, with the exception of a high-level traceability
framework for organic and protected geographical indica-
tion food assets [16]. Our approach addresses the unique
challenges associated with the food supply chain by offering
a more versatile design that benefits all stakeholders, from
producers and distributors to retailers and consumers [17],
even though food products are currently excluded from the
Sustainable Product Regulation. This work not only fills a
critical research gap but also paves the way for enhanced
transparency and accountability in food product traceability.

3 THE DFPP REFERENCE ARCHITECTURE

The proposed Digital Food Product Passport (DFPP) so-
lution is built upon a robust, modular architecture (illus-
trated in Fig. 1) designed to leverage blockchain and IoT
technologies, aiming to enhance traceability, transparency,
and accountability across the food supply chain. Designed
to ensure seamless adoption and secure data exchange, the
system contains multiple layers logically grouped into three
elements, namely, Supply Chain Participant(s), Centralized
Services, and User & Services Dashboards following a simi-
lar approach with [18].

In the following subsections, we provide a detailed
breakdown of each of these elements. First, we describe
the Supply Chain Participant(s) layer, encapsulating the
blockchain technology and IoT devices and other data
sources to aggregate, validate, and securely store data in
an immutable ledger, ensuring real-time traceability and
transparency. Next, we focus on the Centralized Services
layer, which includes all services supporting the roles and
responsibilities of the various stakeholders and the mech-
anisms they use for secure data access and authentication.
Finally, we examine the User & Services Dashboards, which
offer intuitive interfaces and analytical tools designed to em-
power end-users with actionable insights, thus facilitating
informed decision-making.

3.1 Supply Chain Participants

The Supply Chain Participant module encompasses both
data sources and localized services deployed at each par-
ticipant’s site within the food supply chain. The localized
services within this module perform initial data validation
and pre-processing at the source, thereby reducing latency
and minimizing the potential for errors before the informa-
tion is securely transmitted to the blockchain network.

The Data sources group various types of information
critical for powering the system. This includes real-time
data collected via IoT sensors, food scanning devices and
authenticity control tools designed to monitor the product
at each stage of production. Additionally, human-entered
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Fig. 1. Reference Architecture for the Digital Food Product Passport solution. A high-level overview of the proposed system.

data, such as quality checks or inspection results, are used.
Internal Data generated by participants involved in the sup-
ply chain, such as production details, batch identifiers, or
transaction data is also incorporated. Furthermore, external
data sources like market information, environmental impact
policies or assessments, and any regulatory policy updates,
provide valuable context to support all stakeholders but
especially consumers decision-making processes.

The local cloud/edge deployed services module of the
Supply Chain Participant uses the data coming from the
Data sources group to enable efficient collection, process-
ing, secure storage and analysis at each participant’s site
within the supply chain. The module encompasses Data
Adapters/Filtering, Data Persistence, Food Chain Profile
and Intelligence Services modules, each having a critical role
in ensuring optimal data management and decision sup-
port. More specifically, the Data Ingestion Adapters collect
and process incoming data from the Data Sources, such as
measurements from IoT-enabled devices. All data retrieved
are standardized and stored in the Data Persistence mod-

ule. The Electronic Product Code Information Services (EP-
CIS) component standardizes data exchange in the supply
chain, providing a common language and format for the
description of events related to the product lifecycle, such
as shipping, receiving and quality inspections. The com-
ponent processes the data, while performing data controls
and checks to ensure that the collected measurements are
within specified ranges. The Persistence component stores
and manages the data collected and processed by the system
into a repository, while allowing data sharing to the tools
and services of the system, such as the Food Chain profile
and the Intelligence services modules.

The Intelligence Services module in the DFPP archi-
tecture represents a set of AI-powered tools integrated
throughout the supply chain, providing valuable insights
and continuous monitoring at different stages of the food
supply chain network. AI solutions include early warning
systems in the upstream supply chain that assess and score
suppliers based on qualitative and quantitative criteria [20].
Moreover, predictive analytics help detect fraud risks in
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Fig. 2. DFPP architecture instantiation for the Olive Oil supply chain of three participants.

raw materials before production begins (e.g., analyzing
pH levels and temperature readings in milk to compute a
fraud indicator before cheese production). In addition to
this, AI-driven recommendation engines support decision-
makers by suggesting optimal mitigation strategies when
fraud incidents occur. To achieve these capabilities, Intelli-
gence Services employ deep learning algorithms for pattern
recognition, exploratory data analysis for training predictive
models on historical data, as well as optimization and fuzzy
logic techniques to solve complex decision problems, ensur-
ing food safety and supply chain integrity. Within the DFPP,
these AI-driven insights are embedded into structured fields
that balance accessibility for consumers with depth for ex-
perts. Public fields provide simplified fraud indicators, sup-
plier risk scores, and traceability verification signals, ensur-
ing that consumers receive clear and actionable information
about food authenticity and safety. At the same time, private
fields store more detailed AI analytics, such as Machine
Learning model performance, fraud detection confidence
levels, explainability metrics, and audit logs, offering deeper
insights for regulators, food safety professionals, and supply
chain managers.

The core module that supports and gradually builds
DFPP is the Food Chain Profile module, which includes the
Synchronization mechanism ensuring timely transfer of the
product data and information related to the DFPP from the
Persistence component into the Local DFPP blockchain node
of the supply chain participant. The DFPP actually contains
data that the participant intends to share with the rest of the
supply chain. This data includes key identifiers, production
details, quality assessments, environmental metrics and reg-
ulatory compliance records that collectively form a complete
digital profile of each food product. The synchronization
mechanism uses secure communication protocols and mes-
sage bus architectures to ensure that any updates made at
the local level are quickly and reliably propagated across the

blockchain network, thus maintaining consistency and data
integrity across all nodes. As a result, all stakeholders have
access to real-time and immutable records of the history of
the food product. This data sharing scheme reinforces trans-
parency and traceability while at the same time, enables
proactive measures for quality control and rapid response
in case of safety concerns.

3.2 Centralized Services

The Centralized Services group offers end-to-end services
necessary for the secure access of system services, both for
internal and external users, and for seamless interactions
among various components. The group comprises the Ser-
vice Gateway module, the Identity & Access Management
module, and the Digital Data Models & Vocabularies mod-
ule, all of which are utilized to provide data security, inter-
operability, and structured access in the DFPP environment.

The Service Gateway module provides a secure way
to access the system since it is the only access point for
all stakeholders. The API Gateway service, for example,
provides an integrated interface where the various function-
alities and services are accessed. It exposes and orchestrates
APIs and performs request routing, load balancing and
caching for performance and to make it more dependable.
Policy Enforcement Point (PEP) service is used for the
enforcement of access control policies that have been estab-
lished for all the stakeholders involved. The PEP analyzes
and scrutinizes the access requests and verifies their com-
patibility with the policies and rules established earlier. PEP
ensures that only authorized members and external parties
gain access to the specific resources and features. It enforces
policies concerning data sharing, data discovery and other
blockchain-based interactions, enhancing data governance
and security. The Service Catalogue module is a reposi-
tory that holds a vsast list of services and functionalities,
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Fig. 3. The DFPP Dashboard

together with detailed descriptions of every service, such
as API specifications, input/output data formats and access
requirements, among others.

The Identity & Access Management group oversees the
management of user identities, secure authentication mech-
anisms, and the enforcement of granular access control
via its two core services, namely the Authorization Service
and the Authentication Service. The Authentication Service
verifies the credentials of users and system entities with
strong cryptographic protocols and multi-factor authentica-
tion, ensuring that only authorized users are granted access
to the system. Once a user is authenticated, the Authoriza-
tion Service evaluates their permissions based on a set of
roles and policies, and thus establishes the resources and
operations that the user can access or execute.

The Digital Data Models & Vocabularies group consists
of the DFPP Registry and the Data Vocabulary modules.
The DFPP Registry is the access point for the Blockchain
network supporting the DFPP solution. This service acts as
the gateway for supply chain participants or end-users by
allowing them to access the traceability data stored on the
blockchain of a product. In parallel, the Data Vocabulary
module standardizes the representation of product-related
information by adopting globally recognized schemas and
taxonomies (e.g., GS1 Core, GeoJSON), ensuring that data
exchanged across different systems and stakeholders is in-
teroperable and semantically consistent.

3.3 User & Service Dashboards
The User & Service Dashboards module provides stakehold-
ers with user-friendly interfaces to access system function-
alities and gain data insights. These dashboards serve as an
entry point for end users to interact with the various tools
and components of the system, guaranteeing ease of use and
accessibility. The module includes the Intelligent Services
Interface, which offers insights and data analytics, the mo-
bile and web application for convenient service access, and
Configuration Dashboards for managing system settings
and workflows. At the core of these interfaces is the DFPP
Dashboard, which offers a thorough view of the product’s
journey from farm to fork, the DFPP itself. This dashboard
enables users to easily track and verify products at each
stage of production. It is designed to primarily provide real-
time product traceability visualization, allowing end-users
to search a product and access its detailed DFPP information
directly through the dashboard. The dashboard provides
access to all available DFPPs within the supply chain, re-
gardless of the production stage. Key features include ad-
vanced querying functionalities by product ID, lot number,

or product label, which facilitate the tracing of specific prod-
uct batches or individual items. These functionalities are
particularly valuable for increased transparency, enhanced
food safety and quality control, among other benefits.

4 DEPLOYMENT AND PERFORMANCE EVALUATION
IN THE OLIVE OIL SUPPLY CHAIN

In this section, we demonstrate how the proposed reference
architecture is applied on a real-life use case for the Olive
Oil supply chain, involving three key participants: a miller,
a storage facility, and a packaging facility, as shown in
Figure 2 Each participant represents a node in the supply
chain, with their operations integrated into the architecture
using Hyperledger Besu [21] as the blockchain technology.
In the following part of this Section, we present a small-
scale deployment, followed by initial validation results
that showcase the effectiveness and potential impact of
the system on the enhancement of food traceability and
transparency throughout the supply chain.

4.1 System deployment

The blockchain network comprises three Besu nodes, each
deployed on a separate virtual machine to simulate the
decentralized nature of a real-world supply chain. This
distributed setup ensures that each node independently
records supply chain events and product information, pro-
viding redundancy and minimizing the risk of data tamper-
ing or system failure [22]. All recorded data is synchronized
across the blockchain nodes, creating a unified, tamper-
proof ledger that enhances overall traceability.

To maintain data integrity and achieve fast verification
of transactions, the network employs the IBFT 2.0 consensus
protocol [23]. This particular protocol, which is renowned
for fast finality, ensures that once a transaction is validated,
guarantees that once a transaction has been verified, it is
recorded swiftly onto the blockchain and made irreversible.
The application of distributed nodes along with a persistent
consensus mechanism ensures not just the immutability and
integrity of the data stored but also enhances the authentic-
ity of the Digital Food Product Passport system throughout
the whole food supply chain.

4.2 Data representation

An extensively used encoding standard for geographic data,
GeoJSON, was used to encode product and geolocation
data. This method makes it easy for the system to easily in-
tegrate accurate geographical data coupled with product life
cycle events. In our olive oil illustration, for instance, every
batch of olive oil is stamped with the precise coordinates of
its place of origin when it is milled. From grinding to storage
and finally packaging, the product’s position is reflected in
GeoJSON files as it traverses the supply chain. An accurate,
real-time graphical representation of the product’s path is
provided in this format, enhancing traceability through the
stakeholders’ ability to immediately detect any deviations
or bottlenecks in the supply chain.
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Fig. 4. The DFPP Dashboard - Traceability visualization

4.3 Smart Contracts

Smart contracts serve as self-executing digital agree-
ments that automatically enforce predefined rules on the
blockchain, eliminating the need for intermediaries and
ensuring consistency across the supply chain [24]. In our
DFPP solution, smart contracts were developed to automate
key supply chain processes, including:

• Product Registration where a digital twin [25] is
created for each batch of olive oil with unique identi-
fiers and metadata (e.g., origin, quality checks, olive
varieties, etc.).

• Handover Events where ownership transfers be-
tween participants is being recorded with geoloca-
tion and timestamp data.

• Quality Assurance where the verification and storage
of the results of the performed inspections or the
authenticity checks are conducted at each stage [26].

Because of their modular nature, these contracts can
guarantee data integrity along the supply chain and enforce
business standards automatically without any human inter-
vention. In the real-world tests, a smart contract generates
a unique identity and associates metadata to create a digital
twin for every batch of olive oil during product registration.
In order to create an unchangeable audit trail, the con-
tracts additionally securely log ownership transfers together
with accurate geolocation and timestamp data. They also
manage quality assurance by confirming and documenting
the findings of authenticity checks or inspections at every
production stage. These contracts include role-based access
controls, stringent validation checks, and error-handling
procedures to provide strong security and compliance. They
also interface with IoT devices and external sources to
integrate real-time data. [27].

4.4 DFPP Dashboard

The DFPP Dashboard offers a user-centric interface that
enhances traceability by visualizing olive oil DFPPs through
a multi-layered traceability map. Users can initiate a search
using product identifiers such as ID, lot number, or label, as
demonstrated in Figure 3, which directs them seamlessly to
the traceability map interface. At the initial overview level,
the dashboard displays a geospatial map that provides a
macro-level perspective of all product traces, illustrating the
movement and location of batches across the supply chain,
as depicted in Figure 4. Once a user selects a specific trace

Fig. 5. DFPP Dashboard - Supply chain participant and production
details visualization

from this overview, the dashboard transitions to a detailed
view. This view presents critical information pertaining
to the production stage and the respective supply chain
participant, including precise geolocation data, timestamps
and relevant production metrics (as shown in Figure 5). The
dashboard’s interactive filtering and querying capabilities
enable stakeholders to drill down into the data for fur-
ther analysis, ensuring that both high-level monitoring and
granular investigations can be conducted effectively. This
multi-tiered visualization framework supports continuous
monitoring and rapid identification of potential issues and
empowers consumers and industry professionals to make
well-informed decisions.

With actionable information catered to their needs, the
DFPP Dashboard is made to accommodate a wide range
of stakeholders, from supply chain managers and regula-
tory bodies to end users [28]. Supply chain managers can
take immediate corrective action by using the dashboard
to identify irregularities or discrepancies in the product’s
path. When anomalies are detected, real-time analytics that
are embedded within the dashboard allow the generation
of notifications, promoting proactive risk management and
enhanced food safety standards. Because of the natural
toggle between the macro and micro viewpoints, users can
monitor the overall dynamics of the supply chain and drill
into the details for individual products as needed.

Additionally, the simplicity of use guarantee that valu-
able traceability data is available anywhere and everywhere,
even on field operators’ mobile devices. Ease of use is
augmented and broad usage of the DFPP solution is encour-
aged by customizable settings that enable users to tailor the
interface to display particular data points of value. Aside
from data integrity, the fact that the dashboard is integrated
with emerging technologies like blockchain, IoT and AI
renders it a vital instrument in the future of food supply
chain management.

5 CONCLUSION

This paper presented the one-of-its-kind DFPP, a
blockchain-based system intended to improve traceabil-
ity, transparency, and safety in international food supply
chains. Its application provides an immutable history of a
product’s journey from farm to fork, addressing key food
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safety, fraud and sustainability concerns. To provide real-
time tracking and verification of food products, the DFPP
system leverages distributed ledger technology, Internet of
Things and artificial intelligence-driven analytics. It makes
verifiable, structured data about food provenance, quality,
and compliance with sustainability policies like the Euro-
pean Green Deal accessible to all relevant parties, including
farmers, regulators, retailers, and consumers. A real-world
olive oil supply chain case study validated the effectiveness
of the framework, demonstrating how smart contracts can
automate key supply chain processes such as product reg-
istration, handover events and quality assurance. The study
establishes DFPP as a scalable, tamper-proof and future-
ready solution that bridges the digital gap in food traceabil-
ity while fostering greater consumer trust and regulatory
compliance.

Our future work will focus on scaling the DFPP frame-
work to accommodate a broader range of food supply
chains and food product types, even from shorter supply
chain. Research efforts will also aim to develop standardized
data schemas and protocols to improve interoperability with
existing global regulatory systems, thus facilitating seamless
integration with initiatives such as the Sustainable Product
Regulation. Additional field trials and user experience stud-
ies across diverse operational contexts will be conducted to
validate the system’s robustness and refine its interface for
greater usability.
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