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INTRODUCTION

Biomedical research increasingly relies on vast, sensitive datasets—from genomic sequences
to clinical records. Yet the ethical, legal, and logistical challenges of moving or copying this data
to centralized repositories are immense. In response, a diverse ecosystem of platforms has
emerged, each offering a unique approach to data protection, distributed analysis, and
privacy-preserving computation.

This report categorizes these platforms into three primary models: Data Visitation (DV),
Centralized DV, and Federated. There is also a Hybrid Centralized/Federated model to
consider. This report examines how each model addresses the challenge of enabling research
while maintaining data security.

Beyond current implementations, the report also explores the evolving landscape of Al
technologies—particularly those involving distributed machine learning, synthetic data
generation, and privacy-preserving computation—and assesses their potential to reshape
biomedical and health research data access and analysis frameworks. By engaging with
emerging trends, the report offers a forward-looking perspective on how these models must
adapt to ensure ethical, secure, and scalable research in increasingly complex data
ecosystems.

COMPARATIVE MODELS OF DATA PROTECTION

Three Models (and a Hybrid Model)

This section provides a visual comparison or decision guide to help choose the most
appropriate technology for the sharing of access-restricted data.

e Data Visitation (DV): A decentralized model where tools visit locally governed data
without requiring a central repository or uniform architecture.

e Federated: A distributed approach where data remains local but requires a uniform
architecture and initial setup to enable tool-based access across sites.

e Centralized Data Visiting: A centralized model where data is pooled into a central
repository, and researchers access it directly, necessitating uniform architecture and
setup.



Table 1 outlines the key distinguishing features of the three models, while Table 2 categorizes
their additional performance-related attributes into low, medium, and high tiers. A detailed
description of each model, accompanied by examples, follows in the next section. A
comprehensive comparative table of platforms is being maintained and curated here: Table
Comparing Federated Data Platforms and Data Visiting Technologies and is discussed in

Platform Comparison Table.

Table 1: Main Features of Data-In-Place Analytics Platforms

Feature DV Federated Centralized DV
Data stays in place with local X
governance
Researchers visit the data X X
Uniform architecture required | »¢
Central repository X X
Tool/model visits data X
Initial data setup is required X
before DV
Table 2: Categorization of Performance Features
Feature DV Federated Centralized DV
Performance/latency Medium (depends | Low to Medium High (local

on network) [1,2]

(depends on
architecture) [1,2]

processing) [3]

Security/privacy risks

Low (data stays
local) [4,5]

Medium (some
exposure through
federation) [4.5]

High (data
centralized) [6]

Compliance with jurisdictional
laws

High (data never
leaves jurisdiction)
[7.8]

Medium to High
(depends on node
compliance) [7,8]

Low to Medium
(central repository
may cross borders)
[7.8]



https://docs.google.com/spreadsheets/d/1sUbtsbDEOaHCkheoQEFmSA-mheTSBQIEAjJgv9dndHo/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1sUbtsbDEOaHCkheoQEFmSA-mheTSBQIEAjJgv9dndHo/edit?usp=sharing

Infrastructure cost distribution

Distributed (each
site covers its own)
[9,10]

Shared/Distributed
[9,10]

Centralized (host
bears the cost)
[9,10]

Interoperability

Medium (requires
compatible tools)
[11,12,13]

High (uniform
architecture)
[11,12,13]

High (centralized
control) [11,12,13]

Data freshness

High (real-time
possible) [14,15]

Medium to High
(depends on sync)
[14, 19]

High (data
centralized and
updated centrally
[14,15]

Centralized DV

Definition: Data and tools are maintained in a central location. Researchers access the data by
visiting the secure environment where analysis tools are provided.

Key Features:

e Data remains in a secure enclave.
e Researchers access tools like Jupyter, RStudio, or custom dashboards.
e Strong governance and audit trails.

Examples:

e All of Us Research Hub: A centralized, secure cloud-based research platform hosting
genomic, EHR, survey, and physical measurement data from diverse U.S. participants.

e UK Biobank: Offers centralized access to genomic and phenotypic data through secure
portals. As of 2024, UK Biobank no longer allows researchers to download individual-

level data. The data is visited and not moved.

e NCATS N3C by Palantir: COVID-19 data enclave with harmonized datasets and built-in

analytics.

o HDRUK TREs: Trusted environments for UK health data, with strict access controls.
e FAIR Square: Centralized FAIRness assessment tools and metadata curation.

Strengths:
e High control and security within a single environment.
e Rich toolsets available in one place.
e High performance and low latency due to local processing.
e Strong interoperability through centralized architecture.
[ ]

established.

Limitations:

Clear, standardized onboarding process for new data sources once pipeline is




Requires data movement to the central location.

May face cross-border data sharing and localization restrictions.
Higher security/privacy risks if the central environment is compromised.
Centralized infrastructure cost burden on the host organization.
Scalability is limited by the capacity of the central infrastructure.

Initial data setup and harmonization required before integration.

Data Visitation

Definition: Data can reside anywhere and be of any type. The technology or ML model visits
the data, often without requiring it to be part of a formal network.

Key Features:

e Flexible architecture.
e Ideal for heterogeneous or sensitive datasets.
e Often used in early-stage pilots or ad hoc collaborations.

Examples:

e FAIR Data Train: Enables metadata-driven access and visitation across diverse
datasets.

e FAIRlyz: Uses LLMs and Al tools to curate and analyze data remotely.

e OSSDIP: Focuses on secure access protocols and metadata registries.

e Overture: Metadata orchestration tools that support decentralized data discovery.

Strengths:

Minimal data movement — data remains in its original location

Adaptable to various data types, formats, and governance models.

High data freshness due to real-time or near real-time access.

Low secruity/privacy risk since data does not leave its host environment.
Distributed infrastructure cost across participating sites.

No mandatory initial setup—can access data without prior harmonization.

Limitations:

May lack standardization or network cohesion.

Tool interoperability can be challenging across heterogeneous sites.

Variable performance depending on network quality.

Interoperability depends on compatible tools at each site.

Compliance management may be inconsistent across sites.

Scalability for many new sources can be challenging without prior harmonization.

Federated



Definition: Data is standardized and stored in nodes within a network. Each node follows
uniform architecture and SOPs. Technology or ML models visit the data, not the other way
around.

Key Features:

e Strong standardization (e.g., OMOP, FHIR).
e Enables federated learning and analytics.
e Often used in large-scale consortia.

Examples:

DataSHIELD: R-based statistical analysis across distributed nodes.

TriNetX/i2b2: Real-time cohort discovery across hospital networks.

Swarm Learning Networks: Federated Al model training across institutions.

ATLAS by OHDSI: OMOP-based analytics across global nodes.

EUCAIM: Imaging data federation with Al model training.

Genomic Data Infrastructure (GDI): Federated genomic analysis using GA4GH
standards.

ELIXIR on Cloud: Cross-site federation for life science data.

e Federated EGA: discovery and access of sensitive human omics and associated data
consented for secondary use.

Strengths:

High scalability - easily add new standardized nodes once standards are in place.
A consistent onboarding process for new nodes ensures quality and compliance.
Strong standardization (e.g., OMOP, FHIR) enables interoperability.

Data sovereignty preserved at local sites.

Enables federated learning and large-scale analytics.

High potential for consistent compliance across nodes.

Ideal for multi-institutional research.

Limitations:

Requires significant upfront investment in harmonization.

Governance complexity across multiple organizations and nodes.

Performance may be impacted by inter-node latency.

Medicum security/privacy risk due to networked access.

Infrastructure costs are shared but require sustained investment.

Initial data setup and alignment to network standards required before participation.

Hybrid Centralized/Federated

Definition: Data storage is centralized, but governance and access protocols are federated. It’s
a hybrid model—not true federation in architecture, but federated in policy.



Key Features:

e Centralized infrastructure with federated access logic.
e Often used in national or multi-agency initiatives.

Examples:

e NCPI AnVIL: Centralized genomic data with federated governance across NIH institutes.
o Lifebit and DARE UK: Federated TREs with compute environments

Strengths:

e Balances control with collaboration.
e Easier to manage infrastructure.

Limitations:

e Still involves centralized storage.
e May not meet strict data localization requirements.

PLATFORM COMPARISON TABLE

This dynamic comparative table catalogs platforms that support DV, Federated, Hybrid
Centralized/Federated, and Centralized DV models in biomedical and health research. It is
actively maintained to reflect the latest developments and platform capabilities. The latest
version can be accessed here: Table Comparing Federated Data Platforms and Data Visiting

Technologies.

These platforms represent a diverse and evolving ecosystem designed to enable secure,
privacy-preserving analysis of sensitive data across institutions, without unnecessary duplication
or centralization.

Each entry includes key attributes such as:

Data visitation type and architecture

Software availability and tools

Data models and standards used (e.g., OMOP, FHIR, GA4GH)
Stakeholders served (e.g., researchers, hospitals, pharma)

Outputs generated (e.g., statistical models, cohort insights)

Whether tools/models are moved to the data or expect standardized inputs

This table is intended to support strategic planning, platform selection, and policy development
for organizations seeking to collaborate across data boundaries while maintaining compliance
and trust.


https://docs.google.com/spreadsheets/d/1sUbtsbDEOaHCkheoQEFmSA-mheTSBQIEAjJgv9dndHo/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1sUbtsbDEOaHCkheoQEFmSA-mheTSBQIEAjJgv9dndHo/edit?usp=sharing

NEew Al TECHNOLOGIES

There’s a wave of emerging technologies reshaping how federated platforms and data visitation
systems operate. These innovations go beyond GenAl and LLMs, though many intersect with
them. Below is a curated list of cutting-edge technologies that are either being actively explored
or show strong potential to impact these domains.

Emerging Technologies Impacting Data Visitation & Federated
Platforms

1. Agentic Al

e Combines LLMs with autonomous planning and execution capabilities.

e Enables “virtual coworkers” that can visit data sources, perform multi-step tasks, and
return results.

o Useful for federated workflows where human-in-the-loop is limited but agents are
human-supervised.

Key Resources

1. Agentic Artificial Intelligence to Support Autonomous Medical Operations
NASA’s Human Research Program (HRP) is leveraging the power and efficiency of
artificial intelligence (Al) tools to reduce human system risk in space medicine
operations.[16]

2. Agentic Al in Biomedical Research: A New Era of Intelligent Collaboration
ICA.ai offers Al solution for biomedical research and public health. [17]

3. Sample Agents for Healthcare and Life Sciences on AWS
One-click deployment of infrastructure and Interactive interface for human-agent chat
with pre-built agents.[18]

2. Secure Multiparty Computation (SMPC)

e SMPC allows multiple parties to jointly compute a function over their inputs while
keeping those inputs private.

e Ideal for federated analytics in finance, genomics, and healthcare.

e Often paired with federated learning or data visitation models.

Key Resources

1. Secure Multi-Party Computation — SpringerLink
Use cases discussed: secure machine learning and privacy-preserving network
monitoring. [19]

2. SMPC for Privacy-Preserving Data Analysis — IJCRT
Explores SMPC’s role in healthcare and cross-institutional research. [20]



https://ntrs.nasa.gov/citations/20240012663
https://eprint.iacr.org/2020/300.pdf
https://eprint.iacr.org/2020/300.pdf
https://www.ica.ai/insights/agentic-ai-in-biomedical-research-a-new-era-of-intelligent-collaboration/
https://eprint.iacr.org/2020/300.pdf
https://eprint.iacr.org/2020/300.pdf
https://aws-samples.github.io/amazon-bedrock-agents-healthcare-lifesciences/
https://eprint.iacr.org/2020/300.pdf
https://eprint.iacr.org/2020/300.pdf
https://link.springer.com/chapter/10.1007/978-3-031-33386-6_17
https://link.springer.com/chapter/10.1007/978-3-031-33386-6_17
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf

3. Causal Al

e Goes beyond correlation-based models to infer cause-effect relationships.
e Valuable in federated health research where understanding causality is key but data
sharing is restricted.

Key Resources

1. Federated causal discovery with missing data in a multicentric study on endometrial
cancer
A novel federated causal discovery algorithm capable of pooling information from
multiple sources with heterogeneous missing data to learn a graph representing cause-
effect relationships. [21]

2. Causal discovery from observational and interventional data
Distributed and federated causal discovery approaches for decentralized scenarios in
healthcare that have privacy and regulatory data access constraints. [22]

4. Graph Data Science (GDS)

e Applies graph theory to model relationships between distributed datasets.
e Enhances federated discovery and linkage of data across institutions.

Key Resources

1. Federated biomedical knowledge graph-based question-answering system
Biomedical discovery through an informatics platform that enables exploration and
reasoning over an open-source, federated KG-based ecosystem. [23]

2. How Federated Knowledge Graphs Support Al Automation
Al automation relies not only on data, but also on understanding. A federated knowledge
graph provides that understanding in several ways. [24]

6. Application-Specific Semiconductors

e Custom chips designed for federated Al workloads (e.g., privacy-preserving training).
e Improves efficiency and scalability of federated platforms.

Key Resources

1. NVIDIA Custom GPU Architectures for Federated Learning
NVIDIA FLARE is built on NVIDIA Clara Train, which runs on NVIDIA GPUs designed for
high-throughput Al workloads enabling distributed training across hospitals and research
centers without sharing patient data. [25]

2. Azure TEE is part of Azure Confidential Computing, which enables privacy-preserving Al
and federated learning
A Trusted Execution Environment is a segregated area of memory and CPU that's
protected from the rest of the CPU by using encryption. [26]



https://pubmed.ncbi.nlm.nih.gov/40706946/
https://pubmed.ncbi.nlm.nih.gov/40706946/
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf
https://proceedings.neurips.cc/paper_files/paper/2023/hash/368cba57d00902c752eaa9e4770bbbbe-Abstract-Conference.html
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf
https://www.cambridge.org/core/journals/journal-of-clinical-and-translational-science/article/an-approach-for-collaborative-development-of-a-federated-biomedical-knowledge-graphbased-questionanswering-system-questionofthemonth-challenges/22350F7532FB5BF0BFD737895947DCEA
https://proceedings.neurips.cc/paper_files/paper/2023/hash/368cba57d00902c752eaa9e4770bbbbe-Abstract-Conference.html
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf
https://www.actian.com/blog/data-intelligence/why-federated-knowledge-graphs-are-the-missing-link-in-your-ai-strategy/
https://proceedings.neurips.cc/paper_files/paper/2023/hash/368cba57d00902c752eaa9e4770bbbbe-Abstract-Conference.html
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf
https://blogs.nvidia.com/blog/federated-learning-ai-nvidia-flare/
https://proceedings.neurips.cc/paper_files/paper/2023/hash/368cba57d00902c752eaa9e4770bbbbe-Abstract-Conference.html
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf
https://learn.microsoft.com/en-us/azure/confidential-computing/trusted-execution-environment
https://learn.microsoft.com/en-us/azure/confidential-computing/trusted-execution-environment
https://proceedings.neurips.cc/paper_files/paper/2023/hash/368cba57d00902c752eaa9e4770bbbbe-Abstract-Conference.html
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf

7. Synthetic Data Generation or Twin Datasets

e Creates realistic but artificial datasets for training and validation.
e Can be used in federated settings to simulate data environments without exposing real
data.

Key Resources

1. “Digital twin” datasets from complex EHR and wearable-device records
Synthetic clinical data generation maximizes biomedical resource utilization and
minimizes participant re-identification risks. [27]

2. Immune digital twins for complex human pathologies
A bioinformatics ecosystem is proposed for data analysis, integration and modelling in
Immune digital twins implementations. [28]

8. Neuro-Symbolic Al

e Combines symbolic Al reasoning with neural networks.
e Useful for federated systems that require explainability and rule-based governance.

Key Resources

1. Neurosymbolic Al can be leveraged in medical diagnostics
Applied to Mental health diagnosis and conversational assistance. [29]

2. Neurosymbolic Al for reasoning on biomedical knowledge graphs (KG)
KG completion (KGC) can help researchers make predictions to inform tasks like drug
repositioning with hybrid approaches based on neurosymbolic artificial intelligence
becoming more popular. [30]

9. Reinforcement Learning in Federated Settings

e Enables adaptive learning across distributed nodes.
e Can optimize resource allocation, model updates, and privacy trade-offs.

Key Resources

1. Federated Learning in Smart Healthcare
A Comprehensive Review on Privacy, Security, and Predictive Analytics with loT
Integration. [31]

2. Federated learning applications for biomedical data
Collaboratively training machine learning models without sharing raw data via ‘federated
learning’ enables investigators to train a model locally on their own data, and share the
parameters of the model with others to generate a central model. [32]

10. Privacy-Preserving MLOps

e Integrates privacy tools (e.g., differential privacy, homomorphic encryption) into model
deployment pipelines.
e Ensures end-to-end compliance in federated Al workflows


https://www.nature.com/articles/s41746-025-01935-1
https://proceedings.neurips.cc/paper_files/paper/2023/hash/368cba57d00902c752eaa9e4770bbbbe-Abstract-Conference.html
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf
https://www.nature.com/articles/s41540-024-00450-5
https://proceedings.neurips.cc/paper_files/paper/2023/hash/368cba57d00902c752eaa9e4770bbbbe-Abstract-Conference.html
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf
https://www.computer.org/csdl/magazine/ex/2023/03/10148662/1NVf9V0YKze
https://proceedings.neurips.cc/paper_files/paper/2023/hash/368cba57d00902c752eaa9e4770bbbbe-Abstract-Conference.html
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf
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https://proceedings.neurips.cc/paper_files/paper/2023/hash/368cba57d00902c752eaa9e4770bbbbe-Abstract-Conference.html
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf
https://www.mdpi.com/2227-9032/12/24/2587
https://proceedings.neurips.cc/paper_files/paper/2023/hash/368cba57d00902c752eaa9e4770bbbbe-Abstract-Conference.html
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf
https://journals.plos.org/digitalhealth/article?id=10.1371/journal.pdig.0000033
https://proceedings.neurips.cc/paper_files/paper/2023/hash/368cba57d00902c752eaa9e4770bbbbe-Abstract-Conference.html
https://ijcrt.org/papers/IJCRT2404250.pdf
https://ijcrt.org/papers/IJCRT2404250.pdf

Key Resources
1. Privacy-Preserving Machine Learning for Healthcare
A guide for the development of private and efficient ML models in healthcare. [33]
2. Data Protection: Privacy-Preserving Data Collection With Validation
Proposes a protocol for privacy-preserving data collection using autoencoders and
enclave-based validation—aligns with data visitation principles. [34]

CONCLUSION

The platforms explored in this report have laid the groundwork for secure, scalable, and privacy-
preserving biomedical research. But what comes next will be transformative. As Generative Al
(GenAl), Large Language Models (LLMs), and autonomous agents evolve, they will redefine
how researchers interact with data—especially in federated and data visitation contexts.

These technologies won'’t just enhance analysis—they’ll reshape the architecture of research
itself:

e LLM-powered agents will autonomously navigate metadata catalogs, generate cohort
definitions, and orchestrate multi-step analyses across distributed nodes.

e GenAl tools will assist in data curation, annotation, and even synthetic data generation—
reducing the burden on human experts while preserving privacy.

e Al-driven governance frameworks will dynamically enforce access policies, monitor
compliance, and adapt to evolving ethical standards.

e Federated MLOps pipelines will enable seamless deployment of models across
institutions, with built-in privacy-preserving mechanisms.

To stay ahead, platforms must embrace Al not just as a tool—but as a strategic layer woven into
their infrastructure. This means:

e Investing in interoperable Al interfaces that can plug into diverse data environments.
e Building explainable and auditable Al systems to maintain trust and transparency.
e Leveraging agentic Al to reduce manual overhead and scale collaborative research.

The future of biomedical research will be distributed, intelligent, and deeply collaborative.
Platforms that integrate Al thoughtfully—balancing innovation with ethics—will lead the way in
unlocking insights from sensitive data without ever compromising its integrity.

As global health challenges grow more complex, these platforms will be essential in enabling
secure, scalable, and ethical research across borders and institutions.
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