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In August 2024, the nation’s largest nonprofit integrated health care provider, Kaiser
Permanente, announced that clinicianswould have access to an ambient clinical documentation
scribe: an assisted clinical documentation tool that uses artificial intelligence (AI) to securely
summarize relevant medical information from spoken, natural conversations (also called
ambient clinical documentation or AI scribes).1 After automatically summarizing the encounter,
the AI scribe sends the summary to the clinician for review. Ambient clinical documentation
scribes are now offered by some of the fastest-growing AI companies in health care, with
significant venture capital funding and an impressive roster of health system customers.

Technologies such as ambient clinical documentation and other generative AI tools may im-
prove care and lessen clinician burnout by reducing documentation burdens. But they also raise
the question of who is responsible when AI-generated patient information is inaccurate, es-
pecially when those errors cause injury to a patient. This question is particularly acute in cancer
care, where there is a unique set of terminology for each of the more than 400 types of cancer,
leading to an increased chance of documentation error, and where decisions on the basis of the
assumption of information accuracy can be life-altering.2

AI transcription tools in their current versions are not considered regulated medical devices
under the US Federal Food, Drug, and Cosmetic Act.3 Unless this changes, the responsibility falls
to stakeholders other than the US Food and Drug Administration (FDA) to ensure the tech-
nology’s safety and efficacy. In this article, we analyze the AI governance responsibilities and
potential tort liability for clinicians, hospitals, and manufacturers using AI for clinical note-
taking and suggest several potential ways to address them.

TYPES OF ERRORS

Hospitals and clinicians are likely to face an evolving landscape of AI clinical note-taking tools
with powerful capabilities and functions, but also the potential for making mistakes. The
current gold standard of human-written clinical notes of course also has shortcomings.3

According to a recent estimate, much of the content in patients’ medical records is dupli-
cated, resulting from copy-pasting previous clinical notes, potentially leading to medical
errors.4

Ambient clinical documentation technologies can make three types of errors. First, it may omit
information by failing to recognize, transcribe, andmove information to a draft note. Second, it
may incorrectly document information, such as the wrong name or dose of amedication. Third,
it can hallucinate information, fabricating new and inaccurate information. Although these
errors are similar to human errorsmadewithout AI scribes, themechanism for addressing them
will be different. Although clinicians may have a better chance of addressing errors made by AI
scribes because they will have a transcript of the encounter, this remains unproven and at the
very least, clinicians will have to adopt new workflows.

The potential errors of AI scribes are nontrivial. For example, one transcription tool has recently
come under criticism for inventing several sentences of text, including the patient’s medical
treatment, race, and medication.4 Documentation errors are particularly problematic in highly
specialized fields such as oncology, where clinicians rely on accurate information about the
patient’s medical history, medication or other treatments, as well as adverse events and
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response to therapy for life-and-death treatment decisions.
Errors in this context may create significant liability risks.

HUMANS IN THE LOOP

During certain development phases of the technology,
manufacturers have humans in the loop to review accuracy
and note quality, including carrying out major updates to
their AI models. However, once the models reach clinical
practice, manufacturers do not use a third-party clinician
reviewer—the responsibility falls to the clinician reviewing
and finalizing the note.

For example, AI tools offered by companies such as
Microsoft and Abridge record and transcribe the entire
patient-clinician conversation and summarize the transcript
into a draft note.5 The note is then sent to the clinician, who
is responsible for reviewing the draft, making changes, and
finalizing the note.

On the one hand, such technology may actually improve
clinical documentation, capturing more or better infor-
mation than the clinician alone, such as adverse events for
patients receiving drugs in oncology clinical trials. On the
other hand, this technology may lead to new or different
mistakes by clinicians. For example, a clinician may not
recognize an error in the AI-drafted note for a variety of
reasons, including language/cultural differences, recording
quality, or simple interpretation. And because clinicians
have high caseloads and significant paperwork obligations,
they risk automation bias6: as heavy reliance on technology
reduces cognitive load, physicians may be less likely to read
every word of the draft note before finalizing it. Clinicians
may be sensitive to the risk of automation bias during
implementation and likely would not use the tool at all if
they did not trust it. However, once a clinician gets used to
using the technology, the risk of automation bias increases.

In the future, efficiency demands may drive hospitals and
clinicians to implement AI clinical note-taking tools that
skip clinician review altogether. Although it is unclear
whether sufficient trust in this technology could ever drive
adoption of fully automated documentation, its theoretical
use could exacerbate the existing risks to patient care.18

LIABILITY RISKS FOR CLINICIANS, HOSPITALS,
AND MANUFACTURERS

Consider the following vignette: A 68-year-old man with
metastatic non–small cell lung cancer had his chemotherapy
treatment notes transcribed using ambient clinical docu-
mentation. The technology incorrectly documented that he
had failed first-line and second-line therapies, when in fact
he had only failed first-line therapies, and the second-line
therapies were being discussed. The oncologist reviewed the
note, failed to notice the mistake, and finalized it in the
patient’s record. The patient then switched to a new on-
cologist, who relied on these notes and initiated third-line

therapy with immunotherapy prematurely. Instead of
receiving a more appropriate second-line therapy, this
third-line therapy resulted in severe immune-related
pneumonitis and hospitalization. This error deprived
him of the full benefit of second-line therapy and wors-
ened his prognosis.

Who is likely to be held liable for the patient’s harm? The
clinicians, the hospital, and/or the AI manufacturer? The
basic principles of tort lawwould likely apply, but the precise
scope of the liability risks for each actor is determined by a
number of factors.

Clinician Liability

Clinicians are liable when their unreasonable actions cause
injury to patients. Reasonableness is determined by the
existing standard of care, which can be influenced by various
factors, including the nature of the mistake, how difficult it
would be to spot it, and the risk it posed. For example, in the
vignette case in which the first medical oncologist reviewed
and approved the AI-generated note, they could be held
liable under a negligence theory for the patient’s injury if a
reasonable clinician would have noticed the note’s inac-
curacy. Importantly, what is reasonable for the physician is
often determined by what is customary in that clinician’s
particular specialty (which is here medical oncology).

To defend the patient’s medical malpractice claim, the first
medical oncologist could argue that the subsequent treating
oncologist was liable because a reasonable clinician would
confirm information with a patient before treating them. In
other words, a reasonable oncologist would have verified
what drugs the patient was previously treated with before
proceeding with third-line therapy. Successfully proving
such a defense, however, would require the first medical
oncologist to introduce evidence that the second oncologist
knew or should have known the note was inaccurate—
perhaps through inconsistencies in the notes or the infor-
mation thefirstmedical oncologist or patient provided to the
second medical oncologist directly. Even if this argument
succeeds, the first oncologist could still be liable for some or
all of the injury because his negligence was sufficient to
cause it.

Finally, the oncologists might argue that the cause of harm
was the plaintiff’s preexisting cancer, not their negligence.
While this argument cannot defeat a patient’s case by itself,
it can block some claims and reduce damages for others.19 For
example, some courts require that the plaintiff must show
that the probability of a good outcome without negligence
was greater than 50 percent. If they can, they are entitled to
all damages, including from the underlying cancer. Other
jurisdictions allow claims as long as the plaintiff can show
any reduced recovery but limit damages only to the pro-
portionate loss. Whatever requirements courts impose, the
fact that a physician made a patient worse is not a per se bar
to a viable tort claim.8
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Hospital Liability

The hospital where thefirstmedical oncologist or the second
medical oncologist practices may also be liable on at least
two theories. First, the hospital could be liable if the medical
oncologists were negligent. Under a doctrine known as
respondeat superior, employers are liable for the torts of
their employees committed within the scope of employment
or with the employer’s property.7 If the clinicians were
employees, the hospital would be liable for their negligence
since the first medical oncologist used the AI tool and the
second medical oncologist relied on its notes within the
scope of their employment.20

Second, even if neither the first medical oncologist nor the
secondmedical oncologist was negligent, the hospital where
the first medical oncologist practices could still be liable if it
failed to meet its duty to exercise reasonable care in
adopting, implementing, or monitoring the use of the AI
tool. A hospital could breach its duty of care, for example, if it
adopts an AI clinical note-taking tool with a higher error rate
than its current practice (ie, human note-taking). However,
properly validated systems that reduce the risk associated
with the current practice maymake the AI tool reasonable to
implement. The hospital may also be liable if it validated it in
one practice area (eg, internal medicine) and implemented it
in other areas (eg, oncology), or if it did not properly train
clinicians on how to use it. For example, if the hospital in the
vignette described above did not instruct the first medical
oncologist using the AI tool about the potential for mistakes
or the type of mistakes likely to arise, the hospital may be
liable for harm caused by this failure.

Hospitals may defend these liability claims by showing that
the AI tool was properly validated, that themanufacturer did
not provide adequate training before adoption, or that the
tool was defective for some reason, such as not meeting the
manufacturer’s own specifications. However, any defense
that asserts the AI manufacturer’s liability may already be
limited by contract law in two unrelated ways. First, contract
law imposes product liability on the producer of a good but
not a service; if a court finds AI is a service, then the AI
manufacturer will be immune from contract-based product
liability suits. Second, manufacturers may limit their own
liability through contracts with hospitals that use their
products.8

Manufacturer Liability

Manufacturers of AI clinical note-taking tools could also face
liability for injuries to patients in scenarios such as the ones
in the vignette under negligence or products liability law.
Like hospitals, themanufacturer can be negligent in training
the clinicians who use the tool. Unlike hospitals and clini-
cians, however, manufacturers could be liable even if their
practices matched an industry custom. Suppose, for exam-
ple, that themanufacturer hired a third-partyfirm located in

a foreign country that employed non-native English
speakers to conduct the initial quality review of their tool,
before deployment to clinicians. If a reasonable manufac-
turer had hired a native English speaker or provided ap-
propriate training to the first medical oncologist in the
vignette that would have resulted in them catching the error,
then the manufacturer could be liable.

Manufacturers could also be liable if their products are
defective. Failing to provide adequate warnings or make the
AI clinical note-taking tool safe for the intended uses of the
product, for example, may create liability for the manu-
facturer.9 Warnings must be provided to consumers of the
product, in this case, to the first oncologist—and possibly
even to the second oncologist who reviews the completed
patient history and notes. Manufacturers who fail to disclose
risks, validation techniques, and other information could
face liability if a patient is injured from their use.10 For ex-
ample, the manufacturer could be liable if it does not inform
the hospital or the first medical oncologist using the AI of its
risks, including the risk that the tool may not work as well in
certain settings or regarding information from certain
specialties, such as oncology, that differ from those used to
train or validate it.

Likewise, manufacturers that do not properly validate their
tools can face liability. Because many AI clinical note-taking
tools are not likely to be classified as FDA-regulated devices,
what will be sufficient validation in the vignette will depend
on either user (eg, health care provider) expectations about
the accuracy of the tool or the potential benefit of the tool
relative to its risks, as well as whether any alternate safer
designs were available.11

MITIGATING ERRORS AND LIABILITY

Clinicians and Hospitals

Hospitals and the clinicians they employ who use AI clinical
note-taking tools can address liability risks in several ways.
Clinicians and hospitals should work closely with AI man-
ufacturers to ensure that clinicians are properly trained to
use the technology across different treatment settings.
Training should help clinicians to spot common AI mistakes
or those that look correct but are instead incorrect or am-
biguous. This could reduce the risk that the clinician ap-
proves a note that contains an error. Importantly, training
should not be a one-off: clinicians should be retrained when
manufacturers update their underlying AI models, the user
interface, or workflows that affects documentation. Clini-
cians need to trust that the technology is safe and effective;
this can be queried with a validated clinician survey, such as
the Theory of trust and acceptance of artificial intelligence
technology (TRrAAIT).12

Hospitals should also be methodical when deciding on and
implementing AI technologies. Multiple general frameworks
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exist for responsible AI governance and quality assurance.
Recently, researchers have developed one for oncology, with
all of its unique clinical and operational nuances.13 Similar to
pharmacy and therapeutics committees for drugs, hospitals
can establish committees or task forces that are responsible
for AI lifecycle governance, regulatory compliance, and risk
management.14 These bodies would be responsible for reg-
istering, evaluating, andmonitoring AImodels used across a
variety of settings including in clinical practice. They would
also be responsible for capturing and evaluating care quality
issues that arise because of AI technologies.

Regarding ambient clinical documentation in particular,
hospitals and manufacturers should establish a plan to
validate and continually monitor for errors and safety issues
in the AI models’ output and finalized clinical notes across
different clinical settings. One resource for assessment is the
Physician Documentation Quality instrument (PDQI), which
is an assessment tool that can be used to evaluate the quality
of AI-generated notes.15,16 These kinds of ongoing assess-
ments may also increase awareness of errors on the part of
clinicians who will be engaged in the evaluation process.
However, not all hospitals have sufficient resources to create
and maintain AI governance bodies. To mitigate this prob-
lem, hospitals with fewer resources could partner with well-
resourced hospitals on specific AI applications and could
attempt to negotiate favorable indemnification provisions in
contracts with manufacturers.

For both legal and ethical reasons, hospitals and clinicians
should be cautious about the potential future state in which
AI clinical note-taking occurs without clinician review. As a
legal matter, tort law liability for such AI tools is still un-
settled. As an ethical matter, hospitals and clinicians should
consider the desirability of having a nonhumanAI tool decide
what information is relevant and goes into the medical
records, especially in highly specialized fields such as on-
cology, where there can be profound effects on patient care.
Therefore, maintaining a human in the loopmay be themost
prudent course of action until tort law becomes more settled
and the usefulness of such tools is rigorously proven.17

Manufacturers

The primary responsibility for evaluating AI models for
clinical documentation should lie with the manufacturers.
They can address some liability risks in ways similar to

clinicians and hospitals. For instance, properly validating the
technology in specific clinical settings is crucial to reducing
liability risks. The manufacturers should continue to eval-
uate and validate the tool to ensure it is working at least as
well as when it was sold to the end user.

Whenhuman review is being used to evaluatemodel updates,
manufacturers should be careful in hiring and training these
reviewers. Manufacturers should carefully consider trying to
outsource any human review functions to countries where
the language of the reviewermatches those of the clinicians.5

Because indemnification and hold harmless provisions are
only as good as those signing them, manufacturers that do
outsource such functions must pay close attention to the
choice of law provisions and to the financial wherewithal of
firms they contract with.

Finally, clinical documentation tools should only be mar-
keted in ways that are consistent with their actual functions
and abilities. For example, if there is an error rate of 20%
when used in oncology but 2% when used in primary care,
the manufacturer should not market the product as having a
low error rate.Manufacturers shouldmarket the tool for only
those specific uses in practice areas or settings in which the
tool has been validated. Similarly, manufacturers should
disclose the risks and limitations of the tool orally and in
writing to hospitals and clinicians.

In conclusion, ambient clinical documentation with AI tools
has the potential to transform the lives of clinicians, re-
ducing burnout and improving the ability of clinicians to
focus on being engaged in conversation with the patient
before them. We have described potential issues with the
tools’ safety and the related liability concerns. We have also
suggested various ways that clinicians, hospitals, and
manufacturers can mitigate these issues. The key for en-
suring the appropriate use and safety of these tools is the
need for clinicians, hospitals, and manufacturers to work
together to understand how this technology is shaping and
improving medical care. These risk-reduction strategies
focus on building safer products and providing complete and
accurate information to clinicians and hospitals. If manu-
facturers, clinicians, and hospitals can safely implement this
tool with robust AI governance, itmay serve as a roadmap for
implementation of other AI tools such as Clinical Decision
Support (CDS) in clinical workflow. And it should improve
patient care.
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