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Abstract— This paper addresses the diagnosability analysis
problem under malicious attacks of a discrete event system
modeled by labeled Petri net. We focus on a stealthy replace-
ment attack to alter or corrupt the observation of the system.
The aim of this work is, from an attacker viewpoint, to design
a stealthy replacement attack for violating the diagnosability
of system. To this end, we first build a new structure, called
attack verifier that is used to enumerate all the attack paths.
Then an optimal attack synthesis problem in terms of minimum
energy cost is formulated by determining whether a bad path is
generated via solving a set of integer linear programming prob-
lems. Finally, an automated manufacturing system is provided
to illustrate the proposed attack strategy.

I. INTRODUCTION

Fault diagnosis is critical for highly automated manufac-
turing systems (AMSs). The attack scenario of AMSs have
attracted much attention in the community of discrete event
systems (DESs): mainly concerning the problems of attack
detection and attack synthesis [1], [2]. This work focuses
on the attack synthesis problem with optimization objectives
for violating the diagnosability in DESs. In this work, we
consider the permanent attack [3] (i.e., once an attack is
performed and each transition is either associated with its
original or a replaced label, then all the transition labels
remain unchanged) rather than intermittent setting [4] (i.e.,
the attacked label can be recovered in finite time).

Diagnosability is a system property determining whether
the occurrence of a fault can be detected within finite
steps, and has been studied in the framework of automata
[S] and Petri nets [6]. Although recent works focus on
diagnosability and fault diagnosis in the presence of attacks,
they primarily deal with detecting or tolerating attacks rather
than synthesizing attacks to violate diagnosability, which
is the focus of our study. For example, the violation of
safety caused by malicious interception and alteration of
sensor readings is considered in [7]. Moreover, the work [8]
investigates how an attacker with asymmetric observations
can strategically corrupt outputs to maximize the operator’s
diagnostic uncertainty. In addition, the violation of opacity is
studied in [9]. The studies [3], [4] works on attack-synthesis
problems in DESs that aim to hide the occurrence of faults.
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To tackle the attack synthesis problem, there are mainly
several approaches in the literature. The first type of ap-
proaches [2] employs a discrete structure to model the
game-like interaction between the supervisor and the at-
tacker, which incorporates all possible attacks; the second
one transforms the attack synthesis problem into the su-
pervisor synthesis problem [1]. Different from the existing
approaches, we introduce a modified labeling function to
model an attack, for making a system non-diagnosable by
leveraging techniques of unfolded verifier structure in labeled
Petri nets.

The main contribution of this work is listed as follows.
First, we formulate an optimal stealthy replacement attack
problem in terms of minimum energy cost, which is deter-
mined by solving a set of integer programming problems.
Since the classic verifier [10] can only update states when
consecutive transition pairs have the same observation, it is
unable to generate bad paths. To solve these issues, we then
develop a new structure called attack verifier by integrating
the attack capability. Finally, an illustrative example on
automated manufacturing system is provided to show the
proposed attack strategy.

II. PRELIMINARIES
A. Basic definitions of Petri net

Let N be the set of non-negative integers. A Petri net is
defined as a four-tuple N = (P, T, Pre, Post), where P =
{p1,...,Dm } is a set of m € N places, T = {t1,...,t,} is a
set of n € N transitions with PUT # () and PNT = 0,
Pre: PxT — Nand Post : P xT — N are the pre- and
post-incidence matrices, respectively, denoting the weight of
the arcs from places to transitions and transitions to places.
The incidence matrix of a net is defined by C' = Post— Pre.
A Petri net is said to be acyclic if there is no directed cycle.

A marking is a mapping M : P — N that assigns to a
place of a Petri net a non-negative integer of tokens. M (p;)
is the number of tokens in place p; at a marking M. A net
system (N, My) is a net N with an initial marking My. A
transition ¢ € T is enabled at a marking M if M > Pre(-,t)
and may fire yielding a marking M’ = M +C(-,t). We write
M]o) to denote that a transition sequence o = tyty---t; €
T* is enabled at M, and M[o)M’ to denote that the firing
of o yields M’. The Parikh vector of ¢ is denoted by 7 (o) :
T — N" and maps a transition ¢ € T to the number of
occurrences of ¢ in o.

A marking M is reachable in (N, M) if there exists a
firing sequence o € T™* such that My[o)M. The set of all
markings reachable from My, denoted by R(N, M), defines



the reachability set of (N, M), i.e., R(N,My) = {M €
N™ | Mp[o)M}. The set of transition sequences enabled at
the initial marking M, is defined as L(N, My) = {0 € T™ |
Mylo)}. Given a set H C L(N, M), we denote H/o the
post transition sequence of H after o, i.e., H/o = {0/ € T* |
oo’ € H}. A net system (N, My) is said to be: bounded if
it exists an integer & € N such that for all M € R(N, M)
and for all p; € P, M (p;) < k holds; deadlock-free if for all
M € R(N, My), there exists t € T, M [t).

B. Labeled Petri net

Given a Petri net N = (P, T, Pre, Post) and an event
set X, a labeling function [ : T — X U {e} = 3. assigns
to a transition either a symbol from the event set X or the
empty string symbol €. A labeled Petri net (LPN) system
S = (N,%,1,My) is a Petri net system (N, My) with a
labeling function ! and an event set 3. A transition ¢ is said
to be unobservable if it is associated with the empty string €,
i.e., I(t) = e. The set of unobservable transitions is denoted
by T, = {t € T | I(t) = €}. The other transitions labeled
with events from X are called observable transitions, denoted
as T, = {t € T | l(t) € X}. Furthermore, the set T, can be
divided into two disjoint sets T and T}, with T, = T U
Tyeq, where Ty and T;.., denote the sets of fault transitions
and regular unobservable transitions, respectively.

The labeling function can be extended to a transition
sequence o = tite---t; such that w = (o) = I(t1)I(t2) - -
I(t;), which is called an observation corresponding to the
sequence o. Given a net system (N,X,l, M), we define
I=!(w) as the set of all transition sequences consistent with
w € Xf e, 7Y w) = {0 € L(N,My) | l(0) = w}.
The language generated by an LPN system S is defined as
L(N,My) ={we X |Jo e L(N,My):w=1(c)}.

C. Extended basis reachability graphs

In this part, we recall necessary notions of the extended
basis markings in [6], [11], where the observable transition
set is assumed to be T;* = T,,UT’s. Give a transition sequence
o € T*, we denote by P,.,(0) (resp., P (o)) the projection
of o over T, (resp., T:'). Moreover, the restriction of
incidence matrix C of an LPN system to 7)., is denoted
by Ceg.

Definition 2.1 ( [6]): Given a marking M € R(N, M)
and a transition t € T of an LPN system S = (N, X, 1, M),
the set of explanations of ¢ at M is defined by X(M,t) =
{o €T, | Mlo)M', M'[t)}, and the set of their e-vector
is denoted as Y (M, t) = {w(0) | 0 € ¥(M,t)}. In addition,
the set of minimal explanations of ¢ at M is denoted by
Smin(M,t) = {0 € S(M,t) | fo’ € S(M,t) : n(0') <
(o)} and the minimal e-vector is defined as Yy, (M, t) =
{m(0) | 0 € Epnin(M, 1)}

The set of extended basis markings, denoted as X, is
recursively computed as follows: My € X.; If M € X,
then for each t € T, UTy,y = w(o) € Ymin(M,t),
(M'=M+Chreg-y+C(-,t)) = (M' € X.). The extended
basis reachability graph (EBRG) of S is a nondeterministic
finite state automaton G, = (X, E,d, My), where X, is

the set of states; £ C (T, x X) U (Ty x {e}) is the set of
event labels; 6 C X, x E x X, is the transition relation;
and M is the initial state. A nonfailure EBRG, denoted by
Gen = (Xens Enydn, My ), is the EBRG derived from
(N',%,l', My) following the assumption that the set of
observable transitions is equal to 7.

III. DIAGNOSABILITY ANALYSIS PROBLEM WITH
ATTACKS

A. Replacement and stealthy attack

To characterize the capability of an intruder that masks the
transition labels, an attack structure is presented as follows.

Definition 3.1 (Attack structure): Let S = (N, 3,1, M)
be an LPN system. An attack structure is defined as the
set Ac2(ToxZ)x(Tox2:) 'je - Ais a set of transition pairs,
each associated to its label: the first transition is associated
to the original label while the second one is associated to
the replaced label.

To make the exposition clear, we denote by T, = {t €
T, | 3 € 2., ((t,e),(t,€)) € A} the set of attacked
transitions that can be targeted with respect to .4, and denote
by X 4(t) ={e' € . | ((t,e),(t,€)) € At € Tye=1(t)}
the set of replaced labels associated with transition ¢ while
taking into account the attack structure .A. We denote by
La(t) = {e | 1(t) = e} U{e' | ¢ € Zalt)}.

Definition 3.2 (Replacement attack): Let S = (N,X,l,
My) be an LPN system and A be an attack structure. A
replacement attack A (attack for short) is a modified labeling
function that is the mapping [, : T* — X} where

° ZQ(E) =Eg,
(t) if

'Mﬂ_{ﬂwmdeEﬂﬂif

o ly(ot) =14(0)la(t),c e T* t €T.

Under the attack A, each transition ¢ € T, is either
associated with the original label [(¢) or a replaced label
e’ € ¥ 4(t). Subsequently, the given attack structure A may
cause multiple attack options. The considered replacement
attack includes a particular removal case, such as when an
observable transition is associated with an empty string.

Definition 3.3 (Stealthy attack): Given an LPN system
S = (N,X,l, Mp) under an attack A;, the attack A; is said
to be stealthy if for any transition sequence o, its corrupted
observations are contained in the language of LPN system,
ie., Vo € L(N, My),lq,(0) € L(N, My).

Precisely, stealthiness requires that the set of corrupted
observations is contained in the set of observations without
attacks.

teT\ Ty,
teTy,,

B. Diagnosability

The fault transition set Ty can be partitioned into r classes
T}, where ¢ = 1, ..., r. For the sake of simplicity, this work
considers an LPN with a single fault class, ie., T} = T}.
Nevertheless, the proposed approach could be extended to the
nets with multiple fault classes with a slight modification of
the method proposed in [5] for this purpose.



Let 7" be a subset of 7. We define ¢(I") = {ot €
L(N,My) | o € T*,t € T’} as the set of firing sequences
in L(N, My) that end with a transition ¢ € T".

Definition 3.4 ( [6]): An LPN system S = (N, X, 1, M)
having no deadlock after the occurrence of a fault ¢ty € 7%,
is diagnosable with respect to the fault transition set T if

Vo' € ¥(Ty),3K € N,¥o" € L(N, M) /o',
0"| > K = VYo el '(l(c'0")),3t; € Ty : ty € 0.

C. Problem statement

Before formulating the addressed problem, we first present
a notion of optimality criterion, i.e., minimum cost. Specifi-
cally, each transition is associated with a replacement attack
cost, i.e., a non-negative real value, which describes the
difficulty of attack for replacing its transition label. The
higher the value of the cost of the attack is, the more difficult
the attack on the transition is, otherwise it is easier. In the
rest of this work, we refer the optimal attack to the minimum
cost one, and focus on the following problem:

Problem 1: Given an LPN system S = (N,X, [, M)
that is vulnerable to an attack structure .4, the objective
is to design an optimal stealthy replacement attack A; for
violating the diagnosability in the LPN system.

The following assumptions hold for the diagnosability
analysis under the attacks in the LPN systems.

Al) The LPN system is bounded and deadlock-free after
the occurrence of a fault.

A2) The T,-induced subnet is acyclic.

A3) There exists a nonempty set of predetermined stealthy
attacks As = {As,,..., A5, }, with 1 < 0 < ILier, [(|Z 4]
+ 1)] — 1 based on the attack structure A.

IV. OPTIMAL ATTACK AGAINST DIAGNOSABILITY

In this section, we first present an attack verifier that lists
all the attack paths to be transformed into bad paths leading
to the violation of diagnosability. Then, an optimal attack can
be obtained by solving a set of linear programming problems.

A. Attack Verifier
An attack verifier U, = (XY, EY,6Y, M) is a finite

a’”a
state automaton, that shows all the possible attacked paths,
presented in Algorithm 1.

Step 1 initializes the set of states, transitions, events, and
the initial state in the attack verifier. The main part in lines
2-15, at each untagged state, iteratively generates all the
other states. In this process, for each transition pair (¢;,t;),
where t; € T, UT; and t; € T,, the verifier adds a
new state (M7, a’; M) if the transitions (M, ¢;, M]) € 0,
(Ma,tj, M3) € 6, and non-empty set [ 4(t1) N 14(t2) hold
from the current state (M1, o; Ms). By accounting for tran-
sitions with the same observation under attack, the proposed
verifier captures attack paths that may exploit differences in
observation, which classical verifiers would ignore. Note that
« can be either N to represent the normal behavior of system
without the occurrence of fault from the initial state to this
one, or F' to denote the occurrence of faulty behavior of
system.

Algorithm 1: Construction of an attack verifier
Input: EBRGs G, = (X, E, §, My), Gen = (Xen,
E,,0n, My ), and attack structure A
Output: An attack verifier U, = (XU, EV 6V, M)
1 Let XU = {(My, N; My)}, EV = 0,6V =0,
MY = (My, N; M) be the initial state ;
2 while states with no tag exist do

3 select a state (M7, a; Ms) with no tag ;
4 if (My,«a; M) is same as a state in the path
from M} to it then
5 L tag it “duplicate” and go to Step 2;
6 for all t; € T, UTy and ¢, € T, do
7 if (My,t1, M) € 6,(Ma,ta, M3) €
Onyla(ty) Nia(tz) # 0 then
8 add a state (M7, a; M%) and a transition
(tl,tg) from (Ml, ; Mg) to
(M7, o; My);
9 if t; 67}7 (Ml,tl,M{)E(Sthen
10 add a state (M{, F'; M5) and a transition
(t1,A) from (My, a; M) to
(M7, F; Ms);
1 if t, € T,, (My,t1,M{) € §,€ € l4(t1) then
12 add a state (M7, «; M) and a transition
(t1,A) from (M, o; M) to (M7, a; Ma);
13 if to € T,,(Ma, to, M}) € 6,,€ € l4(t2) then
14 add a state (M1, «; M) and a transition
(A, t2) from (My, a; M) to
(M, a; M3);
15 tag the state (M1, a; My) “old”.

The following definition presents the notion of bad path
that leads to the violation of diagnosability. Precisely, the
existence of this type of path shows that, two arbitrarily
long transition sequences of LPN system have the same
observation under attack and one of them contains the fault
transition, such that the occurrence of the fault cannot be
detected in a finite number of steps. Given an automaton G,
we write M % M’ to denote that M’ is reached in G from

M with a sequence o.

Definition 4.1: Let S = (N, X, 1, My) be an LPN system,
X, be the set of extended basis markings, and U, be a attack
verifier constructed by its two EBRGs G, and G, ,. A path
T = (Yir, Vir) Mins Vja) - - (Yir» Vg ) I Uy is called a bad
path if, by letting 0o = i, == Vi, 08 = Yigpr = VirsOop =
Vi Vigs @nd 0 = Yj ., -0 Vs, there exist M, M’ €
X, and an attack A; corresponding to the modified labeling
function [,, satisfying:

(1) Mo "G—% M ;—% M:;

(2) My = M’ " M";
(3) Loy (00) = Lo, (01,) and L, (05) = la, (7):
4) ty € 0408;



(5) no prefix of o satisfies items (1)—(4).

Proposition 4.2: An LPN system (N, X, 1, My) satisfying
(A1)-(A2) is diagnosable if and only if its attack verifier U,
has no bad paths.

Proof: Following Definition 4.1 and a result proved in
[10], [12] that the LPN system is diagnosable if and only
if its classic unfolded verifier has no such a path, it could
easily extend into our result. [ ]

Using Algorithm 1, we enumerate all paths but focus only
on those that can be attacked into a bad path that violates
the diagnosability of the system. The following definition
presents such an attack path.

Definition 4.3: A path o = (7i177j1)(7i277j2) T (Vilw
Yj.) in U, is called attack path if 0 = 74, -+ vi,,08 =
Yigpr " Yin) Oa = Vir " Vj,» and Ub = Vjgsr " Vi there
exist M, M’ € X,, such that (i) the conditions (1)(2)(4)(5)
in Definition 4.1 hold and (ii) an attacked transition ¢ € T},
exists such that t € 0,05 or t € 0,,07%.

B. Optimal attack determination

Before formally describing the attack strategy, we present
some necessary notions of minimum cost attack for vi-
olating the diagnosability. We denote by the row vector
c = [c1,...,¢j,...,cp)] the attack cost coefficient vector,
that associates a non-negative real value c; to each possible
attacked transition t; € T, and assigns ¢; = 0 to each tran-
sition ¢; € T,,, where ¢; = 0 means that transition ¢; cannot
be attacked. Now, given an attack path o, = (0k.1,0%2),
in order to select the possible attacks for violating the
diagnosability, we define a vector vi = [vg, k.-, Vs, k) - - -
.z k)" - In particular, vy, . € {0,1} for j = 1,...,|T] is
a binary decision variable and vy; p = 1 (resp., vy, . = 0)
means that the transition label of ¢; has (resp., has not) been
replaced under the replacement attack A. Moreover, it holds
vg; k = 0 for the set of transitions T’ \ T, that cannot be
attacked.

For the sake of clarity, we denote by e; and 63 the original
label of transition and one replaced label of transition t;,
ie, e; = [(t;) and e} € X 4(t;), respectively. Based on
the aforementioned notions, given a transition ¢; and its
corresponding transition label pair (ej,e}), the corrupted
observation of transition ¢; can be expressed as vy i - e;- +
(1 — vy, k) - e;. Precisely, in the case that v, = 1 has the
corrupted observation 1 - ¢ = e;, while vy, = 0 holds its
original observation with (1—0)e; = e;. When the sequence
o is under an attack A;, we can derive its compromised
observation using the following expression

la,(0) = H;':”‘jl [V, 1 - €5 4 (1 = vy, 1)ej].

Definition 4.4 (Corrupted option): Given an LPN system
S vulnerable to an attack structure A4, a corrupted option
C is defined as: each transition ¢; € T, is associated with
a corrupted label e’ € X 4(¢;), in which the amount of
corrupted options is equal to Iier, [ 4(t)]. And the set
of corrupted options is denoted by C(A) = {C; | i =
1, eer, |2 4(0)]}

Given an attack path and a corrupted option, the following
lemma characterizes the possible attacks A; for violating the

diagnosability.
Lemma 4.5: Let us consider the k-th attack path o =
(0k1,0k,2) With o1 = 04,0k and oo = 0:17k0,/8,k-

Given an attack structure A and a corrupted option C,
the attacks A; to generate a bad path for violating
the diagnosability are determined by the vectors v, =

O I N )T that satisfy the following con-
straints:
a) v,k €{0,1} Vt; € T,
b) v, =0 Vt; € T\ T,
Tiog
¢) T, 75 [vg, 1 - € + (1= i, 1)ey]
Tt |
=151 [og, 0 € + (1= v 1 )ej]
Jlog n
&) T3 [or, - €+ (1= vr, ey
Jlor |
= szfik [Vt 5 - € + (1 = ve; 1) ej]

(1
Proof: Constraints (a) show that each transition t; € Tj,
is associated with a binary decision variable vy, € {0, 1}.
Constraints (b) impose vy, = 0 for the set of transitions
T \ T,. By performing an attack A; that is the modified
labeling function [,,, constraints (c)(d) guarantee that two
sequences oy 1 = 0y k03, and og 2 = a(’x,kab7k generate the
same observation, i.e., lo, (0a,k) = la; (07, ;) and lo, (05x) =
la'i (U/ﬂ,k)' u
In the following, constraints (1.c) and (1.d) are linearized
by replacing them with the constraints (2.c) and (2.d):

a) vy, i € {0,1} vt €T,

b) Vij b = 0 th eT \ T,
VIEN

0) X, ok - € + (1= v, 1)e]

]lal |
- ijjik Ve, - €]+ (1 — vt 1)e;]

Jlog 1
Q) S o, ¢+ (1= v 4)es)

%kl
= X o€+ (1= v, a)eg)

(2)
The following lemma establishes the relationship between
vectors vy, satisfying constraints (1) and vectors vy, satisfying
constraints (2).
Lemma 4.6: If vector vy, satisfies constraints (1), then it
also satisfies constraints (2).

Proof: Constraints (2.c) (2.d) ensure that two sequences
ok,1 and oy o generate the same amount of transition labels
(without requirement on the label order), while constraints
(1.c) (1.d) guarantee that two sequences generate the same
observation (with requirement on the label order). Hence, it
can be deduced that vector v, satisfies constraints (1), then
it also satisfies constraints (2). |

By Lemma 4.6, we can deduce that the set of feasible
solutions for constraints (1) is a subset of the set of feasible
solutions for constraints (2). To formalize the new problem
we introduce a set of vectors V), where each element
), € V. satisfies constraints (2) but violates constraints (1).
To ensure these infeasible solutions vy are excluded from



the solution of following ILP Problem 2, additional linear
constraints are defined using a vector y, for each v;, € V,
with v, € {0,1} for j =1,...,|T|.

ILP Problem 1: Consider an attack structure A, an attack
cost coefficient vector ¢ and a set of vectors V', that satisfies
constraints (2) but does not satisfy constraints (1). The
minimum attack cost zj in terms of k-th attack path and a
corrupted option C, corresponding to attack Ay for violating
the diagnosability can be obtained by solving the following
ILP problem:

Zr = minc - vy,

s.t.the set of constraints (2),
e.l) Yt; k € {0, 1}

e2) Yy >1

e.3) Yt; k S Uk + 0k < 2 — Ytk vt; € T,Voy, € Vi.

Vf,j eT,

Constraints (e.2) and (e.3) linearize vy, # Uy by enforcing
that there exists at least one variable y;, ,, > 1. Indeed, if
vV = Uy, then each y;, ,, = 0 and constraint (e.2) is not
satisfied.

C. Algorithm for optimal stealthy replacement attack

In the following, Algorithm 2 outlines the steps to compute
this optimal stealthy replacement attack.

Algorithm 2: Computation of an optimal stealthy
replacement attack

Input: An attack verifier U, = (XY, EY, U, MY),
an attack structure A, a set of stealthy attacks
A, and an attack cost coefficient vector c.

1 List all the attack paths II = {o1,...,0%,...,01}
from U, by Definition 4.3 and obtain all the
corrupted options C(A) ;

2 Initialize k =1,Z=0,V, =0 ;

3 for all o, € II do

4 for each corrupted option C € C(A) do

5 Reset Vj, = 0;

6 if the ILP Problem 1 is feasible then

7 if the solution vy, satisfies constraints (1)
and the corresponding Ay, € As then

8 zi, 1s the objective value of solution

Vs

9 if z;, = ¢ then

10 ‘ 2L = 2k, /Tk = Ay, go to Step 17;

1 else

12 L ZZ{Zk}UZ,Vk :VkU{’Uk};

13 else

14 Vg = Vg,

15 Vi =V, U{vx} and go to Step 6;

16 2 = min Z;
Zk
17 Return v, and Ay;

Step 1 obtains all the attack paths in the attack verifier
U, by the conditions in Definition 4.3 and all the corrupted

options C(.A). Step 2 initializes the index k, the set Z that
contains the attack costs corresponding to the computed
attacks, and the set V} containing the feasible solutions of
ILP problem 2 that satisfy constraints (1). The main part
(steps 3—15) analyzes each attack path until the attack cost
is optimal (i.e., minimum cost) or all the attack paths have
been analyzed.

Theorem 4.7: Given an LPN system S satisfying Assump-
tions (A1)—(A3) vulnerable to an attack structure A, the
attack A for violating the diagnosability of the system S
that is computed by Algorithm 2 is optimal.

Proof: For each path oy, the algorithm obtains all the
possible attacks Aj, corresponding to the path o and all the
corrupted options C(.A). For each corrupted option C, the set
V' containing the feasible solutions of ILP problem 1 and
not satisfying constraints (1) is firstly reset as empty set. By
Lemma 4.7, the part (steps 6-15) analyzes the minimum cost
attack corresponding the path & and this corrupted option
by guaranteeing the feasibility of solution, satisfying the
constraints (1) and ensuring the stealthiness of attack (step
7), i.e., the obtained attack should be contained in the set of
given stealthy attack A,. Particularly, if the total attack cost
2k 1s equal to its minimum coefficient ¢, i.e., ¢ = min c¢;,
{7lt;€T5}
it implies that a minimum cost attack Zj, is obtailled, such that

the algorithm returns the corresponding attack Aj. Otherwise
it stores the attack cost zj in the cost set Z. After analyzing
all paths, we obtain tlle minimum cost z; from Z and its
corresponding attack Ay. [ ]

V. A CASE STUDY ON AUTOMATED MANUFACTURING
SYSTEM

In this section, to demonstrate the proposed attack ap-
proach, we consider an automated manufacturing system
(AMS) taken from [13], [14], as shown in Fig. 1. This
system consists of two entries (I1 and 12), two exits (Ol
and 02), five machines (M1-M5), two buffers with capacity
4 (B1 and B2), four robots (R1-R4), and two AGVs (AGV1
and AGV2). It incorporates two separate production lines
that manufacture different products, as summarized below.
During operation, Robots R1 and R2 serve both lines: Robot
R1 supports Machines M1, M2, and M4, while Robot R2
handles parts from M3 and MS5.

Line 1: R1 loads stock from Il into M1/M2, R3 routes
the identical intermediates through B1 to M3, and R2 puts
the finished pieces on AGV1, which delivers them to O1 and
brings fresh material. Line 2 mirrors this process where R1
feeds M4 from 12, R4 moves intermediates via B2 to M5,
and R2 places the output on AGV2 for O2 before picking
up new stock.

The Petri net model of the considered AMS is shown in
Fig. 2. The meaning of each place and each transition is
described in detail in [14]. In Fig. 2, the set of unobservable
transitions T,, = {t7,to,t12,t17,t21,t22} with two fault
transitions ¢o1(f1) and t22(f2). In detail, f; represents a
situation that a raw material from entry Il is directly put
into buffer B1 without being processed by M1 or M2 and
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Fig. 1. An automated manufacturing system.

f2 denotes another situation that an intermediate part after
processing by M4 is then machined by MS5, without being
put into the buffer B2.

The set of observable transitions 7, = T \ T, with
U(t1) = a,l(t2) = Uts) = l(tiz) = b l(ts) = Ut5) =
¢, l(te) = d,l(ts) = l(t15) = e,U(t1i0) = U(t19) = f,U(t11) =
9,1(t14) = l(t16) = h,1(t18) = l(t2g) = k. We now explore
the effectiveness of the attack strategy proposed in this paper.
Suppose that an attacker can hijack the sensors at Robots
1-4, and has the attack capability by removing the label of
transition ¢5 and replacing the label of transition t4(resp.,
t13) from c to d (resp., from b to c), i.e., the attack structure
A = {(ta(b), t2(2)), (ta(e), ta(d)), (t23(b), t13(e)) ).

By implementing Algorithm 2, it returns the following
results with a computational time 2.35 mins that refers to
the CPU seconds of a laptop with Intel CPU Core 2.3
GHz, 8GB memory and a Matlab tool. Specifically, an
attack path 51 = (tl, tl)(tgl, t2)(t13, t13)(t14, t14)(t15, t15)
(t16,t16)(t17, t17) (t1s, t1s) (t1g, t19) (t20, t20) and the cor-
rupted option C; = {e, = ¢,e} = d,e}5 = ¢}, we get the
solution v; =[010000000000000000000 0]
and its minimum attack cost z; = 1, which generates a bad
path with l,, (01,1) = lq, (01,2) = a(bhek fk), such that the
system becomes non-diagnosable.

VI. CONCLUSION

Algorithms addressing stealthy replacement attacks that
undermine diagnosability in discrete event systems have been
developed. We constructed an attack verifier to enumerate
all attack paths leading to the violation of diagnosability. In
addition, we formulated the optimal attack synthesis as a
set of ILP problems, and solved them to obtain the optimal
attack. Future work will first extend the proposed attack
strategy by incorporating more advanced scenarios.
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