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TARGET:
- GIVE AN OVERVIEW OF THE COMPLEXITY
OF DATA MANAGEMENT
[MISSION IMPOSSIBLE IN 3 HOURS!]
- PROVIDE SOME BASIC TOOLS

QUESTIONS WILL BE TAKEN AT
THE END OF THE FIRST PART,
BUT YOU CAN NOTE THEM
" DOWN WHILE I'LL BE SPEAKING

SLIDES ARE AVAILABLE ON ZENODO



Why are we here today?

OBJECTIVES
EOSCSRIA 1.0

OPEN SCIENCE IS THE
«NEW NORMAL»

AND FAIR DATA ARE
EOSC BUILDING
BLOCKS


https://www.eosc.eu/sites/default/files/EOSC-SRIA-V1.0_15Feb2021.pdf

FAIR Open data, just an
administrative burden?

Nov. 29, 2021



https://digitalscience.figshare.com/articles/report/The_State_of_Open_Data_2021/17061347
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Thankyou for |

your undivided e
_attention




The framewc %%N SCIEENCE

OPEN
SCIENCEzOPEN
ACCESS

TODAY WE ARE
DEALING WITH
FAIR OPEN DATA

OPENING EVERY
STEP
- AS EARLY AS
POSSIBLE
A OPEN A5 e

POSSIBLE (T OPEN
_ AS FAIR AS k L SCIENCE

POSSIBLE

FOCUS ON THE
ENTIRE PROCESS,
NOT ONLY THE

FINAL SYNTHESIS |eG—_—-
ulels sclence

- OPEN SCIENCE IS NOT THE TARGET. THE GOAL IS A SOUNDER SCIENCE,
MORE TRANSPARENT AND RESPONSIVE TO SOCIETAL NEEDS



https://unesdoc.unesco.org/ark:/48223/pf0000379949.locale=en

..to cut it short...

4 nov 2025

Enrica Porcari @ - 1st
Head of IT, CERN | 30+ Years in Technology &...
1d « Edited « ®

The future of science will be open — or it won't be at all.
e
The question is no longer whether we can afford to
invest in open science —

It's whether we can afford not to.


https://www.linkedin.com/posts/enricaporcari_eoscsymposium-fair-ai-activity-7391472025678282752-QA0a?utm_source=share&utm_medium=member_desktop&rcm=ACoAAAB91cMBH-ZS8kGaadJraSzFoLjyU2NzvC0

12 DEC 2024

Interview with data steward
Sara Coppini: “There is not one
ay of doing things in data
anagement. We should help
each other out and share good
practices.”

1) MANAGING DATA IS NOT AN EASY TASK

2) THERE IS NO RECIPE AS

3) SO MANY ASPECTS TO BE CONSIDERED

4) SO MANY TOOLS TO GET USED TO

5) IT SEEMS SOOO0OO0000 TIME CONSUMING
6) BUT THE BENEFITS ARE HUUUUUUUUUUGE


https://www.eosc.cz/en/news-and-events/articles/interview-with-data-steward-sara-coppini
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" ..THIS IS THE DATA STEWARD'S « ' .. AND:

\ NIGHTMARE: ~ - DATA GENERATED WITH PUBLIC FUNDS
- NO BACKUP - PUBLISHED IN «SCIENCE» (DATA POLICY)
- NO SOFTWARE - REQUESTED FROM A DIFFERENT

DISCIPLINE

)

- - NO DATA LEGEND


https://www.youtube.com/watch?v=N2zK3sAtr-4&ecver=2

Why should we care about data?
A personal view
Research (FAIR) data

Past scientific interests | ARZA management 22

>

Mathematical models for soft-active materials
Elasticity within large deformation framework (non-linear models)

Deformation of active-smart materials (sweling materials, nematic elastomers, ...} I
- v

ONBODO

N B VR ey

inoro 18.10.2023

ERlCI0)

What about my data and

10 YEARS ON... ..
my publications?

- DO I HAVE ACCESS TO MY OWN
PUBLICATIONS? ,

- WHERE ARE MY DATA? wneesre myasta?
AYe ~ CAN | REPRODUCE MY e mm————
\ SIMULATIONS?
\.\ [M.R. DE LUCA, PhD]

r ” Image try Elisa from Picbay
\



https://zenodo.org/doi/10.5281/zenodo.8432057
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'.- HARVARD UNIVERSITY
Vision

Research Data Management @Harvard

Research data are an important asset to our University and our researchers.
Alfqﬁgﬁ“iif J‘,?’ ‘
AS THEY ARE THE l
FOUNDATION OF
RESPONSIBLE

RESEARCH



https://researchdatamanagement.harvard.edu/vision

Y ...that'sit.
?Thankyoufor
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everhappened ,
8 ‘ e TN TO HAVE THE DATA ON THE PHD

i COMPUTER — AND THEN THE PHD

TOLOSEYOUR [ LEFT (WITH THE DATA)??
DATA? : P il

B 1O ASK DATA AFTER READING
— AN ARTICLE AND THE AUTHOR *
= WAS NOT ABLE TO FIND

= >
TO OPEN A DATASET AND NOT
BEING ABLE TO UNDERSTAND

THE DATA?? THEM??
NOT BEING ABLE TO OPEN A ..OR SIMPLY BEING SO HAPPY
DATASET BECAUSE OF AN WHEN YOU FIND A REUSABLE

OBSOLETE FORMAT? DATABASE?



f UG
®: How does good RDM support researchers in their daily work?

Good RDM practices can save researchers time facilitate collaboration, promote
data quality and reproducibility, and help ensure compliance with funder and

1. ABSOLUTE SELF-INTEREST.
YOU SAVE TIME AND

publisher requirements, all of which can contribute to more effective and impactful

STREAMLINE YOUR JOB research.

! . Savmg you tlme Doing the work now to plan for your expected data back them up and
| document them in detail preserves time that is otherwise lost in searching for, recovering

and deciphering data in the future. ,,,
- . D i -



https://www.linkedin.com/pulse/importance-researach-data-management-rdm/
https://www.st-andrews.ac.uk/research/support/open-research/research-data-management/working-with-data/benefits-of-good-data-management/

hy should we care about data?

ik d A | 2.1 WE HAVE TO.
E it /4 OPEN DATA DIRECTIVE + OPEN DATA ACT

Official Journal
of the European Union

L 172/56 Official Journal of the European Union 26.6.2019

DIRECTIVE (EU) 2019/1024 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 20 June 2019

2023/2854

. ) . REGULATION (EU) 2023/2854 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on open data and the re-use of public sector information

(recast) Open data directive
« Stimulate the publishing of dynamic data and the uptake of
Application Programme Interfaces (APIs).

of 13 December 2023

on harmonised rules on fair access to and use of data and amending Regulation (EU) 2017/2394 and Directive
(EU) 2020/1828 (Data Act)

(Text with EEA relevance)
THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

» Limit the exceptions which currently allow public bodies to charge ' »’ ' &
more than the marginal costs of dissemination for the re-use of their

2024

Council of the
European Union

data.

Enlarge the scope of the Directive to:

« data held by public undertakings, under a specific set of rules. In TO BE COUPLED —
principle, the Directive will only apply to data which the undertakings REV

WITH
make available for re-use. Charges for the re-use of such data can be

above marginal costs for dissemination; R ECO M M E N DAT' O N 28',;.‘;%";;‘7

research data resulting from public funding — Member States will be ON RESEARCH gsﬁxuss‘gas

RECH 173
asked to develop policies for open access to publicly funded research S E C U R |_|_Y E:Sf:;:s
data. New rules will also facilitate the re-usability of research data that

is already contained in open repositories.

Brussels, 14 May 2024
(OR. en)

« Strengthen the transparency requirements for public—private

arr «OPEN DATA» DIRECTIVE ENLARGED TO RESEARCH DATA
THEY MUST BE OPEN [AS OPEN AS POSSIBILE]

EN
Data act Series L

22.12.2023



https://ec.europa.eu/digital-single-market/en/european-legislation-reuse-public-sector-information
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32023R2854
https://data.consilium.europa.eu/doc/document/ST-9097-2024-REV-1/en/pdf

V.1 Feb 2021

Horizon Europe (HORIZON)
Euratom Research and Training Programme

2 (Jpen science: research data management (EURATOM)

General Model Grant Agreement
EIC Accelerator Contract

The beneticiaries must manage the digital research data generated in the action (“data’) it
responsibly, in line with the FAIR principles and by taking all of the following actions: \ :
1

establish a data management plan (‘DMP’) (and regularly update 1t)

as soon as possible and within the deadlines set out in the DMP. deposit the data in a

as soon as possible and within the deadlines set out in the DMP, ensure open access — 2.2 WE HAVE TO.
via the repository — to the deposited data, under the latest available version of the

Creative Commons Attribution International Public License (CC BY) or Creative HORIZON EUROPE
Commons Public Domain Dedication (CC 0) or a licence with equivalent rights, "

following the principle ‘as open as possible as closed as necessary’, unless providing
open access would in particular:

- be against the beneficiary’s legiimate interests, including regarding
commercial exploitation, or

be contrary to any other constraints, in particular the EU competitive interests
or the beneficiary’s obligations under this Agreement; if open access is not
provided (to some or all data), this must be justified in the DMP

P
0. s
) s

. : = RESPONSIBLY MANAGED [DMP]
g-gg%g__ off = FAIR IN A TRUSTED REPOSITORY [IN EOSC]
FRE J,’ g AS OPEN AS POSSIBLE AS CLOSED AS NECESSARY

I B I i -



https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/agr-contr/general-mga_horizon-euratom_en.pdf

Data management

MIT data management

Many journals require that published articles be accompanied by the underlying research
data. Data sharing policies often are found in the instructions for authors.We can help you
interpret your journal's data sharing policy, and if your journal doesn’t specify where and how
you should share your data, we can help you find a data repository.

Select data-sharing requirements from key journals and publishers:
* Science's Data Deposition Policy. Scroll down to the “Data and Materials Availability

2 3 W E H AV E TO after Publication” section
* SpringerNature’s Data Sharing Policies. Journal example: Nature's policy on Availability

A GROWING NUMBER OF ot data Hmoinit vor e
JOURNALS/PUBUSHERS * Wiley's Data Sharing Service

* American Geophysical Union’s Publication Data Policy

ASK FOR DATA TO BE PU BLlSH ED * Sage's data submission guidelines
WITH THE ARTICLE FOR Data availability statements

While a data citation gives credit for the dataset in question, a data availability statement

REPRODUCIBILITY AND provides information about where these data may be found and under what conditions they

sed. The following examples are broadly applicable:

TRANSPARENCY PURPOSES \ Taylor & Francis

Resources for journal requirements for data sharing
+ Data Sharing and Replication (scroll down to Journal Policies)
* Journal open-data policies


https://libraries.mit.edu/data-management/share/journal-requirements/
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“Open Science?

Retraction Watch
6 gennaio alle ore 10:00 - &

¢~x{whyfwe need FAiR Open data and

Biotech company agrees to pay
$4 million to settle data
falsification allegations

Wateh)

Science paper retracted by authors: All but one figure lacked A biotech company whose CEO faced
8 “supporting data.” allegations of manipulating data in
https://WWWSCIence.Ol’g/dOI/10.1126/SCIadV.adV461 5 papers used in NIH grant appﬁca_
s T tions will pay a settlement of $4 mil-

lion to resolve those allegations, the
Department of Justice announced January 6.

Research Article

3 ‘BMoney and inflation: a case study of the
g‘transparency 2025

‘ * Published online: 20 Dec 2024

I Ournals lnveStlgatlng dozens Of ;ii Cite this article https://doi.org/10.1080/01603477.2024.2444246 [ Check orupdates
papers by leading Canadian TRANSPARENCY

urologists - 20z pec2s RESEARCH INTEGRITY
" Abstract REPRODUCIBILITY

B Full Article [PSEECE A ETEY

A high-profile Canadian urologist re-

ceived an editorial expression of con- Hanke reported that there is “a tight linkage between changes in the money

cern for one of his papers this month,
after anonymous comments on

supply (M2) and inflation.” That paper illustrates clearly why journals should

T ——— require authors to make all of their data and methods publicly available before

plication in dozens of his articles. heir papers are published—indeed before their papers are sent out for review.

By our count, sleuths have flagged 30


https://doi.org/10.1080/01603477.2024.2444246
https://retractionwatch.com/2025/01/07/biotech-company-athira-settlement-data-falsification-allegations/
https://retractionwatch.com/2024/12/23/journals-investigating-dozens-of-papers-by-leading-canadian-urologists/

UNLOCK THE FULL POTENTIAL OF RESEARCH DATA
TO ACCELERATE DISCOVERIES AND INNOVATION

EOSC is a web of FAIR data and related services for research

Research data that is easy to find, access, interoperate and reuse (FAIR)
Trusted and sustainable research outputs are available within and across scientific disciplines

Access and interoperability
of research data and results

A sustainable coordinated Inspired people and robust
infrastructure governance

3. BECAUSE WE
HAVE EOSC

¢ Define cwnership authorshe and .

resporsadiity of data and research outputs

Ensure Jong-term preservaton of data
roughout its ecycle

« Enable the creation of standards for ol

research domaing
Make data machine-actonable
ble new sciertific dacovery methods
soence disopines
in researchars on adopting FAIR
hoiples as an integral part in their actinty

Estabish and rmaintan 2 coordnated
federdted reference architecture

¢  rplernent an operational iInfrastructure

framework that is long term sustainabie
Ensure high quality of data and services
Ensure secure a00ess 10 data and services
Define clear standards for AP and
nteroperabiity of datas and services

ADOYy user frendly practces

* Inspire EOSC ambassadorns 10 assist in

onrboarding of researchers

Comenuncate an inspinng EOSC vision
and strategy

« Implement an unambiguous and clearly

mandated governance structure

Establish a framework to engage
human capital in insttutions, countries
and scientific communities

« Enable disciplinary and cross

discipinary transnational research to
find new Insights from existing and new
research data and outputs




2016 [l

| S NOT A BIG BOX]

the European
Open Science Cloud

THE EUROPEAN OPEN SCIENCE CLOUD?
SOME NUANCES AND DEFINITIONS

Imagine a federated, globally accessible environment where researchers, innovators, companies
and citizens can publish, find and re-use each other's data and tools for research, innovation and
educational purposes. Imagine that this all operates under well-defined and trusted conditions,
supported by a sustainable and just value for money model. This is the environment that must be
fostered in Europe and beyond to ensure that European research and innovation contributes in full
to knowledge creation, meet qlobal challeng(s and fuol e(onomlc prosponty in Europe. This we

A SUPPORTING
ENVIRONMENT
FOR OPEN SCIENCE

AND NOT AN

€ YOU MAKE YOUR
EOSCIS NOT A DATA FAIR SO THAT
REPOSITORY NOR A EOSC *SERVICES*

«CLOUD» CAN FIND» THEM... I
-\ «OPEN CLOUD»
AND GIVE SEAMLESS FOR SCIENCE
YOU DON'T ACCESS TO 20 M EU

«UPLOAD» YOUR RESEARCHERS
DATA INTO EOSC [ BJECTIVES I.mu“"".&““"‘“" |
the ‘new
EOSC SRIA 1.0


https://ec.europa.eu/research/openscience/pdf/realising_the_european_open_science_cloud_2016.pdf
https://www.eosc.eu/sites/default/files/EOSC-SRIA-V1.0_15Feb2021.pdf

[Nov. 3rd 2025]




COLLABORATION IN THE TIME OF COVID

More than one million SARS-CoV-2 genome sequences have been shared
on the GISAID data-sharing platform since January 2020, and are helping
researchers to track the spread of viral variants. Most are from the United
States and Europe, but contributions come from every region of the world.

Global Europe North America Asia 4 | T’ S | N O U R
Oceania South America Africa *
.
@
R IT WAS CLEAR DURING
o 4}
N - THE COVID CRISIS
o
S
?.E 2]
S 1,000 oo A nature 2021 .
o s e B What are the Key Recommendations?
g
w
o 100 0 A R B AR LI LD The RDA COVID-19 Recommendations and Guidelines are aimed at developing a systematic approach
e for data sharing in public health emergencies that supports scientific research and policymaking,
g R . including an overarching framework, common tools and processes, and principles that can be embedded
2 o One million coronavirus sequences: in research practice.
popular genome site hits mega
mi]estone F 1 Coordinate cross-jurisdictional efforts to foster global Open Use Trustworthy Data Repositories committed to the lopg-
Science through policy and investment 8 term preservation and sustained access to their data
1 T T T T 1 holdings.
Jan Apr Jul Qct Jan Apr 2 Incentivise early publication and release of data and software
2020 2021 outputs. Expedite article and data review processes, prioritising and

(1)
2]
3]

o

(5]
(6]
(7]

January: First SARS-CoV-2 genome, fram China.
March: First African sequence, from Nigeria.

April: Victoria, Australia, has 1,300 cases; 80% are sequenced,
identifying clusters from cruise ships and hospitality venues.

May: UK sequences 6% of cases, more than any other country.
November: South African surge prompts intensified surveillance.
Researchers find a widespread new variant — B.1.351.

December: 40% of genomes sequenced in Manaus,
Brazil, are of the P.1 variant, with mutations linked
to increased transmissibility and immune evasion.

March: US sequencing rate doubles, owing to a
government mandate for surveillance and funding
from the Centers for Disease Control and Prevention.

3

Invest in state-of-the-art IT, data management systems
infrastructure, economies of scale, and people.

4

Data, software and models should be timely and FAIR:
Findable, Accessible, Interoperable, Reusable.

5(

Require the use of Data Management Plans.

6

Use common generic as well as domain-specific metadata
standards, and persistent identifiers.

10
1"
12

fast-tracking data at all stages.

Balance ethics and privacy, taking into account public
interests and benefits while addressing the health crisis.

\ccess should be as open as possible and as closed a

ecessary. ]

Seek technical solutions that ensure anonymisation,
encryption, privacy protection, and de-identification to
increase trust in data sharing.

7|

Provide documentation of context, methodologies used to
define, construct, and compile data, data cleaning and qualit:
checks, data imputation, and data provenance.

Provide legal frameworks that promote sharing of
surveillance data across jurisdictions and sectors.

) 13(

COVID RDA

A Collaborative Cross-Disciplinary Effort


https://www.rd-alliance.org/system/files/FINAL_RDA%20COVID-19%20Recommendations%20and%20Guidelines%20on%20Data%20Sharing%20Infographic.pdf
https://www.nature.com/articles/d41586-021-01069-w

-— o —

5.1T’SIN OUR INTEREST
LOST VALUE IF DATA ARE MISSING:

- AT BEST: EXPENSIVE RESEARCH IS OF LITTLE

- ! ' OR NO VALUE
reat values lost by AT WORST: RESULTS OF INVALID RESEARCH -

sharing data ARE PUT INTO CLINICAL USE 2

Lack of reproducibility well known problem in
medical research.

Investigations in the US: Up to 50% of studies
not reproducible. 25% of this caused by
unavailability of data.

At best: | xpensive researct
value

Al worst: Results

’ ¢ | "
INLO Clirii

Katrine Weisteen Bjerd, EOAS Symposium 2022
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..Why should we care about data?

[

“

e ——

™%

\ A
6. IT'SIN OUR

— INTEREST.
REUTERS March 10, 2021 wer Markets  Breakingviews  Video ) DATA GET LOST

)
(CPPYRIGHT talla,  ““anayiniaias om st mmwsres . 338 ARRAY

Millions of websites offline after fire at French

il backup: definizione (meno seria
cloud services firm P ( )

DEFINITION OF «BACKUP»:
SOMETHING YOU HAD TO
DO BEFORE

S.Aliprandi, Sicurezza dati e privacy (le norme) 2017
Istituto Deledda (Lecce), 25 gennaso 2017 - Sicurezza dat e privacy (le norme)


https://blogs.ch.cam.ac.uk/pmr/2011/08/01/why-you-need-a-data-management-plan/
https://www.slideshare.net/simonealiprandi/sicurezza-dati-e-privacy-le-norme-lecce-25-gen-2017
https://www.reuters.com/article/us-france-ovh-fire-idUSKBN2B20NU

Scientists losing data at a rapid rate 2013

YEARS

p dramatically

30% LOST IN 20

/. BECAUSE DATA ARE
FRAGILE

..THAT’S WHY YOU NEED A DATA

MANAGEMENT PLAN.
IT’S NOT THE UMPTHENTH
ADMINISTRATIVE BURDEN


http://www.nature.com/news/scientists-losing-data-at-a-rapid-rate-1.14416

~-
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S\Whysshould we caresgbout.data~
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Mikolai lvanovich Yezhov was head of the People's
Commissariat for Internal Affairs until fell from Stalin’s
favor and power. Among art historians, he also has the

8 TO ENSURE INTEGRITY. nickname “The Vanishing Commissar” because after his
execution, his likeness was retouched out of an official
DAY AN @AY\ RRT =R\ A NI CA WA S DR << photo; he is among the best-known examples of
the Soviet press making someone who had fallen out of
...lT,S |N YOUR OWN |NTEREST favor "disappear"l Q

TO AVOID IT

< &P £ Lazzeri-Di Donato RDM, 2020



https://doi.org/10.5281/zenodo.4326562

— U
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9. BECAUSE SOME DATA ARE UNIQUE
AND NOT REPRODUCIBLE

(EARTHQUAKES, WEATHER EVENTS)
i o



10. BECAUSE THEY CAN BE [ SRAHSAS .. OFTEN IN
REUSED 8 %= UNPREDICTABLE WAYS

«THE COOLEST THING TO DO WITH YOUR DATA WILL BE THOUGHT OF BY SOMEONE ELSE» [R.POLLOCK]

4 . R L e LA

Astronomers Find Elusive Planets in Decade-Old Hubble Data 10.06.11

In a painstaking re-analysis of Hubble Space Telescope images from 1998, astronomers have found visual evidence for two
extrasolar planets that went undetected back then

Finding these hidden gems in the Hubble archive gives astronomers an invaluable time machine for comparing much earlier
planet orbital motion data to more recent observations. It also demonstrates a novel approach for planet hunting in archival
Hubble data

Exoplanet HR 8799



11. AS ACCESS TO DATA | 446 / (Y Enhanced Access to Publicly

BOOSTERS INNOVATION | % Technologyan

7

\’ Enhanced Access to Publicly
\ Funded Data for Science, @» OECD

Technology and Innovation

£ 7 main challenges addressed

2/ Discoverabiidy/findability, machine @
readability and data standards. @
A/ Defnition of responsibiity and ownership @ T

6/ Building human and Iinstitutional capabilities %

@» OECD OECD data



https://www.oecd-ilibrary.org/docserver/947717bc-en.pdf

I—
—i

Why sBould we care about data?

12. TO AVOID
GARBAGE IN/GARBAGE OUT
FOR ARTIFICIAL INTELLIGENCE

In the Al science boom, beware:
your results are only as good as
your data

Machine-learning systems are voracious data consumers — but trustworthy results
require more vetting both before and after publication.

CAREER COLUMN ‘ 01 February 2024 2024

By Hunter Moseley,



https://www.nature.com/articles/d41586-024-00306-2

13. TO BE RESILIENT
AGAINST CENSORSHIP

Starting in January 2025...a few examples

e S f _/,/

Removal of data elements not aligned with the administration’s priorities. - : :
rating Across Borders:

Re: The terms “climate change” and “gender identity”, and more. ‘ .

| Collabo

i i ) k ] Resilience for U.S. Research
Repurposing of Climate.gov (NOAA) website and removal of full-ti an & el
staff supporting the plat orrr(x. ) i time federal and contractor A Data and Beyond

U.S. premier platform for climate information for the public.

EOSC Symposium, 5 November 2025

Removal of Globalchange.gov (USGCRP) website U i

Hosts five legislatively mandated reports on the state of the climate. Open Scence Leadecshiy

'] l ADVANCING

A ~~
EARTH AND
Americas eEssential Data t‘\\,\l SPACE SCIENCES

datasets that served the American

submitting a dataset, variable, or to

Climate.us

About Us OurPlan | TakeAction | Updates | Testimonials | Inthe News

The FEifth National Climate Assessment is back online! See Updates.

Our project director, Rebecca Lindsey, made the TIME100 Climate 2025 list! \

Current Population
Survey Food Security
Supplement (CPS-
FSS)

Community
Resilience Estimates
Equity Supplement

Demographic and
Health Surveys
(DHS)

Agricultural Labor
Survey (ALS)

They're hiding the truth. We're fighting
back. dataset terminated LG ale rminated
USDA

From Cli .gov to the Climate climate information you can trust is being hidden, erased, P S ——
and replaced with misinformation. We're not letting that happen. We're building Climate.us—independent,
nonprofit, and immune to politics. But we can’t do it without you.

Join the fight. Keep the facts alive.


https://indico.cern.ch/event/1543880/contributions/6697130/attachments/3144536/5633849/20251105_STALL_EOSC_Symposium_2025.pdf

=

/|

= @a

F

ld we care about data .

Data creates a bridge betweet
spawning discovery and innovz
the hard sciences. Data dissol
channels of communication, li
commercial opportunities. Dat
to create a better world for all.

2

14. DATA
CREATES BRIDGES... 1o s



https://www.weforum.org/agenda/2012/01/davos-2012-decoding-the-data-deluge/

Welcome

(e M W VRS, The European
‘ jis Code of Conduct for
Research Integrity
REVISED EDITION 2023

15. TO BE I | 16. FOR RESEARCH
REPRODUCIBLE 4 INTEGRITY



https://the-turing-way.netlify.app/welcome.html
https://allea.org/code-of-conduct/

thebmjopinion Larast Authors ~ Topic

\N h S h O u | d \Ne Ca re a ‘ Peter Doshi: Pfizer and Moderna's "95% effective” vaccines—
we need more details and the raw data

17. TO ALLOW FOR Does High Public Debt Consistently Stifle Economic
\VANRIDYNRIGINWAN\ID. Growth? A Critique of Reinhart and Rogoft
CHECKS Thomas Herndon*  Michael Ash Robert Pollin
April 15, 2013
(AN D DETECT | Herndon, 2013
E RRO RS/F RAU DS JEL cobpes: E60, EG62, EGH

Abstract

We replicate Reinhart and Rogoff (20104 and 2010b) and find that coding errors,
selective exclusion of available data, and unconventional weighting of summary statistics
lead to serious errors that inaccurately represent the relationship between public debt

and GDP growth among 20 advanced economies in the post-war period. Our finding is

* SELECTIVE EXCLUSION OF DATA
* UNCONVENTIONAL SCHEMA OF WEIGHTING DATA
A MISTAKE IN THE SPREADSHEET



https://www.youtube.com/watch?v=dXKbkpilQME
https://keynesblog.com/2013/04/18/il-debito-pubblico-deprime-la-crescita-il-clamoroso-errore-di-carmen-reinhart-e-kenneth-rogoff
http://www.peri.umass.edu/fileadmin/pdf/working_papers/working_papers_301-350/WP322.pdf
https://blogs.bmj.com/bmj/2021/01/04/peter-doshi-pfizer-and-modernas-95-effective-vaccines-we-need-more-details-and-the-raw-data/
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Opening the black box of article
retractions: exploring the causes and
consequences of data management errors

Marton Kovacs &, Marton A. Varga, Dominik Dianovics, Russell A. Poldrack and ¢ | Al
Balazs Aczel ““‘ ! b }
5 YAl | |

Check for updates

Published:18 December 2024 https://doi.org/101098/rsos.240844

Abstract

The retraction of an article is probably the most severe outcome of a scientific project.

8 While great emphasis has been placed on articles retracted due to scientific misconduct,
studies show many retractions are due to honest errors. Unfortunately, in most cases,
retraction notices do not provide sufficient information to determine the specific types

m= and causes of these errors. In our study, we explored the research data management
(RDM) errors that led to retractions from the authors’ perspectives. We collected

W responses from 97 researchers from a broad range of disciplines using a survey design.

 Our exploratory results suggest that just about any type of RDM error can lead to the
retraction of a paper, and these errors can occur at any stage of the data management

workflow. The most frequently occurring cause of an error was inattention. The retraction
was an extremely stressful experience for the majority of our sample, and most surveyed
researchers introduced changes to their data management workflow as a result. Based

. on our findings, we propose that researchers revise their data management workflows

! as a whole instead of focusing on certain aspects of the process, with particular



https://doi.org/10.1098/rsos.240844
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18. FOR A
SOUNDER SCIENCE

AN ARTICLE WITHOUT DATA
IS ONLY «ADVERTISING»
OF THE RESEARCH o
YOU CAN'T VERIFY THE PROCESS ¢ Jonuthan B. Buckheit and Duvid L. Donoho

Stanford University, Stanford CA 94305, USA

An article about computational science in a scientiftc publication is not the

[scholarshup itself, it is mereljadvertising of the scholarship] The actual schol- ¢ ‘ - ' 2
" Ay

arship is the complete software development environment and the complete set
of instructions which generated the figures.

v h 3
/ if*


https://memegenerator.net/instance/64979477/case-closed-judge-judy-data-or-it-didnt-happen
https://statweb.stanford.edu/~wavelab/Wavelab_850/wavelab.pdf

tairdunning

\ . @ Alastair Dunning

To me, data are like footnotes. | might not
always read them, but | get suspicious if they

N O d ata ? TR e are not there.
Is withholding your data simply bad o

3 2 . Yy _ twitter.com/alastairdunning/status/968453078218395648
science, or should it fall under scientific =S ISR Y-F YY)
misconduct? ;

NO DATA?
LAZINESS OR FRAUD?

! - A recent study sent data requests to 200 authors of economics articles where it was
‘af‘ stated data available upon request’. Most of the authors refused. What does the

ﬁ ) scientific community think about those withholding their data? Are they guilty of
. scientific misconduct? Nicole Janz argues that if you don't share your data, you are
breaking professional standards in research, and are thus committing scientific misconduct

Classifying data secrecy as misconduct may be a harsh, but it is a necessary step.

Gold Standard Questionable Research Scientific
Research Integrity Practices Misconduct

T

Data secrecy

Open data P-hacking Fabrication
Open code Sloppy statistics Falsification
Pre-registration Peer review abuse Plagiarism
Version control Inappropriate research design

Not answering to replicators

Lying about authorships



https://twitter.com/alastairdunning/status/968453078218395648
http://blogs.lse.ac.uk/impactofsocialsciences/2015/07/03/data-secrecy-bad-science-or-scientific-misconduct/
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” We could then define data in the
humanities broadly as all materials
‘ and assets scholars collect, generate

and use during all stages of the
u%mmozo research cycle. In this report we
BB focus on digital assets.

R
DATA ALL MATER|A|_S AND ASSETS COLLECTED

GENERATED AND USED DURING THE RESEARCH
CYCLE
THINK OF ALL YOUR RESEARCH ASSETS AS RESEARCH DATA THAT COULD
POTENTIALLY BE REUSED

» Think of all your research assets as research data that could be potentially reused by
other scholars. Consider how useful it would be for your own work if others shared their



https://doi.org/10.7486/DRI.tq582c863
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§ 5 WAYS TO THINK OF DATA :
THE WAY DATA ARE COLLECTED
2| + THEIR FORM
=¥ « THEIR FORMAT
=% + THEIR SIZE/VOLUME
|« THE WORKFLOW PHASE THEY ARE IN
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O The way the data is collected.

O By experimenting, simulations, observations, derived data, reference data.

" ’ O The data forms.

O For example text documents, spreadsheets, lab journals, logs, questionnaires, software code,

transcripts, code books, audio and video recordings, photos, samples, slides, artefacts, models, scripts,

databases, metadata, etc.

O The formats for electronic storage of the research data.

O The size (volume) of the data files.

O The research lifecycle phase the data is in. Univ. Southampton 2016


https://eprints.soton.ac.uk/403440/1/introducing_research_data.pdf

. .Data'aré nnt ctatic: the lifervele

Data Data Management
Repositories Plans

Data Policies &
Compliance

Directory
Structures

Roles &
Responsibilities

File Naming
Conventions

Publish Plan &
& Reuse Design

Intellectual

Data Use
Agreements

Store & Electronic Lab

Share & Manage Collect Homions
Disseminate & Create

Storage Options

Data Safety

Data
Sharing

PLANNIG DATA
MANAGEMENT IN
EVERY STEP OF
THE CYCLE IS
CRUCIAL

Reproducibility

Evaluate
& Archive

Analyze &
Collaborate

Analysis Ready
Datasets

Archives &
Records Mgmt.

Image
Management

Version Control



https://zenodo.org/doi/10.5281/zenodo.8075933

[we need data stewards] —

Realising
the European

Open Science Cloud
Re 016

The number of people with these skills needed to effectively operate the EOSC is, we estimate,
likely exceeding half a million within a decade. As we further argue below, we believe that the
implementation of the EOSC needs to include instruments to help train, retain and recognise this

expertise, in order to support the 1.7 million scientists and over 70 million people working in
innovation®. The success of the EOSC depends upon it.

e
WE NEED 500.000 DATA STEWARDS
DATA STEWARDS ARE ONE OF THE
CRITICAL SUCCESS FACTORS OF EOSC e R Ry e

(SRIA)
of
v ' |

European Open Sci : Cloud (EOSC)
7.4. Critical success factors

SRIA1.0

The developments and expected impacts described above will not happen spontaneously. For

these benefits to materialise a number of critical success factors (CSFs) must be in place. The
following CSFs have been identified for EOSC:

Researchers performing publicly funded research make relevant results available as
openly as possible; —
Professional data stewards are available in research-performing organisations in &
Europe to help implement FAIR principles and support Open Science;

2 » T

s ———

T —


https://ec.europa.eu/research/openscience/pdf/realising_the_european_open_science_cloud_2016.pdf#view=fit&pagemode=none
https://www.eosc.eu/sites/default/files/EOSC-SRIA-V1.0_15Feb2021.pdf
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olumn > article 4
Time to re-think the divide
between academic and :

support staff Aer2022

Research professionals should not be split into two categories, say Marta

Teperek, Maria Cruz and Danny Kingsley.

DATA STEWARDS ARE NOT TO #
BE INTENDED AS
«SUPPORTING STAFF».
THEY ARE PART OF THE  p
RESEARCH TEAM

S

COMPETENCES+

TRANSVERSAL
Competence Profile SKILLS

A data steward is a data specialist with strong domain-specific knowledge who
understands and appreciates the relevance of data, data sources, data infrastructure
and constraints within a scientific or other application domain.

T
The future Data Steward must assume ownership and responsibility for data, data

quality, and the data life-cycle as their primary function. They should ensure Systems &
collaboration and coherence between IT competences, quality assurance, security, infrastructure
rules & regulations, and facilitate the application and use of data internally and

externally in the organisation.

Data Domain
Competence profile examples

Domain-specific data understanding

Data
Ability to ensure that structured and unstructured data and meta Steward
data is modelled, harvested, stored, and maintained in a
documented, and regulated fashion with focus and findability,
accessibility, interoperability, and reusability.

Data ownership
& ifo-cyclo

Competences to facilitate HPC (High Performance Computing) Data Users
during development and research through handling of large- Uss, research
scale data in public and private enterprises. and dev, 0.g. ML

Understanding of and competences within legal, ethical and
security aspects of data handling, data sharing, e.g., integrity and
GDPR.

Copenhagen Univ. June 17 2020


https://www.nature.com/articles/d41586-022-01081-8
https://docs.google.com/presentation/d/1YoJbQFqpMOoRFRPUnfZ0pH8Xh4Yds5pbnPXVv6CZtSg/edit#slide=id.p

Data Quality: Ensuring that data is accurate, complete, and up-to-date. This involves regular audits,
cleaning, and validation processes to maintain high data standards.

Data Access and Security: Managing who can access data, ensuring that sensitive information is
protected, and implementing appropriate security measures to prevent unauthorized access.

Data Documentation and Metadata Management: Creating and maintaining documentation that
describes data sources, structure, and usage, which helps other users understand the data and its
context.

Compliance and Ethical Use: Ensuring that data practices comply with relevant laws and regulations
(e.g., GDPR, HIPAA) and promoting the ethical use of data throughout the organization.

Collaboration and Communication: Working with various departments to ensure that data is managed
consistently across the organization and that stakeholders are informed about best practices for data

usage.



https://opusproject.eu/openscience-news/what-is-data-stewardship-and-why-is-it-important/

. Ensuring Data Integrity: Data is only valuable if it is accurate and reliable. Data stewardship ensures that

data remains of high gquality, free from errors, and fit for its intended purpose. This is especially
important in industries like healthcare, finance, and scientific research, where decisions based on faulty
data can have serious consequences.

. Protecting Privacy and Security: With the rise in data breaches and cyberattacks, safeguarding
sensitive information is a top priority for organizations. Data stewardship helps protect data from
unauthorized access, ensuring that privacy and security protocols are strictly followed. This is vital for
maintaining customer trust and avoiding legal repercussions.

. Compliance with Regqulations: Many industries are subject to strict data regulations that govern how
data must be collected, stored, and used. Data stewardship ensures that an organization remains
compliant with these regulations, reducing the risk of fines, penalties, and reputational damage.

. Supporting Data-Driven Decision Making: High-quality data enables organizations to make informed,
data-driven decisions. Data stewardship ensures that decision-makers have access to the accurate and
relevant data they need to quide strategy, optimize operations, and drive innovation.

. Fostering Ethical Data Use: As organizations collect more data on individuals, ethical considerations
become increasingly important. Data stewardship helps promote the responsible and ethical use of

data, ensuring that it is used in ways that respect individual rights and do not cause harm.
OPUS Why data stewards



https://opusproject.eu/openscience-news/what-is-data-stewardship-and-why-is-it-important/

...a step behind...
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Information Guide: Introduction to Ownérship of Rights in
Research Data. CREATe, University of Glasgow, 2018

Burrow, S. (3, Marroni, 1 and McCutcheon, \ (2018) Information Guide: Introduction to Ownership of Rights in Research Data. CREATe,
OOpenAIRE University of Glasgow, 2018. Documentation. University of Glasgow. http://eprints.gla.ac.uk/171314/
3 -
Guides for Researchers 5 s 2 g "‘ -

How do | know if my research
data is protected?

Learn more about what is research data and their protection by

intellectual property rights OQenA'RE

Wainer Lusoli
@w_lusoli

Following

repeat with me: #researchdata is NOT mine. |
was paid to get it, I'll get a #nobel 4 it, but it's
NOT mine linkedin.com/pulse/repeat-m ...
#opendata

& Traduci dalla lingua originale: inglese

|

RESEARCH DATA ARE NOT «MINE»
NO COPYRIGHT AS THERE ISNO [
CREATIVITY ON DATA PERSE |

Repeat with me: research data is not mine

P} i el

I'his time though it happened. What it was: 64% of researchers believe they own the Seldom do | see something that truly shakes me at work. You
Eb know, work is work, | am no neurosurgeon, no médecin sans

frontiéres nor am | a social
linkedin.com

data they generated for their research.

I'he result comes from a solid
piece of academic research based

on equally solid (open) data. The

11:18

14 Retweet 18 Mi piace e * 6 ‘ e O & o =

12 apr 2017
study and the report 'Open Data -

»
" the Researcher Perspective' were
» done by CWTS / Leiden and
b T Elsevier. Credit giving, check.
oy e Fobiates  Cetesgens Punder  Don't e Ot
e on

Of course, the study reports

Lusoli, Apr.2017



https://www.openaire.eu/how-do-i-know-if-my-research-data-is-protected
http://eprints.gla.ac.uk/171314/

M "
1. THE PROTECTION OF DATA, DATA SETS AND DATABASES

European Union (EU) law defines “databases”, but not data sets or, at least for copyright

legal ¢

& purposes, data. Databases that meet the legal definition  can be protected by copyright if
/‘ ( they are original. Data sets, if they correspond to the definition of database, are protected
‘ 1 5 by copyright otherwise not. Data as such are normally excluded from copyright protection

2,3]. Itis important to understand that copyright protects original expressions in the
. TN
"Illll MIT Press Diract ) 2020 s “literary and artistic” domain , an expression that has historically included works such as

books, musical works, choreographies, cinematographic works, drawings, ete [4]. Ideas,

Data Intelligence procedures, methods of operation or mathematical concepts as such, news of the day and

miscellaneous facts are excluded from copyright protection [4,5,5].
Volume 2, Issue 1-2 January 012020

Winter-Spring 2020 Licensing FAIR Data for Reuse @
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Abstract

The last letter of the FAIR acronym stands for Reusability. Data and metadata should be

{E PROTECTIOMN OF

DATA SETS AND made available with a clear and accessible usage license. But, what are the choices? How
.

ES
can researchers share data and allow reusability? Are all the licenses available for sharing
2. SUITABLE OPTIONS " " . .
FOR LICENSING DATA content suitable for data? Data can be covered by different layers of copyright protection

AND DATABASE RIGHTS making the relationship between data and copyright particularly complex. Some research
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https://direct.mit.edu/dint/article/2/1-2/199/10013/Licensing-FAIR-Data-for-Reuse
https://doi.org/10.5281/zenodo.14736424

~ 2.BUT IF DATA ARE NOT «FAIR», OPENING IS RISKY
 (MISUSE, MISINTERPRETATION, ...

{ 3. IF DATA ARE NOT?PROPERLYAI\/IANAGED FROM THE BEGINNING, IT’S
ALMOST IMPOSSIBLE TO MAKE THEM «FAIR» [WITHIN EOSC,
MANAGED/FAIR INCREASINGLY OVERLAPPING, «FAIR BY DESIGN»]
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Article 3

General principle

1. Subject to paragraph 2 of this Article, Member States shall ensure that documents to which this Directive applies in accordance with
Article 1 shall be re-usable for commercial or non-commercial purposes in accordance with Chapters III and IV.
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. recast pen data directive b
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(27) The volume of research data generated is growing exponentially and has potential for re-use beyond the scientific community. In
order to be able to address mounting societal challenges efficiently and in a holistic manner, it has become crucial and urgent to be
able to access, blend and re-use data from different sources, as well as across sectors and disciplines. Research data includes
statistics, results of experiments, measurements, observations resulting from fieldwork, survey results, interview recordings and
images. It also includes meta-data, specifications and other digital objects. Research data is different from scientific articles
reporting and commenting on findings resulting from their scientific research. For many years, the open availability and re-
usability of scientific research data stemming from public funding has been subject to specific policy initiatives. Open access is
understood as the practice of providing online access to research outputs free of charge for the end user and without restrictions on
use and re-use beyond the possibility to require acknowledgement of authorship. Open access policies aim 1n particular to provide
researchers and the public at large with access to research data as early as possible in the dissemination process and to facilitate its
use and re-use. Open access helps enhance quality, reduce the need for unnecessary duplication of research, speed up scientific
progress, combat scientific fraud, and it can overall favour economic growth and innovation. Beside open access, commendable
efforts are being made to ensure that data management planning becomes a standard scientific practice and to support the

dissemination of research data that are findable, accessible, interoperable and re-usable (the FAIR principle).

(28) For the reasons explained above, it is appropriate to set an obligation on Member States to adopt open access policies with respect
to publicly funded research data and ensure that such policies are implemented by all research performing organisations and

research funding organisations. Research performing organisations and research funding organisations could also be organised as


https://ec.europa.eu/digital-single-market/en/european-legislation-reuse-public-sector-information
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Findable Indexed data
repositories

- Standard Authentication,
) communications where necessary

protocol

To be Findable:

Vocabularies

FAIR traning

F2. data are described with rich metadata.

F3. (meta)data are registered or indexed in a searchable resource. Usage license Provenance Community

standards

(= il
F4. metadata specify the data identifier. % =
B

TO BE ACCESSIBLE:

Al (meta)data are retrievable by their identifier using a standardized communications protocol.

Al the protocol is open, free, and universally implementable.
Al.2 the protocol allows for an authentication and authorization procedure, where necessary.
A2 metadata are accessible, even when the data are no longer available.

TO BE INTEROPERABLE: «ACCESSIBLE»

I1. (meta)data use a formal, accessible, shared, and broadly applicable language for kn DOES NOT MEAN

I12. (meta)data use vocabularies that follow FAIR principles. «OPEN »

I3. (meta)data include qualified references to other (meta)data.

DATA CAN BE CLOSED,
TO BE RE-USABLE: PROVIDED YOU — AND

R1. meta(data) have a plurality of accurate and relevant attributes. MACH IN ES _ KNOW

R1.1. (meta)data are released with a clear and accessible data usage license.
R1.2. (meta)data are associated with their provenance. WH E RE TO FI N D TH E M

R13. (meta)data meet domain-relevant community standards. Force 11 AND UNDER WHICH

ACCESS CONDITIONS



https://www.force11.org/group/fairgroup/fairprinciples
https://www.ands.org.au/working-with-data/fairdata/training

BECAUSE REUSE > 2 e
CREATES VALUE .

«AS OPEN AS
POSSIBLE»

REVOLUTION:
OPEN BY DEFAULT,

i CLOSED ONLY UPON SOUND
REASONS

BN (NOW: CLOSED BY DEFAULT,
> A FEW OPEN)

Oct. 2017 ~<2
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https://figshare.com/articles/_/5481187

...the selfie...

o {ow

How we can get those data

This was the best map that we can
get (cited by the media)

Those data points are not really data
points. They’re just a selfie of data
points.

IN «FAIR» THE §
STRESS IS ON ‘ _ They’re not reusable.

«R»

BEWARE...
IF DATA ARE NOT THEY
ARE JUST A SELFIE OF DATA
[USELESS]
[Dasapta Erwin Irawan]




STOP SAYING «DATA SHARING» -
INSTEAD USE «DATA VISITING»

[DATA STAY WHERE THEY ARE, IF «FAIR» ’ — ’ .’1
THE MACHINES WILL FIND/USE THEM]

FAIR PRINCIPLES ARE
«MACHINE ACTIONABLE»
(MORE THAN READABLE)
FAIR = FULLY Al READY ¥
IF NOT... YOU’LL BE MISSED (INSTEAD OF KISSED) BY THE MACHINE é




FUNCTIONALLY Al READY

Functionally Al Ready: A Practice, Not an End State

e Al Readiness: a continuous practice rather than a final destination;
an ongoing commitment rather than a checkbox
e "Fully" Al Ready is an aspiration
e What machine leamning algorithms need may differ dramatically from what
foundation models or LLMs require from the same dataset. The methods
continue to evolve, and the applications multiply
e Sustained investment is required in
people
infrastructure

collaborative practices

[J Redefining FAIR

In the spirit of continuous improvement,
FAIR in the Al context should mean
Functionally Al Ready

rather than "Fully Al Ready",
acknowledging the dynamic nature of both

Al technology and data readiness

Christine Kirkpatrick, OAI14



https://oai.events/etn-speaker/christine-kirkpatrick/

‘ - ~i, clearbox® -

‘ .- Al Apocalypse: What you really

: : - Al Apocalypse: need to be afraid of
i * need to be afral """

-
.

v\ N
..not only for humans Y

At the end of the day, Artificial Intelligence is a powerful combination of data and i

a_lgorithms. These Al algorithms are data-hunﬂ. They require massive amounts of data to ! = g' ( &)

train themselves to do their intended job. And if they get bad data, the results are poor, too.

A .
GARBAGE IN, GARBAGE OUT:
THAT’S WHY WE NEED
MACHINE-ACTIONABLE
FAIR DATA!

Garbage in, garbage out.

Data is Food for Al

someone imagine P ' F 4
: anurse. .
inaboard PREP ACTION

meetlng' Source and prepare high quality ingredients ' Cook a meal

Source and prepare high quality data Train a model
Slide courtesy of Shalini Kurapati

imagine

¥ ApSEMELY

sssWhat if all our stereotypes are systematically programmed into the Al we are developing

and using, and somehow, we attribute rationality to them? You guessed right. DALL-E also B E W A R E O F B | AS E S

thinks a CEO can only be @ man and a nurse only a woman. And not just in images but ever

in textual outputs.


https://revelate.co/blog/how-bad-data-can-derail-your-ai-projects/
https://www.clearbox.ai/blog/2023-11-21-ai-apocalypse-what-you-really-need-to-be-afraid-of
https://www.clearbox.ai/blog/2023-11-21-ai-apocalypse-what-you-really-need-to-be-afraid-of
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https://ec.europa.eu/info/sites/info/files/turning_fair_into_reality_1.pdf

(1)

A L

43510
Official Journal
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of the European Union

of 23 Moy M24

2024

oa ephancing research secarity

Openness, international cooperation, and academic freedom are at the core of world-class research and innovation.
Yet, with growing international tensions and the increasing geopolitical relevance of research and innovation, the
Union's researchers and academics are increasingly exposed to risks to research security when cooperating
internationally, resulting in European research and innovation being confronted with malign influence and being

(3) Open science ensures that scientific research is made as accessible as possible for the benefit of science, the economy
and society as a whole. International cooperation in research and innovation is vital for finding solutions to pressing
global challenges for the benefit of our societies and drives scientitic excellence, while international mobility of
research talent enriches scientific enquiry and is essential for fostering innovation and achieving scientific
breakthroughs. Academic freedom implies that researchers are free to conduct their research and choose the research
methods as well as their research partners from around the globe, taking into account that with academic freedom

comes academic responsibility.
w4 @4 WP - SR S

(b) continue to promote and encourage international cooperation in research and innovation that is both open and

secure, in line with the principle ‘as open as possible, as closed as necessary’, ensuring that research outputs are
findable, accessible, interoperable and reusable (FAIR), with due consideration to applicable restrictions,

including security concerns;
«AS OPEN AS POSSIBLE» IS THE SOLUTION

ensure proportionality of measures: where safeguards are introduced, these should not go beyond what is
necessary to mitigate the risks at stake and avoid any unnecessary administrative burden. The objective is to

manage rather than to avoid risk;
«MANAGING» RISK (NOT «AVOIDING»)

steer research security measures to safeguard economic security, as well as Union and national security, and
defending and promoting Union values and fundamental rights, academic freedom and research integrity, while
avoiding protectionism and political instrumentalisation of research and innovation:



https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:C_202403510

[Open/security are not in conflict]
3

FAIR DATA INCLUDE
SECURITY
ANALYSIS/MEASURES
(AND GOOD
DATA STEWARDSHIP)

«OPEN» AND «SECURITY»
ARE NOT IN CONFLICT
THEY REINFORCE
EACH OTHER
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GET IT RIGHT FROM THE
BEGINNING



https://www.youtube.com/watch?v=WmG3ItcIaSE&feature=youtu.be

x May 10, 202
TUDelft May 10,2020 5=

Data Management Concept Note

Main Points for Good Data Management

Data acquisition

e Check the type, source of the data and how to gather/collect it
o Data types (to help define sensitivity of ( )
> Data format (to help define the tools anc Data storing / backup

o Data size (to help define storage and inf e Create a clear folder structure and consistent file naming convention
¢ Check the ownership of the collected and proct » Make a backup strategy where data is stored at least two different physical locations
o Check with the data source about and preferably automatically backed up

conditions (e.g. licence) Access control to confidential data

o Check the need to make a data proce Apply encryption at disk or folder level if needed
on the ownership / access control Create a consistent and standard versioning of the data files

o Are there (own) institutional policies thal Determine the minimal documentation of the data that is required to find it,

o Can the data be shared with other parti¢ understand it and use it
e Confidentiality of the data (if applicable): ,
- Register crucial information regarding ¢  Data sharing
o Ensure security of confidential data (; e Create proper data sharing procedures
data, or data that would harm society wi o Consider agreements established in the Dala acquisition phase, and
o Ensure compliance with General Dat evaluate/assess data sharing with other parties
verordening gegevensbescherming whe o Be aware qf the permission and consequence of sharing confidential data
o Ensure there are procedures in place to * C“W”g:” L'i"mu':gth e data
of a privacy advisor/data protection offic ¢ mowsSnolc omners use e

I o Wheo should be attributed for creating/gathering the data
Data collection o o
e Establish a workflow for data collection Organlzatlonal ]ﬂ"lp'lﬂatlﬂﬂﬁ

" & ® ®

o How will the data be collected? In addition to the above mentioned actions, there are also a few things to consider to make
© Who has access to which data in short /K gata management a standard practice in daily uperalmns
o What resources are needed for data analysis

o How will the data be exchanged / transferred among relevant stakeholders?
e Storage arrangement

o Check available storage capacity and backup strategy



https://doi.org/10.5281/zenodo.3819203

USEFUL TOOL AS A FIRST
APPROACH TO DATA

a) MANAGEMENT [PLAN]

9

AR

Caldoni, Giulia, Gualandi, Bianca, & Marino, Mario. (2022). Research Data Management Decision Tree

Legend:

DATA MANAGEMENT

e DECISION TREE FOR
DATA MANAGEMENT

ETHICS

NEW PROJECT

1) Qualitative/quantitative data?

2) Data format?

3) Data Size?

4) Data creator/curator?

5) Purpose of the dataset in the context of the project?

DATA IDENTIFICATION

1) Origin of the data?
2) Data licence?

1) Research agreements needed to ensure that data collaboratively collected 3)Terms and conditions for reuse?

are available to all of the participating researchers. REUSE
EXISTING 1} Any re-use of personal data from previous projects or activities is required?
1) Are people involved in the research? DATA

2) Which categories of people (minors, disabled, migrants, employees, etc.)
are involved?
3) Which categories of personal data need to be collected and processed ?

4) Complex processing operations/processing of personal data on a large ENERAT
scale/systematic monitoring of a publicly accessible area on a large scale are EW DAT.
required?

5) Keep in mind the principle of Data Minimization
6) Collect informed consent for data use/sharing/preservation from research
participants

4

1) Potential risks for participants or researchers (e.g. social stigmatisation,
persecution, etc.}?

2) Possibility of incidental findings during research?

3) Development/dissemination/use of Artificial Intelligence could raise
ethical concerns regarding human rights?

4) Ethical concerns about the involvement of animals, or use of substances/
processes that may harm the environment, animals or plants?

5) Evaluate the possibility of Data Misuse and consider how to prevent it

Planning

PR RS AR AR AN EAAEANEAS NN ANANRRRARRAIRATANERANR,



https://doi.org/10.5281/zenodo.7190004

[ ] [ ]
r e m I n d (] | t , S n Ot Data Classification and Examples (abridged version)
°
5

Information that would cause severe harm to individuals or the University if disclosed.

Research information classified as Level 5 by an IRB or otherwise required to be stored or processed in a high security
environment and on a computer not connected to the Harvard data networks

Certain individually identifiable medical records and genetic information, categorized as extremely sensitive

o [
S e C u r I ty O I I g O I I l g High Risk Confidential Information (HRCI) and research information classified as Level 4 by an IRB

Personally identifiable financial or medical information

. ue . . Information commonly used to establish identity that is protected by state, federal, or foreign privacy laws and
Tag Description  Security Features Access Credentials regulations

Type Individually identifiable genetic information that is not Level 5

National security information (subject to specific government requirements) I
Public Clear storage, Open Passwords and Harvard PINs that can be used to access confidential information
Clear transmit
ation that could cause risk of material harm to individuals or the University if disclosed.
Controlled Clear storage, Email- or OAuth Verified Registration
publlc Clear transmit Research information classified as Level 3 by an IRB
vell bl al p d. Redi d | Information protected by the Family Educational Rights and Privacy Act (FERPA) to the extent it is not covered under
Al Accountable ear storage, . a_sswor . Registered, Approva " Level 4 including non-directory student information and directory information about students who have requested a
Encrypted transmit Click-through DUA FERPA block
- HUIDs associated with names or any other information that could identify individuals
More Encrypted storage, Password, Registered, Approval, Harvard personnel records (employees may discuss terms and conditions of employment with each other and third
accountable Encrypted transmit Signed DUA parties)
Level 4 including non-directory student information and directory information about students who have requested a
Red Fully Encrypted storage, Twao-factor authentication, Approval, || FERPA block
accountable Encrypted transmit S|gned DUA HUIDs associated with names or any other information that could identify individuals
Harvard personnel records (employees may discuss terms and conditions of employment with each other and third
Lo EL LI Maximally Multi-encrypted storage,  Two-factor authentication, Approval, || Parties)
restricted Encrypted transmit Signed DUA Institutional financial records
Individual donor information
e H *  Other personal information protected under state, federal and foreign privacy laws not classified as Level 4 or 5

..THE ISSUE IS NOT JUST OPEN/CLOSED AT [0k
THE END. e
DURING MY RESEARCH, WHERE CAN |  EEcasspiens
SAFELY STORE THE DATA?
WHO CAN ACCESS THEM?

W H AT A B O U _|_ S E C U R |_|_ ‘ bout students who have not requested a FERPA block

ry information Harvard security



https://files.vpr.harvard.edu/files/vpr-documents/files/data_classification_table_abridged_7.23.13_0.pdf
https://scholar.harvard.edu/files/mercecrosas/files/techsci-datatags-sweeneycrosasbarsinai.pdf

Data management  About  Contribute

Training 1 ééa .

What is data collection?

RDM kit ST D Semmmmm
Do Data life cycle = s e

secuon, information 15 organised according to tHESTAEES OF thE TESEarch data Hife oycie. You Wil Tind:

e A general descniption and troductior

GUIDANCE IN
ANY STEP

# YOUR ROLE
#YOUR DOMAIN
#YOUR TASKS



https://rdmkit.elixir-europe.org/

Search  Type here...

Z Your domain
Bioimaging data

bioimaging data.

For

Z Your domain
Health data

DISCIPLINE

human health data.

Z Your domain

proteins

Z Your domain Z Your domain
Microbial biotechnology
Data management solutions for

microbial biotechnology data. sciences data.

Z Your domain Z Your domain
Rare disease data
Data management solutions for rare

disease data.

Z Your domain

Toxicology data
Data management solutions for
toxicology data.

Data management solutions for

Data management solutions for

Intrinsically disordered
Data management solutions for

Plant sciences
Data management solutions for plant

Single-cell sequencing
Managing data generated from
single-cell sequencing experimen

https://rdmkit.elixir-europe.org/your domain

Z Your domain
Biomolecular simulation
data

Data management solutions for
biomolecular simulation data.

Z Your domain
Human data

Data management solutions for
human data.

Z Your domain
Machine learning
This page is about setting best

practices for data towards enabling

AR AL

Z Your domain
Proteomics

proteomics data.

Y= Your tasks
Compliance monitoring &
measurement

How to measure compliance to data

management regulations and
standards.

Y= Your tasks

Data brokering
Information on brokering data to

producers.

Y= Your tasks

Data provenance

How to record information about
data provenance.

Data management solutions for

data repositories on behalf of data

Z Your domain
Epitranscriptome data

Data management solutions for

epitranscriptome data.

Z Your domain

Human pathogen genomics
Data management solutions for

Human pathogen genomics

Z Your domain
Marine metagenomics

Data management solutions for

marine metagenomics data.

Y= Your tasks

Costs of data management
Budgeting and costing for data
management

Y= Your tasks

Data management plan
How to write a Data Management
Plan (DMP).

Y= Your tasks
Data publication

How to prepare data and find
repositories for publication.

Y= Your tasks

Data analysis
How to make data analysis FAIR.

Y= Your tasks
Data organisation

Best practices to name and organi:
research data.

Y= Your tasks
Data quality

How to ensure high quality of
research data.



https://rdmkit.elixir-europe.org/your_domain

[DMP]

ARDC

Research DatAttps://researchdata.edu.au/ EXPLORE~  ABOUT  MYRDAL
Australia
BROWSE BY SUBJECTS
THEMED COLLECTIONS
SERVICES AND TOOLS
GRANTS AND PROJECTS
OPEN DATA
e
—— < . SOFTWARE
ot - Z
~ Flnd data 1 PROGRAM HIGHLIGHTS |
> B p « E— RESEARCHER GUIDES
Find, access,.and re-use data $or research - from over one hundred Australian
DI Ital CU r‘ation Ce nter U research organisations, government agenciesyand cultural institutions
oot All Fields v  Search for Data Q Sear -

What are you looking for?

- B Publicly accessible online #""Advanced'S€arch Map Search
ews

Search

Events =

Services International

oo TBMPONLINE
Conference K] it ‘.

Guidance

Research

RESEARCH DATA MAMAGEMENT

Publications About Plan &

Harvard Biomedical Data Management | Search on website.. ) (= Nederlands | (ECEgEy
h data service -

> Plan & Design: Plan pr t
Plan & N ‘ Home Data Stations v Data expertise  Training News  Cale
Design ) Collect & Create:

Share & [ Store &
Disseminate Manage

Evaluate & Archive: Id

Share & Disseminate:

Analyze &
Collaborate



https://www.dcc.ac.uk/
https://dans.knaw.nl/en
https://researchdata.edu.au/
https://datamanagement.hms.harvard.edu/

Data science report, 2016, cit. by Susanna Sansone Apr. 27, 2021

The problem

S

Discoveries are made using shared data and this requires data that are: VSRS
v/ v =
- Retrievable and structured in standard format(s) . ‘ \

{

- Self-described so that third parties can make sense of it

Data preparation accounts for about 80% of the work of data scientists

article on 2016 Data Scientist Report
P n o o 3 .
ps [/ e fo com/sites/plpress/2016/03/23/data
50ration sron teme-consuming et enioyeble dats scence == i
Lk vy 92762 X5e6i637

OF COURSE MANAGING AND PRESERVING DATA COSTS
| BUT PLEASE THINK ABOUT

«~. - HOWMUCH TIME DO YOU SPEND IN «PREPARING» DATA
'\/ COMING FROM DIFFERENT SOURCES (79%)]



http://visit.crowdflower.com/rs/416-ZBE-142/images/CrowdFlower_DataScienceReport_2016.pdf
https://twitter.com/maqcsociety/status/1387029314453995520?s=20

Cost of not having FAIR

" COSTS OF NOT HAVING A eaaach e
FAl R DATA Cost-Benefit analysis for FAIR researcl h data

Following this approach, we found that the annual cost of not having FAIR research data
costs the European economy at least €10.2bn every year. In addition, we also listed a

wnumber of consequences from not having FAIR which could not be reliably estimated,
M such as an impact on research quality, economic turnover, or machine readability of

?

research data. By drawing a rough parallel with the European open data economy, we
concluded that these unquantified elements could account for another €16bn annually on
top of what we estimated. These results relied on a combination of desk research,
interviews with the subject matter experts and our most conservative assumptions.

'f 2 102bn DIRECT £

16 bn INDIRECT
| 26,2 bn TOTAL



https://publications.europa.eu/en/publication-detail/-/publication/d375368c-1a0a-11e9-8d04-01aa75ed71a1/language-en
https://publications.europa.eu/en/publication-detail/-/publication/d375368c-1a0a-11e9-8d04-01aa75ed71a1/language-en

N : UK Data service costing tool
Il,[\é UK Data Service 8 URdataservice.ac.uk

I Data management costing tool and I:
checklist 4

YOU NEED TO BE TAKEN

MANAGEMENT COSTS

Activity Comments and suggestions

Data description | « If data descriptions are

* Are data in a spreadsheet or implgmented gs part of data
database clearly marked with creation, data input or data
variable and value labels, code tran.s'cnphon -low or no
descriptions, missing value additional cost.
descriptions, etc? « If needed to be added afterwards

e Are labels consistent? = higher cost.

« Do textual data like interview * Codebooks for datasets can
transcripts need description of often be easily exported from
context, e.g., included as a software packages.
heading page?

CHECKLIST OF ANY ASP.ECTS

INTO ACCOUNT FOR DATA

PABC - Costing

How to use the costing tool
Step 1: Check

Check the data management activities in the table and tick those that may apply to your
proposed research.

Step 2: Estimate

For each selected activity, estimate the additional time and/or other resources needed and
cost this, e.g., people's time or physical resources needed such as hardware or software. Find
out which resources are available to you from your institution. Consider whether you need a
dedicated data manager.

Step 3: Implement

Add these data management costs to your research application. Coordinate resourcing and
costing with your institution, research office, and institutional IT services.

Step 4: Plan

Plan the data management activities in advance to avoid them competing with the need to
focus on research excellence.

If carried out as part of data en
and preparation before data
analysis - low or no additional
cost.

If needed afterwards - higher

Data cleaning

« Do quantitative data need to be
cleaned, checked, or verified
before sharing, e.g., check validity

of codes used, check for
ne?

Formatting and organising If planned beforehand by

* Are your data files, spreadsheets, ColsyNH] paes anc i
interview transcripts, records, etc. entry forms for individual data
all in a uniform format or style? files (transcripts, spreadsheets,

» Are files, records and items in the detabases) and by consinicing
collection clearly named with clear file structures - low or no
unique file names and well o ’
organised? * If needed afterwards - higher

cost.

» Free software exists for batch file
renaming to harmonise file
names.

Transcription o |If transcription is part of research

practice — very low or no
additional cost.

« |f transcription not planned as
part of research practice -
potentially high cost.

Will you transcribe qualitative data
(e.g., recorded interviews or focus
group sessions) as part of your
research; or will you need to do
this specifically so data can be
more easily shared and reused? | ® IS additional hardware /software
Is full or partial transcription needed?
needed? « Consider cost of time needed for
developing procedures,
templates, and guidance for
anscribers

Is translation needed?
Will you need to develop a



https://ukdataservice.ac.uk/app/uploads/costingtool.pdf

2 Lo
olders to three or four deep and not to have more than ten B

o UK Data Service

ciders x #)rG1_cons_10-03-2010
README FILE e ~ B)rcz_cone_is 02010

Home About Services Data Management Planning Best Practices = €3 Data 'ff_]FGB_ST:J_Z?vWQOIU
G U | D E+ TE M P LA E 3 £ Dotabases ¥ 1FG4_STAX_06-05-2010
RESEARCH DATA MANAGEMENT SERVICE GROUP (2 ConsumerSurvey
) StakeholderNetworkAnalysis
) StakehoiderSurvey
= ) Images
) FocusGroupimages
) Landscapelmages
) Models

- 5 o FOLDER

) FocusGroupRecordings

SSCS S TRUCTURE

‘i Comprehensive Data Management Planning & Services

L]
.
] Guide to writing "readme” style metadata Cornell
*s | Areadme file provides information about a data file and is intended to help ensure that the data can be correctly interpreted, by yourself
& at a later date or by others when sharing or publishing data. Standar | metadata is generally preferable, but where no
‘5 appropriate standard exists, for internal use, writing “readme” style metadata is an appropriate strategy.
.

7 -‘a Want a template? Download one and adapt it for your own data!

2
el

e J FocusGroupTranscripts
A0 b ) InterviewTranscripts

= ) Documantation
= ) ConsentForms
o CF_FocusGroups

L) CF_interviows
= L Example version control table:

Title Vision screening tests in Essex nurseries

Fl LE NAM | N G File Name VisionScreenResults_00_05

Results data of 120 Vision Screen Tests carried

CHOOSE A SCHEMA AND BE CONSISTENT! | Descrpton | outin s nursrie n Essex dung une 2007

[ALL THE MORE SO IF YOU HAVE PARTNERS] | &% e Crested By Creis Wikinson

Maintained By Sally Watsley
File naming conventions File naming - Frrem— VERSIONING

. o
% The conventions comprise the following 13 rules. Follow the links for examples and explanations of the rules. Last Modified 2501 0 glt Git
¥ 1. Keep file names short, but meaningful Based on Visic
_.:d 2. Avoid unnecessary repetition and redundancy in file names and file paths. T Git is a free and open source distributed version control sy
h" 3. Use capital letters to delimit words, not spaces or underscores | i 1 designed to handle everything from small to very large pro
«*{  4.Whenincluding a number in a file name always give it as a two-digit number, i.e. 01-99, unless it is a year or another number with more th | Version | Responsible | Note speed and eficiency.
o4 5. Ifusing a date in the file name always state the date ‘back to front) and use four digit years, two digit months and two digit days: YYYYMM T T :
| or YYYY or YYYY-YYYY. | | ‘
! 6. When including a personal name in a file name give the family name first followed by the initials. —— Sally Version 00_03 and 00_04 compared and SEM1007 |
7. Avoid using common words such as ‘draft’ or ‘letter’ at the start of file names, unless doing so will make it easier to retrieve the record. = | Watsley merged by SW -

8. 0rderthe elements in a file name in the most appropriate way to retrieve the record. — - - i
" 9. The file names of records relating to recurring events should include the date and a description of the event, except where the inclusion ¢ | 90-04 | Vani Yussu | Entries checked by VY. independent from SK. | 17/10/2007
i.. of these elements would be incompatible with rule 2. | [ Steve | [
.4 10. The file names of correspondence should include the name of the correspondent, an indication of the subject, the date of the correspond | 00_03 Knight Entries checked by SK 29/07/2007

whether it is incoming or outgoing correspondence, except where the inclusion of any of these elements would be incompatible with rule | I }

11. The file name of an email attachment should include the name of the correspondent, an indication of the subject, the date of the corresp | 00_02 | Karin Mills | Test results 81-120 entered 05/07/2007
:attch, anFI an II?dICﬁtIOH of the number of attachments sent with the covering email, except where the inclusion of any of these elements 0001 | Karin Mils | Test results 1-80 entered 04/0712007 . $
incompatible with rule 2. N e TP 7 Y AR AT -

™ 12. The version number of a record should be indicated in its file name by the inclusion of *V* followed by the version number and, where applicable, “Draft. ' N
&,. 13.Avoid using non-alphanumeric characters in file names.


https://www.ed.ac.uk/records-management/guidance/records/practical-guidance/naming-conventions
https://www.ukdataservice.ac.uk/manage-data/format/versioning
https://git-scm.com/
https://data.research.cornell.edu/content/readme

|
’ OpenRefine  Download Documentation Community Blog

OpenRefine

OpenRefine is a powerful free, open source tool for working with messy
data: cleaning it; transforming it from one format into another; and

extending it with web services and external data.

\\ 4

https://openrefine.org/

Main features

e 2

®

Faceting

Drill through large datasets using facets
and apply operations on filtered views

of your dataset.

TO CLEAN
DATA

L W
L] L] L]
" RS

Infinite undo/redo

@ E Rewind to any previous state of your

dataset and replay your operation

+ history on a new version of it. cloud.
Faceting Clustering Recor
Drill through large datasets using facets Fix inconsistencies by merging similar Match your dataset to external
and apply operations on filtered views values thanks to powerful heuristics. databases via reconciliation services, Cessda
G N CESSDA Guide TRAINING
- . Data Management Expert Guide bl
V —y
' 1. Plan b )
) Check the completeness of records
2. Organise & Docurment >
3. Process v ~
. , ) Reduce burden at manual data entry
Data entry and integrity
Quantitative coding e e
R ) Minimise the number of steps
Lualitative cod
Weights of survey data =
L ey, v ) Conduct data entry twice

Data authenticity

Wrap up: Data quality

A - - LAY - - 3
Adapt your DMP: part 3

Sources and further reading

=

]

A ChAr
&, alore
rotec

-

Archive & Publish

@ Perform in-depth checks for selected records

Clustering

Fix inconsistencies by merging similar

values thanks to powerful heuristics.

O

Privacy

Your data is cleaned on your machine,

not in some dubious data laundering

Reconciliation

Match your dataset to exter
databases via reconciliation ser

.
_«f@»‘
€, »
S

Wikibase

Contribute to Wikidata, the 1
knowledge base anyone can ed

other Wikibase instances.

@ Perform logical and consistency checks

()

> ) Automate checks whenever possible



https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/3.-Process/Data-entry-and-integrity
https://openrefine.org/

PO’s
- Comment your code.
Use versioning systems (such as Git, Mercarial,

Subversiow, etc.) to keep track of versions,
collaborate, and perform antomatic backups.

2 - Use code notebooks (e.9. Jupyter notebooks) for
literate programming.

.| - Consider using emulation and Virtualisation tools,

& w U a

e wwohoewwhwwbweWw@ewoewewa

o o o e

5 such as Docker, to help recreating the original
P computing environment for reproducibility. =
o -
~ o - Use workflow tools (Swakemake, Nextflow, Galaxy,_
= 'DMaJoivﬁ') +o make our GOWIPM“‘G'HOMQ' W\G‘fVlOdS = ~ roducibility Network nmunity v Sclentific Events v

portable, maintainable, reproducivle and shareable=

especially if analytical pipelines can involve up to =
havdreds of successive steps (e.9). biouformatics).= ; R E P R 0 C U FFEE
= )
- Use software licenses (e.9., GNU GPL license) r Reprocoffee

g PAST minutes, followed by an informal discussion
The initiative is run by Claudia Mazzuca, Beatrice Valentini, Chiara Fini and Davide Crepaldi.

/ﬁ ReproCoffee is a journal club series where we illustrate and discuss papers about all things reproducibility and open science

from methodology and statistics, to the way academia sets up good (and bad) incentives. Paper presentations last 10 to 15

ITRN REPRO COFFEE

Single case studies are a powerful tool for developing, testing and extending theories



https://www.itrn.org/initiatives/reprocoffee
https://doi.org/10.5281/zenodo.3936441

Da

Organising data

Electronic lab notebooks LACNITRAIEDIN

Other tools, such as electronic lab notebooks (ELNs) can support the
organisation of research data.

Organising your data = Sharing data with others = Integration with other tools

ELNs perform the same function as paper lab notebooks, and also enable better

sharing and searching for data. = Data and documents have a unique ID assigned to them at time of creation which stays with them regardless of

changes to the filename, preventing mix-ups with similarly named files.
Some electronic lab notebooks also support integration with other tools used in

the lab. and with research infrastructure. = All files have appropriate metadata including creator, creation date, last modification, file type etc assigned to

them at time of creation.

Click on the headings to see the advantages of using an electronic lab notebook. . . . . o . o . .
« Files may be tagged according to their content, grouping them together and facilitating their rapid identification

and retrieval during searches.

» Powerful searching capabilities allow files to he quickly identified via filters, tags, unique IDs, modification dates,
creator etc.

| E‘ LA B N OT E BO O K TO = Files may be organised into notebooks and folders making them easy to locate and browse.
i D O C U M E N T YO U R ;Dngsk:g?tg;:atﬁzt[s may be linked within documents allowing results and methodologies for different experiments
]

RESEARCH STEPS

= Automatic recording of document versions helps ensure that research is recorded in a way that supports
protection of intellectual property.

Iabguru


https://mantra.ed.ac.uk/organisingdata/
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Figure 12. Locations in which respondents or their research teams stored usable data
during their current/most recent research activity
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Mole: Mulliple answers could be selected by a single respondent. Resulls from the question ‘Have you ever
stored your research data in a research data repository? have also been integrated into the figure. Only
researchers who did not select research data reposilones in the queastion Wheare have you or your research
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Data Management ABC-

and storage

Disadvantages/Risks

Precautions for (sensitive) personal
data

e

Cloud storage ocal storage Metworked drive
o Automatic * Not all cloud services are secure. May not ¢ Encrypt all (sensitive) personal
N backups. be suitable for sensitive data containing data before uploading it to the
* Often personal information about EU citizens, cloud. This is particularly
automatic ¢ Insufficient control over where the data is Important to avoid conflict with
version stored and how often it is backed up. European data protection
= . control. o Free services by commercial providers regulations if you do not know in
5 ) ' {e.g. Google Drive, Dropbox) may claim which countries servers used for
! Loptops, tablets, external bard-drives, Rosh drives and Compact Discs rights to use content you manage and storage and backup are located
share them for their own purposes. (see "Security’ for more
| * Data can be lost if your account is information on encryption; also
¥ Adva ntages Disadvantages/Risks Preca suspended or accidentally deleted, or if see 'Protecting data’),
. (sens the provider goes out of business,
data
I Recommendations
|
8 ¢ Allow easy transport of data and files & Easily lost, damaged, or Use ir * Do: use cloud services for granting shared, remote and easy access to data and other files to all involved in
without transmitting them over the stolen and may, theralare, Encry the project.
Internet. This can be especially helpful offer an unnecessary security Passy * Do: Read the terms of service. Especially focus on rights to use content given to the service provider,

when working in the field risk o Dot Opt for European, national, or institutional cloud services which store data in Europe if possible,

rop (EUdat, nd ) is an example of » European cloud storage solution

-]
* Low-cost solution. ® Mot robust for long-term © SWITCHceve
storage or master copies of °

7) is 8 Swiss sobtion

your data and files.

* Don't: make this your only storage and backup solution,

* Possible quality control * Don't: use for unencrypted (sensitive) personal data. CESSDA Guide
ssues due to version

confusion.

DIFFERENT TOOLS FOR DIFFERENT STEPS OF THE RESEARCH CYCLE.
DURING THE EXPERIMENT YOU ALSO NEED TO COLLABORATE WITH THE TEAM

/‘
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‘Processing shall be lawful only if and to the extent that at least one of the following applies’ (art 6(1)):

Consent

* ‘the data subject has given consent to the processing of his or her personal data for one or more specific purposes’

PEersona

Performance of a contract

* ‘processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request
of the data subject prior to entering into a contract”

GDPR: YOU NEED A VALID
LEGAL BASIS TO PROCESS
PERSONAL DATA

Compliance with a legal obligation

* ‘processing is necessary for compliance with a legal obligation to which the controller is subject’

Protection of vital interests

Legal Bases

* ‘processing is necessary in order to protect the vital interests of the data subject or of another natural person’

Public interest

* ‘processing is necessarv for the performance of a task carried out in the public interest or in the exercise of official authority vested

22 FAQ

What is the GDPR? the purposes of the legitimate interests pursued by the controller or by a third party, except where such
; ) . . the interests or fundamental rights and freedoms of the data subject which require protection of

The General Data Protection Regulation is a personal data protection law where the data subject is a child.

that safeguards the privacy of European residents with respect to how their

digital data is collected, stored, processed, shared, and used. In its own
wording, it “lays down rules relating to the protection of natural persons
with regard to the processing of personal data and rules relating to the free
movement of personal data.)” (Art. 1(1) GDPR).

Author: Luca Schirru

What does “processing” encompass? : « 0
“Processing”, under the GDPR, encompasses “any operation or set of Skl | IS
operations which is performed on personal data or on sets of personal

data, whether or not by automated means, such as collection, recording, 4 eosc
organisation, structuring, storage, adaptation or alteration, retrieval, 5 .

consultation, use, disclosure by transmission, dissemination or otherwise De"verable 3‘6‘

making available, alignment or combination, restriction, erasure or Coordinated set of guides, fact-sheets and FAQs on ELSI aspects for Civil
destruction;” (Art. 4(2) GDPR). Servants and Policy Makers

What is “personal data”? (for GDPR purposes)

Personal data is understood as "any information relating to an identified or
identifiable natural person (‘data subject’)” (Art. 4(1) GDPR).

What does “identifiable” means?

In order to be considered “identifiable” for the purposes of the regulation, a
natural person may be “identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical,
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Search

GDPR in research
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o S Marpnronss » GOSE = retenrsn

GDPR in research

As of May 25 2018, the GDPR (General Data Protection Regulation), or AVG (Algemene
Verordening Gegevensbescherming) in Dutch, will apply to the entire European Union
The GOPR has its implications for research, Anyone who collects personal data within
Radboud University during their research, must follow 8 guidelines following the
Privacy by design principle

The guidelines are only applicable for research with personal data, Personal Is any
data that can lead to tha identification of an individual. For example name, birth date,
emall-address and 1P address are direct personal data, But also a combination of data
can lead to the identffication of an individual and should therefore be treated as

personal data, if you don't process personal data in your research, then the GOPR is not applicable, This is for instance the case

when your research only includes anonymised data (but be aware that paspdonymised data is personal data),

I. Process lawfully, fair and transparent

The participant is informed of what will be done
with the data and data processing should be done
accordingly.

Il. Keep to the original purpose

Data should be collected for specified, explicit and
legitimate purposes and not further processed in a
manner that is incompatible with those purposes.

Ill. Minimise data size

Personal data that are collected should be
adequate, relevant and limited to what is
necessary.

NS
TRAINING

CESSDA guide
Data Management Expert Guide

I IV. Uphold accuracy

Personal data should be accurate and, where
necessary kept up to date. Every reasonable step
must be taken to ensure that personal data that
are inaccurate are erased or rectified without
delay.

V. Remove data which are not used

Personal data should be kept in a form which
permits identification of data subjects for no
longer than is necessary for the purposes for which
the personal data are processed.

VI. Ensure data integrity and confidentiality

Personal data are processed in a manner that
ensures appropriate security of the personal data,
including protection against unauthorised or
unlawful processing and against accidental loss,
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[anonimyzing]

Anonymisation

UK Data service

Amnesia OpenAIRE

Anonymisation is a valuable tool that allows data to be shared, whilst preserving privacy research and share your results that sa
sing data anonymization algorithms.
The process of anonymising data requires that identifiers are changed in mo way such

ted

a
a

e

ge

substitut distor

as being removed, eralised or aggregated

A person's iden can

Direct identifiers s'.:h as names, po 2 information or pictures

Indirect ldentlflerslv.-,twuh when linked with other available information, could ide¢

SOMm«

ne, for example information on workplace, occupation, salary or age

You decide which inform.

on to keep for data to be useful and which to change. Rem

key variables, applying pseudonyms, generalising and removing contextual informatic

from textual files, and blurring image or video data d result in important details be

d

missed or incorrect inferences being made. See gxample 1 and ¢ ple 2 for balanci

am

anonymisation with keeping data useful for qualitative and quantitative data

Anonymising res st planned early in the research to help reduce

obt

uld be cons

ancnymisation costs, idered alongside ining informed consen

data sharing or impx al date Id ne be disclose

research information

unless a ps an consent 1o do so

deally in writing

Quantitative data Qualitative data Step-by-step

=
5ing quantitative data may involve r(

g the precision or

Anonym

reduc ad textual meal

Primary anonymisation techniques

I- Remove direct identiﬂersl’rcm a dataset

phone numbers

s age or place of

potential

respo sca

like full p I Anonymise relational da(al-.!n;n,w relati

datas:

ilod
ed

of dat: geo-roferences

removed from the dataset

Example: Re the year of birth rather than the day

the data

record po: ctors (first 3 or 4 digits) rather thai

aggregate detailed 'unit group dard occ

sla

upational

How

employment codes up to 'mi up' codes by renx

same farmer

e confidentia

I « Generalise the meaning zl ac xd text variable by re

the t

dataset

osive free-text responses

Y more general text

The link b en farmer cod

Example: Dota
removed, for example by usi
de

farm

tions

ch as 'one area of m

Point data m

y fix the pc

dd

COUl

studied, whic

features (km* gri code dist

d for the re:

altinida vanatation tvna

dansity

mbination with other publicly available cutputs ma

and bioc

r identity

a can alsober

aphical position and ¢

n thie wav

related or linked

¢ disclose

ar, if related biodiversity data collected on the same farms, using the

ain detailed locations for bicdiversity data alone the

Farmers ¢

@ identihed

mbining

ordinates

-reference

Juals, organisall

Poin

busine

rdinates may be

replaced by larger, non-disclosing geographical areas such as polygon

linear features (ra

ptaced by meaningful alternativ

asent the re

arch, such as

tha valua of data i« mantanad


https://www.ukdataservice.ac.uk/manage-data/legal-ethical/anonymisation/quantitative.aspx
https://amnesia.openaire.eu/




