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Abstract. Connected and Cooperative Automated Mobility (CCAM) appli-
cations, instrumental in enhancing vehicle communication with infrastructure 
and the cloud, face cybersecurity vulnerabilities due to their intricate compo-
nents requiring multifaceted cryptographic validation. With quantum computing 
advancements, traditional public key cryptography becomes susceptible, empha-
sizing the need for quantum-resistant algorithms to assure long-term automo-
tive cybersecurity. Although Post-Quantum Cryptography (PQC), which provides 
solutions to counter this quantum risk is still under research, several algorithms 
have emerged and are under standardization. This paper provides a comprehensive 
overview of the status of PQC in automotive applications, including a performance 
analysis of selected algorithms in this research. Further, it presents some poten-
tial use cases of PQC (such as Secure Over-The-Air (SOTA) software update and 
Vehicle to everything (V2X) communication). By relying on PQC, the automotive 
industry can stay ahead in securing connected vehicles against emerging quantum 
computer threats. 
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1 Introduction 

Automotive and CCAM applications promise to revolutionize future transportation, mak-
ing it safer, eco-friendlier, and more efficient. At its core, CCAM thrives on networks 
that intertwine vehicles (V2V), infrastructure (V2I), broader networks (V2N), and even 
pedestrians (V2P). Yet, the weaving of these networks casts shadows of data authentic-
ity and privacy concerns. In the CCAM world, vehicles not only update software and 
relay information over networks but also utilize cameras for pedestrian detection, vehicle 
identification, and location broadcasting.
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Consider the potential consequences if a malicious actor exploits shared vehicular 
information to track a target or even manipulate a vehicle’s controls. What if compro-
mised location data or corrupted software updates were broadcast? These scenarios are 
not just theories. To avoid such risks, we need to integrate sophisticated cybersecurity 
and data protection measures into CCAM designs. While these systems are designed to 
be secure for a time, they must be prepared for future threats such as the rise of quantum 
computing. When quantum computers gain enough power, our existing cryptographic 
solutions, such as RSA [11], will be broken [12]. This is particularly concerning in the 
context of CCAM, where there is a threat of a ‘harvest now and break later’ attack, 
potentially compromising sensitive information and cryptographic methods used in the 
CCAM ecosystem. 

2 Long-Term Security 

In the CCAM context, ensuring long-term security is of utmost importance. CCAM rep-
resents the integration of multiple advanced transportation systems: connected vehicles, 
automated vehicles, connected infrastructures and their cooperative operations. Vehicles 
are designed for 10–15 years, automotive infrastructures even more. Given the nature 
of these systems and their applications, long-term security is not just a luxury but a 
necessity. The following Table 1 lists several scenarios and reasons that highlight the 
need for long-term CCAM security. 

Quantum computers present significant challenges to existing cryptographic prac-
tices in automotive vehicles. Current vehicles rely on public key cryptography for secure 
updates, both through cables and wirelessly. While these methods ensure integrity and 
authenticity, they’re at risk from quantum advancements. The RSA encryption, which 
hinges on the difficulty of factoring large numbers, can be swiftly dealt with by quantum 
capabilities using Shor’s algorithm. Furthermore, symmetric encryption isn’t entirely 
safe, with Grover’s search algorithm posing potential threats. Given that vehicles fre-
quently share data with entities like manufacturers and insurance agencies, there’s an 
urgent need to turn to post-quantum cryptography to protect updates and preserve data 
privacy. 

Mosca’s theorem helps calculate the quantum threat’s arrival, weighing the duration 
of desired data security against the time required for quantum-safe transition. Given 
a typical vehicle’s 10–15 years lifespan and NIST’s aim to standardize post-quantum 
algorithms by 2024 [10], the race is on. Of all quantum defense strategies, PQC emerges 
as the frontrunner.
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Table 1. Long-term security scenarios for CCAM applications. 

Scenario Description Cause 

Vehicle Lifecycle Duration Vehicles have a long lifecycle 
(typically 10–20 years or 
more) 

Cryptographic methods that 
were considered secure at the 
time of manufacture may 
become vulnerable. This 
disparity between the rapid 
evolution of cryptographic 
threats and the long lifespan 
of vehicles necessitates 
long-term security measures 

Future Interoperability Vehicles from different 
manufacturing years will 
need to interact 

Ensuring that older vehicles 
can securely communicate 
with newer ones requires 
forward-compatible security 
solutions 

Over-the-Air (OTA) Updates Vehicles increasingly rely on 
OTA updates for software 
patches 

To counter vulnerabilities 
discovered long after a 
vehicle’s production, the OTA 
update mechanism itself must 
be secured for the long term 

Vehicle-to-Everything (V2X) 
Interactions 

Vehicles will interact with 
other vehicles and smart-city 
infrastructure devices 

The diverse and continually 
evolving landscape of V2X 
interactions demands that 
security measures be future 
proofed to remain effective in 
the face of unforeseen 
challenges 

3 Post-quantum Cryptography 

In March 2022, ENISA proposed a hybrid approach for transitioning from our current 
cryptographic tools to post-quantum solutions [1]. This method merges the resilience of 
pre-quantum algorithms against classical attacks with the defenses post-quantum algo-
rithms offer against quantum attacks. For key establishment, a Key Derivation Function 
(KDF) is used, while signatures utilize concatenation. 

The first NIST’s post-quantum competition [10] categorized post-quantum algo-
rithms into five groups: 

– Lattice-based Cryptography: Ajtai introduced the SIS (Short Integer Solution) prob-
lem in 1996 as part of the first lattice-based cryptographic scheme [2]. Regev formu-
lated the LWE (Learning With Errors) problem in 2005 [2], which was later adapted 
into the Module-LWE variant [2] for better performance. Separately, the NTRU cryp-
tographic approach, aiming for more compact key sizes, was introduced in 1996 
[2].



Post-quantum Cryptography for Connected and Cooperative Automated Mobility 741

– Cryptography based on hash functions: The first person to use hash functions to sign 
documents was Merkle [2]. Later, Lamport [2] and Winternitz [2] showed how  to  
convert Merkle’s single signature scheme into a multiple signature scheme. Merkle 
also introduced a new scheme combining the Winternitz approach with binary trees 
called Merkle tree. 

– Code-based cryptography: The McEliece encryption scheme [2] is first asymmetric  
method in this field. Its security relies on the difficulty of code-theoretic problems, 
such as the Syndrome Decoding (SD) problem. Subsequently, Niederreiter [2] pro-
posed a digital signature scheme based on error-correcting codes. A significant draw-
back of many code-based cryptographic primitives is their large key size. That is why 
structured variants are developed to reduce key size. 

– Multivariate cryptography: Multivariate cryptography is based on the difficulty of 
solving a system of nonlinear, usually quadratic, equations over a finite field [2]. 
Most signature schemes in this category are based on the complexity of the MQ 
problem, finding solutions to a system of multivariate quadratic equations. 

– Cryptography based on isogenies of supersingular elliptic curves: This form of cryp-
tography is based on the challenge of identifying isogenies between supersingular 
elliptic curves [2]. It’s used to facilitate a Diffie-Hellman-type key exchange. 

4 PQC in Automotive: State-of-the-Art and Applications 

As vehicles become interconnected platforms, there is an urgent need for stronger cryp-
tographic systems, especially considering quantum computing threats. As a result, the 
focus is turning towards PQC. 

– Hermelink’s et al. Introduced a PQC protocol designed for vehicle component 
communication. This protocol becomes the foundation for V2X Communication, 
ensuring quantum-secure exchanges with infrastructure [3]. 

– Lattice-based PQC has benefits, especially for High-Performance Systems. This  
approach ensures swift and secure communications, crucial during high-speed driving 
scenarios [4]. 

– Wang and Stöttinger emphasized the importance of HSMs in Vehicles. They proposed 
quantum-secure Hardware Secure Modules (HSM) to protect key vehicle functions, 
such as starting the ignition [5]. 

– For OTA Software Updates, Bos’s et al. Suggested using CRYSTALS-Dilithium. 
This ensures updates remain quantum-secure, reducing the need for future recalls [7]. 

– Making vehicle Boot Processes quantum-safe is another priority. Using PQC, we can 
ensure the vehicle’s software remains untampered each time it starts [8]. 

– Gonzalez et al. Highlighted Signature Verification methods. Their PQC techniques 
allow for fast validation, especially useful for devices like traffic cameras [9]. 

– Vehicle-to-Vehicle Communication is another focus. Research underscores the need 
for these communications to be both private and quantum-secure [6]. 

There’s a noticeable increase in research on PQC for the automotive world, high-
lighting how crucial it is for the future of transportation. The industry is clearly preparing 
to tackle quantum challenges.



742 M. S. Mohamed et al.

5 Performance of PQC in Automotive Systems 

Kyber, Dilithium, and Falcon are lattice-based cryptographic methods rooted in 512– 
1024 dimensional mathematical problems, compete for NIST’s PQC standardization 
[10], with Kyber as a KEM and Dilithium and Falcon as digital signature algorithms. 
To compare these unique algorithms, NIST uses metrics like Key Length and Algorithm 
Strength, detailed in Table 2. 

Table 2. Key Metrics for NIST’s PQC selected Algorithms [10]. 

Algorithm NIST Level Key & Signature/Ciphertext sizes (bytes) 

Dilithium2 2 Secret: 2528, Public: 1312, Signature: 2420 

Dilithium3 3 Secret: 4000, Public: 1952, Signature: 3293 

Dilithium5 5 Secret: 4864, Public: 2592, Signature: 4595 

Falcon-512 1 Secret: 1281, Public: 897, Signature: 666 

Falcon-1024 5 Secret: 2305, Public: 1793, Signature: 1280 

NIST Levels (1–5): Level 1 is the most vulnerable, easily broken in 8 h with a small 
investment, while Level 5 is the most secure, ensuring ciphertext doesn’t reveal plaintext. 

In our evaluation of open Quantum Safe (OQS) metrics for connected vehicles, 
we simulated a road-element-to-vehicle interaction using a client/server model. Due to 
hardware constraints of the OQS library, two Raspberry Pi 4 with 4 CPU cores and 8 GB 
of RAM were utilized. The server, operating on port 4433, sent packets of varying sizes-
1 KB, 1 MB, and 30 MB- to reflect common communication sizes. We adopted the 
Kyber KEM for encapsulation and the Dilithium and Falcon algorithms for signatures, 
aligning with the latest NIST standards (Table 3). 

Table 3. Latency from Client Request Launch to Packet Receipt (Seconds) 

Packet weight: 1 KB NIST Security Level 

2 3 5 

Dilithium Kyber512 0.072 0.072 0.073 

Falcon 0.092 N/A 0.095 

Dilithium Kyber1024 0.072 0.075 0.077 

Falcon- 0.097 N/A 0.100 

Using OQS’s OpenSSL 3.2-dev with TLS1.3, the Kyber KEM keys are dynamically 
generated for each communication and stored temporarily. We employed the Python tool 
psutil to gauge CPU and RAM performance, capturing data at 10-ms intervals across 100 
iterations for different algorithm/packet combinations. The results, presented in Table 4, 
provide an averaged view of CPU and RAM (MB) utilization over the process’s duration.
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Table 4. Average CPU and RAM Utilization During Request Lifecycle (packet weight 1KB) 

Kyber512 Kyber1024 

Algorithm Dilithium2 Dilithium2 falcon512 falcon1024 Dilithium2 Dilithium2 falcon512 falcon1024 

CPU (%) 3.949 3.897 3.594 2.897 3.726 4.137 3.361 3.447 

RAM 1.059 1.467 1.230 1.477 1.304 1.586 1.354 1.515 

6 Conclusion and Recommendations 

In the face of advancing quantum computing capabilities, current cryptographic practices 
within the automotive sector, especially in CCAM, stand vulnerable. Vehicles, now more 
interconnected than ever, demand the robust protection offered by PQC. Our investiga-
tion has shed light on the industry’s noticeable shift towards PQC strategies, which rely 
on a variety of mathematical foundations and algorithms. Particularly for processes like 
Vehicle-to-Vehicle Communication and OTA Software Updates, PQC offers enhanced 
defense against quantum threats. Practical tests, notably on Raspberry Pi 4, have show-
cased the effectiveness of specific post-quantum methods. Embracing PQC in CCAM 
not only bolsters security but also positions the transport sector for a quantum-resistant 
future, ensuring sustained safety and optimal functionality. 

To ensure the seamless integration of PQC solutions into real CCAM and other 
critical automotive applications, it is important to develop lighter and faster PQC tech-
niques. On the other hand, more suitable hardware tailored for post-quantum secure 
implementations should be developed, thus bridging the gap between theoretical ability 
and practical feasibility. 
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