
CCPA Privacy Policy
Effective as of December 19, 2023

This Old Second National Bank (“Old Second”) Notice for California Residents is applicable to consumers residing in
California only and is considered a supplement to, and not a replacement of, Old Second’s U.S. Privacy Policy found here.
The California Consumer Privacy Act of 2019 (“CCPA”) give consumers the right to request that a business that collects a
consumer’s personal information disclose to that consumer the categories and specific pieces of personal information the
business has collected. The CCPA defines “personal information” as: information that identifies, relates to, describes, is
reasonably capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular consumer
or household. Personal information does not include de-identified or aggregated consumer information, or publicly available
information that is lawfully made available to the general public from federal, state, or local government records. The
majority of personal information Old Second collects is covered by other laws, rules and regulations, including but not
limited to the Gramm-Leach-Bliley Act and its related implementing regulations, and is therefore exempt from the provisions
of the CCPA. As such, while most of the categories below are exempt from coverage under the CCPA, below are the
categories of personal information collected, the categories of sources collected from, the purposes and the parties we
share with.

Old Second retains these categories of your personal information for only as long as necessary to fulfill the purposes
outlined in this CCPA Privacy Policy, including for the purposes of satisfying any legal, accounting, or reporting
requirements, unless a longer retention period is required or permitted by law. To determine the appropriate retention
period for personal information, Old Second considers the amount, nature, and sensitivity of the information, the potential
risk of harm from unauthorized use or disclosure of the information, the purposes for which the information was obtained,
and whether Old Second can achieve those purposes through other means, as well as applicable legal requirements.

Categories of Personal
Information

Categories of sources
collected from

Business or commercial
purposes for collection

Categories of third parties
with whom we share

Identifiers, such as name,
alias, postal address, unique
personal identifier, online
identifier, internet protocol
address, email address,
account name, social security
number, driver’s license
number, passport number, or
other similar identifiers.

Consumers, our customers,
or their agents, third party
referral or due diligence
sources, automatic collection
via cookies and other tracking
technologies (such as a
tracking pixel).

Evaluating, establishing,
servicing or maintaining
account(s) or finance
arrangements; monitoring our
website traffic and performing
web analytics to understand
how users interact with our
website to optimize user
experience.

Affiliates or subsidiaries,
business partners, service
providers such as payment
processors or financial
institutions, professional
service organizations such as
auditors and law firms, our
processors and technology
vendors internally used in the
normal course of evaluating,
establishing, servicing or
maintaining account(s), and
monitoring our website.

Signature, telephone number,
education and employment
history.

Consumers, our customers,
or their agents, third party
referral or due diligence
sources. 

Evaluating, establishing,
servicing or maintaining
account(s) or finance
arrangements.

Our processors and
technology vendors internally
used in the normal course of
evaluating, establishing,
servicing or maintaining
account(s).

https://www.oldsecond.com/main/privacy-policy/
https://www.oldsecond.com/


Categories of Personal
Information

Categories of sources
collected from

Business or commercial
purposes for collection

Categories of third parties
with whom we share

Legally protected
classifications.

Consumers. Evaluating, establishing,
servicing or maintaining
account(s) or finance
arrangements.

Our processors and
technology vendors internally
used in the normal course of
evaluating, establishing,
servicing or maintaining
account(s).

Commercial information, such
as personal property records,
products or services
purchased, obtained, or
considered, or other
purchasing or consuming
histories or tendencies. This
may include account numbers
and various financial
statements or other
summaries of financial
information.

Consumers, our customers,
or their agents, third party
referral or due diligence
sources. 

Evaluating, establishing,
servicing or maintaining
account(s) or finance
arrangements.

Our processors and
technology vendors internally
used in the normal course of
evaluating, establishing,
servicing or maintaining
account(s).

Voice recordings (biometric
information).

Consumer. Servicing or maintaining
account security when
consented to.

Our technology and third-
party security providers.

Internet, geolocation or other
electronic network activity,
including usage information
and device information such
as traffic and search history,
browser type and operating
system.

Consumer, automatic
collection via cookies and
other tracking technologies
(such as a tracking pixel).

Internet monitoring and
security, monitoring our
website traffic and web
analytics in order to estimate
audience size and usage
patterns; understand and
save user preferences for
future visits; compile
aggregate data about website
traffic and website
interactions to resolve issues
and offer better website
experiences; customization of
our website for individual user
needs; and ensuring browsing
security for users interacting
with our website.

Our technology and third-
party security providers, third-
party companies monitoring
our website traffic and activity.

Professional or employment
related information.

Consumers, our customers,
or their agents, third party
referral or due diligence
sources. 

Evaluating, establishing,
servicing or maintaining
account(s) or finance
arrangements.

Our processors and
technology vendors internally
used in the normal course of
evaluating, establishing,
servicing or maintaining
account(s).

       

 

How We Use Personal Information



Old Second may use or disclose personal information we collect as necessary to perform a business purpose. Old Second does not sell
any California consumer’s personal information to any third parties, and we have not done so in the preceding twelve (12) months. Old
Second will not collect additional categories of personal information or use personal information collected for additional purposes
without providing the consumer with notice. Old Second does not knowingly sell or share personal information of minors under sixteen
(16) years of age.  

In addition to the purposes and uses described above, we use information in the following ways:

To identify you when you visit our website.

To provide products and services.

To improve our services and product offerings.

To process transactions.

To respond to inquiries related to support or other requests.

To maintain and service accounts.

To send marketing and promotional materials including information related to our products, services or promotions.

To detect and protect against malicious, deceptive, fraudulent, or illegal activity, including violation of our policies and terms and
conditions, security incidents, and harm to the rights, property or safety of our company and our users, employees, or others.

To debug, identify and repair errors that impair existing intended functionality of our website and services.

To comply with our legal or regulatory obligations, to establish or exercise our rights, and to defend against a legal claim.

Non-discrimination

Further, it is Old Second’s policy not to discriminate against a consumer because the consumer has exercised any of the consumer’s
rights under the CCPA, including, but not limited to, by:

Denying goods or services to the consumer.

Charging different prices or rates for goods or services, including through the use of discounts or other benefits or imposing
penalties.

Providing a different level or quality of goods or services to the consumer.

Suggesting that the consumer will receive a different price or rate for goods or services or a different level or quality of goods or
services.

Rights Under CCPA to Request Deletion/Correction, Rights to Opt Out

The CCPA gives a California consumer the right to request from Old Second:

The categories of personal information collected about that consumer.

The categories of sources from which the personal information is collected.

The business or commercial purpose for collecting or selling personal information.

The categories of third parties with whom Old Second shares personal information.

The specific pieces of personal information collected about that consumer.



Further, the CCPA also gives a California consumer the right to request deletion or correction of the specific pieces of information
collected about that consumer.  However, Old Second is not required to comply with a request to delete a consumer’s personal
information if it is necessary for Old Second, or one of our service providers, to maintain the consumer’s personal information in order
to: 

Complete the transaction for which the personal information was collected, provide a good or service requested by the consumer,
or reasonably anticipated within the context of Old Second’s ongoing business relationship with the consumer, or otherwise to
perform a contract between Old Second and the consumer.

Detect security incidents, protect against malicious, deceptive, fraudulent, or illegal activity; or prosecute those responsible for that
activity.

Debug to identify and repair errors that impair existing intended functionality.

To otherwise use the personal information in a lawful manner allowed by relevant laws, rules or regulations, including to comply
with a legal obligation.

To enable solely internal uses that are reasonably aligned with the expectations of the consumer based on the consumer’s
relationship with the business.

Otherwise use the consumer’s personal information, internally, in a lawful manner that is compatible with the context in which the
consumer provided the information. 

Although we do not “sell” your personal information for money, we may use some of your information for audience modeling for ongoing
advertising, which may constitute a “sale” or “sharing” of data under certain privacy laws. You may opt-in or opt-out of online track-
based targeted advertising (i.e., use of “cookies”) here: Do Not Share or Sell My Personal Information 

Cookies and Online Advertising

Like many other companies, we use cookies and other tracking technologies such as tracking pixels and web beacons (collectively,
“Cookies”). Cookies are small files of information that are stored by your web browser software on your computer hard drive, mobile or
other devices.

We set some Cookies ourselves and others are set by other entities. We use Cookies set by other entities to provide us with useful
information to help us understand our website traffic, and improve our website and services, to conduct advertising, and to analyze the
effectiveness of advertising. For example, we use Cookies from Google and Facebook. 

Opting Out of Cookies

Browser Settings - Cookies can be blocked by changing your browser settings to refuse all or some Cookies. If you choose to
block all Cookies (including essential Cookies), you may not be able to access all or parts of our website.

Platform Controls – You can opt out of Cookies set by specific entities by following the instructions at the following links:

Verifiable Consumer Request Procedure

Upon receipt of a verifiable consumer request (as defined below) for any or all of the items above, Old Second will provide a report
describing such items within 45 days, but no later than 90 days.  If more than 45 days is needed, we will inform you of the reasons and
how much additional time is needed.  If we cannot comply with a request, our response will explain why.  A verifiable consumer request
may be made as either:

a written request submitted through our CCPA Inquiry Page found here: https://www.oldsecond.com/forms/ccpa/.

a verbal request made to our toll free number at 833-625-0546.

In order to comply with a request, it must be a “verifiable consumer request.”  To be considered a verifiable consumer request, we must
be able to verify the consumer’s identity and/or right to access the information and the request is described with sufficient detail that
allows us to properly understand, evaluate, and respond to it.  Further, a verifiable consumer request must be made by the consumer,
by a consumer on behalf of the consumer’s minor child, or by a natural person or a person registered with the Secretary of State,

Google: https://adssettings.google.com-
Facebook: https://www.facebook.com/about/ads-
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authorized by the consumer to act on the consumer’s behalf, and that Old Second can reasonably verify. We may require at least two
forms of identity verification. If we provide information responsive to a verifiable consumer request in electronic form, the information will
be in a portable and, to the extent technically feasible, readily useable format that allows the consumer to transmit this information to
another entity without hindrance.  Further, this information will only cover the twelve (12) month period prior to the request.  A consumer
is allowed to make no more than two (2) requests for information or deletion during any twelve (12) month period.


