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Abstract

Deepfake technologies have rapidly advanced, presenting significant
challenges to the integrity of digital media and creating potential
risks in various sectors, from politics to personal privacy. In re-
sponse, the research community has focused on developing reliable
deepfake detection methods. However, the continuous advancements
and growing complexity of artificial intelligence (AI) models have
outpaced existing datasets, making it difficult to train and evaluate
detection systems effectively. This paper addresses this gap by in-
troducing a comprehensive dataset of real and manipulated videos,
aimed at supporting the development and evaluation of advanced
deepfake detection models. This dataset could serve as a benchmark
for assessing the effectiveness of emerging detection methodolo-
gies, providing a standardized resource for researchers to measure
progress and compare results. Additionally, this study offers key
insights for the creation of effective deepfake datasets and identifies
several pressing challenges in the field, guiding future research and
development efforts.
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1 Introduction

The rise of Al has dramatically transformed digital content creation
giving rise to deepfake technology, which generates highly con-
vincing manipulated videos [10]. Deepfakes can alter or replace a
person’s likeness in a video, making it appear as though they said
or did things they never actually did. While deepfake technology
holds promise for creative applications, its potential misuse has
also raised significant concerns, especially regarding identity theft,
misinformation and security threats [15].

In the early stages, deepfakes were relatively easy to detect, often
exhibiting noticeable imperfections, such as unnatural facial expres-
sions or inconsistent lighting. However, with the rapid progress of
deep learning (DL) techniques, the quality and realism of deepfakes
have improved dramatically, making them increasingly difficult to
distinguish from authentic footage. These advances have made it all
the more urgent to develop robust detection methods to counter the
potential threats posed by these manipulations [17].

To address the escalating risks associated with deepfakes, re-
searchers have developed a wide range of detection methods, primar-
ily leveraging Al-driven approaches such as convolutional neural
networks (CNNs) and recurrent neural networks (RNNs) [19]. These
models excel at analyzing both spatial and temporal patterns in
videos, identifying subtle artifacts or inconsistencies that may not
be visible to the human eye. By focusing on minute irregularities in
facial movements, lighting or texture inconsistencies, these models
have demonstrated impressive performance in detecting manipulated
content.

However, despite notable progress, many existing detection sys-
tems face significant limitations [16]. A key challenge is their ten-
dency to overfit to specific datasets or manipulation techniques,
resulting in reduced generalization to unseen data or deepfakes gen-
erated using novel methods. Furthermore, the high computational
cost of training and running these models can hinder their practical
deployment in real-time applications. Another critical issue is the
scarcity of diverse, open-access deepfake datasets that can be used
to develop and benchmark detection methods [7]. Most publicly
available datasets are limited in terms of manipulation techniques,
video quality and diversity of subjects, which further restricts the
robustness of detection models.

This study aims to bridge this gap by introducing XDF (eXtended
DeepFake) dataset, a large-scale, open-access video deepfake dataset
that provides a comprehensive set of both original and manipulated
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videos across a wide range of techniques. Our dataset contains in
total 80,000 video sequences, making it one of the largest and most
diverse deepfake datasets available. These include 20,000 authentic
sequences alongside 60,000 deepfake sequences generated using six
different deepfake creation tools that correspond to three distinct
manipulation techniques, namely face-swapping, facial-reenactment
and lip-syncing.

XDF includes both original and manipulated sequences of the
same individuals, offering a unique resource for developing both
binary classification models and approaches that leverage identity
verification. Additionally, it encompasses a diverse range of real-
world conditions, such as varying backgrounds, lighting and camera
angles, making it a valuable benchmark for evaluating the robustness
and generalizability of video deepfake detection methods. Compar-
isons with other highly cited deepfake datasets demonstrate that
incorporating XDF in future research is crucial for enhancing model
performance and ensuring generalization across various manipula-
tion techniques.

Our contributions can be summarized as follows:

e We present a novel deepfake dataset that incorporates a variety
of manipulation techniques, offering enhanced robustness for
detecting different forms of deepfakes.

e We evaluate the performance of the proposed dataset com-
pared to existing ones using state-of-the-art deepfake detec-
tion models.

e We demonstrate that incorporating our dataset as part of the
training set significantly improves model generalization to
other datasets, addressing a major challenge in deepfake de-
tection by enhancing cross-dataset performance.

e We provide valuable insights and recommendations for future
work in deepfake detection including key considerations for
creating comprehensive and effective datasets, guiding further
research and dataset development in the field.

2 Related Work
2.1 Video Deepfake Datasets

A wide array of datasets has been created to facilitate the devel-
opment of video deepfake detection techniques. Each dataset has
contributed significantly to the field, but limitations such as size,
diversity and manipulation techniques still hinder comprehensive
model generalization.

One of the earliest datasets, UADFV [27], introduced a small
set of 49 real and 49 fake videos generated using a basic face-
swapping method. Although it provided a foundation for early re-
search, its limited scale and narrow focus on a single manipulation
technique make it insufficient for modern detection challenges. Sim-
ilarly, Deepfake-TIMIT [11] featured 640 manipulated videos using
two face-swapping techniques, but the videos were synthetic and
controlled, lacking real-world variability in lighting, background or
camera angles.

FaceForensics++ (FF++) [21], one of the most influential datasets,
significantly expanded the available data with 1,000 real videos and
5,000 manipulated ones, created using multiple techniques includ-
ing face-swapping and facial-reenactment. This dataset introduced
compression artifacts to simulate real-world conditions, but is still
somewhat limited in the range of manipulation tools and identities it
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covers. Celeb-DF [13], another key resource, provided 5,639 deep-
fake videos based on celebrity footage. While Celeb-DF focused on
high-quality face-swaps, its smaller pool of identities can limit the
generalization of models trained on it.

The DeepFake Detection Challenge (DFDC) dataset [5], spon-
sored by Facebook, marked a significant leap forward with over
100,000 videos generated using multiple methods. However, the
manipulations are predominantly face-swaps and the dataset does
not provide the same controlled authentic versus manipulated com-
parisons for each individual that are critical for binary classification.

Finally, DeeperForensics-1.0 [9] addresses some of the limita-
tions found in earlier datasets by offering a large-scale set of 50,000
manipulated videos and 10,000 authentic ones. These videos were
created using high-quality face-swapping techniques and involve
various real-world scenarios, including different lighting conditions,
camera angles and compression artifacts, making it more represen-
tative of real-world deepfake challenges. However, despite its scale
and variability, DeeperForensics focuses on a single manipulation
method, face-swapping, which limits its applicability for evaluat-
ing detection methods aimed at broader types of manipulations
like facial-reenactment or lip-syncing. Table 1 provides a quantita-
tive comparison of XDF with the aforementioned existing deepfake
datasets.

2.2 Deepfake Detection Methods

Detecting deepfakes has become a crucial challenge, and several
approaches have been proposed, ranging from traditional CNNs
to more advanced architectures leveraging temporal and attention
mechanisms. Earlier works like Li and Lyu’s [12] CNN-based model
focused on identifying face-warping artifacts, while Giiera and Delp
[8] incorporated temporal features by combining CNNs with Long
Short-Term Memory (LSTM) networks to analyze sequential frames.
Afchar et al. [1] introduced mesoscopic approaches using CNNs and
residual neural networks (ResNets) to capture fine-grained tampering
evidence in facial images.

With the rise of more sophisticated deepfake techniques, ap-
proaches evolved to handle multiple types of manipulation. For
instance, Wang and Dantcheva (2019) employed 3D CNNs to de-
tect deepfakes that involve not only face-swapping, but also facial-
reenactment and neural texture manipulations. Wodajo and Atnafu
[26] combined CNNs with Vision Transformers (ViTs) to capture
both spatial and temporal patterns. At the same time, models like
Cozzolino et al.’s [4] ID-Reveal and person-of-interest (POI) deep-
fake detector [3] have pushed boundaries by focusing on personal-
ized detection, examining whether the biometric identity in a video
remains consistent over time, rather than just addressing the binary
question of whether a video is fake or not.

Recent contributions further illustrate advancements in the field.
Zhuang et al. [30] introduced UIA-ViT, an unsupervised ViT-based
approach to detect intra-frame inconsistencies without requiring
pixel-level annotations. Moreover, El-Gayar et al. [6] utilized a graph
neural network-based framework combined with CNNs for deepfake
detection, achieving high accuracy on benchmark datasets. Finally,
Luan et al. [14] proposed an interpretable deepfake detection model
using frequency spatial Transformers, excelling in generalizing to
unknown forgery types.
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Table 1: Quantitative comparison of XDF with existing deepfake datasets.

Dataset Real Fake Total Total Manipulation Real
Videos Videos Videos Subjects Methods Source
UADFV 49 49 98 49 1 YouTube
Deepfake-TIMIT 640 320 960 32 2 VidTIMIT

FF++ 1,000 4,000 5,000 1,000 4 YouTube

Celeb-DF 590 5,639 6,229 59 1 YouTube
DFDC 23,654 104,500 128,154 960 8 Self-Recording
DeeperForensics-1.0 10,000 50,000 60,000 100 1 Self-Recording

XDF (Ours) 20,000 60,000 80,000 195 6 YouTube

Table 2: Comparison of datasets with respect to manipulation types and identity verification support.

Face- Facial- Lip- Supports
Dataset Swapping Reenactment Syncing Identity
(Samples) (Samples) (Samples) Verification

UADFV v (49) X X X
Deepfake-TIMIT v (320) X X v
FF++ v/ (2,000) v (2,000) X X
Celeb-DF v (5,639) X X X
DFDC v (128,154) X X v
DeeperForensics-1.0 ~ v/(60,000) X X v
XDF (Ours) v (20,000) v/(20,000) v/(20,000) v

Despite these strides in deepfake detection, a key challenge re-
mains the generalizability of models across diverse manipulation
techniques and datasets. Many methods achieve high accuracy on
specific datasets but struggle with unseen or more complex manip-
ulations. This highlights the need for datasets that encompass a
wide range of manipulation types and identities to enhance model
robustness. Unlike prior datasets that focus mainly on face-swapping
(Table 2), XDF meets this need by incorporating various manip-
ulation techniques and supporting both binary classification and
identity verification tasks, thereby equipping models to better de-
tect a broader spectrum of deepfake techniques and improving their
generalizability.

Additionally, our proposed dataset addresses this limitation by
incorporating a large number of pristine videos, making it highly
suitable for self-supervised and contrastive learning approaches, such
as those proposed in [3, 4]. These techniques have shown promising
results in improving cross-dataset generalization in recent years,
potentially mitigating the performance drop typically observed when
a model is trained and tested on different datasets.

3 Methodology
3.1 Pristine Video Collection

To generate a diverse and representative dataset of pristine facial
segments, we collected videos from YouTube, featuring 195 different
celebrities from various ethnic backgrounds and age groups. This
approach ensures that the dataset encompasses a wide range of facial
features and expressions, providing a robust foundation for deepfake
generation. The detailed steps that outline the process for curating
this dataset are presented in Figure 1.

As a first step to retrieve high quality videos featuring an individ-
ual “X”, we perform a keyword-based search using the format “X
interview” or similar. This method retrieves interview-style videos,
which are likely to feature extended appearances of the person of
interest. Once a video is downloaded, we extract frames and apply
a face detection algorithm to each frame. For this task, we utilize
a pretrained version of YOLOv8n [18], specifically finetuned for
detecting human faces. The model processes each frame individually,
detecting all faces present. To ensure that only frames featuring a
single person per frame are retained, we apply a masking process
based on the face detection results. Specifically, frames with more
than one detected face are discarded. Consecutive frames where a
single face is consistently detected are grouped to form continuous
segments. This step allows for the creation of video segments that
isolate the appearance of the target individual.

The continuous segments formed in the previous step are further
segmented based on duration to ensure uniformity across the dataset.
Specifically, for each segment, if it exceeds 5 seconds, it is divided
into equal-length subsegments, each with the aforementioned dura-
tion. Segments that don’t meet this criterion are discarded as they
are considered too short for meaningful use in training or analysis.

Finally, the resulting subsegments are subjected to manual fil-
tering to ensure that only high-quality data is included in the final
dataset. Each segment is reviewed to ensure that it features the person
whose name was originally searched for. Any segments containing
individuals other than the target person are discarded. Furthermore,
segments that feature static images, where the individual’s face does
not exhibit any movement (i.e., a static photograph), are also fil-
tered out. Through this multi-step process, we generate a curated
dataset of video segments that reliably contain facial appearances of
a specific individual.
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Figure 1: Overview of the proposed methodology.

3.2 Deepfake Video Creation

To generate deepfake videos based on the dataset collected through
the previous process, we employ a systematic approach aimed at
producing high-quality results. Our deepfake creation pipeline is
composed of several key stages as show in Figure 1. The following
outlines the steps in this process.

For each video segment, we begin by tracking the face of the
target individual throughout the video. Using the YOLOv8n-face
model, we detect the face in each frame and store the bounding
box coordinates for the upper left and bottom right corners. These
coordinates are maintained in a list, ensuring accurate tracking of
the face throughout the video sequence.

Once the face is tracked across all frames, we compute the mini-
mum coordinates of the top-left corners and the maximum coordi-
nates of the bottom-right corners of the bounding boxes throughout
the video. This ensures that the bounding box fully captures the
face for the entire duration of the segment. To account for minor
movements and ensure the entire face is consistently captured, the
bounding box is enlarged by a factor of 1.3. This scaling introduces
some margin around the face as required by some of the deepfake
creation tools used in later stages.

Using the scaled bounding box coordinates, we proceed to video
cropping, isolating the facial region from the original frames. How-
ever, if any part of the scaled bounding box exceeds the original
video frame boundaries, the affected frames are discarded from fur-
ther processing. This step ensures that only valid regions, fully con-
tained within the frame, are used for subsequent deepfake creation,
preventing potential artifacts or distortions caused by incomplete
Crops.

To create deepfakes, we establish source-target pairs in the fol-
lowing way: In the case of face-swapping, the source refers to the
person whose face will be swapped into the target video. In the case
of facial-reenactment, the source refers to the person whose facial
movements will be transferred to the target video. Finally, in the case
of lip-syncing, the source refers to the person whose audio will be
used to animate the lips of the target identity. In all cases, the target
refers to the person whose identity is being altered or manipulated
in the video.

Some of the deepfake generation models used require a single
frame from the source (source image) and a video from the target

identity. To enhance the quality of the deepfake, we employ a pose-
matching technique. First, we extract five key facial landmarks, such
as eyes, nose and mouth corners, from both the source video and
the first frame of the target video. The Euclidean distance between
corresponding keypoints in the source and target frames is com-
puted to evaluate pose similarity. The frame from the source video
that minimizes this distance is selected as the source image. This
approach ensures that the relative facial pose of the source closely
matches that of the target video, leading to more realistic deepfakes.

With the source-target pairs established and the appropriate source
image selected, the final step involves generating the deepfakes. This
is accomplished using various deepfake generation tools. These
tools typically take the source image and the target video as inputs,
applying advanced techniques to produce the final deepfake.

By following this deepfake creation pipeline, we ensure that the
generated deepfake videos exhibit high visual fidelity and alignment
between the source and target identities. The process incorporates
careful tracking, pose matching and rigorous frame selection, con-
tributing to the overall quality of the generated deepfake videos.

3.3 Deepfake Generation Tools

In recent years, numerous tools for creating deepfakes have emerged,
leveraging advancements in computer vision and generative models.
These tools can be broadly categorized into three main types: face-
swapping, where a source person’s face is transferred onto the target
person’s head; facial-reenactment, where the expressions and pose
of the source person are used to manipulate the target person’s facial
movements; and lip-syncing, where an audio track is used to manip-
ulate the mouth movements of the target person to match the source
person’s speech. To ensure our dataset is as generalizable as possible,
we have included at least one tool from each deepfake generation
category. This approach captures a diverse range of manipulation
techniques.

3.3.1 Face-Swapping. The tool we used for face-swapping is Roop
[22], which implements the face-swapping model provided by In-
sightFace. Roop produces highly realistic deepfake results while
offering a significant advantage over other commonly used face-
swapping tools like DeepFaceLab and FaceSwap. Unlike these al-
ternatives, which often require extensive training and separate mod-
els for each identity, Roop utilizes a single pre-trained model that
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can be applied across multiple identities. This eliminates the time-
consuming process of training individual autoencoders for different
faces, allowing for the rapid creation of multiple deepfakes in a
much shorter time frame.

3.3.2 Facial-Reenactment. We implement three tools for facial-
reenactment. All tools require a source image and a driving video
that manipulates the expressions and pose of the source image.

The first facial-reenactment tool is the first-order motion model
[25]. This method utilizes self-learned keypoints and local affine
transformations to capture motion dynamics. Also, it introduces
an occlusion-aware generator which estimates occlusion masks to
identify and infer object parts not visible in the source image.

The second tool is called thin-plate spline motion model [29].
It uses a keypoint detector to predict keypoints from a driving and
a source image, allowing the creation of thin-plate spline transfor-
mations. Furthermore, it utilizes an background motion predictor,
a dense motion network, and an impainting network to effectively
capture and reconstruct complex motions, and manage possible oc-
clusions.

The third tool is called FSRT [20]. This model generates realistic
facial-reenactment results by effectively transferring expressions
from a driving image to a target through the following procedure:
First, keypoints and facial expressions are extracted to learn a la-
tent representation from the source images. This representation is
then used to create the input for the Patch CNN, which is subse-
quently processed by a Transformer-based architecture. Additionally,
the Transformer’s decoder is conditioned on the driving keypoints
and expressions, ensuring precise guidance during the generation
process.

It is important to note that while there are other tools in the
literature that employ facial-reenactment methods and achieve better
results than those used in this study, these tools are not publicly
available.

3.3.3 Lip-Syncing. For lip-syncing, we employ two models, SadTalker

[28] and VideoRetalking [2].

The SadTalker model leverages a 3D Morphable Model (3DMM)
to extract and generate coefficients for both pose and facial ex-
pressions directly from audio input. These coefficients drive the
dynamics of the talking head by providing fine-grained control over
facial movements. Furthermore, the model introduces a novel 3D-
aware facial rendering pipeline, which ensures the generation of
high-quality, synchronized talking heads.

On the contrary, VideoRetalking starts by cropping the facial area
and extracting pose and expression coefficients to create the 3DMM.
These coefficients are then utilized to generate a video with a con-
sistent expression across all frames. Next, a lip-syncing network,
designed with an hourglass architecture and integrated audio mod-
ulation, synthesizes realistic lower faces. To further elevate visual
quality, an identity-preserving face enhancement network is applied,
ensuring high-resolution outputs.
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4 Experiments and Results
4.1 Experimental Setup

We evaluate the performance of three DL models commonly used
for deepfake detection: MesoNet [1], ResNet18, and EfficientNet-
B7, a model that was part of the winning solution of DFDC [23].
Each model is trained on several datasets: the proposed XDF dataset,
two established datasets (FF++ and Celeb-DF), and two combined
datasets (XDF + FF++ and XDF + Celeb-DF). The combined datasets
enable us to evaluate the effectiveness of the proposed XDF dataset
when used as an additional training resource and assess its potential
for aiding model generalization across different test sets. For FF++
and Celeb-DF, we use the official splits provided by the dataset
authors, while for XDF, 75% of the total dataset is used for training,
and the remaining 25% is used for testing.

4.1.1 Training Parameters. For MesoNet, the model was trained
from scratch using randomly initialized weights. In contrast, for
both ResNet18 and EfficientNet-B7, we initialized the models with
pre-trained weights from ImageNet.

All models were trained for a total of 10 epochs. The initial
learning rate was set to 0.001, and a cosine annealing scheduler was
applied to progressively reduce the learning rate during training. The
batch size was set to 512 when training MesoNet and ResNet18,
and 32 when training EfficientNet-B7 due to memory constrains.
We used the Adam optimizer for all experiments, with binary cross-
entropy as the loss function, given the binary nature of the deepfake
detection task.

4.1.2 Data Preprocessing. To ensure consistency across datasets,
the following preprocessing steps are applied prior to training each
deepfake detection model. First, facial regions are detected in each
frame using a YOLOv8n-based face detector. This model outputs the
bounding box of the detected face along with five facial keypoints,
specifically the positions of the eyes, nose and mouth corners.

Next, the face is horizontally aligned using the coordinates of the
detected eye keypoints. This alignment step, commonly employed
in facial analysis tasks, reduces variability in pose and improves
the robustness of the detection model. Once aligned, each face is
cropped and resized to a resolution of 224x224 pixels. The resized
facial images serve as the final input for training.

4.2 Results

In our analysis, we employed accuracy and area under the curve
(AUC) as key metrics to evaluate the performance of our dataset
in deepfake detection. Accuracy serves as a fundamental measure
of a model’s ability to correctly classify instances, providing in-
sights into overall performance. AUC, on the other hand, evaluates
the model’s ability to distinguish between classes across various
threshold settings.

In Tables 3 and 4, we showcase the performance metrics for our
dataset, along with corresponding metrics for FF++ and Celeb-DF.
This comprehensive comparison facilitates a clearer understanding
of the performance variations across different datasets and model
architectures in the context of deepfake detection.

The results reveal several key insights. First, when models are
trained and tested on the same dataset, we observe consistently high
performance. For example, EfficientNet-B7 achieves an AUC of
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Table 3: AUC (%) comparison of each detection model trained and tested on the proposed versus other datasets.

MesoNet ResNet18 EfficientNet-B7
- Test | Epy+  Celeb-DF XDF | FF++ Celeb-DF XDF | FF++ Celeb-DF XDF
XDF 57 61 95 | 60 68 97 | 62 71 99
FF++ 92 69 60 | 97 70 68 | 99 71 72
XDF + FF++ 90 70 98 | 98 71 100 | 99 77 100
Celeb-DF 61 99 62 | 63 99 63 | o4 100 53
XDF + Celeb-DF | 61 98 94 | 65 100 100 | 64 100 99

Vanian et al.

Table 4: Accuracy (%) comparison of each detection model trained and tested on the proposed versus other datasets.

MesoNet ResNet18 EfficientNet-B7
— Test | Epi+ Celeb-DF XDF | FF++ Celeb-DF XDF | FF++ Celeb-DF  XDF
XDF 55 73 92 | 57 72 95 | 58 71 99
FF++ 88 69 54 | 94 73 52 | 99 72 50
XDF + FF++ 87 77 95 | 96 78 100 | 96 79 100
Celeb-DF 41 95 39 | 37 98 35 | 40 99 35
XDF + Celeb-DF | 46 94 95 | 38 99 98 | 44 99 99

99% on FF++ and 100% on Celeb-DF when trained and tested on
the same dataset. However, when models trained on one dataset are
tested on a different dataset, their performance drops significantly.
For instance, ResNet18 trained on FF++ and tested on XDF achieves
only a 68% AUC, a substantial decrease from its 97% performance
on FF++ alone. This trend highlights a generalization issue common
in deepfake detection models, where high intra-dataset performance
does not readily translate to cross-dataset scenarios.

A further analysis of XDF’s impact underscores another critical
observation: XDF presents a particularly challenging dataset for
detection when models are trained on FF++ or Celeb-DF. For in-
stance, EfficientNet-B7, when trained on Celeb-DF, achieves only a
53% AUC on XDF. Similarly, MesoNet trained on FF++ achieves a
lower AUC of 60% on XDF, illustrating the increased complexity of
detecting deepfakes within the XDF dataset.

Finally, one of the most noteworthy contributions of this study
is the performance boost observed when XDF is used as an ad-
ditional training resource. When models are trained on combined
datasets (e.g., XDF + FF++), cross-dataset performance improves
substantially. For instance, EfficientNet-B7 trained on XDF + FF++
achieves an AUC of 77% on Celeb-DF, compared to 71% when
trained on FF++ alone. This trend is also evident in accuracy results:
EfficientNet-B7 trained on XDF + FF++ achieves 79% accuracy on
Celeb-DF, outperforming the 72% obtained with FF++ alone.

This improvement in cross-dataset generalization is consistent
across other models. For example, MesoNet trained on XDF + FF++
achieves an accuracy of 77% on Celeb-DF, up from 69% when
trained on FF++ alone. ResNet18 similarly benefits from the com-
bined training set, achieving 78% accuracy on Celeb-DF with XDF
+ FF++, compared to 73% with FF++ alone. These findings suggest
that incorporating XDF as part of the training set enables models
to generalize more effectively to other datasets, underscoring the
value of the proposed dataset for improving robustness in deepfake
detection.

5 Discussion

Creating a large-scale dataset like the one proposed in this study
could contribute significantly to the research community by pro-
viding a robust, publicly accessible resource for developing and
benchmarking deepfake detection techniques. As generative models
become increasingly sophisticated, traditional methods struggle to
keep up with the evolving complexity of deepfakes. By curating and
sharing such datasets, researchers would have the opportunity to
rigorously test and refine their algorithms under realistic and diverse
conditions, potentially enabling the development of more accurate
and resilient detection systems. Moreover, the scale of the dataset
could support the training of more complex models, such as Trans-
formers and graph-based networks, which require substantial data
to learn effectively. This type of contribution has the potential to
advance the state-of-the-art in deepfake detection while encouraging
reproducibility and comparability across relevant studies.

Several key factors must be considered when developing a dataset
for deepfake detection to ensure its comprehensiveness and effec-
tiveness. One crucial aspect is the diversity of demographics within
the dataset. Deepfakes have the potential to target individuals across
different demographic groups, making it essential to include a broad
range of characteristics such as gender, ethnicity and age. This demo-
graphic diversity ensures that detection models are fair and capable
of performing well across various population groups, mitigating
biases that could disproportionately affect underrepresented commu-
nities.

Another challenge in dataset creation is the inclusion of subjects
in extreme poses or where facial occlusion occurs due to glasses,
hair or hands. Current deepfake generation techniques often struggle
with these conditions, producing poor-quality or unusable results.
Incorporating these cases is important to reflect real-world scenarios,
where deepfakes might be applied in complex and varied contexts.
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This will ultimately enhance the robustness of detection models by
exposing them to more diverse and challenging examples.

Moreover, it is essential to include a variety of deepfake creation
techniques in the dataset. Deepfake technologies evolve rapidly, and
capturing different manipulation methods, such as face-swapping,
facial-reenactment and lip-syncing, ensures that the dataset remains
relevant against both current and emerging threats. This diversity
enables the development of more generalized models that can detect
a range of tampering methods.

While some datasets may opt to preserve deepfakes in their orig-
inal, unaltered form, applying post-processing techniques, such as
blurring facial boundaries or performing color correction, could sig-
nificantly enhance the realism of the generated deepfakes. These
techniques help reduce visible artifacts that might make detection
easier but unrealistic, thus allowing models to train on data that
better represents the types of deepfakes encountered in real-world
scenarios.

The creation of such a dataset also requires substantial compu-
tational resources. The costs increase with the size and complex-
ity of the dataset, as well as the video resolution and the specific
deepfake generation methods used. Researchers must plan for these
computational demands, ensuring they have access to the neces-
sary infrastructure to generate and process high-quality deepfakes
efficiently.

Beyond dataset creation, an ongoing challenge in the field lies in
developing more advanced deepfake detection methods capable of
handling increasingly realistic forgeries. The rapid evolution of gen-
erative models, such as generative adversarial networks and diffusion
models, has resulted in forgeries that are almost indistinguishable
from authentic media to both the human eye and basic detection
algorithms [24]. Researchers must continue to innovate, exploring
novel architectures and techniques, including spatiotemporal analy-
sis, facial landmark tracking and perceptual quality assessment, to
stay ahead of forgers. Additionally, there is a need to develop hybrid
models that combine different deepfake detection techniques to en-
hance detection accuracy. Cross-modal methods that analyze audio,
video and textual data simultaneously may also prove more effective
in detecting inconsistencies and subtle signs of manipulation.

Another open problem is the lack of generalization across deep-
fake detection models. Often, models perform well on specific
datasets but fail to generalize when tested on new or unseen forgeries.
Combining multiple datasets during training could help address this
issue, enabling models to learn diverse patterns and reducing overfit-
ting to one particular dataset. This approach would enhance models’
ability to detect deepfakes in the wild, where forgeries are likely to
be more diverse. Researchers should also focus on domain adapta-
tion techniques, transfer learning and data augmentation strategies
that improve model robustness and generalizability. These methods
will be crucial for developing models capable of real-world deepfake
detection, where data is not always clean or uniformly distributed.

Ethical considerations are paramount in deepfake research, par-
ticularly around the fair use of subject data and ensuring that the
datasets and models are used responsibly. The creation of datasets
involving real individuals, whether celebrities or ordinary citizens,
raises concerns about consent, privacy and the potential misuse of
personal data. It is vital for researchers and institutions to develop
stringent guidelines for obtaining and handling subject data ethically.

MAD2025, June 30-July 3, 2025, Chicago, USA

In addition, there is a growing need for more transparent and
interpretable deepfake detection models to foster trust among users
and stakeholders. Ensuring that models can provide clear explana-
tions of their decisions will be key in both technical and ethical
contexts, particularly in sensitive areas such as media verification,
law enforcement and court proceedings.

Finally, public awareness and education also play an essential role
in combating the spread of deepfakes. While technological solutions
are critical, the general public must be informed about the potential
risks of deepfakes, how to recognize them, and the steps they can
take to verify media authenticity. Researchers, media organizations
and technology companies should collaborate to develop tools and
resources that empower individuals to detect and report potential
deepfakes. By addressing these limitations, the research community
can continue to advance the field. These efforts will not only push
the boundaries of what is technologically possible but also contribute
to a safer, more informed society.

6 Conclusions

The increasing sophistication of deepfake technologies necessitates
the availability of high-quality datasets that can support the devel-
opment and evaluation of advanced detection models. This study
presents a comprehensive dataset of real and manipulated videos,
filling a critical gap in the existing resources for deepfake detection.
By providing a diverse and extensive collection of video content,
this dataset equips researchers with the tools needed to enhance the
robustness and accuracy of their detection algorithms. In addition to
its practical contributions, this work provides key insights needed
for the creation of effective deepfake datasets and identifies several
pressing challenges within the field of deepfake detection, offering
guidance for future research. By encouraging further inquiry into
these areas, the research community can better understand the impli-
cations of synthetic media and foster the development of effective
solutions. Ultimately, this work aims to contribute to the broader
understanding and management of deepfake technologies, paving
the way for safer digital environments.
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