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Abstract. Cyber-attacks get more sophisticated every day, potentially
affecting a large number of Internet of Things (IoT) -based infrastruc-
tures and raising security and privacy concerns in consumer and busi-
ness products. The EU Cybersecurity Act (CSA) first and the Cyber
Resilience Act (CRA) more recently have established the pivotal role
covered by a cybersecurity management encompassing the full lifecycle of
products and services, and a continuous certification process. CERTIFY
defines a methodological, technological, and organizational approach to-
wards IoT security lifecycle management. To ensure security compliance
throughout the device lifetime, CERTIFY designs and implements a cy-
bersecurity lifecycle management framework for IoT devices. The frame-
work is intended to support the device security management by collecting
and sharing relevant security information both internally (via monitoring
and attestation services) and externally, e.g., by interacting with device
manufacturers, threat databases, certification authorities, Information
Sharing and Analysis Centers (ISACs), and more. The received infor-
mation is meant to support a local decision making with respect to the
security monitoring, updating, and configuration of the device. Moreover,
this information sharing will enable a continuous risk assessment, gather-
ing evidence that could agile future recertifications. CERTIFY provides
IoT stakeholders with mechanisms achieving high-level of security to de-
tect and respond to a wide spectrum of attack, in a collaborative and
decentralized fashion. CERTIFY will validate the architecture through
cutting-edge use cases and pave the way towards innovative security in
a broad spectrum of IoT environments.

Keywords: Systems security · Security services · Hardware security im-
plementation · Embedded systems security.
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1 Introduction

Countless Internet of Things (IoT) devices get connected to the Internet ev-
ery day, collecting, processing, and/or sharing massive amounts of information.
The advent of 3GPP 5G [1] constituted a game-changer for massive IoT sys-
tems. However, enhanced connectivity in resource-constrained IoT devices cou-
pled with the high amount of sensitive data they are managing, makes these
systems a desired target for hackers. The Marriot4 and Colonial Pipeline [2] cy-
berattacks are just two most recent and known examples of successful hacks of
IoT systems. As IoT systems manage more critical and sensitive data and infras-
tructures, attacks are expected to be ever more frequent and sophisticated. An
estimated total cost of a data breach shows an increase of $3.86 million in 2018
to more than $4.45 million in 2023 (that is, an increase of approximately 15% in
less than 5 years) [5]. This scenario caused a raising concern over security and
privacy for both consumer and business products.

Recent EU initiatives such as the Cyber Security Act (CSA) [3] and the Cy-
ber Resilience Act (CRA) [4] have stressed the importance of providing duty of
care for the entire lifecycle of the products and the role of certification towards an
effective cybersecurity management. Despite the marking of these pivotal mile-
stones, their adoption to IoT-based systems is a non-trivial task. Heterogeneity,
dynamic security landscape, and number of stakeholders part of the value chain
complicate the scenario. Indeed, a single insecure device could hamper the se-
curity posture of the whole system. To that end, another key EU directive on
cybersecurity, Network and Information Security (NIS) 2 [6] fosters a culture of
cooperation in information and network security.

2 Objectives

CERTIFY aims at providing IoT stakeholders with tools and mechanisms nec-
essary to achieve a guaranteed level of security, by empowering them to detect,
evaluate, and respond to virtually any possible attack in a collaborative and de-
centralized fashion throughout the entire lifecycle of IoT-enabled systems. The
CERTIFY methodology is based on international standards and frameworks
(e.g., MUD file [7] and Zero Trust [8]) and poses the sharing of information
and security evidence among stakeholders (e.g., auditors, manufacturers, users,
Information Sharing and Analysis Centers - ISACs) at its core. Moreover, this
information sharing will enable a continuous risk assessment, gathering evidence
that could agile future recertifications.

The CERTIFY project works toward designing and implementing a novel
framework for managing the cybersecurity of network-connected IoT devices
throughout their whole lifecycle. Indeed, we advocate that only a holistic way
of managing device security can strengthen cybersecurity resilience while pro-
viding an opportunity for cost reduction. The CERTIFY cybersecurity lifecycle
management framework is based on: i) security by design; ii), continuous security

4 https://techcrunch.com/2022/07/06/marriott-breach-again/
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assessment and monitoring; iii) timely detection, mitigation, and reconfiguration;
iv) secure device update; and v) security information sharing. The CERTIFY
objectives can be summarized as follows:

– Cybersecurity situational awareness for IoT-enabled environments through
a multi-stakeholder sharing of threats and mitigations.

– Secure reconfiguration and maintenance of customizable embedded devices
by means of open hardware primitives and services.

– Perform security operational management based on bootstrapping, enrol-
ment, attestation and monitoring of attacks and malicious behaviors.

– Foster knowledge delivery via wide dissemination, capacity building and sup-
porting standardization activities.

– Validation of the CERTIFY framework in diverse IoT-enabled ecosystems.

3 Cybersecurity Lifecycle Methodology for IoT Systems

The CERTIFY lifecycle (pictorially represented in Figure 1) starts with the de-
sign of the device. At that time requirements are considered, the risk assessment
is performed considering the target application domain and a certification may
be requested. Moreover, keys, certificates and behavioral profiles used during the
enrollment are built and securely stored by the manufacturer (some information
are stored on the device while others remotely). Once deployed, the device boot-
strapping takes care of the secure boot, enrollment, and configuration in the
domain. During operations, device attestation and monitoring are performed to
identify the presence of any suspicious event. New threats, vulnerability and
patches may be identified by exploiting internal and external information. These
may summon update, upgrade and reconfiguration. Changes performed on the
device and an evolved threat landscape are also considered while collecting the
evidence needed for a continuous risk assessment and the potential need to trig-
ger a device recertification. A complete lifecycle includes also the case of device
repurposing (i.e., when it no longer fulfills a given purpose) and decommissioning
(requiring the proper application of data cleaning policies and default reconfig-
uration).

3.1 Dealing with Cybersecurity Changes

In today’s rapidly evolving digital landscape, it is essential to address cybersecu-
rity dynamically. This requires proactively assessing the impact of each change
and adapting accordingly at the appropriate level. Changes happen regularly
as a consequence of new or revised code, as well as of evolution of the threat
landscape. Assessing and classifying (e.g., in minor, major, or non-interfering)
the impact of these changes is crucial. Indeed, in case of major impacts, a deeper
evaluation needs to be conducted to determine the security changes required to
preserve a secure state.

The CERTIFY process ensures continuous cybersecurity compliance and risk
management by dynamically analyzing the impact of changes on devices and
continuously monitoring the security certification status. It considers:
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Fig. 1. The enhanced cybersecurity lifecycle in CERTIFY.

– continuous impact assessment: any changes made to IoT devices, or their
environment will be continuously and dynamically monitored in real-time.

– automated evaluation: evaluate changes (exploiting also past events for pre-
diction) and decide if a re-evaluation or re-assessment is necessary.

– real-time monitoring and reporting: a dashboard continuously updating the
certification status, reflecting any changes made to the device or its environ-
ment, and alerting relevant stakeholders when appropriate.

– continuous re-evaluation and re-assessment: processes performed continu-
ously ensuring that the device is always evaluated against the most recent
threat landscape.

– recertification service: the overall device, including any new software from
the manufacturer, can be (re-)certified according to the latest secure configu-
ration and updated knowledge on related threats collected during operations.

The information sharing mechanism posed at the heart of the CERTIFY
methodology incorporates external and internal knowledge. Indeed, by knowing
the actual configuration of the devices performed by the domain owner, and
the threats identified during operations either in the domain (through runtime
monitoring and intrusion detection) or externally by the manufacturer or ISACs
(Information Sharing and Analysis Centers), it is possible to build a more accu-
rate and updated picture of the risks. Moreover, CERTIFY eases a continuous
certification, by (i) allowing device manufacturers to update the product details,
(ii) providing access to all the relevant information to the certification bodies
for review and evaluation, and (iii) displaying the current certification status.
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3.2 Cybersecurity in each Phases of the Lifecycle

IoT-enabled services require a comprehensive and adaptive management of the
cybersecurity throughout their lifecycle. Indeed, as emphasized by the EU CSA
and CRA, a more trustworthy digital ecosystem is achieved only through cer-
tification and a management of the entire product lifecycle. Security by de-
sign practices, continuous certification and compliance, and collaboration among
stakeholders in charge of monitoring the device status are key components. The
CERTIFY cybersecurity lifecycle management framework is intended to moni-
tor, update, assess and configure the device according to the security informa-
tion received both internally (self-assessment, attestation and monitoring) and
externally (e.g., manufacturer, threat databases, certification authority). At the
same time, the framework will share the relevant security information with the
external sources, in a symbiotic way.

Manufacturing: Design and Development. In this phase, the device is
designed, created, programmed, and tested, so the initial level of security is
established. In this stage, all the actors in the supply chain (i.e., component de-
signer, integrator, software and library developer) are part of the process, while
the manufacturer is responsible for carrying out the initial security evaluation of
the device. Adoption of best security practices for design, production and test-
ing can ensure an adequate implementation. As new vulnerability and threats
are continuously discovered, defining a comprehensive and common standard
methodology for cybersecurity testing, evaluation and certification is a complex
task. On the one hand, the wide variety of schemes and requirements hardens the
goal of an objective comparison on the achieved security and between certified
products. On the other hand, the context (regulation, domain, etc.) determines
the security level required for a particular product and thus needs to be consid-
ered. This problem is exacerbated by out-of-date certificates that offer a false
sense of security.

To tackle this inherent dynamism in cybersecurity, CERTIFY will consider
a security evaluation and certification approach based on modeling, allowing to
test the design of the device from the very beginning and automating the security
assessment by combining security testing and risk evaluation toward an objective
and automated process. CERTIFY will explore approaches to also benefit from
information collected during deployment and operations. The results of continu-
ous evaluation can be embedded in a behavioral profile associated with different
levels of security with some recommendations (polices) to consider during oper-
ations. This profile reduces the attack surface, and it could be used to monitor
suspicious behaviors during operations. The behavioral profile is based on an
extension of the MUD standard [7] and contains both security recommendations
from the manufacturer and from the certification to perform a secure deploy-
ment. In particular, the use of the MUD, will be extended to create augmented
security profiles to govern the intended behavior of IoT devices throughout their
lifecycle.
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Deployment and Bootstrapping. The deployment includes the domain and
network configuration of the device according to specific processes and proce-
dures. During the bootstrapping the configuration pre-provisioned by the man-
ufacturer is used. It includes cryptographic material (i.e., certificates, keys and
related parameters), statically configured during the device manufacturing. This
is used during the device bootstrapping and domain enrollment to derive the
cryptographic material used in operations. The need to reduce the attack sur-
face since the device joins the target domain has been manifested by recent
botnets attack [9]. Thus, beside access control techniques and secure boot, en-
suring that the device behaves as expected starting from its initial actions in the
network is also needed.

To address such challenge (even more complex in massive IoT systems), the
IETF Manufacturer Usage Description (MUD) standard aims to define the in-
tended behavior of the device through Access Control Lists (ACLs). These re-
strict the communication to/from a certain device. With the MUD file, policy
requirements for a device joining the network can be translated to network access
specific policies. However, the MUD specification is focused on the definition of
network access control policies, which is insufficient to establish enough coun-
termeasures. Moreover, the standard does not give any indication on how to
translate and enforce the MUD policies. In CERTIFY, the extended behavioral
profile generated during the manufacturing phase will guide the deployment of
such recommendations before the device is able to access the network. Therefore,
the device will not be allowed to interact with other components or access net-
work resources until it is not properly identified, configured, and authenticated,
ensuring that the network will not be compromised once the device has access
to it.

Operations. In this phase, the device should be monitored, since new secu-
rity vulnerabilities and threats can be discovered or a new patch/update can
be installed. Consequently, the device security level goes through a continual
change. Therefore, a continuous reassessment should be done and a recerti-
fication process should be started if needed. Attestation and monitoring are
two key approaches to cybersecurity. Runtime attestation leverages the Root
of Trust (RoT) to provide signed evidence about the integrity of the device
to verify that it has not been tampered with. Monitoring includes a wide set
of solutions from network protection (e.g., Intrusion Detection Systems - IDS)
to malware detection. Detection techniques are often categorized into signature
and behavior-based techniques. Signature-based intrusion detection approaches
seek for runtime traces matching a specific pattern of malicious behavior while
behavior-based approaches look for anomalous runtime features. To overcome po-
tential limitations in the achieved accuracy, the Security Information and Event
Management (SIEM) technologies provide insightful correlation of security in-
formation monitored from different sensors, enhancing the detection of security
threats.
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The CERTIFY cybersecurity lifecycle management framework integrates mon-
itoring and attestation techniques with secure configuration deployment, assess-
ment and information sharing. By linking the runtime detection with the mit-
igation suggested by manufacturers, threat databases, or certification author-
ity (e.g., update or new configuration), it is possible to timely protect device
and system once a vulnerability is identified. In CERTIFY such an information
exchange is enabled by an extension of the threat MUD [10]. Moreover, CER-
TIFY will combine the security evaluation methodology developed during the
manufacturing phase with runtime metrics used for a continuous security eval-
uation (including e.g., information about key lengths, protocols, ports). In the
deployment stage of the device, the computed security risk can be used to deny
network access to the device if a critical risk for the other network components
is supposed to take place. Throughout the device lifecycle the runtime evalua-
tion determines if the configuration of the device must be changed to maintain
an adequate level of security. CERTIFY envisions a continuous communication
among stakeholders by integrating security information received from external
sources with the one collected in the domain. Despite the proliferation of Cyber-
Threat Intelligence (CTI) solutions, issues concerning security, trustworthiness,
privacy and provenance still exist. CERTIFY contributes to such a challenge
with a privacy preserving CTI solution. Thanks to the extended threat MUD
file information about new vulnerabilities, updates, patches, reconfigurations,
potential zero-days attacks is exchanged. This knowledge is also useful when
assessing how a modified threat landscape affects devices’ operations and their
software, and if there is a need for recertification.

Update. This phase involves procedures related to software updates or patches
proposed by the manufacturer, as well as configuration tasks requested by the do-
main manager, which can also influence the security level achieved. Constraints
posed by device and network resources increase the complexity of the update
delivery calling for efficient approaches to deal with the requirements of manu-
facturers, software providers, end users and devices. In particular, the realization
of a secure update/patching process requires suitable protection of software im-
ages, so that only legitimate and authorized software providers are enabled to
update a certain device through a secured software. Furthermore, the communi-
cation of such software/firmware should be based on lightweight representations,
as well as efficient cryptographic algorithms and security mechanisms to be used
even in resource-constrained devices and networks. Several standardization activ-
ities, such as the IETF Software Updates for Internet of Things (SUIT) working
group in 2017, have been established to develop a secure solution for the soft-
ware/firmware update process in IoT environments. In particular, the SUIT solu-
tion defines a communication architecture and the information model of manifest
files to describe firmware images based on recent security standards, such as the
CBOR (Concise Binary Object Representation) Object Signing and Encryption
(COSE) protocol. However, these efforts are mainly focused on communication
security aspects, and they must be combined with additional techniques to man-
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age the complexity of IoT systems and deployments such as dependencies among
software components and their different versions. Moreover, scalability (and ef-
ficiency) issues must be examined in scenarios where a large number of devices
needs to be updated.

More recently, distributed ledger technologies - DLT (e.g., blockchain) have
attracted interest as a building block for managing updates. The EU Blockchain
Observatory and Forum, and lately the International Association for Trusted
Blockchain Applications (INATBA), promote a common approach for the in-
teroperable deployment of blockchain solutions. The DLT could be leveraged
for software updates by providing a transparent ledger to manage the different
versions of software elements composing an IoT device or system. E.g., each
manufacturer could be represented by a blockchain node sharing software com-
ponents’ information, including software versions, associated vulnerabilities, or
other data. Manufacturer, business sector or country of operations could also
pose security and privacy restrictions. In such a case limits persists as multi-
ple implementations could hamper interoperability. CERTIFY explores the in-
terledger approach to interconnect different DLT implementations through an
interoperable and efficient framework.

Decommissioning and Repurposing. As the threat landscape evolves, the
device may need to be reconfigured, updated, or upgraded. At some point, the
changes required to maintain the assurance level of a given domain (dispatched
through the extended MUD file) could not match anymore resources and capa-
bilities available on the device. For example, a patch may require more storage
space than what is available considering how the device is used in the domain, or
a mitigation is so severe to require a re-design of the chip and the device might
not possess all the hardware features required for the mitigation to be successful.
In such a scenario two main options are left: repurposing and decommissioning.
In the first instance, a subsystem with different cybersecurity requirements is
identified, and the device can be repurposed to fulfill its new role. The device is
reconfigured before reuse, offering an opportunity for cost saving. In the latter
case, if the device cannot respect anymore the assurance level required by the
domain, or if the discovered vulnerability raises new security risks and the sug-
gested mitigation process cannot take place, the device is decommissioned. The
decommissioning process ensures that no information previously stored is leaked.
This process executes proper clean-up policies on confidential data used for the
device deployment (e.g., digital certificates, secure keys) and collected during op-
erations (e.g., data stored in memory and involving intellectual properties). All
in all, the device is restored to the manufacturer’s default configuration ensuring
that all information related to the domain operations is properly erased.
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4 Use Cases

CERTIFY will validate the architecture through cutting-edge use-cases later
extended with the definition of a stakeholders demonstration. The three use
cases part of the project are:

– Secure device management in a connected aircraft cabin system: the de-
ployment of a multitude of IoT connected devices will usher in the era of
intelligent aircraft cabin where availability, integrity and confidentiality for
software and data running over them must be preserved.

– Smart micro-factories: smart production environments are merging Opera-
tional (OT) and Information Technology (IT) building a pervasive computing
system that includes also legacy components.

– Tracking and monitoring of artworks: ensuring that artworks are properly
handled during their transport and exhibition is a main concern for all the
involved stakeholders (owner, courier, insurer, museum, etc.). Such a chal-
lenge can be addressed by adopting lightweight embedded devices attached
to the artworks and acting as black box by logging events during transport.

5 Conclusions and Future Work

CERTIFY inherits from recent EU initiatives such as CSA, CRA and NIS-2 the
core role covered by certification, lifecycle management and information sharing.
Indeed, in its framework CERTIFY considers: i) current certification status and
reports, as baseline for describing the security profile of a device including se-
curity controls, policies, recommended configuration (by means of the extended
MUD) and assurance level according to domain of deployment; ii) behavioral
profile, as a way of describing the expected functioning of the device; iii) threat
modeling and risk assessment, that from a baseline built at design time is con-
tinuously updated thanks to the information sharing and the usage of the threat
MUD; iv) change impact analysis, to dynamically understand, from internal and
external information, how changes in the threat landscape, and applied security
controls and policies may impact the security posture of the system; v) recerti-
fication from testing results, by leveraging a complete assessment of the reached
security level and exploiting the artifacts collected throughout the device life-
cycle to request and support an agile recertification process in case the device
should not meet anymore the requested Security Assurance Level (SAL).

In a nutshell, CERTIFY is like a watchdog that makes sure that certified
IoT devices are maintaining their level of assurance during the whole lifecycle.
Since the onboarding phase, CERTIFY provides domain owners with the infor-
mation to securely configure the device and use it in the intended operational
environment. During operations, in case a change occurs, it does so by collect-
ing threats and dispatching mitigations through the extended (threat) MUD
file. In case such a change impacts the certification status, authorities and the
manufacturer can exploit the information sharing enabled by CERTIFY.
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As next step, CERTIFY will complete the development of its architecture and
validate its approach through its three use cases. Its ultimate aim is to pave the
way toward innovative security in a broad spectrum of IoT environments thanks
to the definition of stakeholders demonstrations that can foster engagement with
relevant actors and ensure sustainability of the results.
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