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Executive Summary

This deliverable presents the activities carried out in tasks 4.1 “Bring Your Own Compute
(BYOC)” and 4.2 “Bring Your Own Storage (BYOS)”, under Work Package 4 “Building blocks for
a sustainable operating model”.

The overall goal of tasks 4.1 and 4.2 is to make it easier for Galaxy users to connect their
accounts in Galaxy to existing, externally managed compute and storage resources. The
benefits are twofold: 1) Galaxy administrators do not need to operate and maintain additional
IT infrastructure and 2) Galaxy users get extra capacity to execute workflows that are beyond
their assigned quotas in Galaxy.



List of Abbreviations

Abbreviation Description

ARC Advanced Resource Connector

BYOC Bring your Own Compute

BYOS Bring your Own Storage

ESG EuroScienceGateway (this project)

FAIR Findable, Accessible, Interoperable, Reusable1, a set of principles
for scientific data management that emphasizes best practices
and machine readability

HPC High Performance Computing

IAM Identity and AccessManagement

IdP Identity Provider

IM InfrastructureManager

LRMS Local ResourceManagement System

NFS Network File System

REFEDS the Research and Education FEDerations group

Sirtfi Security Incident Response Trust Framework for Federated
Identity

TOSCA Topology and Orchestration Specification for Cloud Applications

VO Virtual Organization

WLCG Worldwide LHC Computing Grid

WP Work Package

1 https://doi.org/10.1038/sdata.2016.18

https://doi.org/10.1038/sdata.2016.18
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1. Introduction
This deliverable describes the work carried out in the EuroScienceGateway project to make it
easier for Galaxy users to connect their accounts in Galaxy to existing, externally managed
compute and storage resources. The benefits are twofold: 1) Galaxy administrators do not
need to operate and maintain additional IT infrastructure and 2) Galaxy users get extra
capacity to execute workflows that are beyond their assigned quotas in Galaxy.

Achieving the “Bring your Own Infrastructure” goal in Galaxy consisted on the following steps:
● Expanding the user login in Galaxy with new Identity Providers (Section 2) so user

credentials can be reused to the external computing resources that the user has
access to.

● Adding support for new compute and storage endpoints in Galaxy and streamlining the
way users connect and configure them. Section 3 focuses on connecting external
compute resources (Pulsar, ARC, and DIRAC) whereas Section 4 details the steps to
bring external storage capacity to Galaxy (Object Storage in the cloud and Onedata).

The last section of the deliverable will summarize the activities presented.

2. Identity Providers
Galaxy supports python-social-auth2 for authentication and authorization with federated
identity systems. Release 4.5.0 of this library includes two new backends contributed by the
EuroScienceGateway Project: EGI Check-in and WLCG IAM.

With both systems now available in python-social-auth, the EuroScienceGateway project has
started the implementation of the support in Galaxy, which will allow not just to authenticate
with the new identities, but also further simplify the Bring Your Own Compute (BYOC) features
of Galaxy so users credentials can be reused to access existing infrastructure computing
services without the need for reauthentication.

2.1. WLCG IAM
WLCG IAM3 is the solution to power the next generation Authentication and Authorization
infrastructure for the Worldwide LHC Computing Grid (WLCG4).

The remote ARC sites require user authentication either via X509 certificates or via tokens
from supported identity providers (IdPs). It is up to the ARC system administrator to decide
what IdPs are supported, which can be easily configured on the ARC endpoint. One such
supported IdP is the WLCG IAM - another could be the EGI Check-in as described in the next
section.

4 WLCG: https://wlcg.web.cern.ch/
3 WLCG IAM: https://wlcg.cloud.cnaf.infn.it/
2 python-social-auth: https://github.com/python-social-auth

https://github.com/python-social-auth/social-core/releases/tag/4.5.0
https://wlcg.web.cern.ch/
https://wlcg.cloud.cnaf.infn.it/
https://github.com/python-social-auth


A backend for the WLCG IAM was integrated into the python-social-auth library used by Galaxy
for the OIDC authentication (https://github.com/python-social-auth/social-core/pull/820). A
Galaxy instance can then enable this authentication method (and create an OIDC client for
WLCG IAM), which allows the user to log into Galaxy using credentials connected to WLCG
(see Figure 2.1.1). The ARC job runner then uses the token refresher mechanism
(https://github.com/galaxyproject/galaxy/pull/15300) to send a fresh token used for
authentication towards the ARC remote computing site.

Figure 2.1.1. Screenshots showing how to log into Galaxy with WLCG IAM.

As a result of this work, when a user logs into Galaxy using the WLCG IAM, the same access
token can be reused to connect to remote ARC sites without further effort (see Section 3.2
below).

2.2. EGI Check-in
EGI Check-in5 brings eduGAIN6 and other authentication sources in a REFEDS7 and Sirtfi8

compliant service that ensures security without compromising productivity. Check-in follows
the AARC BluePrint Architecture9 and implements existing AAI Interoperability Guidelines,
making it compliant with the existing EOSC AAI Federation and ready to interoperate with the
rest of the EOSC ecosystem.

9 AARC BluePrint Architecture (BPA): https://aarc-community.org/architecture/
8 Sirtfi: https://refeds.org/sirtfi
7 REFEDS: https://refeds.org/
6 eduGAIN: https://edugain.org/
5 EGI Check-in: https://www.egi.eu/service/check-in/

https://github.com/python-social-auth/social-core/pull/820
https://github.com/galaxyproject/galaxy/pull/15300
https://aarc-community.org/architecture/
https://refeds.org/sirtfi
https://refeds.org/
https://edugain.org/
https://www.egi.eu/service/check-in/


The support for Check-in opens the door to access any existing service in the EGI catalog10 as
for example, the EGI Cloud Compute and Infrastructure Manager for on-demand deployment
of Pulsar endpoints (see Section 3.1.2).

Figure 2.2.1. Screenshot showing the Galaxy login page with the EGI Check-in button.

For instance, figure 2.2.1 shows the EGI Check-in button in the UseGalaxy.eu login page. Users
clicking on EGI Check-in will be redirected to the Check-in page (Figure 2.2.2) and presented
with multiple options for login. In the ideal scenario, users search and find their home
institution and reuse their existing credentials. Alternatively, users can also reuse existing
credentials in popular social media services such as Facebook, LinkedIn or Google. Since the
introduction of Check-in in May 2024, 87 users have logged in into the UseGalaxy.eu instance.

10 EGI Services for Research: https://www.egi.eu/services/research/

https://www.egi.eu/services/research/


Figure 2.2.2. Screenshot showing the EGI Check-in page.

A popular choice among researchers is the use of ORCID11 credentials, since it allows
accessing the same credentials when moving between different job positions across their
career. With EGI Check-in, ORCID is one of the multiple options for the users to simplify access
across services.

3. BYOC: Bring your Own Compute
The goal of Bring Your Own Compute is to allow Galaxy users to make use of computing
resources external to Galaxy that they have access to. For example, these resources can be
credits in the cloud or sponsored HPC resources at their home institution. The desired steps to
bring their own computing resources are these: 1) log into Galaxy, 2) go to user preferences, 3)
add external computing endpoint and credentials, 4) select new external endpoint as preferred
destination in Galaxy, and 5) execute Galaxy workflows using the new endpoint.

The EuroScienceGateway project has enabled Galaxy users to bring their own computing
resources in three different ways: 1) via streamlined deployment of Pulsar endpoints (Section
3.1); 2) via the Advanced Resource Connector (Section 3.2), and 3) via DIRAC (Section 3.3).

11 ORCID: https://orcid.org/

https://orcid.org/


3.1. Pulsar
Pulsar12 is a Python server application that allows a Galaxy server to run jobs on remote
systems (including Windows) without requiring a shared mounted file system. Unlike
traditional Galaxy job runners - input files, scripts, and config files may be transferred to the
remote system, the job is executed, and the results are transferred back to the Galaxy server -
eliminating the need for a shared file system.

As part of the work carried out in the EuroScienceGateway project, a new form has been
added to Galaxy under the user preferences menu (see Figure 3.1.1 below) that allows the
users to connect external computing resources with Galaxy via a Pulsar endpoint. This form
gathers details such as the credentials for the Message Queue (RabbitMQ, used to
communicate Pulsar with Galaxy), plus the specifics of their available compute resources
such as RAM, CPU cores and GPUs.

Figure 3.1.1. User preferences menu in Galaxy to Bring Your Own Compute with Pulsar.

Task 3.5 in Work Package 3 has also added another form that allows the user to select the
preferred Pulsar endpoint where the user wishes to run their jobs (Figure 3.1.2).

12 Pulsar: https://pulsar.readthedocs.io/

https://pulsar.readthedocs.io/


Figure 3.1.2. User preferences menu in Galaxy to select the preferred Pulsar endpoint.

With these two forms the user first connects external compute resources to Galaxy
(Figure 3.1.1) and second, requests Galaxy to send his/her jobs to the desired destination
(Figure 3.1.2).

3.1.1. Automated inclusion of Pulsar endpoints in Galaxy
Currently, the inclusion of a Pulsar endpoint in Galaxy is made by hand by a Galaxy
administrator, submitting a pull request to the Github repository of the infrastructure
playbook13, containing the information gathered by the form described in the previous section.
The pull request must then be approved to finalize the addition.

A script is currently under development14 to automate the gathering of the information
submitted by the user via the form, give it the correct structure to create the pull request and
submit it.

The script, written in python, authenticates to the Galaxy instance (which the Pulsar endpoint
should be attached to) via an API key (read from a locally stored secrets json file) belonging to
a service account created by the administrators of the server specifically for this purpose, and
fetches the information submitted by the user, in json form, parsing it and storing it into
variables, which are then reformatted in json/yaml suitable to integrate the infrastructure
playbook repository with a pull request, which is then automatically generated and submitted.

The script is then fed into a CI/CD server (based on Jenkins15) which executes it on a periodic
basis.

In this way, the procedure of adding a Pulsar endpoint to a Galaxy instance is completely
automated and doesn’t need the intervention of an administrator, nor any contact and
exchange of credentials with the user, in any step. All the sensitive information is encrypted
using ansible vault, using a key stored only in the local secrets file described above (which can
be generated automatically). The only step which is left not automated (by design) and needs
an action by an administrator is the approval of the pull request.

Using the architecture described above, the system is usable as is in any Galaxy instance, and
needs only the administrative application credentials in order to be executed.

15 Jenkins: https://www.jenkins.io/
14 https://github.com/stefanonicotri/automatic_pulsar_endpoint_addition
13Infrastructure playbook Github repository: https://github.com/usegalaxy-eu/infrastructure-playbook/

https://www.jenkins.io/
https://github.com/stefanonicotri/automatic_pulsar_endpoint_addition
https://github.com/usegalaxy-eu/infrastructure-playbook/


3.1.2. Pulsar deployment with IM
In an attempt to streamline the Bring Your Own Compute approach, work has been carried out
to deploy HTCondor clusters16 preconfigured with Pulsar on the EGI Federated Cloud17 using
the Infrastructure Manager18 (or IM). With this, end users with limited technical expertise just
need a web browser and a few clicks to connect Galaxy with external computing resources on
the cloud. There is an accompanying news item19 with a video recording for the end user to
get started.

Below are the steps that a user needs to follow to make use of computing resources in the EGI
Federated Cloud. A similar flow (steps 3 to 7) should be followed with other cloud providers:

1. Create an EGI Check-in account. Check out the documentation20.
2. Enroll21 in a Virtual Organization (VO) with enough quota for HTCondor deployments.
3. Upload the VGCN22 Virtual Machine Image (built by WP3) to the cloud provider.
4. Visit https://im.egi.eu/ and configure credentials in IM (Figure 3.1.2.1).
5. Select HTCondor and Pulsar in Infrastructure Manager (figures 3.1.2.2 and 3.1.2.3)
6. Configure HTCondor and Pulsar with Infrastructure Manager (Figure 3.1.2.4).
7. Connect Pulsar with Galaxy (see Section 3.1.1 above).

Once the EGI Check-in account has been created and the membership to a Virtual
Organization has been approved, the user needs to configure the credentials23 in Infrastructure
Manager (see Figure 3.1.2.1).

Figure 3.1.2.1. Configure credentials24 in Infrastructure Manager

Out of all the options available in Infrastructure Manager, the user needs to click on HTCondor
first (Figure 3.1.2.2), and “add” Pulsar later (Figure 3.1.2.3). Although Pulsar supports other
LRMS systems (e.g. Slurm25), HTCondor is the default option, since it has been used and

25 Slurm: https://slurm.schedmd.com/documentation.html
24 See: https://docs.egi.eu/users/compute/orchestration/im/dashboard/#cloud-credentials
23 Create credential in IM
22 VGCN: https://github.com/usegalaxy-eu/vgcn
21 Enroll in a Virtual Organization: https://docs.egi.eu/users/aai/check-in/joining-virtual-organisation/
20 Create an EGI Check-in account: https://docs.egi.eu/users/aai/check-in/signup/
19 News item: https://galaxyproject.org/news/2023-10-31-esg-byoc-im/
18 Infrastructure Manager: https://www.egi.eu/service/infrastructure-manager/
17 EGI Federated Cloud: https://www.egi.eu/service/cloud-compute/
16 HTCondor: https://htcondor.org/

https://im.egi.eu/
https://slurm.schedmd.com/documentation.html
https://docs.egi.eu/users/compute/orchestration/im/dashboard/#cloud-credentials
https://docs.egi.eu/users/compute/orchestration/im/dashboard/#cloud-credentials
https://github.com/usegalaxy-eu/vgcn
https://docs.egi.eu/users/aai/check-in/joining-virtual-organisation/
https://docs.egi.eu/users/aai/check-in/signup/
https://galaxyproject.org/news/2023-10-31-esg-byoc-im/
https://www.egi.eu/service/infrastructure-manager/
https://www.egi.eu/service/cloud-compute/
https://htcondor.org/


tested by several European pulsar endpoints. Therefore, at the moment, the only way to deploy
a Pulsar endpoint with Infrastructure Manager is with HTCondor.

Figure 3.1.2.2. Select the HTCondor option in Infrastructure Manager

After “adding” Pulsar in Infrastructure Manager, the user should click on “Configure” (Figure
3.1.2.3) to move on with the deployment.

Figure 3.1.2.3. Select the Pulsar option in Infrastructure Manager

Before clicking “Submit” to start the deployment (Figure 3.1.2.4), the user needs to fill out
information about:

● Number of CPUs, RAM for the front-end node of the HTCondor cluster
● Number of CPUs, RAM for each worker node of the HTCondor cluster
● HTCondor credentials for secure communication between HTCondor nodes
● Pulsar credentials to communicate with Galaxy
● Cloud Provider and Virtual Machine Image. Here the user must choose the VGCN

image provided by WP3, that should have been previously uploaded to the cloud.



Figure 3.1.2.4. Configure the deployment of Pulsar with HTCondor

All going well the deployment completes as shown in Figure 3.1.2.5. Infrastructure Manager
shows: 1) the name of the deployment, 2) a unique ID for it, 3) the cloud where the deployment
happened (with additional information about the specific site and VO, in the case of the EGI
Federated Cloud), 4) status of the deployment, 5) information about the number of Virtual
Machines deployed, and 6) the Actionsmenu.

Figure 3.1.2.5. Pulsar deployment completed.

Clicking on the Outputs button (below Actions, Figure 3.1.2.5) in Infrastructure Manager
provides the following information: username for SSH, public SSH key and public IP address to



connect via SSH. For more information about possible actions, please refer to the
documentation26.

In order to make HTCondor and Pulsar deployable with the Infrastructure Manager three steps
had to be carried out: 1) make sure there is a suitable Ansible27 role, 2) TOSCA28 types are
properly defined, and 3) TOSCA templates29 are configured to tight everything together for
Infrastructure Manager.

The Ansible role for Pulsar was created in PR#1 and later improved but assuming that the
VGNC Virtual Machine Image is used for the deployment. This way, the Ansible role for Pulsar
only needs to set the right credentials to access the Message Queue in Galaxy and restart the
Pulsar service accordingly for the changes to take effect. On the other hand, in the case of the
Ansible role to deploy HTCondor the effort was focused on updating an existing role to
support HTCondor versions 10.0, 10.x, 23.0, and 23.x for the following list of Operating
Systems: Ubuntu 20.04 and 22.04, Red Hat Enterprise Linux 7, 8 and 9 (see PR#10, PR#12,
and PR#16). Further testing raised the need to explicitly open the Network File System (NFS30)
port in firewalld31 on PR#13.

TOSCA types and artifacts for HTCondor were added on PR#110 and for Pulsar on PR#112.
TOSCA templates for Infrastructure Manager were added for HTCondor on PR#110 and Pulsar
on PR#444. Altogether this makes it possible for the user to deploy HTCondor and Pulsar with
a few clicks just using a web browser as shown in Figures 3.1.2.2 to 3.1.2.5 above.

A requirement was raised by the EuroScienceProject where the Pulsar credentials in the
Message Queue of Galaxy may need to be reestablished for different reasons. Initially,
Infrastructure Manager did not allow to reconfigure Pulsar credentials after deployment, but
the suggestion was raised in issue #484 and solved in PR#135. This is bringing a new feature
to Infrastructure Manager which may be also interesting to other deployments in other
projects, so it is worth mentioning it here as an example of co-design and improvement for the
service.

3.2. ARC
In the scientific domain of high energy particle physics, the Worldwide LHC Computing Grid
(WLCG) was created in order to handle the huge compute and storage needs produced by the
experiments at LHC. WLCG combines about 1.4 million computer cores and 1.5 exabytes of
storage from over 170 sites in 42 countries. What ties the sites together is the middleware

31 firewalld: https://firewalld.org/
30 Network File System: https://en.wikipedia.org/wiki/Network_File_System
29 TOSCA templates for HTCondor and Pulsar
28 TOSCA types for HTCondor and Pulsar
27 Ansible role: https://github.com/grycap/ansible-role-htcondor

26 Actions in Infrastructure Manager:
https://docs.egi.eu/users/compute/orchestration/im/dashboard/#list-of-actions

https://github.com/sebastian-luna-valero/tosca/pull/1
https://github.com/sebastian-luna-valero/tosca/commit/726298402a48e1a5553e4a815400bf244463c107
https://github.com/grycap/ansible-role-htcondor/pull/10
https://github.com/grycap/ansible-role-htcondor/pull/12
https://github.com/grycap/ansible-role-htcondor/pull/16
https://github.com/grycap/ansible-role-htcondor/pull/13
https://github.com/grycap/ec3/pull/110
https://github.com/grycap/ec3/pull/112
https://github.com/grycap/ec3/pull/110
https://github.com/grycap/im-dashboard/pull/444
https://github.com/grycap/im-dashboard/issues/484
https://github.com/grycap/tosca/pull/135
https://firewalld.org/
https://en.wikipedia.org/wiki/Network_File_System
https://github.com/grycap/tosca/blob/9116c874d4beb7fc2a34f3e734c538ee042857b3/templates/htcondor_cluster.yml
https://github.com/grycap/tosca/blob/9116c874d4beb7fc2a34f3e734c538ee042857b3/templates/pulsar.yml
https://github.com/grycap/tosca/blob/9116c874d4beb7fc2a34f3e734c538ee042857b3/custom_types.yaml#L816-L899
https://github.com/grycap/tosca/blob/9116c874d4beb7fc2a34f3e734c538ee042857b3/custom_types.yaml#L965-L991
https://github.com/grycap/ansible-role-htcondor
https://docs.egi.eu/users/compute/orchestration/im/dashboard/#list-of-actions


installed in front of each site, one of these being Nordugrid ARC32 (Advanced Resource
Connector).

The EuroScienceGateway project is integrating ARC with Galaxy in two ways: 1) developing a
Galaxy Job Runner for ARC (Section 3.2.1) and streamlining the deployment of ARC in the EGI
Federated Cloud with Infrastructure Manager (Section 3.2.2)

3.2.1. ARC job runner
The Galaxy Job Runner for ARC uses the newly developed (in context of Nordugrid ARC) ARC
Python REST client to do the actual communication with the remote ARC computing site. The
ARC sites will be a new flavor of the already existing Pulsar sites.

As part of the work carried out in the EuroScienceGateway project, a new form has been
added to Galaxy under the user preferences menu (see Figure 3.2.1.1 below) that allows the
users to connect external computing resources with Galaxy via ARC. This form only gathers
the URL to connect Galaxy with the remote ARC endpoint.

Figure 3.2.1.1 User preferences menu in Galaxy to select the preferred ARC endpoint.

A first prototype of the ARC job runner has been drafted (PR#16653) to demonstrate that from
within Galaxy, a user can send a job from the Galaxy web interface to a remote ARC
computing site, and receive the outputs back into Galaxy once the job is done (Figure 3.2.1.2
and Figure 3.2.1.3 below).

One of the key components of ARC is its data staging and caching capabilities. If the job
requires input data that is not local to the Galaxy server (and ARC client), ARC - on the remote
server side - fetches this input data on behalf of the job (and caches it for possible reuse later
on). A demo tool was written in order to demonstrate the basic functionalities needed to
submit a job to an ARC compute site, including the remote data staging, as can be seen in the
figures 3.2.1.2 and 3.2.1.3 below. In the demo tool the URIs of the remote input data are listed
in the file “remote_list.txt”, which in this case is handled as an input file to the Galaxy job. The
ARC job runner provides the necessary job description that the remote ARC site needs. It is
constructed from the input provided in the Galaxy tool interface, in addition to the hard-coded
parameters set for the different runner destinations (like the number of CPU hours and
amount of memory the jobs are allowed to allocate). This is in turn sent to the remote ARC
server by the ARC REST client so that the job can be run on the remote sites underlying batch
system. The ARC client on the Galaxy server uploads any local input files to the remote ARC

32 ARC: https://www.nordugrid.org/arc/arc7

https://github.com/galaxyproject/galaxy/pull/16653
https://www.nordugrid.org/arc/arc7


server as part of the job submission routine. ARC on the server side is responsible for
downloading any remote input files (like the ones listed in the demo tools “remote_list.txt” file)
as already explained.

Figure 3.2.1.2. Demo tool to show how to send a “hello world” job to ARC via Galaxy.

Figure 3.2.1.3. Output returned by the demo tool once a job has been submitted to ARC.

The current prototype implementation uploads the whole working directory of the ARC job to
Galaxy once the job is done. This means that all input and output files will be uploaded to
Galaxy history, in addition to the ARC logs produced for this job. For the final version of the



ARC job runner, this will instead incorporate Galaxy’s filtering of outputs defined in the relevant
Galaxy tool.

The remote ARC sites require user authentication either via X509 certificates or via tokens
from supported identity providers (IdPs). One such supported IdP is the WLCG IAM. See
Section 2.1 above explaining how WLCG IAM was integrated into Galaxy.

Ongoing and future work

For the ARC job runner to be fully functional there are several components that still need to be
finalized.

The ARC job runner can as of now not handle generic Galaxy tools. This is because the
internal handling of file paths needs to be implemented for remote job submission. Only parts
of this are in place for simple jobs as the prototype job shown above. The full path handling
will be implemented by applying the existing PULSAR path handling to the ARC job runner.
The same goes for the handling of output files. In Galaxy, a tool can implement complex
filtering and logic with respect to what output files should be made available to the user once
the job is done. It is the Galaxy components themselves that do this job, but when the job runs
remotely, this is not convenient. The solution to handle input and output files correctly in
Galaxy for ARC remote job submission is well understood, and work is ongoing
(offline-collector branch).

Furthermore, as submission to an ARC remote site requires an access token, and in the case
that a user has access to several ARC remote sites (for instance two HPC centers), it would be
convenient that the user easily can obtain access tokens dynamically in Galaxy depending on
what ARC site the job is sent to. This is because the two sites may be configured differently
only allowing tokens from certain IdPs. How to allow this in Galaxy is currently being
discussed with the Galaxy developers.

Finally, the way ARC sites are managed in Galaxy needs to improve. For instance: a user
wishing to submit to an ARC site, should be able to select the site from a dynamic drop-down
list of ARC sites. In the current implementation the user can only configure a single site at a
time through the user preferences as shown above. The user should be able to configure
several sites, and be able to choose one of the preconfigured sites during the submission step
or before. There should also be a possibility for the Galaxy admin to add ARC sites available
for a certain group of users, or add publically available ARC sites. The sites added by the
Galaxy admin should be presented to the user for selection too. In addition, the TPV should be
able to take into account ARC sites when scheduling jobs.

3.2.2. ARC deployment with IM
Users with access to cloud resources in the EGI Federated Cloud can also benefit from the
available TOSCA template in Infrastructure Manager (or IM) for the automated deployment of
ARC. Please refer to Section 3.1.2 to learn more details about Infrastructure Manager and how

https://github.com/galaxyproject/pulsar/compare/master...mvdbeek:pulsar:offline_collector


to configure the credentials. The steps below assume the following: 1) the user has created an
EGI Check-in account, and 2) is a member of a Virtual Organization with cloud resources to
deploy ARC.

These are the steps for the user:
1. Visit https://im.egi.eu/ and login using EGI Check-in.
2. Select Slurm and ARC in Infrastructure Manager.
3. Configure Slurm and ARC with Infrastructure Manager.
4. Connect ARC with Galaxy (see Figure 3.2.1.1)

IM will deploy a cluster of virtual machines with Slurm and ARC in the login node. Therefore,
the first step for the user is to select "Slurm" in IM (see Figure 3.2.2.1)

Figure 3.2.2.1. Select the Slurm option in Infrastructure Manager

After selecting the option "Slurm" in IM, the user is presented with several options to deploy
services on top of Slurm. Figure 3.2.2.2 below shows the ARC option selected. The user needs
to click on "Add" and then "Configure".

https://im.egi.eu/


Figure 3.2.2.2. Select the ARC option in Infrastructure Manager

In the configuration page for the deployment in IM (see Figure 3.2.2.3) the user needs to enter:
● Number of CPUs, RAM for the front-end node of the Slurm cluster
● Number of CPUs, RAM for each worker node of the Slurm cluster
● Version of Slurm to install
● Timezone for ARC
● Cloud Provider and Virtual Machine Image



Figure 3.2.2.3. Configure the deployment of ARC with Slurm

All going well the deployment completes as shown below in Figure 3.2.2.4. Infrastructure
Manager shows: 1) the name of the deployment, 2) a unique ID for it, 3) the cloud where the
deployment happened (with additional information about the specific site and VO, in the case
of the EGI Federated Cloud), 4) status of the deployment, 5) information about the number of
Virtual Machines deployed, and 6) the Actions menu.

Figure 3.2.2.4. Status of deployment in Infrastructure Manager

Clicking on the Outputs button (see Figure 3.2.2.4) in Infrastructure Manager provides the
following information: username for SSH, public SSH key and public IP address to connect via
SSH. For more information about possible actions, please refer to the documentation33.

33 List of actions for deployments with Infrastructure Manager

https://docs.egi.eu/users/compute/orchestration/im/dashboard/#list-of-actions


In order to allow ARC to be deployable with the Infrastructure Manager two steps had to be
carried out: 1) make sure there is a suitable Ansible role34, and 2) TOSCA types and templates
are defined35 to tight everything together for Infrastructure Manager.

To submit jobs to the ARC site through a Galaxy instance, the Galaxy sys-admin can enable
the ARC job-runner, and the end-user can configure his user preferences with the ARC
endpoint in order to submit jobs to this remote ARC site, as was discussed in Section 3.2.1.
Assuming the ARC admin has configured ARC to trust tokens submitted by EGI Check-in, the
user can log into Galaxy with EGI Check-in and will then automatically be using an access
token from EGI Check-in for authentication towards the ARC remote site.

3.3. DIRAC

DIRAC36 is a meta-scheduler that allows users to execute many computing jobs (in the order
of thousands) across multiple sites geographically distributed in different locations, initially
developed in the context of the CERN LHCb experiment.

In DIRAC every High Throughput Computing cluster (or site) is called a Compute Element (CE).
Through the Pilot Factory DIRAC sends Pilot Jobs to every compute node available across all
sites for each configured community (Virtual Organisation in DIRAC terms). The goal of a Pilot
Job is to grab a computing node and present its properties (number of cores, RAM available,
operating system, etc.) to the DIRAC Matcher. Once the Pilot Job has occupied a computing
node it becomes a Pilot Resource.

On the other hand, user jobs are queued in DIRAC’s Central Task Queue. The DIRAC Matcher
inspects and marks jobs in the Central Task Queue as eligible and then all Pilot Resources
compete to pull eligible jobs for their execution. DIRAC’s pull scheduling policy allows for the
optimal allocation of thousands of user jobs across the available computing resources and is
widely used at EGI. The goal of this task is to write a Galaxy JobRunner that allows Galaxy to
submit jobs to DIRAC to bring together the best of both worlds and expand the computational
capacity of Galaxy instances with a wide range of distributed High Throughput Computing
clusters.

The Galaxy Job Runner37 for DIRAC relies on the Python DIRAC Client38, that uses the DIRAC
API to the DIRAC server. Although DIRAC has support for EGI Check-in, users require a valid
and recognised X.509 certificate for the authentication and submission of jobs. Obtaining and
managing such certificates is not a trivial task for most users. The Job Runner for DIRAC is
designed to avoid the need to manage certificates for final users and relies on a globally

38 Using DIRAC from Python:
https://dirac.readthedocs.io/en/latest/UserGuide/Tutorials/UsingDIRACFromPython/index.html

37 https://github.com/enolfc/galaxy/tree/dirac-jobrunner
36 DIRAC: https://dirac.readthedocs.io
35 TOSCA types and templates defined for ARC: https://github.com/grycap/tosca/pull/147
34 Ansible role to deploy ARC: https://github.com/nordugrid/arc-ansible/

https://dirac.readthedocs.io/en/latest/UserGuide/Tutorials/UsingDIRACFromPython/index.html
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configured service identity that will have access to the DIRAC Pilot Job Factory of the
community supported by the Galaxy instance. In the case of EuroScienceGateways, two
Virtual Organisations were used for tests: biomed, a well established Virtual Organisation with
access to 40 Million CPU Hours yearly in the EGI infrastructure for Life Sciences research and
dteam, a VO for access to limited allocation for development purposes. For production usage,
dedicated VOs can be created to support the execution of jobs of the Galaxy instances. As the
JobRunner for DIRAC is configured globally, it can’t be configured as a new endpoint in the
user preferences menu (see the example of ARC in Section 3.2.1), but has to be managed by
the Galaxy instance administrators instead.

DIRAC stages any input and output data needed for job execution as declared in the job
definition. The Job Runner for DIRAC implementation includes as part of the input data: any
needed tool files, the job input data and additional control files and scripts to ensure the job is
executed as expected by Galaxy. The job input is transferred from the Galaxy instance to
DIRAC on job submission and fetched by the Pilot Factory in turn once the job is allocated to
it. Upon completion, the Pilot Job Factory will stage back the output to DIRAC and as soon as
the Job Runner detects the job has finalised it will in turn transfer it to the Galaxy instance. The
output includes any output files from the tool and several control files that mimic the structure
of the local Job Runner to facilitate code reuse in the implementation of the new Runner.
Large inputs and outputs not fitting the job sandbox can be handled by the DIRAC Storage
Element framework, although this is not available in the current prototype.

Ongoing and future work

Similarly to the ARC job runner, the DIRAC Job Runner misses key functionality to be
production ready and needs further work to be made generally available.

Most Galaxy tools require either a Galaxy installation or external binaries to be available. In the
case of DIRAC, the installation of additional software at the remote computing resources is
heavily restricted and currently only simple tools leveraging commonly available binaries are
able to run without issues (e.g. tools using perl). The use of containers for the execution of
tools would greatly simplify the execution of any tool as containers can be executed on any
resources and can be dynamically pulled as needed during runtime.

The input staging capability of the Job Runner has not been extensively tested. Full path
handling using the existing PULSAR as described above for ARC future work should be used
instead. Similarly to the output handling.

For a complete Bring Your Own Compute experience, and allow for user-level configuration of
the computing resources, DIRAC needs to support tokens instead of certificates. This is under
implementation by the DIRAC development team and requires a considerable migration of the
infrastructure to support the new authentication mechanism, which is not expected to happen
in the short term. Hence the JobRunner will remain as an admin controlled feature for the time
being.



4. BYOS: Bring your Own Storage
The Bring Your Own Storage (BYOS) feature in the Galaxy platform is an innovative concept
similar to the Bring Your Own Compute. It aims to give users greater flexibility and capacity by
leveraging external storage resources. BYOS allows users to integrate storage solutions that
are not inherently part of Galaxy but to which they have access, thereby expanding their
storage options.

Bring Your Own Storage was initially conceived to expand Galaxy's user storage capacity by
connecting with external storage solutions in the cloud (Section 4.1). Thanks to the
EuroScienceGateway project, Galaxy is also exploring an additional alternative using Onedata
(Section 4.2).

4.1. Cloud Storage (S3)
A long-time goal of the core development team, since before the inception of the
EuroScienceGateway project, was to enable users to bring their own storage to publicly hosted
Galaxy instances. This feature has now been implemented by a larger community effort
through a series of pull requests:

● Empower Users to Bring Their Own Storage:
https://github.com/galaxyproject/galaxy/pull/18127

○ This PR introduces the foundational functionality required for users to integrate
their external storage systems with a Galaxy instance.

● Empower Users to Select Storage Destination:
https://github.com/galaxyproject/galaxy/pull/14073

○ This pull request made further enhancements, allowing users to choose their
preferred storage destinations for different use cases.

● HashiCorp Vault abstraction for Galaxy:
https://github.com/galaxyproject/galaxy/pull/12940

○ Security and credential management are critical components for integrating
external storage solutions. This pull request adds the vault abstraction for
Galaxy, supports different vault backends, and ensures that users’ storage
credentials are securely managed.

● Storage dashboard: https://github.com/galaxyproject/galaxy/pull/13113, and
https://github.com/galaxyproject/galaxy/pull/17500

○ These add the new storage dashboard feature to explore and visualize
disk/quota usage. These also offer the tools to easily recover space or manage
data.

Steps to add your own storage to Galaxy and visualize/explore the storage usage through a
dashboard

1. Log into Galaxy
2. Navigate to User Preferences

https://github.com/galaxyproject/galaxy/pull/18127
https://github.com/galaxyproject/galaxy/pull/14073
https://github.com/galaxyproject/galaxy/pull/12940
https://github.com/galaxyproject/galaxy/pull/13113
https://github.com/galaxyproject/galaxy/pull/17500


3. Select Manage Your Storage Locations
4. Click on the Create button, select your desired storage location template from the

available list (Figure 4.1.1), fill in your storage details (Figures 4.1.2 and 4.1.3), and
submit the form.

5. Once the form is submitted, users have several options to select the new storage
a. At the tool execution level (Figure 4.1.4)
b. At the history level (Figure 4.1.5)
c. At the workflow invocation level (Figure 4.1.6)
d. Or as your preferred default storage for your user account (Figure 4.1.7)

6. The new storage dashboard (Figure 4.1.8) can be used to explore storage usage
(Figure 4.1.9) and to perform storage management

Figure 4.1.1: Multiple storage backend templates that can be leveraged to bring/add your
storage



Figure 4.1.2: An example showing the form to add a generic S3 storage endpoint. In this
example, we are adding an S3 storage system named Galaxy S3.

Figure 4.1.3: Showing a list of object stores that were added.



Figure 4.1.4: An example of selecting a dedicated storage endpoint for a tool execution.

Figure 4.1.5: An example of selecting a dedicated storage endpoint at the history level.



Figure 4.1.6: An example of selecting a dedicated storage endpoint at the workflow level.

Figure 4.1.7: An example of selecting a dedicated storage endpoint as the user's default
preferred storage location.



Figure 4.1.8: The new storage dashboard allows you to explore, visualize, and clean up or
manage your storage.

Figure 4.1.9: An example showing the disk usage separated by the storage location.

The main features of this work include a graphical way for users to add their own storage and
select their desired storage depending on the use case. It can be at the tool execution, history,
workflow invocation, or as a default preferred storage location, and a way for secrets of the



object stores to be stored securely. Galaxy admins can now add metadata to the managed
object stores that can visually explain to users the type of storage, quota, speed, location,
accessibility, storage policies, etc. Additionally, an object store templating system allows
admins to offer users production templates to configure their object stores (from a set of
given providers, e.g., Generic S3, Azure, AWS, GCP, Figure 4.1.1) with a set of required variables
(Figure 4.1.2). These features are now available in the Galaxy release 24.1 and have been
deployed at https://usegalaxy.eu.

4.1.1. MinIO
Users with access to cloud resources in the EGI Federated Cloud can also benefit from the
available TOSCA template in Infrastructure Manager (or IM) for the automated deployment of
MinIO39. Please refer to Section 3.1.2 to learn more details about Infrastructure Manager and
how to configure the credentials. The steps below assume the following: 1) the user has
created an EGI Check-in account, and 2) is a member of a Virtual Organization with cloud
resources to deploy MinIO.

Another prerequisite for the deployment of MinIO with IM is the use of some sort of Dynamic
DNS service. EGI also offers a Dynamic DNS service for free for users with an EGI Check-in
account. Please checkout the documentation40 for further details. Using a Dynamic DNS
service the user needs to register two DNS hostnames as a prerequisite for the automatic
deployment of MinIO with IM: one DNS hostname for the MinIO Console41, and another one for
the MinIO API endpoint. See a tutorial42 if you need further help.

These are the steps for the user:
● Visit https://im.egi.eu/ and login using EGI Check-in.
● Select “Deploy a VM” and click “Configure” (Figure 4.1.1.1)
● Select “MinIO” and click “Add” (Figure 4.1.1.2)
● Configure deployment details for MinIO and click “Submit” (Figure 4.1.1.3)

IM will deploy a Virtual Machine with Docker43 and MinIO as a containerised service. Therefore,
the first step for the user is to select “Deploy a VM” in IM (see Figure 4.1.1.1).

43 Docker: https://www.docker.com/
42 EGI Dynamic DNS tutorial: https://youtu.be/waylAJ4p-LA
41 MinIO Console: https://github.com/minio/console
40 EGI Dynamic DNS: https://docs.egi.eu/users/compute/cloud-compute/dynamic-dns/
39 MinIO: https://min.io/

https://usegalaxy.eu
https://im.egi.eu/
https://www.docker.com/
https://youtu.be/waylAJ4p-LA
https://github.com/minio/console
https://docs.egi.eu/users/compute/cloud-compute/dynamic-dns/
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Figure 4.1.1.1. Select “Deploy a VM” and click “Configure”.

After selecting the option “Deploy a VM” in IM, the user is presented with several options to
deploy services on top of a Virtual Machine. Figure 4.1.1.2 below shows the filtered output
when looking for MinIO. The user needs to click on “Add” and then “Configure”.

Figure 4.1.1.2. Select “MinIO”, click “Add”, and “Configure”.

In the configuration page for the deployment in IM (see Figure 4.1.1.3) the user needs to enter:
● The release tag from https://github.com/minio/minio/tags for the deployment.
● The desired access and secret key for MinIO.
● Dynamic DNS configuration for both the Console and the API endpoint.
● An email address used by certbot44 when registering the TLS certificates.

44 certbot: https://certbot.eff.org/

https://github.com/minio/minio/tags
https://certbot.eff.org/


Figure 4.1.1.3. Configure deployment details for MinIO and click “Submit”.

Once all the parameters are configured for MinIO and the VM, the user needs to choose a
cloud provider for the deployment. The next step is the selection of cloud credentials and the
Virtual Machine Image for the deployment. Please refer to Section 3.1.2 to see an example.

All going well the deployment completes successfully and IM will show the URL for both the
MinIO Console and the API endpoint that should be added to Galaxy to connect this external
object store.

See the discussion45 on GitHub to add the TOSCA templates and the Ansible playbooks to
deploy MinIO with docker-compose on top of a Virtual Machine with IM.

4.2. Onedata
Onedata46 is a global data management system providing easy access to distributed storage
resources. With Onedata, users can access, store, process and publish data in a unified logical
namespace spanning computing centres and storage providers worldwide. Onedata focuses
on instant, transparent access to distributed data sets, without unnecessary staging and
migration, allowing access to the data directly from a local computer or a remote server.

The Onedata team has been working on integrating Onedata with Galaxy on the data layer.
There are two aspects to that; firstly, Onedata can act as an external source of datasets to be

46 Onedata: https://onedata.org
45 Discussion on GitHub for the automated deployment of MinIO with IM.
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imported into Galaxy for processing (Galaxy Files Source Plugin). Secondly, Onedata can serve
as a storage backend for storing the physical representation of Galaxy datasets (Galaxy Object
Store). Both features, which are described in detail below, have already been implemented and
integrated into the Galaxy codebase. They are based on the same common, lightweight
Python library called OnedataFileRESTClient47. The library has been created for the ESG project
but is fundamentally a fully functional Onedata data access client.

The work done within the ESG project revolves mostly around the EGI DataHub service. It’s
essentially an instance of the Onedata ecosystem integrated closely with the EGI Check-In
services and embracing its VOs and group structures. The EGI DataHub currently brings
together 19 data providers, distributed around Europe, to cater for many scientific projects
coordinated by EGI. Nevertheless, the Onedata integration in Galaxy is universal and can be
used to connect it to any Onedata ecosystem.

4.2.1. Onedata — Galaxy File Source Plugin
The generic concept of a Files Source Plugin in Galaxy allows plugging in arbitrary data
storage services as sources from which datasets can be imported into Galaxy. It reuses the
Python’s pyfilesystem abstraction so that any specific pyfilesystem plugin implementation can
be straightforwardly plugged into Galaxy.

The Onedata team has implemented a new lightweight pyfilesystem plugin called
fs.onedatarestfs48, which uses OnedataFileRESTClient behind the scenes. It was integrated into
Galaxy, along with the code and templates responsible for plugin configuration and
corresponding user preferences — consult the PR49 for details.

The Onedata files source plugin can be marked as writable, allowing the export of Galaxy
datasets into an external data storage service.

The first version of the files source plugin has turned out to be unresistant to misbehaving
data providers, causing some of the users to be unable to access and import some data
collections into Galaxy. The Onedata team has prepared a subsequent version50 that mitigates
these problems. It includes mechanisms for dynamic selection of suitable data providers with
the ability to fall back to another one in case of problems.

50 Pull request with improvements: https://github.com/galaxyproject/galaxy/pull/18372
49 Pull request with the files source plugin: https://github.com/galaxyproject/galaxy/pull/16690
48 OnedataRESTFS repository: https://github.com/onedata/onedatarestfs
47 OnedataFileRESTClient repository: https://github.com/onedata/onedatafilerestclient
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Figure 4.2.1.1. User data as seen in the Onedata interface and during import to Galaxy.

4.2.2. Onedata — Galaxy Object Store
Datasets in Galaxy are a logical concept that represents the data that is being processed using
workflows (inputs and outputs). They are physically stored on a storage backend called an
Object Store. Galaxy had already included support for different Object Stores, ranging from
local POSIX disk storage to cloud storage solutions.



The Onedata team has implemented another Object Store subclass51 so that Onedata can be
used to store the Galaxy data. It’s based on the OnedataFileRESTClient library and is
complemented by automated integration tests that start a minified, but fully functional
Onedata environment to be checked against different Object Store operations. To make it
possible, Onedata has been extended with a so-called demo mode52.

The introduction of the Onedata Object Store promises a powerful synergy with the distributed
Pulsar network. Similarly to it, the Onedata ecosystem is distributed and the datasets are
physically stored in different data providers. What’s important, Onedata tracks the data
distribution on a block-by-block basis and exposes this information through APIs. By
introducing locality-aware scheduling logic into Galaxy (c.f. Figure 4.2.2.1), this knowledge can
be used to minimize the data transfer costs (hence, the energy costs too) and execution
delays. Locality-aware scheduling is still under development and the results will be presented
in the upcoming deliverable D4.2.

Figure 4.2.2.1. The synergy between Galaxy and Onedata distributed ecosystem.

Independently of the work on the Onedata Object Store, the generic Object Store layer in
Galaxy has been refactored and reworked53. The Onedata team has incorporated those
changes and delivered a well-tested and improved Object Store version that takes advantage
of the improvements regarding misbehaving data providers. It has been integrated into the
Galaxy codebase54.

54 Pull request with final integration: https://github.com/galaxyproject/galaxy/pull/18372
53 Pull request with refactoring: https://github.com/galaxyproject/galaxy/pull/18174
52 Demo mode docs: https://onedata.org/#/home/documentation/topic/stable/demo-mode
51 Pull request with the Object Store: https://github.com/galaxyproject/galaxy/pull/17540
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4.2.3. Onedata — BYOS templates
Up until now, the features described above had to be configured by the Galaxy administrators.
Thanks to the concept of Bring Your Own Storage, users are now empowered to configure
their own Files Source Plugins and Object Stores that will be used to import and store their
data. To make Onedata available as a BYOS option, the Onedata team has defined
configuration templates and required models in the Galaxy project55. Figures 4.2.3.1 and
4.2.3.2 show the BYOS configuration options for Onedata.

Figure 4.2.3.1. Configuring a user-defined Onedata Files Source (BYOS) in Galaxy UI.

55 Pull request with Onedata BYOS templates: https://github.com/galaxyproject/galaxy/pull/18457

https://github.com/galaxyproject/galaxy/pull/18457


Figure 4.2.3.2. Configuring a user-defined Onedata Object Store (BYOS) in Galaxy UI.

4.2.4. NextCloud/WebDAV via Onedata
Onedata allows the connection to different storage backends. One of the options is WebDAV56.
In this subsection we show how to connect Onedata via WebDAV with storage deployed in the
EGI Federated Cloud.

To test the provisioning of WebDAV we opted for the installation of a dedicated NextCloud57

instance which include, natively, a WebDAV interface. More in detail the installation of the
service was done on the IISAS-FedCloud OpenStack environment. The NextCloud all-in-one58

solution was used to simplify the deployment of the service. The machine created for the
services has the following configuration:

● 4 vCPU
● 8 GB RAM
● 60 GB storage for system files, operating system and NextCloud
● 50 GB of additional storage provisioned as additional volume attached to the VM

NextCloud was configured and the esg user created for demonstration purposes. This
however has shown to not support the SabreDAV or ModDAV supported by DataHub limiting

58 https://apps.nextcloud.com/apps/nextcloud_all_in_one and https://github.com/nextcloud/all-in-one
57 https://nextcloud.com/
56 WebDAV: https://en.wikipedia.org/wiki/WebDAV
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the access to NextCloud to read-only mode. Other tests with different servers are currently
underway to demonstrate the access to WebDAV through DataHub.

For the installation of oneclient another VM has been provisioned with the following
configuration:

● 4 vCPU
● 8 GB RAM
● 30 GB storage for system files, operating system and oneclient

The configuration followed the instruction on the EGI documentation pages59. This
configuration however does not allow the setup of a WebDAV backend so the initial
configuration was done by setting up the local storage. After this initial setup in the storage
backends section of the galaxy-webdav cluster page, a specific connection to the WebDAV
endpoint of the NextCloud service was added. This includes information about the endpoint
itself60 and the esg user:

Figure 4.2.1.1. Configuration of the “galaxy-webdav” backend in Onedata

The WebDAV storage is now accessible through the DataHub service and can make available
the WebDAV data as shown in the following screenshot:

60 https://esg-nextcloud.test.fedcloud.eu/remote.php/dav/files/esg
59 https://docs.egi.eu/providers/datahub/oneprovider/
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As the last step of the configuration, the vo.galaxy.eu groups were added to grant access to
the members of those VOs to the space created. This is shown in the following screenshot:



The configuration pages shown previously are part of the EGI DataHub61 service. More
information on the usage of the service can be found on the EGI documentation pages62.

5. Summary
This deliverable presented the work carried out in the EuroScienceGateway project to make it
easier for Galaxy users to connect their accounts in Galaxy to existing, externally managed
compute and storage resources, also known as “Bring Your Own Infrastructure”. It covered the
activities around integration of Galaxy with new Identity Providers, adding support for new
compute and storage endpoints, and streamlining the way that users connect to them from
Galaxy to exploit their benefits.

The EuroScienceGateway project has enhanced the capabilities of Galaxy in three areas:
authentication and authorization infrastructure (AAI), computing power and storage capacity.
These contributions improve the sustainability of Galaxy in the long run as the platform can
now accommodate a larger number of users from across multiple disciplines with access to
computing and storage resources that comes with its own funding model.

62 https://docs.egi.eu/users/data/management/datahub/
61 https://datahub.egi.eu/
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