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Abstract— The increasing reliance on intelligent transporta-
tion systems (ITS) for traffic management has simultaneously
heightened the potential for cybersecurity threats. Malicious
cyber attacks on such systems can lead to operational ineffi-
ciencies, heightened congestion, and compromised safety. This
work introduces a stealthy integrity attack tailored for ramp
metered freeway systems. The attack model is conceptualized as
a closed-loop dynamical system, formulated as an optimization
problem based on the Cell Transmission Model. This work
further proposes a distributed detection mechanism designed to
identify attack residuals, which, by incorporating an adaptive
threshold scheme, can detect the presence of an attack. To
demonstrate the efficacy of our detection scheme, we present a
scenario illustrating its application in freeway road networks.

I. INTRODUCTION

The integration of Information and Communication Tech-
nology advancement into intelligent transportation system
enables the development of traffic management strategies.
The majority of them offers a promising avenue for ad-
dressing congestion issues, as evidenced by the plethora of
solutions found in the literature [1]. These solutions include
system-level controls, such as road-based traffic management
schemes, and vehicle-level controls, like vehicle-based traffic
management systems, highlighting the multifaceted approach
needed to manage large-scale road transportation systems [2].

The advent of intelligent transportation systems (ITS) has
transformed traffic management strategies, offering unprece-
dented control over traffic flow and efficiency. Despite the
plethora of solution approaches and the advancements in traf-
fic management strategies and their demonstrated successes
in curbing congestion, the literature reveals a significant gap
in addressing the vulnerability of these systems to malicious
attacks. However, the vast growth of traffic management
systems has introduced new vulnerabilities, particularly to
cyber threats that aim to disrupt system operations. On that
account the study by [3] uniquely identifies the potential for
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high-level attacks within freeway networks but falls short of
offering concrete solutions for such threats. Moreover, the
focus within the literature of cybersecurity has predominantly
been on connected vehicles, with limited exploration into
the broader implications of attacks on traffic management
infrastructures [4], [5]. This oversight in current research
highlights a pressing need for a comprehensive investigation
into the security of traffic management systems. This work
aims to bridge this gap by focusing on the identification
and mitigation of potential cyber threats to ramp metering
operations within freeway networks. Specifically, it examines
scenarios where attackers target ramp meters to create con-
gestion, thereby affecting the overall network performance.
The goal is to develop a resilient framework capable of
detecting and countering such stealthy attacks, ensuring the
continued efficacy, safety, and reliability of transportation
networks.

Ramp metering emerges as a key strategy within this con-
text, aimed at enhancing freeway throughput by managing
the entry rate of vehicles from on-ramps to the freeway main-
line. This method operates under the premise of admission
control and utilizes traffic-responsive strategies, which rely
on real-time data to orchestrate metering actions. The effec-
tiveness of ramp metering, whether through uncoordinated
or coordinated approaches, is well-documented, with studies
demonstrating its capability to manage the flow from single
or multiple consecutive on-ramps effectively [6], [7], [8].
A notable implementation of coordinated ramp metering on
the Monash Freeway in Melbourne, Australia, has showcased
the potential of such strategies to significantly reduce travel
times and congestion [9], [10].

In addressing traffic congestion within freeway networks,
Model Predictive Control (MPC) strategies, underpinned by
the Cell Transmission Model (CTM), have gained promi-
nence. MPC’s forward-looking nature allows for the opti-
mization of current traffic states by accounting for future
traffic flow projections, making it particularly suited for tasks
such as the coordination of ramp metering actions [11],
[12], [13]. The work presented in [13] further elucidates
that under specific conditions, the challenges associated with
non-convex nonlinear MPC problems can be circumvented
through approximations, thus broadening the applicability
and effectiveness of MPC in traffic management within a
real-time framework.

However a transportation system is a typical cyber-
physical system which integrates computation and commu-
nication cyber technologies and control techniques in the
physical system. Such a highly complex integration not



only vulnerable to traditional safety issues such as physical
component faults, but also to cyber security challenges such
as the cyber attacks studied in the more recent literature
(see, e.g., [14], [15], [16], [17]). From a control engineer-
ing perspective, cyber attacks are divided into two main
classes: denial of service (DoS) attacks and integrity (or
deception) attacks. DoS attacks compromise the availability
of data communication networks but are inevitably exposed
to anomaly detectors [15]. Integrity attacks compromise the
integrity of communication networks by injecting false data,
but at the same time, keep deception to anomaly detectors. As
the most common type of attacks, integrity attacks are highly
destructive and challenging to detect, and are the target attack
type in this paper.

To the best of our knowledge, in the first work that
develops a comprehensive approach to address stealthy cyber
attacks within ramp metering systems, a crucial component
of freeway network traffic management. Unlike previous
studies, which predominantly focus on the optimization of
traffic flow and congestion reduction through intelligent
control strategies, this work aims in identifying and miti-
gating stealthy attacks targeting these ramp-metering con-
trolled systems. Specifically, the introduction of a stealthy
attack scenario, designed to exploit the operational dy-
namics of ramp metering, underscores a potential critical
risk in intelligent transportation systems. Furthermore, the
development of a distributed detection scheme opposes a
significant advancement towards enhancing the resilience of
traffic management infrastructures against stealthy attacks.
This dual focus not only bridges a vital gap in the existing
literature but also sets a new precedent for the integration of
attack detection mechanisms into the design and operation of
intelligent traffic management solutions. In this regard this
work contributions are:

1) The proposing of a novel stealthy attack scenario
tailored for ramp metering systems within freeway
networks. This attack scenario is designed to be covert,
allowing it to bypass traditional security measures and
disrupt the traffic flow without immediate detection.

2) In response to the stealthy attack, this work develop a
distributed detection mechanism specifically designed
to identify and counteract the attack. By employing
a distributed approach, our system ensures robustness
and resilience, significantly reducing the likelihood of
a successful attack by quickly isolating and mitigating
its effects.

Section II presents the modeling framework used in this
work, while Section III provides the mathematical formula-
tion and an efficient solution approach for the ramp metering
problem. Next, Section IV describes the scenario where an
attacker aims to perform an “intelligent” attack scheme by
inducing congestion within a specific cell. Sections V and VI
propose the attack detection methodology, based on a bank of
distributed observers and rigorously characterizing the class
of attacks that can be detected by the detection methodol-
ogy, respectively. Subsequently, Section VII evaluates the

proposed detection methodology, and finally, Section VIII
concludes this work and explores potential avenues for future
research.

II. ASYMMETRIC CELL TRANSMISSION MODEL

The Cell Transmission Model (CTM) [18], is the dis-
crete analog of the well-known Lighthill-Whitham-Richards
(LWR) continuum flow model, which established for its
simplicity, widespread use, and flexibility in modeling traffic
dynamics on freeway networks. As a first-order macroscopic
model, the CTM utilizes a fundamental diagram (FD) to rep-
resent traffic dynamics along a freeway network by dividing
the road into homogeneous cells i ∈ I = {1, . . . , I}, each
of equal length L. The time dimension is discretized into
time-steps of duration Ts, and the traffic dynamics within
each cell i ∈ I are mathematically described by the FD
using the macroscopic parameters of the free-flow speed vfi
(km/h), the backward wave propagation speed wi (km/h), the
capacity Qi (veh/h), and the jam density ρji . The free-flow
speed represents the average speed at which vehicles travel
through congestion-free cells, whereas the backward wave
propagation speed denotes the speed at which congestion
queues propagate upstream in congested cells. Moreover, the
capacity of cell i ∈ I is defined as the maximum flow that
can be accommodated, while the jam density is the maximum
number of vehicles that can be queued within a cell.

In this work a modification of CTM is considered [13],
the asymmetric CTM (ACTM) which accounts for nonho-
mogeneous cells. Contrary to the homogeneous cells in the
traditional CTM, each cell i ∈ I has length Li, such that,
Li ≥ vfTs.This model permits each cell to incorporate at
most one onramp and one offramp, with all onramps being
metered and located upstream of any offramp, as illustrated
in Figure 1. The cells are numbered from 1 to I , beginning
with the upstream-most section, and the time is discretized
into K time-steps (k ∈ K = {1, . . . ,K}). Traffic dynamics
in ACTM follow a trapezoidal-shaped Fundamental Diagram
(FD), outlining three regimes: a) free-flow, b) maximum
capacity, and c) congestion. The transitions between these
regimes are distinct by critical densities ρC1

i and ρC2
i , where

ρC1
i = Qi/v

f
i and ρC2

i = ρJi −Qi/wi, as shown in Figure 2.
In ACTM, the flow variables qi(k), ri(k), and si(k) (veh/h)
are utilized to represent the mainstream outflow, the metered
onramp flow, and the offramp flow of cell i during the
closed interval [kTs, (k + 1)Ts), respectively. Specifically,
qi(k) denotes the number of vehicles leaving cell i, ri(k)
denotes the metered flow of vehicles entering cell i from
an onramp, and si(k) refers to the flow directed towards
an offramp within the specified time interval. Furthermore,
the parameters q0(k) and rsi (k), for all cells i ∈ I, signify
the supply demands for the mainstream and the onramps,
respectively. The offramp flow is related to the mainstream
outflow by a known split ratio βi(k) ∈ [0, 1], such that,

si(k) = βi(k)
(
si(k) + qi(k)

)
≡ βi(k)

1− βi(k)
qi(k). (1)

Additionally, the variables ρi(k) (veh/km) and li(k) (veh)
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Fig. 2. A typical flow-density fundamental diagram.

represent the density of vehicles within cell i and the number
of vehicles queued at the onramp of cell i, respectively. The
mainstream flow is calculated as the minimum of what can
be sent by the upstream section assuming maximum speed
and what can be received by the downstream section, such
that

qi(ρi(k), ρi+1(k), k)

= min

((
1− βi(k)

)
vfi ρi(k), wi+1

(
ρJi+1 − ρi+1(k)

)
− ri+1(k), Qi, Qi+1 − ri+1(k),

(
(1− βi(k))/βi(k)

)
Qi

)
.

(2)

Notably, for the terminal cell, identified as i = I , upstream
traffic constraints are not applicable due to its position at the
end of the freeway network (see Figure 1). Furthermore, the
flow of vehicles from metered onramps, denoted as ri(k),
is subject to several constraints. These include the physical
capacity of the mainstream, the instantaneous supply and
demand at the onramp, and the optimal control decisions
encapsulated by the metered demand r∗i (k). The onramp flow
ri(k) is governed by

ri(ρi(k), k)

= min

(
rsi (k) +

1

Ts
li(k), Qi, wi

(
ρJi − ρi(k)

)
, r∗i (k)

)
.

(3)

The conservation of vehicle densities within the freeway,
for all cells i ∈ I at discrete time steps k ∈ K, is
crucial for modeling the evolution of traffic patterns. This
is mathematically defined as

ρi(k + 1) = ρi(k) +
Ts

Li

(
qi−1(k)− qi(k)

)
+ ηi(k), (4)

where qi−1(k) represents the flow into cell i from its up-
stream neighbor; for the first cell in the system, i = 1, q0(k)
represents the entry flow into the freeway. The term ηi(k)
is introduced to model external disturbances impacting the
traffic flow, such as sensor inaccuracies, weather conditions,
or other unforeseen events that could influence the density
and flow within each cell. To facilitate the modeling of these
disturbances within the traffic flow dynamics, we have the
assumption below.

Assumption 1: There exists a known positive scalar func-
tion η̄i(k) such that

|ηi(k)| ≤ η̄i(k), ∀ k ∈ K. (5)
Additionally, since the onramps, rates can be controlled

to capture the interplay between supply, demand, and actual
ramp flow, the length of onramp queues can be defined as

li(k + 1) = li(k) + Ts

(
rsi (k)− ri(k)

)
. (6)

III. RAMP METERING PROBLEM

Ramp metering is a critical control strategy aimed at
optimizing freeway traffic flow by regulating the rate at
which vehicles are allowed to enter the mainstream. This
is achieved with the goal of minimizing the Total Travel
Time (TTT) for all vehicles across the network. Practically,
ramp metering is realized through traffic lights installed at
the beginning of each onramp.

A. Objective Function

The objective of minimizing TTT aggregates the total
number of vehicles across all cells and onramp queues for
every time step. Mathematically, the TTT objective function,
JTTT , is defined as:

JTTT =
∑
i∈I

∑
k∈K

(
Liρi(k) + li(k)

)
. (7)

B. Ramp Metering Control Problem Formulation

Despite the diversity of approaches available for formu-
lating and solving the ramp metering problem, the Model
Predictive Control (MPC) approach is distinguished for its
efficiency and practicality. The MPC problem is addressed
at intervals of M = NC/Ts time-steps, where NC rep-
resents the control horizon. Specifically, at the time-step
k = M(p− 1), the current measured traffic states ρ̄i(k) and
the supply demands q0(k) and rsi (k) are utilized to solve
the p-th MPC optimization problem over the time horizon
Kp = {M(p − 1) + 1, . . . ,M(p − 1) + NP }, with NP

denoting the prediction horizon and satisfying NP ≥ NC .
The optimization aims to determine the optimal metered



flows for each onramp, r∗i (k) for i ∈ I, to minimize the
Total Travel Time (TTT) metric, by solving the problem:

(P1) min JMPC
TTT (p) =

∑
i∈I

∑
k∈Kp

(
Liρi(k) + li(k)

)
(8a)

s.t. Freeway dynamics: (1) − (3) and (6),

ρi(k + 1) = ρi(k) +
Ts

Li

(
qi−1(k)− qi(k)

)
,∀k ∈ Kp

(8b)
Initialization: ρi(k) = ρ̄i(k), k = M(p− 1). (8c)

Note that constraint (8a) adapts the cell densities dynamics
to current traffic conditions, integrating predictive control
to anticipate mainstream density disturbances. The decision
variable of the Problem (P1) is the optimal ramp meters r∗i (k)
for each i ∈ I. Finally, Problem (P1) is a Nonlinear Program
(NLP) due to the discontinuous functions within constraints
(2) and (3).

C. Ramp Metering Problem Solution Approach

Despite the original ramp metering formulation of Problem
P1 being a nonlinear program, work in [13] has demonstrated
that the nonlinear constraints of (2) and (3) can be relaxed
into a set of linear inequalities, thus simplifying the prob-
lem without compromising its integrity. Accordingly, (2) is
relaxed into the following five linear inequalities:

qi(k) ≤
(
1− βi(k)

)
vfi ρi(k), (9a)

qi(k) ≤ wi+1

(
ρJi+1 − ρi+1(k)

)
− ri+1(k), (9b)

qi(k) ≤ Qi, (9c)
qi(k) ≤ Qi+1 − ri+1(k), (9d)

qi(k) ≤
(
(1− βi)/βi

)
Qi. (9e)

To relax the discontinuous function of (3), we set the ramp
metering rate equal with the obtained control decisions, i.e.,
r∗i (k) ≡ ri(k), and replace (3) with the following three linear
inequalities:

ri(k) ≤ rsi (k) +
1

Ts
li(k), (10a)

ri(k) ≤ Qi, (10b)

ri(k) ≤ wi

(
ρJi − ρi(k)

)
. (10c)

Hence, a feasible solution to Problem P1 to minimize the
Total Travel Time (TTT) metric, by solving the problem:

(P2) min JMPC
TTT (p) =

∑
i∈I

∑
k∈Kp

(
Liρi(k) + li(k)

)
(11a)

s.t. Freeway dynamics: (1), (6), (9) − (10) and (8b)
Initialization: ρi(k) = ρ̄i(k), k = M(p− 1). (11b)

Similarly as above the decision variable of the Problem (P1)
is the optimal ramp meters r∗i (k) for each i ∈ I.

IV. STEALTHY ATTACK FOR RAMP METERING PROBLEM

In this section, we explore a type of covert attack targeting
specific cells of the underlying freeway system. Such an
“intelligent” attack can cause congestion within the targeted
cell (this cell is referred to as the attacked cell hereafter),
but at the same time, is stealthy with respect to the sensor
measurements of this cell. To this end, the background is
set below. In this work, we consider the case that only one
cell is under attacked with the attack event starting at the
time-step k0 where k0 ∈ K. Then, the disclosure, disruption
resources and system knowledge defined in [15] available to
the attacker is given below.

• Disclosure Resources. For the attacked cell ia ∈ Ia, the
attacker has estimates of the demands of the mainstream
and onramps q0(k) and rsi (k) for any k ≥ k0. Also,
the attacker can read the sensor measurement of the
attacked cell ρia(k) and the control signal r∗ia(k) of the
upstream onramp traffic lights for any k ≥ k0.

• Disruption Resources. The attacker is able to disrupt the
demand for affecting the upstream onramp traffic lights
(denoted by r̄∗ia ) and the transmitted sensor measure-
ment ρ̄ia of the attacked cell. In particular, the attacker
can inject the false data aria(k) into r∗ia(k) and the false
data aρia(k) into the transmitted sensor measurement
ρ̄ia(k), i.e.,

r̄∗ia(k) = r∗ia(k) + aria(k), (12a)
ρ̄ia−1(k) = ρia−1(k) + aρia−1(k), ∀ k ≥ k0. (12b)

• System Knowledge. The attacker has perfect knowledge
of the freeway dynamical system (4)-(6), and expres-
sions in Eqs. (1)-(3).

Note that, in the absence of attacks the nominal freeway
system and queue length dynamics are given as follows

ρni (k + 1) = ρni (k) + ηi(k)

+
Ts

Li

(
qi−1(ρ

n
i−1, ρ

n
i , k)− qi(ρ

n
i , ρ

n
i+1, k)

)
, (13)

lni (k + 1) = lni (k) + Ts

(
rsi (k)− rni (k)

)
, (14)

where ρni and lni are the vehicle density and the length of
the onramp in the nominal case, corresponding to ρi and li,
respectively.

We proceed with presenting the attack model. An “intel-
ligent” stealthy attack can be implemented through an MPC
scheme where the attacker has access to the true state of the
network. To achieve such an attack, the attacker maintains
its own traffic model used within an MPC scheme to derive
the attack signals aρi (k) and ari (k), ∀k ∈ K. In this case,
variables ρ̆i(k) and l̆i(k) denote the state of freeway density
and onramp queue length that the attacker maintains. Hence,
the attacker models the dynamics of the considered freeway
system as

ρ̆i(k + 1) = ρ̆i(k) +
Ts

Li
(qi−1(k)− qi(k)) , (15)

l̆i(k + 1) = l̆i(k) + Ts (r
s
i (k)− ri(k)) , (16)



where the variables qi(k) and ri(k), ∀k ∈ K, are defined
according to Eqs. (1) - (3). By modelling the true dynamics
of the freeway system, the goal of the “intelligent” attack is
to maximize the density at the attacked cell while minimizing
it elsewhere. This involves the introduction of the coefficient
ζi(k) within the attacker’s objective function such that:

JATTACK =
∑
i∈I

∑
k∈K

(
ζi(k)Liρ̆i(k) + l̆i(k)

)
. (17)

where a positive coefficient ζi(k) aims to reduce the density
at a cell, thereby mitigating congestion, while conversely, a
negative coefficient ζi(k) encourages congestion within the
attacked cell by increasing the experienced TTT. Hence, the
attack signals aρi (k) and ari (k), ∀k ∈ K, can be derived by
solving the following problem:

(P3) min JMPC
ATTACK(p) =

∑
i∈I

∑
k∈Kp

(
ζi(k)Liρ̆i(k) + l̆i(k)

)
(18a)

s.t. Freeway dynamics: (1), (9) − (10), (15) and (16),
aρia(k) = ρ̆ia(k)− ρia(k), k ∈ Kp (18b)
aria(k) = ria(k)− r∗ia(k), k ∈ Kp (18c)
Initialization: ρ̆i(k) = ρ̄i(k)− aρi (k), k = M(p− 1),

ζi(k), ρi(k), r
∗
i (k)∀k ∈ Kp. (18d)

V. DISTRIBUTED ATTACK DETECTION SCHEME

In this section, we present an attack detection methodol-
ogy, based on a bank of distributed observers as shown in
Fig. 3, to detect the underlying covert attacks. The i-th local
observer produces an estimate ρ̂i(k) of the density ρi(k) for
the i-th cell (i ∈ I), using the information ρ̂i−1 and ρ̂i+1

provided by the observers from its neighbour.
The idea of using the distributed methodology, inspired

by [17], is that the attack occurring on the onramp of the h-
th cell can backwards propagate congestion to the i-th cell.
The deviation between the true density ρi and the density
ρni in the nominal case does not equal zero or close to
zero. Hence, the i-th local anomaly detector for the i-th
cell can detect such a deviation, thereby revealing the cover
attack occurring at the h-th cell. The details are given in
the sequel. To this end, we suppose that the communication
between neighbouring cells is not disrupted by the attacker
and external disturbances.

Considering the dynamical system (4), the distributed state
observer and the corresponding detection residual for the i-th
cell (i ∈ I) is designed as

ρ̂i(k + 1) = ρ̂i(k) + γi
(
ρ̄i(k)− ρ̂i(k)

)
+

Ts

Li

(
qi−1(ρ̂i−1, ρ̂i, k)− qi(ρ̂i, ρ̂i+1, k)

)
, (19a)

ϵi(k) = ρ̄i(k)− ρ̂i(k), (19b)

where γi is the observer gain, such that γ̃i = 1− γi satisfies
|γ̃i| < 1. The qi(ρ̂i, ρ̂i+1, k) are constructed based on the
estimation ρ̂i(k) and ρ̂i+1(k) where ρ̂i+1(k) is the estimate
of ρi+1 generated by the observer of the i + 1-th cell.

Specifically, qi(ρ̂i, ρ̂i+1, k) are obtained by replacing ρi(k)
and ρi+1(k) in Eq. (2) with ρ̂i(k) and ρ̂i+1(k), respectively.
Note that from (2), we have

|qi(ρi−1, ρi)− qi(ρ̂i−1, ρ̂i)|
≤ αi,1|ρi−1 − ρ̂i−1|+ αi,2|ρi − ρ̂i|, (20)

where αi,1 = αi,2 = vf . The initial condition is chosen as
ρi(0) = 0. By this selection, there exists a positive scalar
σ0,i such that |ρi(0) − ρ̂i(0)| ≤ σ0,i for any i ∈ I. Then,
the boundedness property of the observer (19) is presented
in the following theorem.

Theorem 1: Consider the system (4) satisfying Assump-
tion 1, and the observer (19). In the nominal scenario, the
state estimation error ρi(k)− ρ̂i(k) is bounded for all i ∈ I
and k ∈ K. Moreover, there exists a nonnegative scalar
function ϵ̄i(k) such that the residual ϵi(k) satisfies

|ϵi(k)| ≤ ϵ̄i(k), ∀ i ∈ I, ∀ k ∈ K, (21)

where ϵ̄i(k) is given by

ϵ̄i(k) ≜ (γ̃i)
kσi,0 +

k−1∑
j=0

(γ̃i)
k−1−j η̄i(j)

+
Ts

Li

k−1∑
j=0

(γ̃i)
k−1−j (αi−1,1ϵ̄i−1(j)

+(αi−1,2 + αi,1)ϵ̄i(j) + αi,2ϵ̄i+1(j)) . (22)
Proof: Note that in the nominal case, ρ̄i(k) = ρi(k).

Let ρ̃i(k) denote the deviation between ρi(k) and ρ̂i(k), i.e.,
ρ̃i(k) ≜ ρi(k)− ρ̂i(k). Then, based on (4) and (19), the error
system is obtained as follows:

ρ̃i(k + 1) = γ̃iρ̃i(k) + ηi(k)

+
Ts

Li
(qi−1(ρi−1, ρi, k)− qi−1(ρ̂i−1, ρ̂i, k))

− Ts

Li
(qi(ρi, ρi+1, k)− qi(ρ̂i, ρ̂i+1, k)), (23a)

ϵi(k) = ρ̃i(k). (23b)

Since |γ̃i| < 1, the system (23) has the bounded-input-
bounded-output property. From Assumption 1, ηi(k) is
bounded, and thus, ρ̃i(k) is bounded. Moreover, ϵi can be
explicitly written as

ϵi(k) = ρ̃i(k) = (γ̃i)
kρ̃i(0) +

k−1∑
j=0

(γ̃i)
k−1−jηi(j)

+
Ts

Li

k−1∑
j=0

(γ̃i)
k−1−j(qi−1(ρi−1, ρi, k)− qi−1(ρ̂i−1, ρ̂i, k))

− Ts

Li

k−1∑
j=0

(γ̃i)
k−1−j(qi(ρi, ρi+1, k)− qi(ρ̂i, ρ̂i+1, k))

Based on the triangle inequality, from Assumption 1 and
(26), we have

|ϵi(k)| ≤ (γ̃i)
kσi,0 +

k−1∑
j=0

(γ̃i)
k−1−j η̄i(j)



Fig. 3. A typical cyber-physical system with attacks and faults.

+
Ts

Li

k−1∑
j=0

(γ̃i)
k−1−j(αi−1,1|ρ̃i−1(j)|+ αi−1,2|ρ̃i(j)|)

+
Ts

Li

k−1∑
j=0

(γ̃i)
k−1−j(αi,1|ρ̃i(j)|+ αi,2|ρ̃i+1(j)|)

≤ (γ̃i)
kσi,0 +

k−1∑
j=0

(γ̃i)
k−1−j η̄i(j)

+
Ts

Li

k−1∑
j=0

(γ̃i)
k−1−j(αi−1,1ϵ̄i−1(j) + αi−1,2ϵ̄i(j))

+
Ts

Li

k−1∑
j=0

(γ̃i)
k−1−j(αi,1ϵ̄i(j) + αi,2ϵ̄i+1(j)).

Hence, |ϵi(k)| ≤ ϵ̄i(k) where ϵ̄i(k) is given in (22).
Based on the threshold ϵi, the attack detection decision is
made based on the following principle: An attack occurs if
for some i ∈ I, there exists some time kd such that |ϵi(kd)| >
ϵ̄i(kd).

VI. DETECTABILITY ANALYSIS

Intuitively, an attack occurring at the i+ 1-th cell can be
detected by the i-th local observer if the interconnection used
by the observer qi(ρ̂i, ρ̂i+1, k) is very different from the real
interconnection qi(ρi, ρi+1, k). In this respect, we define the
following mismatching function:

∆qi(k) = qi(ρ̂i, ρ̂i+1, k)− qi(ρi, ρi+1, k), ∀ i ∈ I. (24)

Note that such a mismatching function is zero in the nominal
case, and is nonzero for some i ∈ I in the presence of the
attack. Then, the following theorem characterizes the class
of detectable attacks.

Theorem 2: Consider the system (4) satisfying Assump-
tion 1, and the observer (19). A covert attack generated by
(8) is detectable if there exists some time kd and some i ∈ I
such that the mismatching function in (26) satisfies

Ts

Li

kd−1∑
j=0

(γ̃i)
kd−1−j (|∆qi−1(j) + ∆qi(j)|)

> ϵ̄i(kd) + (γ̃i)
kd ρ̃i(0) +

kd−1∑
j=0

(γ̃i)
kd−1−j (η̄i(j)) . (25)

Proof: In the presence of the attack, based on the
defined mismatching function (26), the error system in (23)
is written by

ρ̃i(k + 1) = γ̃iρ̃i(k) + ηi(k)

+
Ts

Li
(∆qi−1(k) + ∆qi(k)) , (26a)

ϵi(k) = ρ̃i(k). (26b)

The solution of ϵi can be obtained by

ϵi(k) = ρ̃i(k) = (γ̃i)
kρ̃i(0)

+

k−1∑
j=0

(γ̃i)
k−1−j

(
Ts

Li
(∆qi−1(k) + ∆qi(k)) + ηi(j)

)
.

Based on the triangle inequality and Assumption 1, we have

|ϵi(k)| ≥ (γ̃i)
kρ̃i(0)

+

k−1∑
j=0

(γ̃i)
k−1−j

(
Ts

Li
(−|∆qi−1(j) + ∆qi(j))|+ η̄i(j)

)
.

In order to detect the attack, |ϵi(kd)| > ϵ̄i(kd) must hold,
which requires condition (25). Hence, the theorem is proved.

VII. SIMULATION RESULTS

To evaluate the performance of the proposed distributed
attack detection scheme, we consider a simulation scenario
involving a homogeneous 3-lane freeway stretch divided into
10 cells, as depicted in Figure 1. Traffic flow is simulated
entering the freeway through the mainline input and from
on-ramps located at cells 2 and 8, while exiting occurs at
the mainline output and off-ramps of all cells. This setup
aims to mimic a typical 3-hour morning peak traffic pattern.
The simulations are conducted based on the ACTM dynamics
considering the following parameters: vfi = 100 km/h, Ts =
10 s, wi = 30 km/h, Qi = 6000 veh/h, and ρJi = 300
veh/km.

Figure 4 illustrates the density space-time diagrams re-
sulting from the considered demand scenarios (a) without
and (b) with ramp metering capabilities. These diagrams
provide a visual representation of the instantaneous density
across each region throughout the simulation duration as
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Fig. 4. The instantaneous density of each cell measured at each simulation
time-step for the considered demand scenario: (a) without and (b) with
metered ramps.

measured on each cell. The scenario depicted in Figure 4 is
the one without metered ramps that represents the baseline
condition in which traffic flow from on-ramps is unregu-
lated. As expected, particularly during the morning commute,
congestion occurs, underscoring the challenges of managing
traffic influx without control measures. Conversely, in the
scenario with metered ramps Figure 4 (b), ramp metering
controls are strategically employed to regulate the vehicle
influx from on-ramps, as per the solution approach out-
lined in P2. This proactive management aims to optimize
freeway throughput and minimize congestion. Notably, this
strategy successfully maintains all cells within a congestion-
free regime, clearly demonstrating the effectiveness of ramp
metering in preventing traffic congestion under peak demand
conditions.

A. Attack Scenario

An attack is assumed to occur on the ramp meter of cell
8, with the attacker having the resources to inject attack
signals to the sensor readings of cells 7 and 8 (stealthy
attack). This scenario is implemented based on the stealthy
attack methodology presented in Problem P3. The impact
of this stealthy attack on the freeway traffic management
system is analyzed by observing the instantaneous density
as measured and perceived by three distinct entities within
the system: (a) the freeway controller, which is under the
influence of a stealthy attack, (b) the proposed observer, and
(c) the attacker, who possesses accurate knowledge of the
system’s real state.

Figure 5 provides a representation of how a stealthy
attack can alter the perceived traffic density within a free-
way system, illustrating the discrepancies from three critical
viewpoints: the freeway controller, an independent observer,
and the attacker. Figure 5 (a) shows how the stealthy attack
biases the freeway controller’s measurements, potentially
leading to decisions that exacerbate rather than mitigate
congestion. This misrepresentation emphasizes the impor-
tance of having a reliable detection mechanism to prevent
misguided responses to manipulated data. Conversely, the
density estimated by the observer, as shown in Figure 5 (b), is
clear that potentially can offer a more accurate estimate of the
actual traffic conditions, but is evident that still the observer
is unable to capture the true state of the system, especially at
the attack. This perspective is crucial for maintaining a clear
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Fig. 5. The instantaneous density as measured by (a) the freeway controller
under a stealthy attack, (b) the observer, and (c) the attacker, representing
the real state of the system.

understanding of the freeway’s operational state, unaffected
by the stealthy signals. Finally, Figure 5 (c), unveils the
genuine state of the system, thus highlighting the discrepancy
between manipulated and actual traffic conditions.

To further validate the efficiency of our proposed detection
mechanism, we delve into its ability to distinguish an attack
through the comparison between the adaptive threshold and
the observed residuals. This analysis is particularly focused
on a scenario where the attacker targets cell 8. Figure 6
showcases the relationship between the value of the residual
(represented by the blue line) and the adaptive threshold
(depicted by the orange line) over time for each cell. Looking
at the figure we can observe that there is no significant
discrepancies in the cells under stealthy attack (cells 7 and
8), where the observed data are not diverging from what
the system anticipates. On the other hand, in cell 6, where
the attacker cannot inject an attack signal the value of the
residual surpasses the adaptive threshold, triggering an alarm
that indicates the presence of an attack. Hence, the ability
of the system to accurately identify these variances not only
attests to the robustness of the proposed framework but also
reinforces its capability to safeguard the integrity and smooth
operation of the traffic management system under various
scenarios.

VIII. CONCLUSIONS

This work proposes a novel approach to identify stealthy
cyber attacks targeting ramp metering systems in freeway
networks. By presenting a novel stealthy attack scenario and
proposing a robust, distributed detection mechanism, this
work takes significant steps towards enhancing the resilience
of traffic management infrastructures against such attacks.
The effectiveness of our proposed detection mechanism,
validated through rigorous simulations, demonstrates its po-
tential in quickly identifying the impacts of stealthy attacks,
thereby ensuring the continuous flow and safety of traffic.
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Fig. 6. The discrepancy between the adaptive threshold and the residual during a stealthy attack.

Looking forward, this research opens up new avenues for
exploring the integration of advanced cybersecurity measures
within the broader framework of intelligent transportation
system operation.
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