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Abstract

This document reports the final release of the software modules of the AICP. A set of external
components that can be connected to the AICP to enhance its functionalities is presented
as well. The integration and validation of the different software components is provided.

Finally, the implementation view and validation of the operational workflows that were
defined in previous deliverables is reported.
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Executive summary

This document reports the final version of the Al-driven multi-stakeholder Inter-domain
Control Plane (AICP) of the PREDICT-6G project. To this end, the document begins with a brief
recap on the AICP architecture and functionalities. Afterwards, the updates, final description
and implementation notes of the software components, which implement the Management
Services (MSs) that have been defined for the AICP are provided. The report describes next the
implementation and validation of a set of software components that, once connected to the
AICP through its MLOps framework, provide Al-based enhancements in support of
deterministic service provisioning and maintenance. Finally, the document revisits the
operational workflows that have been defined throughout WP3 to provide their
implementation view and experimental validation.

For the sake of completeness, a set of integration tests that have been conducted for the
experimental validation of the described MSs have been placed in the appendixes section.

The key innovations presented in this document are the following:

- Implementation and experimental integration of the MSs defined for the AICP in support of
deterministic service provisioning and maintenance.

- Implementation and functional validation of digital twinning solutions to estimate the Key
Performance Indicators (KPIs) associated to deterministic services.

- Implementation and functional validation of an MLOps framework in support of Al-based
deterministic service provisioning and maintenance.
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1 Introduction

This deliverable consolidates the implementation of the first functional release of the Al-
driven multi-stakeholder Inter-domain Control Plane (AICP) of the PREDICT-6G project, whose
architecture was defined in (PREDICT-6G/D3.1, 2023). In this regard, the document reports the
updates and final design, implementation and functional integration of the software modules
that support the AICP MSs operation. Such modules' preliminary version was detailed in
(PREDICT-6G/D3.2, 2023). The deliverable is structured as follows: the current section (section
1) contextualizes the deliverable in the framework of the project. To do this, a summary of the
previous deliverables that have some impact on (or are impacted by) this one is provided first.
Next, a list and summary of the software components that implement the MSs associated to
the AICP is given. Section 2 elaborates on the updates and final design of the software
components previously listed. Section 3 describes a set of software components and
applications that aim at extending or enhancing the AICP capabilities. Section 4 provides the
experimental integration of the AICP MSs by exercising the operational workflows, which were
defined in (PREDICT-6G/D3.2, 2023) and refined in (PREDICT-6G/D3.3, 2025). Section 5
concludes the document and, finally, extensive integration testing of the AICP MSs is provided
in Appendix 7.1 for further reference.

1.1 Summary of content from previous deliverables

In order to provide some context that facilitates the understanding of the current document
without over-extending it, this section summarizes the work that has been previously reported
regarding the AICP.

Deliverable D3.1 (PREDICT-6G/D3.1, 2023) defined the AICP architecture. The AICP follows a
service-oriented approach where a set of MSs were defined to support the deterministic
service provisioning, maintenance and decommissioning. Aiming to implement cross-domain
multi-technology support, the AICP was designed in two levels, namely local management
domain (MD) and end-to-end (E2E). Hence, the local-level AICP would be instantiated over
different technological management domains (MDs), and the E2E-level AICP (E2E) would be
instantiated over the MDs AICP instances to provide E2E support. (PREDICT-6G/D3.1,2023) also
defined the MSs required to implement the AICP functionalities at both levels.

Deliverable D3.2 (PREDICT-6G/D3.2, 2023) provided the functional design and preliminary
implementation of the software modules that would implement the MSs defined in (PREDICT-
6G/D3.1, 2023). More specifically, the software components aimed to implement the time
synchronization, and the deterministic service ingestion, computation, configuration and
management were listed and described. In addition, the report defined the preliminary version
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of the operational workflows that described the interactions between the different MSs to
provide the deterministic service provisioning, maintenance and decommissioning
functionalities. The development methodology and roadmap were also defined in the last
sections of (PREDICT-6G/D3.2, 2023).

Deliverable D3.3 (PREDICT-6G/D3.3, 2025) provided an update of the AICP architecture where
the MSs were classified into core capabilities of the AICP and specific ones. A revised version
of the operational workflow in accordance with the new architecture was reported as well.

In this context, this deliverable extends (PREDICT-6G/D3.2, 2023) by providing a description of
the final release of the software components and applications that implement the AICP
functionalities, and an implementation perspective of the operational workflows. Both
elements (i.e, the software components and the operational workflows) are experimentally
validated.

1.2 Software components associated to PREDICT-6G AICP MSs

Table 1-1 summarizes the software components that have been developed and integrated to
compose the MSs of the AICP.

AICP module | Short License Link in the repository
description

Time Synch Time The code of the implementation is not
Synchronization public but available to reviewers on a
module has the request (NOK contact: Péter Szilagyi,
responsibility to peter.l.szilagyi@nokia-bell-labs.com).
setup and

maintain  time
synchronization
consistently in
the PREDICT-6G
system possibly
spanning  over
multiple
technology
domains.

Service AICP module | APACHE2.0 | https://gitlab.netcom.it.uc3m.es/predict-
Ingestion responsible  for 6g/aicp/service-ingestion

validating
requests for E2E
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{[> PREDICT-6G

deterministic

services
Service AICP module The code of the implementation is not
Automation designed to public but available to reviewers on a
ensure the request (EVIDEN contact: José Luis Carcel,
correct jose.carcel@eviden.com).

deployment and
maintenance of
deterministic

E2E and MD
services.
Path AICP module | APACHE https://gitlab.netcom.ituc3m.es/predict-
Computation | responsible for | 2.0 6g/aicp/path-computation
(and computing the
Exposure) paths for both
E2E and local
domain case. It
also implements
abstract
topology
exposure
functionalities.
Resource AICP module Ethernet-TSN:
Configurator | responsible for https://gitlab.netcom.ituc3m.es/predict-
(and configuring the 6g/aicp/resource-configurator
Exposure) dgwces Of. @ Wi-Fi: The code of the implementation is
given domain. It blic but available to reviewers on a
also implements not pu )
topology, request (INTEL contact:
S hamza.chahed@intel.com)
capabilities and
resource 3GPP: The Code of the implementation is
exposure not public but available to reviewers on a
functionalities. request (ERICSSON contact:
miguel.angel.lopez.serrano@ericsson.com)
Data AICP module | APACHE https://gitlab.netcom.ituc3m.es/predict-
Collection responsible for | 2.0 6g/aicp/monitoring-and-data-collection
and gathering
Management | monitoring data
from MDP to

©

Funded by
the European Union

| 146




D3.4 - Implementation of selected release 2 Al-driven inter-domain network control,

management, and orchestration innovations

{[> PREDICT-6G

provide to
analytic
processes based
on Al/ML and DT

TSN Network | APl exposing the | APACHE https://gitlab.netcom.it.uc3m.es/predict-
Digital Twin DT capabilities 2.0 6g/aicp/upc-dt
and E2E for the TSN and
Digital Twin E2E domains
WiFi DT DT of a TSN The code of the implementation is not
network for public but available to reviewers on a
realistic request (POLITO contact: Carla Fabiana
simulations of Chiasserini, carla.chiasserini@polito.it).
IEEE 802.11ax
with TWT feature
TSN A Federated APACHE https://gitlab.netcom.ituc3m.es/predict-
Federated Learning 2.0 6g/polito-tsn-fl-scheduling
Learning framework for
Scheduling training a neural
network model
to predict the
optimal
scheduling
policy for TSN
traffic in an IEEE
802.11ax network
with TWT
enabled
Path PRM service for | APACHE The code of the implementation is not
Redundancy | dynamically 2.0 public but available to reviewers on a
Mechanism | computing request (SIMAVI contact: lacob Crucianu at
redundant the lacob.Crucianu@simavi.ro)
paths for E2E
based on the
current
network load
Al/ML Al-based Slicing | APACHE https://gitlab.netcom.it.uc3m.es/predict-
algorithmic algorithm 2.0 6g/Al-based_Wi-Fi_Slicing
frameworks

©
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MLOps Module to offer The code of the implementation is not

Framework Al-as-a-Service public but available to reviewers on a
capabilities to request (EVIDEN contact: José Luis Carcel,
the AICP, jose.carcel@eviden.com).

supporting the
design, training
and serving of
Al/ML models.

Table I-1. PREDICT-6G AICP - List of software components
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2 AICP Management Services final release

This chapter reports on the final release and updates of the software modules that implement
the Managements Services (MSs) of the AICP. It is worth noting here that all the software
modules and the functionalities implemented to support the AICP operation have been tested
and validated. For the sake of completeness, the reporting of the conducted extensive
integration tests can be found in the Appendix (section 7).

2.1 Time Synchronization

Time Synchronization (TS) module in the AICP has the responsibility to setup and maintain
time synchronization consistently in the PREDICT-6G system possibly spanning over multiple
technology domains. Sections 7.2, 8.2 and 9.4 of (PREDICT-6G/D1.2, 2023) and section 7.2 of
(PREDICT-6G/D3.1, 2023) defined the desired architecture and operation of the TS module
whereas section 4.1 of (PREDICT-6G/D3.2, 2023) reported on the software design of the TS
components. Moreover, section 6 of (PREDICT-6G/D2.3, 2025) specified OpenAPIs related to the
time synch operation. The implementation of the time synch module followed the principles
and specifications set forth in the aforementioned documents. In line with the AICP design,
the TS AICP module was implemented in a two-level hierarchical architecture where the lower-
level TS MS module is in charge of the technology domain specific time synchronization
management and the upper level E2E TS Management MS module is responsible for the cross-
domain time synchronization operation consistency. The implemented time synchronization
software module architecture is shown in Figure 2-1.
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/ Time Sync service implementation architecture \

E2E Time Sync Management MS
SW module

PREDICT-6G
OpenAPI

PREDICT-6G
OpenAPI

Time Sync MS
SW module

N J

Figure 2-1. The architecture of the implemented Time Sync
components

The TS MS and E2E TS Management MS modules were implemented in Python language using
the OpenAPI specifications defined in section 6 of (PREDICT-6G/D2.3, 2025) and tested in the
Nokia Open Lab (see section 2.1 of (PREDICT-6G/D4.2, 2024)).

The validation of this MS consisted of evaluating whether the E2E Time Sync Management MS
was able to collect and evaluate the time sync configuration in the PREDICT-6G system. In the
proposed tests, the E2ZE TS Management MS was querying each TS MS of the technology
domains for their respective configuration using the OpenAPI specified in (PREDICT-6G/D2.3,
2025). Upon the query from the E2E TS Management MS, the TS MS collected the required
information and sent the collected information back to the E2E TS Management MS. At the end
of the test, the E2E TS MS received all the requested information and successfully completed
the configuration collection task. The specification of the tests can be found in Appendix 7.1.

2.2 Service Ingestion

The Service Ingestion (SI) module is the entry point to the AICP for external users. As described
in section 4.2 of (PREDICT-6G/D3.2, 2023), the component is designed to validate the E2E
deterministic service provisioning and decommissioning requests by authenticating the
requestor through an Identity and Access Management (IAM) Platform and by checking if the

Funded by | 146
the European Union

©




D3.4 - Implementation of selected release 2 Al-driven inter-domain network control, O PRED'CT 6G

management, and orchestration innovations

request is compliant with the AICP information model defined in section 8 of (PREDICT-
6G/D3.2, 2023).

The Sl resides in the E2E level of the AICP and interacts with the E2E Service Automation to
whom forwards the service request for the service lifecycle management.

The E2E SI module has been implemented according to the software design provided in
(PREDICT-6G/D3.2, 2023). The following paragraph briefly recalls the component
functionalities and interfaces described in section 4.2.1 of (PREDICT-6G/D3.2, 2023).

* The Pre-Validation logic pre-processes the received service request by extracting the
two sub-requests to be managed by authentication logic and request parsing logic,
respectively. It also stores the request status in the Request Status Register and
notifies the requestor about the outcome of the request.

* The Authentication Logic validates the token provided by the requestor by leveraging
on an external and centralized IAM. The token is obtained from the IAM by exchanging
a set of credentials and contains user info, so the validation is performed by checking
user role and scope.

* The Request Parsing Logic checks the correctness of the data structure representing
the E2E service model.

* The Request Status Register keeps track of the status of each service request in the
following format:
<Request ID>, <Request type>, <Requestor_ ID>, <Status>, <Information>

* The Clients component represents the South-Bound Interface (SBI) towards the IAM
and the E2E Service Automation.

Figure 2-2 shows the implemented APIs exposed by the Service Ingestion NBI.

ingestion Handle lifecycle management requests for E2E deterministic services (Provisioning, Decommissioning) N
/service Requestthe status of a given request N

/service Requestthe provision of an E2E service with certain characteristics v

‘ [2SE3 1B /service/{id} Requestthe decommissioning of an E2E service v

/service/{id} Requestamodification of an existing EE service v

Figure 2-2. REST APl exposed by the Service Ingestion to handle E2E deterministic service requests

Regarding the code, tools and framework adopted for the implementation, the Service
Ingestion NBI consists in a Flask' server with the logic developed in Python. The IAM platform

"https://flask.palletsprojects.com/en/stable/
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has been implemented with Keycloak?® and the Request Status Register with InfluxDB? as a
timeseries DB. All the sub-modules (server, IAM platform and timeseries DB) are containerized
with Docker. The SI MS interacts with the E2E Service Automation MS. The detail of the
validation of the SI MS integration is provided in Appendix 7.1.

2.3 Exposure services: topology, capabilities and resources

The AICP architecture considers two levels of management, namely the technological domain
and the end-to-end (E2E) (PREDICT-6G/D3.1, 2023). On the one hand, the exposure of the
topology, capabilities and resources is tackled, assuming such management levels, as well.
Hence, at the technological domain level, the exposure services aim at collecting the specific
domain’s data plane information that is needed for intra-domain service computation,
provisioning and maintenance. On the other hand, the E2E exposure services aim at collecting
abstracted information of the different technological domains to compute, configure and
manage multi-domain E2E services.

This section presents the design and implementation of the exposure services at both
technological domain and E2E levels. The interactions reported in this section have been
tested within the integration work that is reported in Appendix 7.1.

MD Exposure Services

The role of the MD exposure is two-fold. First, it is responsible to collect the data plane
information to be used by other MD services such as the Path Computation (MD-PCE). Second,
the MD exposure is responsible for exposing abstracted topological information about the
underlying technological domain to the E2E level for multi-domain operation. In particular, the
E2E Topology Exposure collects abstracted information from the MD services under its
responsibility to compose the topology that will be used at E2E level to compute, provision and
maintain multi-domain services.

As explained in (PREDICT-6G/D3.2, 2023), the MD exposure services, which were initially split
into different modules, have been grouped into one that embraces the exposure of the
topology, capabilities and resources of the specific technological domain in a unified way.
Additionally, to homogenize the exposure across the different domains, a single data model
that exploits the commonalities of the heterogeneous data plane technologies composing the
PREDICT-6G’s MDP (PREDICT-6G/D2.1, 2023) was defined in (PREDICT-6G/D2.3, 2025) and its
implementation is reported in (PREDICT-6G/D2.4, 2025).

2 https://www.keycloak.org
% https://www.influxdata.com
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Hence, the MD exposure service module residing on top of each technological domain is
responsible of collecting the data plane information related to the network elements and their
capabilities (specifically the ones related to the time sensitiveness and predictability, such as
FRER, PREOF, etc.), and the interconnection (i.e., links) between them, again enriched with
specific information such as latency that enables the AICP TSN operation. This information,
which is formatted following the common information model, is used by other MD services,
such as the MD Path Computation. As said at the beginning of the section, the MD exposure is
also in charge of abstracting the data plane information to compose the topology that will be
used at the E2E level for multi-domain/multi-technology service computation. To do this, a
common model has been defined and implemented based on IETF standardization to expose
the abstracted topology of the different technological domains.

MD Exposure implementation considerations

Although the PREDICT-6G AICP architecture depicts the Exposure MS as a single separated
module, in the current implementation of the AICP, the functionalities provided by this MS
have been split across different MSs.

In this way, the responsibility of collecting the data plane topological, resource and
capabilities information has been assumed by the Resource Configurator MS of each
technological domain, which expose it in the format provided by the MDP Open API to the other
MSs of the same MD, as shown in Figure 2-3.

AICP

%

MDP

MDP
OpenAPI

Topology / Resource /
Capabilities collection

Resource South Bound
Configurator Interface

Configurable
Network
Elements

Figure 2-3. Technological domain exposure mechanism and information models

One of the consumers of this information model is the MD Path Computation, which uses this
information to compute intra-domain paths. In addition, the MD Path Computation
implements the second functionality of the Exposure MS, which is related to the abstraction
of the data plane topology to be exposed to the E2E components of the AICP. Hence, the MD
Path Computation computes a set of routes between the border nodes of the domain and
abstracts them as network slices (RFC9543, 2024) that will be exposed to the E2E MS (e.g., the
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E2E Path Computation) for multi-domain service computation. This operation is illustrated in
Figure 2-4.

Abstract Topology Topology / Resource / Capabilities
Exposure Exposure
E2E Path P MD Path Resource
i r———— i igurator
Computation [ ey Computation o VDP Configur
Abstraction OO O OpenAPI
Model

Figure 2-4. Information models exchange in support of E2E Topology Exposure

E2E Topology Exposure Service

The E2E Topology Exposure MS is responsible for collecting the abstracted topologies exposed
by the MD Exposure service of each technological domain to compose a topology that provides
enough detail from the different domains to enable an informed E2E service computation,
which maximizes the guarantees that the KPIs posed by the request will be satisfied. Hence,
the E2E Topology Exposure contacts the MD Exposure service module of the different
underlying domains to collect the corresponding abstract topology model and composes the
complete abstract view of the E2E. The complete E2E model can be used by the E2E AICP
components (such as the E2E Path Computation) for their operation.

E2E Topology Exposure implementation considerations

Following a similar approach as the MD Exposure MS, the E2E exposure functionality has been
implemented in the E2E Path Computation, since, in the current implementation, it is the only
entity that consumes the abstracted topology from the different MDs under its control. In this
way, as depicted in Figure 2-5, the E2E Path Computation collects the abstract topologies from
its controlled MDs by contacting the corresponding MS Path Computation Elements. With this
information, the E2E Path Computation composes the complete abstract multi-domain
topology. Such topology is used to compute the domain sequence to be followed by the E2E
service. It is worth noting here that the network slicing approach that supports the abstraction
of the multi-domain, multi-technology data plane allows to maximize the chances that the
computed paths satisfy the requirements posed by the service request, thus offloading the
different DTs of the architecture, reducing the control overhead, and speeding up the service
configuration process.
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Abstract Topology
Exposure

E2E Path

MD Path
Computation

Computation

IETF-based
Abstraction
Model

Figure 2-5. E2E Topology Exposure procedure

IETF-based Abstraction Model

As said in previous sub-sections, the key elements of the exposure services are the models
used to homogenize and abstract the heterogenous data plane technologies and components
that compose the PREDICT-6G MDP. While the model used to expose the specific data plane
technologies into the MD level of the AICP and its associated Open API definition are described
in (PREDICT-6G/D2.3, 2025) and (PREDICT-6G/D2.4, 2025), this sub-section details the model
that has been defined in the project to abstract the topologies of the different MDs to compose
the E2E one. Aiming at standards compliance, the E2E abstraction model has been defined
based on the IETF proposals for topological and service information exchange between
different managemententities. In this line, the abstraction strategy follows the network slicing
concept (RFC9543, 2024). More specifically, the technological domains are abstracted as a set
of border nodes interconnected by different slices that fulfil a set of performance requirements
(i.e, KPIs). The border nodes are presented to the E2E layer as Provisioning Edges (PEs) and the
exposed ports are translated into Service Demarcation Points (SDPs, (RFC9543, 2024)). The
intra-domain connectivity (i.e., the network slices provisioned between borders) is abstracted
in the form of Connectivity Constructs (CCs, (RFC9543, 2024)). The KPIs offered by each intra-
domain connectivity element (i.e, CC) are modelled in the form of Service Level
Objectives/Expectations (SLOs/SLEs, (RFC9543, 2024)). Finally, the inter-domain connectivity
existing between the PEs of different domains is modelled following the Attachment Circuit
(AC, (Boucadair, 2025)) concept.

2.4 Service Automation

As described in section 4.4 of (PREDICT-6G/D3.2, 2023), the Service Automation (SA) module is
the AICP component designed to ensure the correct deployment and maintenance of
deterministic E2E and MD services in multiple heterogeneous infrastructures. The module
manages all stages of the service lifecycle through a closed-loop implementation that controls
and automates the service provisioning, assurance and termination.

The SA module implementation encompasses four specific Management Services: (i) the E2E
Service Automation, which oversees the implementation and management of an E2E service
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across all technology domains; (ii) the MD Service Automation, which interacts with each
technology domain to ensure the closed-loop automation of a MD service; (iii) the E2E Service
Exposure (SE), which exposes E2E service information to other MSs and/or users; and (iv) the
MD Service Exposure, which exposes MD service information in a similar manner.

For the implementation, as stated in (PREDICT-6G/D3.2, 2023), the SA module has been
coherently developed following a two-level architecture with two submodules: E2E SA
submodule, which includes E2E SA and E2E SE capabilities, and the MD SA submodule, which
implements MD SA and MD SE features.

Based on the proposed design, next subsections update the description of the software
implementation provided in (PREDICT-6G/D3.2, 2023), considering E2E and MD SA
submodules and their interactions with the rest of AICP.

E2E Service Automation

As described in section 4.4.1.1 of (PREDICT-6G/D3.2, 2023), the E2E SA interacts with other MSs
to manage the lifecycle of E2E services during the provisioning and decommissioning phases.

To interact with the rest of the modules, the E2E SA has been designed following a modular
architecture, where several functions have been defined to cover specific functionalities.
Figure 2-6 shows the final E2E SA submodule design, which remains unchanged with respect
to the one described in (PREDICT-6G/D3.2, 2023).

E2E Service
Ingestion

/ E2E Service Ingestion REST Interface \

4]7 Request Processing

i—

g E2E Path E2E Life-cycle
E Processing Management g
£ -

E2E Path = z& Service
Computation & 3 Automation
< 3

= < - a

5 Sarvices) E2E Service g

& ‘—|

w DB Exposure E2E

] Monitoring

Figure 2-6. E2E Service Automation submodule - Software Design

As there has not been any modification performed with respect to the initial design presented
in section 4.4.1.1 of (PREDICT-6G/D3.2, 2023), the mission of each function is briefly described
below:
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* The E2E Request Processing SW Function processes the E2E Service Provisioning or
Decommissioning requests coming from the E2E Service Ingestion and forwards them
to the E2E Path Processing or to the E2E Lifecycle Management functions in
provisioning and decommissioning phases, respectively. Additionally, this function is
also able to store or retrieve E2E service information from the Services DB when
requests are received.

* The E2E Path Processing SW Function manages and processes all information related
to the path allocation of E2E services. Forwards and processes the E2E path
computation data via the E2E path interface, forwards the E2E paths and domain
information for its storage in the Services DB, and triggers the E2E Service lifecycle
management during the provisioning.

* The E2E Lifecycle Management SW Function manages the lifecycle of the E2E
services. As part of this process, initializes and enables the service provisioning and
decommissioning in MDs, notifies E2E Al and DT about the service status, requests the
monitoring of the E2E Service, and forwards, requests and updates E2E service
information by interacting with Services DB.

* The E2E Service Exposure SW Function exposes information of the E2E services after
receiving requests through the E2E service interface and querying the Services DB.

* The Services DB stores all the information related to E2E services including all
characteristics shown in the E2E Service Data Model (see section 8.3 of (PREDICT-
6G/D3.2, 2023)) and the link between E2E services, paths and selected domains. This
database is also used by the MD SA submodule to store information related to local
services.

* The E2E Service Ingestion REST Interface is used to interact with the E2E SI module
when receiving Service Provisioning or Decommissioning requests from the E2E Sl or
when forwarding the outcome, i.e., confirmation or rejection, for those requests.

* The E2E Path Computation REST Interface is designed to interact with the E2E Path
Computation module for forwarding E2E path computation requests and to receive
path and domain selection information.

* The E2E Service REST Interface is designed to interact with the MD SA, E2E Al, E2E DT
and E2E Monitoring modules. It is used to start the service provisioning and
decommissioning in local domains, receive the outcome of those processes, notify
about the status of E2E services to E2E Al and DT MS, request the monitoring of a
specific E2E service, and expose information related to E2E services to users, operators
or other external MSs.
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MD Service Automation

As described in section 4.4.1.2 of (PREDICT-6G/D3.2, 2023), the MD SA interacts with other MSs
to manage the lifecycle of local MD services during the service provisioning and
decommissioning phases.

To enable such interaction, the MD SA has been designed following the modular architecture
depicted in Figure 2-7. Note that the final design has slightly changed with respect to the one
described in (PREDICT-6G/D3.2, 2023), since the Resource Exposure interaction is now
modelled as part of the Resource Configuration MS.
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Figure 2-7. MD Service Automation Submodule - Software Design

The role of each of the proposed components is the following:

©

The Path Processing SW Function is designed to manage and process all information
related to path allocation in the MD. This function receives the path computation
information received from the E2E Path Computation module through the E2E path
interface. With this data, the component forwards a path request towards the MD Path
Computation to compute the path in the MD. After the path is computed, it receives a
path computation response, which uses to update the MD service stored in the Services
DB. After that, it triggers the service lifecycle management process. This function is only
used during the service provisioning phase.

The Lifecycle Management SW Function is designed to manage the service lifecycle
at MD level, after the E2E domain is split into several MDs. This function is responsible
for establishing both service provisioning and decommissioning in the local domains
when a MD service provisioning or decommissioning request arrives from the E2E SA.
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The provisioning or decommissioning will be performed by contacting the Resource
Configurator which will allocate/release the resources in the MD, notifying Al and DT
about the service status, and trigger or stop the measurement collection for the MD
service. To this aim the function will use two interfaces: one for resource related
requests (Resource REST interface) and one for the remaining interactions (Service
REST interface).

* The Service Exposure SW Function is designed to expose information of the MD
services. This function is designed to receive exposure requests through the Service
Interface, request the information of the MD services to the Services DB, and send it
back via the Service Interface.

* The Services DB is used to store all information related to MD Services. It can be
accessed by the path processing, service lifecycle and service exposure functions.

* The E2E Path Computation REST Interface is designed to interact with the E2E Path
Computation module to retrieve path computation requests and forwarding path
allocation notifications.

* The E2E Service Automation REST Interface is designed to interact with the E2E SA
module to receive Service Provisioning or Decommissioning requests and to forward
service provisioning/decommissioning notifications.

* The Service REST Interface is designed to notify the status of the MD service to Al and
DT MSs, start/stop the Measurement Collection of a MD Service, and to expose
information related to MD services.

* The Resource REST Interface is designed to interact with the Resource Configurator
MS to allocate service resources in the corresponding technology domain.

* The Path REST Interface is designed to interact with the MD Path Computation module
to retrieve path computation requests, as well as forwarding path allocation
notifications.

From an integration perspective, the E2E SA interacts with the SI, Path Computation and
Monitoring MSs at the E2E AICP level, and with the MD SA of each underlying technological
domain.In turn, the MD SA interacts with the E2E SA and the E2E Path Computation of the E2E-
level AICP, and with the Path Computation, Resource Configuration and Measurement
Collection (i.e., Monitoring) MSs at the technological MD level. All these interactions have been
tested and the specific integration tests are reported in Appendix 7.1.
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2.5 Path Computation

As reported in previous deliverables, the PREDICT-6G AICP architecture defines two levels of
path computation and, thus, two path computation components. First, the local MD Path
Computation component (MD-PCE) is responsible for the intra-domain path computation, that
is, the computation of paths inside a technological domain (or Managed Domain, MD). Second,
the architecture defines an E2E Path Computation component, the E2E-PCE, which is
responsible for computing multi-domain paths over an abstracted view of the multi-domain
multi-technology scenario. This section provides the implementation details and validation of
such modules as well as a description of the updates realized over such components from the
previous deliverables.

MD Path Computation

The implementation of the MD-PCE MS has followed the design reported in (PREDICT-6G/D3.2,
2023). Nonetheless, as described in section 2.3, some functionalities have been added to the
module with regard to the exposure of the topology of the technological domain and its further
abstraction. In addition, as reported in (PREDICT-6G/D3.3, 2025), the service computation at
the MD level was modified and, for some implementations of the MD such as the TSN domain,
the MD-PCE might take the responsibility to request the KPI estimation to the DT at the MD (if
available) and to validate it prior to request the provisioning to the Service Automation. For the
sake of generality, the MD-PCE currently implements the interfacing with the DT of the MD.
Such an interface can be activated or deactivated by configuration in the MD-PCE depending
on the availability of a DT in the domain. Figure 2-8 illustrates the current implementation of
the intra-domain path computation process as part of the E2E service provisioning. The
integration tests detailed in Appendix 7.1 include the interactions depicted in the figure.

1. Get Topology
/ Resources /
Capabilities Resource

PR  Configuration

i 3. Local Path
E2E Path 2. Local Path Service Compuisiion Path .
Computation Request Automation Computation
qu Request
E— 4. Request KPI
Computation o
e DT Predictive

7. Local Path 6. Local Path 5. KPI Estimation Analytics

Selection Selection

Figure 2-8. Local MD (intra-domain) path computation process
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Figure 2-8 also depicts the interaction between the MD-PCE and the Resource Configuration
service to collect the technological domain topological information, including resources and
capabilities (step 1) and the interaction with the DT of the MD (if available) in steps 4 and 5.

E2E Path Computation

The implementation of the E2E-PCE has also followed the design reported in (PREDICT-6G/D3.2,
2023). In line with the modifications implemented to the MD-PCE regarding the exposure
services, the E2E-PCE contacts the MD-PCEs of the underlying domains to obtain the
abstracted local topologies and composes the E2E abstract view. Hence, it can be stated that
the E2E-PCE implements the E2E Topology Exposure functionalities. Figure 2-9 shows the E2E
path computation process considering the current implementation of the different MSs.
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Figure 2-9. E2E multi-domain path computation process

As depicted in Figure 2-9, the E2E-PCE contacts the MD-PCE of each underlying technological
domain to compose the E2E abstract topology. The rest of the process is the same as reported
in (PREDICT-6G/D3.2, 2023). As in the case of the MD-PCE, the integration tests associated to
the interactions depicted in the figure are detailed in Appendix 7.1.
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2.6 Resource Configurator

This section reports the implementation of the Resource Configurator (RC). Three
implementations corresponding to the three domains considered in the project are presented.
All three follow the REST interface schema defined in Table 2-1.

Interface Name HTTP Method Endpoint Input/Output
I: Service
Provisioning
Request
Resource O: HTTP Code 200
Configurator POST /save-request OK with the
Provisioning resources

configured. 500

Error if thereis a

mismatch with

Respurce the flow model.
Configurator

REST Interface

I: Service
Decommissionin
g Request

Resource
Configurator DELETE /delete-request
Decommissioning

O: HTTP Code 200
OK with the
resources field
void. 404 Error if
the service ID is
not found.

Table 2-1.REST interface schema for the Resource Configurator

The integration of the three instances of the RC with their respective MD SA MS and data plane,
can be found in Appendix 7.1.

Wi-Fi Resource Configurator

The wireless communication channel is inherently shared, allowing multiple stations to
access the medium simultaneously. To avoid data transmission collisions, the classical
approach employs the CSMA/CA protocol, which senses the channel before transmitting,
sends data only when the channel is free, and retransmits after a random back-off period in
case of a collision. However, this strategy is unsuitable for traffic with hard deadlines, as
random back-off times can violate maximum latency bounds.

©
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The TSN approach schedules medium access deterministically. Each station or access point
(AP) transmitting critical traffic is allocated a specific time slot, during which only it can send
critical traffic, while all other stations/APs are prohibited from transmitting any traffic. The
transmitting station/AP must also cease non-critical transmissions during its slot. This
behaviour is enforced using the gating mechanism proposed in IEEE 802.1Qbv (Serna, 2018),
as shown in Figure 2-10. This mechanism places a gate at each queue of a Wi-Fi controller,
allowing transmission only when the respective gate is open. By mapping traffic classes to
different queues and controlling gate states via a schedule, the transmission slots for each
traffic class were managed.
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Isochronous

[ty Cyclic synchronous
» Cyclic asynchronous
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Figure 2-10. Gating mechanism in a wireless TSN setup

This component introduces a tool to configure transmission schedules at the Wi-Fi controller
in each station/AP, enabling timely management of the communication channel within a Wi-
Fi domain, down to the millisecond range.

The software requires a Linux machine with an AX210 Wi-Fi controller. The machine needs to
be attached to a TSN network implementing the 802.1AS (for synchronization) and the 802.1Qbv
(for transmission scheduling).

The tool is a Python script that accepts an input file specifying a list of streams and the name
of the Wi-Fi controller to configure or to remove previous configuration. It parses the streams,
computes a schedule, transforms it into a qdisc configuration and applies it to the interface.
Transforming the schedule into a gdisc configuration involves mapping the traffic classes to
the priority queues as well as defining the base-time of the schedule. The time at which the
schedule is activated. Figure 2-11 summarises the workflow of the resource configuration tool.

The resource configuration tool is a command line tool that offers the following parameters:
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e -i<name>: the Wi-Fi controller to configure

e -f<file path>: the path to the input file defining the streams to configure

e -u:when provided the tool ignores the -f option and deletes the existing
configuration from the specified interface

e --verbose: when specified, the tool shows some logs of the operations.

Schedule

t=0 :0C
TrafficType
ConnectionType

f | Stream] |
parse_flows() make._schedule) Schedule[Slot] N
= TAPRIO_Qdisc
Transform(} =

Wireless_interface

CommandTc

get_interface()

Figure 2-11. Workflow of the resource configuration too/

Ethernet-TSN Resource Configurator

The Ethernet TSN approach for resource configuration aligns with the deterministic need of
critical traffic, offering predictable medium access through scheduled transmission. This
contribution introduces a TSN Ethernet Resource Configurator tool designed to manage
transmission schedules at the Ethernet TSN controller, employing standards like IEEE
802.1Qbv (Serna, 2018) and 802.1AS (802.1AS, 2020) for precise synchronization and traffic
scheduling. The gating mechanism restricts transmission to specific time slots, ensuring
bounded latency by segregating critical and non-critical traffic. The tool enables the
configuration of Ethernet interfaces within a TSN domain, facilitating low-latency and jitter-
free communications.

To guarantee performance under peak network loads, the configurator incorporates a Worst-
Case Transversal Time (WCTT) analysis. The WCTT analysis evaluates the maximum possible
delay that packets might experience in the network, considering factors like network
congestion, frame pre-emption, and traffic shaping. The analysis process includes:
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Network Simulation: The configurator runs simulations using real-time network
parameters to predict delays under worst-case conditions.

KPlI Measurements: It measures critical metrics like delay, jitter, and throughput,
capturing worst-case performance scenarios.

Performance Evaluation: The tool compares measured KPI against predefined
thresholds and adjust Configurations if any constraints are violated.

Configuration Adjustments: Iterative Updates are applied to the schedule and traffic
policies until the WCTT constraints are satisfied.

The TSN Ethernet Resource Configurator is implemented as a Java-based software suite
utilizing the Pegase library (Pegase, 2025) for network configuration. The tool is designed to
generate and configure Ethernet network topologies, define communication needs, and
manage flow scheduling according to IEEE 802.1Qbv standards.

Synchronized GCL
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Figure 2-12from the IEEE 802.1Qbv standard (Tan et al, 2022). Eth-TSN Resource Configuration follows this

approach

The software suite consists of three main components:

©

NodeTopology: Handles the creation of nodes (end-devices) and switches within the
Ethernet TSN domain. This class initializes nodes, adds switches (optionally using pre-
defined profiles like Re/lyum switches (Relyum, 2025)), and establishes links between
nodes and switches. The links are configured based on data transmission rates, and
the topology exposure is automated via file reading.

FlowConfig: Manages the flow Configuration by defining communication needs
(EthernetFrameComNeed) and routing paths. The class parses communication
requirements, can compute routes, and applies gating schedules for traffic flows. The

Funded by | 146
the European Union




D3.4 - Implementation of selected release 2 Al-driven inter-domain network control, O PRED'CT 6G

management, and orchestration innovations

flow configuration runs as a separate thread to allow concurrent execution, improving
responsiveness.
e RCTSN Main Class: Acts as the entry point of the application. It initializes the dataset,

creates the network topology using NodeTopology. The main workflow includes:

1. Creating the Ethernet topology and adding nodes, switches, and links.

2. Defining communication needs and routing using the Pegase API.

3. Launching the flow configuration in a dedicated thread to apply traffic

schedules based on the IEEE 802.1Qbv gating mechanism.
4. Optionally displaying the results through a graphical interface.

3GPP Resource Configurator

The wireless nature of 3GPP networks introduces several issues, compared with the fixed
networks, such as the latency and reliability. For 3GPP networks to work into a TSN ecosystem
must be addressed enhancements in reducing the variability of the latency and increase the
reliability. To improve the time-sensitiveness and reliability of the 3GPP networks it has been
developed innovations, beyond the state of the art, around the software switch concept
introduced in (TR21918, 2024). The TSN switch is designed to help in the implementation of
new protocols, schedulers and algorithms on top of 3GPP networks.

Regarding the variability of the latency, synchronous schedulers, as defined in IEEE 802.1Qbv,
and de-jittering procedures, based on the standard hold and forward mechanism, are featured.
On the other hand, to improve the reliability, the work is focused on a packet replication
solution according to FRER defined in IEEE 802.1CB, that it is implemented using separate
elements of a 5G System.

The TSN switch implements a mechanism to schedule packets without the intervention of the
Linux Kernel, to do so, takes advantage of the XDP, an eBPF-based high-performance data path
implemented in the Linux kernel that provides a mechanism to forward packets between the
NIC drivers and the Kernel user plane.

There are two ports exposed to the UE side, one dedicated to the TSN traffic, and another to the
background traffic. Toward the 5GS, the TSN switch exposes two VxLAN ports: one for all traffic
and another secondary one for FRER replication.
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Figure 2-13. TSN software switch architecture

The TSN software switch has two sub-routines associated to each layer 2 port, one for
transmitting packets (frames) and the other for receiving. Every routine, ingress and egress,
has its own configurable logic.

Initially, 3GPP network, without TSN enhancements, is configured through a REST based API
(POST /npn/{npnid}/configuration, being the npni/d the non-public network identifier), the
JSON included in the request body provides the parameters that model the 3GPP network radio
characteristics (e.g., TDD patterns, spectrum assignment, bandwidth, MIMO, power, spectrum
usage technique..). Based on the actual 3GPP configuration and the incoming information
such as the expected QoS by the 3GPP path (e.g., RTT, jitter, Packet loss percentage, reliability...)
and the traffic characteristics (e.g., bit rate, periodicity, burst size..) the 3GPP Resource
Configurator is requested to compute a path in the 3GPP domain, including KPI estimations.
Following scenarios may take place:

* The current 3GPP configuration can meet the QoS restrictions at least in one path: the
3GPP resource configurator compute the path including the predicted KPI estimated by
the 3GPP Network Digital Twin.

* Thecurrent 3GPP configuration cannot meet the QoS restrictions, in terms of bit rate or
latency, in any of the available paths: the actual 3GPP configuration may be changed
(e.g., radio bandwidth may be increased) to meet the requested QoS characteristics.

* The current 3GPP configuration cannot meet the QoS restrictions in terms of jitter
and/or reliability: in that case the resource configurator may compute a path including
TSN translators in UE and network sides.
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The 3GPP Resource Configurator, to configure the TSN switches, makes use of a tool called
gopsavZ, implemented in Go language, that allows to configure the UE and 5G network side
TSN switches, including how each flow is classified, based on configured conditions, and
prioritized according to the synchronous scheduling configuration.

2.7 Data Collection and management

As described in section 4.8 of (PREDICT-6G/D3.2, 2023), the Data Collection and Management
(DC&M) module is the AICP component responsible for the gathering of monitoring data from
the MDP, to feed the logic of analytic processes based on AI/MLand DT for deterministic service
monitoring and data-driven network automation decisions.

The DC&M encompasses two MSs: one at the technological domain (MD) level (Measurement
Collection MS) and one at the E2E level (E2E Monitoring). The former collects metrics from the
coupled technological domain, uniforms the data in a common format and provide the results
both in a near real-time fashion and in form of timeseries. The latter assembles metrics from
multiple MD Measurement Collection MSs, thus composing a hierarchical structure among all
the monitoring platforms and performs the same operations of adaptation and data exposure
(to the final user) of the local MD counterpart (PREDICT-6G/D3.2, 2023).

In the context of the AICP operational workflow, that is the provisioning and decommissioning
of an E2E deterministic service, the data collection and management is triggered by the SA
(both MD and E2E) to provide actual values of the KPIs to DTs.

Although the implementation progressed, the software design of the DC&M component has
not undergone any changes with respect to (PREDICT-6G/D3.2,2023), so this paragraph reports
a brief description of the submodules and their functionalities, which are shared between the
MD Measurement Collection and the E2E Monitoring.

e Adaptation Layer. Translates data gathered from heterogeneous data sources, by
Programmable Data Collectors configured on demand, in a common format.

e Event Streaming Bus. Exposes uniformed data in a near real-time manner.

e Time-series DB. Stores the uniformed data in form of timeseries.

e Data Manipulation Logic (optional). Computes aggregated values, such as mean and
standard deviation, from raw metrics.

e Configuration Logic. Performs the operations behind the REST-based APIs exposed by
the Monitoring Platform NBI, which in summary allows at runtime to both
create/terminate Programmable Data Collectors and authenticate/authorize data
consumers.
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e Multi-technology access interface. Represents the set of exposed interfaces: The
Configuration I/F, the Near-RT and the Historic Data Retrieval I/Fs to interact with
the Event Streaming Bus and the Time-series DB.

As reported in (PREDICT-6G/D3.2,2023), the Authentication and Authorization feature has been
implemented for the Config Manager, too, thus allowing only authorized to change the
configuration. The implementation leverages on Keyc/loak and the mechanism is the same
performed for the Service Ingestion and described in section 2.2, which is based on token
exchange with the IAM platform and validation of that token with respect to user role and
scope. As done with the previous MSs of the AICP, the integration tests associated to the DC&M
at both MD and E2E level are reported in Appendix 7.1
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3 External entities

This chapter presents external entities that provide enhanced capabilities to the AICP, namely
Network Digital Twin (NDT) solutions and Al/ML applications that can be injected by means of
the deployed MLOps framework.

Regarding NDT solutions, they model TSN technologies in the Ethernet and the WiFi domains.
TSN enhances deterministic communication in modern networks by providing precise
scheduling and low-latency data transmission. The key component is the Time-aware Shaper
(TAS). TAS introduces a gate control mechanism, a time-triggered scheduling approach that
regulates network traffic according to a predefined sequence. This mechanism ensures
organized and deterministic communication by defining when specific traffic queues are
allowed to forward packets. Each network switch egress port supports multiple traffic queues,
where packets are classified and assigned based on predefined rules. The gate control
schedule determines whether a queue's gate is open or closed at any given time. Only packets
from queues with open gates can proceed to transmission. This chapter describes the updates
of such mechanisms with respect to (PREDICT-6G/D3.2,2023) and (PREDICT-6G/D3.3,2025) as
well as a set of functional validation tests of the NDT solutions for the technological domains.
An E2E NDT is presented to provide E2E KPI estimations (delay and jitter) based on the
estimations from the domain NDTs. The E2E NDT performance is assessed as well.

Finally, the chapter includes the final release of the MLOps framework. As explained in
(PREDICT-6G/D3.2, 2023) and (PREDICT-6G/D3.3, 2025), the MLOps framework is a module
designed to offer Al-as-a-Service capabilities to the rest of AICP MSs, supporting the design,
training and serving of AI/ML models in the management and orchestration domain control
loops of centralized or distributed production environments. As for the NDTs, a set of
operational tests have been carried out for validating the MLOps framework.

3.1 Network Digital Twin for the Ethernet TSN domain

From a design and implementation perspective, TSN domain NDT has not suffered changes
from the one reported in (PREDICT-6G/D3.2, 2023) and (PREDICT-6G/D3.3, 2025). Nonetheless,
the models used by the component have been updated and refined to improve accuracy. In this
regard, this section presents the functional validation that has been conducted to assess the
performance of the component in terms of KPI estimation accuracy.
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Test 1- Accuracy of KPI estimation

Description

This test focuses on the evaluation of the accuracy of KPl estimation for TS flow provisioning.
For the evaluation, the network topology in Figure 3-1, where robots exchange packets with
users through a TSN network was considered.

g°b SW1 SW2 SW3
Aa g @ @ @
- TSN Switches

Figure 3-1. Network topology

Two applications are considered that generate traffic flows with different characteristics.
Table 3-1 summarizes the characteristics of TSN flows. For these tests, the duration of the
super-frame was set to 10ms.

Param TSN Application-1 TSN Application-2
Period 1ms 10 ms
Max Tms 10 ms
delay
Max Jitter 100 ps 1ms
Traffic random [90, 120] random [900, 1200]
bytes bytes

Table 3-1. TSN flows characteristics for the considered applications

The assumption is that links connecting the switches accumulate a transmission delay of
300 ps.

Execution steps

A simulator that follows the provisioning algorithm described in (PREDICT-6G/D3.1, 2023)
was developed. The simulator generates single-flow service requests for a randomly selected
TSN application and involving devices/servers from the customers. The requests arrive
sequentially, and if a request is accepted, the selected resources are reserved, and the
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simulator continues with the next request, which is processed on the resources remaining
available on the network.

Because of the characteristics of the network topology and the applications, the simulation
is stopped when a request cannot be served, as no more requests will be accepted.

Results

Figure 3-2presents the obtained E2E delay (upper row) and jitter (lower row) for the
requested TS flows; the evolution of the maximum and mean values is presented separately
for each application.
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Figure 3-2. E2E delay and jitter for requested TS flows

Itis observable that delay, and jitter increase with the number of flows in the network (load),
being the maximum delay and jitter under the required ones. It is worth noting that the delay
of flows for application 2 has zero jitter since the period of those flows and the duration of
the SF coincide.

Test 2 - KPI estimation accuracy assessment in front of experimental measurements

Description

Once the KPI estimation is validated by simulation for a large number of requests, in this
test, the estimation with regard to experimental measurements is validated. To that end, a
number of experiments to collect such real measurements on the following experimental
setup were carried out:

e Path Topologies: 1.4 TSN switches
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e TS flows:
o Robot Control Loop (User->Robot)
o Robot Odometry (Robot->User)
e Captures (csv files)
o Duration: 60 seconds
o Foreach flow: packet id; timestamp tin; timestamp tout; latency=tout-tin

Considered Traffic Models

Robot Control Loop (User->Robot) Robot Odometry (Robot->User)

"traffic_characteristics":{

"traffic_characteristics":{

teristics”™ {

"burst_arrival_time_window": {
"t1": -,
"t2": -

: 2
"burst_completion_time_window": { "burst_completion_time_window": {
"t1": -, ”t1": -

mon. "t -
} }
} }

Experimental measurements and data cleaning

Figure 3-3 shows the delay vs the number of switches of traversed by the flows for all the
packets conveyed. It is observable that a large majority of packets experienced a delay that
concentrated very closely to the median. However, around 5% of packets experienced delays
that differs significantly from the median and can be considered as outliers.
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Figure 3-3. Delay vs number of switches traversed by the flow

Then, the outliers and obtained the following delays for the flows were removed (Figure 3-4).
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Figure 3-4. Delay vs number of switches without outliers

Experimental validation of DT KPI estimation

The experimental measurements were used for evaluating the accuracy of the estimation of
delay and jitter from the DT. To this end, we consider the maximum delay from the
experiments as the value for the percentile 95, whereas the jitter value was computed as the
difference between the maximum (percentile 95) and the minimum (percentile 5) delay
experiences by the packets of the flows.
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Figure 3-5 shows the results for the two flows. It is observable that the accuracy of KPI
estimation is noticeably higher for both delay and jitter, which experimentally validates the
DT models.

Maximum Delay: Delay[perc95%] Maximum Jitter: Delav[perc95%]-Delav[perc5%
60 0.1
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Figure 3-5. DT KPI evaluation accuracy

3.2 WiFi Digital Twin

This section presents the tests conducted to validate the performance of the DT for the Wi-Fi
domain, where the Target Wake Time (TWT) mechanism is used for deterministic channel
access as well as for energy savings.

The network scenario implemented in the DT has been developed on top of the advanced ns3
Wi-Fi TWT simulator, as detailed in (Venkateswaran, 2024). To achieve low-latency and low-
jitter communication, the simulator was extended with the TAS, as specified in (802.1Qbv,
2015).

As illustrated in Figure 3-6, every switch egress port can support up to eight traffic queues,
each controlled by an individual gate positioned between the queue and the L3 switch. The
entire scheduling operation follows a cyclically repeating gate control schedule.
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Figure 3-6: Implemented Time Aware Shaper with 8 queues and a gate control schedule.

The implemented solution builds upon the approach introduced in (Krummacker, 2020) and
enables the configuration of two key parameters:

1. Packet Filtering Mechanism, which classifies incoming packets based on the network
of the sending STA. This classification determines the priority class of the packet;

2. Gate control schedule, which defines the time slots during which each queue's gate
remains open. This cyclic schedule dictates which priority classes are allowed to
transmit packets at given points in time.

One of the key benefits of TWT is its ability to improve energy efficiency. By allowing STAs to
enter a low-power sleep mode when they are not actively transmitting or receiving data, they
can significantly reduce energy consumption. Without this mechanism, STAs would have to
keep their radios in receive mode, consuming power during overhearing, i.e,, when receiving
data packets that are not intended for them or during idle time, i.e, while performing
operations like Clear Channel Assessment (CCA).

Funded by | 146
the European Union




D3.4 - Implementation of selected release 2 Al-driven inter-domain network control, O PRED'CT 6G

management, and orchestration innovations

Test 1: TWT energy efficiency

Description

The considered scenario is depicted in Figure 3-7.

Internet (wan)

P2P links with configurable

Network 1 (lan1) 'a'°"°y""’°”9""“' Network 2 (lan2)
AP with “_,_ s \‘ i “ AP with
TWT 2y ™WT

Switch L3

TSN switch handles traffic :
e priorities using multiple queues : TSN app

Figure 3-7: Network scenario implemented in the DT: A TS multi-domain network with the Wi-Fi domain
leveraging the TWT mechanism.

includes eight STAs, representing different types of lloTs with varying energy capabilities
and consumption characteristics, transmitting data to an AP. The generated traffic consists
of 1,500-byte UDP packets carrying sensor data to be transmitted towards the AP. Each STA
s (s=1,..,8) receives a UDP packet from its higher layers at time intervals of s-5ms,
consistently with the fact that IloTs typically send data at regular intervals. Taking
advantage of this predictability of the generated traffic, the network can leverage a TWT
mechanism where each TWT Service Period (SP) begins as soon as a UDP packet arrives at
the STA from its higher layers. For the sake of clarity, in the considered scenario, each TWT
SP is configured to last slightly longer than 5 ms.

Results

The energy-saving potential of TWT, which is particularly valuable for battery-operated lloTs
with, is illustrated in Figure 3-8 and Figure 3-9.
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Figure 3-8: Example of temporal evolution of STA’s power states with TWT, over a period of 32 ms.
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Figure 3-9: Example of temporal evolution of STA’s power states without TWT, over a period of 32 ms.

Figure 3-8 and Figure 3-9 compare the physical layer state evolution of STA 3 over time,
respectively, with TWT and without TWT. The figures also report the total energy consumption
measured over a reference period of 32 ms. Once can observe that when TWT is enabled, the
STA remains in the low-power sleep state for most of the time, except for two key instances:
when it receives the beacon from the AP and during its scheduled TWT SP, i.e, when it
transmits data. In contrast, without TWT, the STA is unable to enter the sleep state at all. It
continuously switches between idle and receive states, entering the latter when it overhears
other STAs transmitting towards the AP. Since STAs consume significantly more energy in
idle state than in sleep state, leveraging TWT leads to substantial energy savings.

Specifically, the results show a remarkable 3.4x reduction in energy consumption over just
a 32-ms reference period.

3.3 E2E Digital Twin

The E2E DT is the component in charge of performing E2E KPI estimations during the E2E
service provisioning procedure. This building block receives estimations (outputs) from
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domain DTs, i.e., Ethernet TSN DT, Wi-Fi DT, and 3GPP DT and it produces as output the
estimation of relevant KPI (throughput, delay) obtained by combining domain DT estimations.

The functionalities that the E2E DT must support are as follows:

e It must expose an interface with the E2E PCE to receive KPI estimation requests, as
detailed in the workflow in section 4.1.

e It needs to perform E2E estimations based on the partial heterogeneous estimations
of domain DTs. Results need to be produced in a way that can be easily processed and
interpreted by the E2E PCE module, to perform unequivocal KPI validation.
Communication of E2E KPI estimations are returned as responses to KPI estimation
requests through the same interface.

e Additionally, the E2E DT needs to be able to retrieve monitoring data from E2E
monitoring database to check whether KPI estimations of existing established flows
were accurate. Moreover, retrieved monitoring data might be used for internal model
validation purposes.

Next, the tests that have been performed to validate the functionalities of the E2E DT described
above are presented:

Test 1: E2E KPI estimation

Description

This test focuses on the validation of the process that estimates E2E KPIs based on the KPIs
provided by each domain DT. The list of E2E KPIs is limited to throughput and RTT, which can
be accurately composed from independent domain estimations.

The considered E2E scenario is depicted in Figure 3-10 and consists in the evaluation of the
E2E KPIs of a TSN traffic flow across multiple domains.

Device A Device B

traffic_characteristics":{
"periodicity": true,
"period": 10ms,
"burst_size": 100 byte
}

Figure 3-10. E2E network scenario
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Execution steps

1. Therequestreceived from the PCE and validated in Test 1is emulated based on actual
domain DT measurements Then, it is parsed to retrieve the values of the predicted
KPIs for each domain. The resultant data is structured as follows:

" fpdes™ ,
et ¢ 3 7
"throughput™:

Mindex™s i
i i ;
YEhFEGUghput®:

Nindex™: ;
Necisie gt s
Pthroughput™:

}

This data object is the input of E2E KPI estimation process

2. E2E KPI estimation process is executed for the obtained input data. It performs the
aggregation of RTT and throughput values from domains to E2E estimations. The
resultant output result is a simple structured data object with E2E KPI estimations:

H

"index": "e2e"
P LE ;
"tHercughput" &

}
This output data is embedded into the response message detailed in Test 1.

Results

The E2E KPI estimation process has been evaluated and validated. The following figure
compares the domain KPIs (input) and E2E KPIs (output) of this process for the example
detailed in the description section:
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Figure 3-11. E2E vs Domain KPIs. RTT and Throughput are considered

Test 2: E2E KPl monitoring

Description

This test focuses on the evaluation of the KPI monitoring of an E2E flow. Once a flow is
established a monitoring process controls the behaviour of the flow by comparing telemetry
measurements with the expected QoS parameters assigned to the flow.

Execution steps

1.

A flow has been established and its QoS parameters are monitored
2. Asampleis collected periodically from the Telemetry. The data has the format below:

,result,table, start,_stop,_time,_ value,_ field, measurement,host,pathLabel, servicelLabel
214324138%,2025-03-10T10:
214324138%,2025-03-10T10:
214324138%,2025-03-10T10:
214324138%,2025-03-10T10:
214324138%,2025-03-10T10:
214324138%,2025-03-10T10:
214324138%,2025-03-10T10:
214324138%,2025-03-10T10:
2143241382,2025-03-10T10:
214324138%,2025-03-10T10:
214324138%,2025-03-10T10:
2143241382,2025-03-10T10:

,_result,0,2025-03-10T10:
,_result,0,2025-03-10T10:
,_result,0,2025-03-10T10:
result,0,2025-03-10T10:
, result,0,2025-03-10T10:
,_result,0,2025-03-10T10:
result,0,2025-03-10T10:
, result,0,2025-03-10T10:
,_result,0,2025-03-10T10:
,_result,0,2025-03-10T10:
,_result,0,2025-03-10T10:
,_result,0,2025-03-10T10:

’

’

31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:

12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.

32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:

12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.

2143241382,2025-03-10T10:
2143241382,2025-03-10T10:
214324138%,2025-03-10T10:
2143241382,2025-03-10T10:
2143241382,2025-03-10T10:
214324138%,2025-03-10T10:
2143241382,2025-03-10T10:
214324138%,2025-03-10T10:
214324138%,2025-03-10T10:
2143241382,2025-03-10T10:
214324138%,2025-03-10T10:
214324138%,2025-03-10T10:

31:
31:
31:
31:
31:
31:
31:
31:
31:
32:
32:
32:

152,1,value, latency, telegraf_mdp, Path-1
20z,1,value, latency, telegraf mdp,Path-1,
25%Z,1,value, latency, telegraf_mdp,Path-1,
302,1,value, latency, telegraf_mdp, Path-1
35%,1,value, latency, telegraf_mdp,Path-1,
40Z,1,value, latency, telegraf_mdp,Path-1,
452,1,value, latency, telegraf_mdp, Path-1,
50Z,1,value, latency, telegraf_mdp, Path-1
55z,1,value, latency, telegraf_mdp, Path-1,
00Z,1,value, latency, telegraf_mdp, Path-1,
05%Z,1,value, latency, telegraf_mdp,Path-1,
10z,1,value, latency, telegraf_mdp, Path-1,

3. The telemetry measurements are compared with the QoS.
4. Anotification is generated and sent to the SA module if the QoS is violated:

"service_id": 7,

"status":

"QoS violated"

7
7
7
7
7
7
7
7
7
7
7
7

Results

The E2E KPI monitoring process has been evaluated.
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Test 3: E2E DT interface validation

Description

This test focuses on the evaluation of the DT interface that exposes the E2E KPI estimation
capability. A request containing the description of the E2E service and the KPIs of each
domain is received at the interface and the data is processed by the DT.

Execution steps

1. APOSTrequest from the PCE is sent to the E2E DT endpoint with the following format:

"DeviceA"},
: {"id": "DeviceB"}

th_selection": {
e_path_id": "pathl",

e_path status": "provisioned”,
"domain_list": [
{"index": 0, "path_domains": {
"name": "Domain_ 1", "domain class": "3GPP"}},
{"index": ; "path_domains": {

,"domain_class": "WiFi"}},
th_domains": {

"name": "Domain_.
{"index": 2, "

"name": "Domain_ 3", "domain class": "TSN"}}]
1
"gos_characteristics”: {
"priority": 1,"reliability": ’
"packet_loss": J,"delay": 400,
"rtt": ,"Jjitter™: ,

"burst_arrival_time window": {

{

"burst_size": 20,
"maximum_ flow_bitrate":
T
"service_ lifetime": {
"service_duration": {
"elT: ’
"e2t:
1
"recurrent_service_interval": {

neqv.

"recurrence_interval":

"md_services": {
"local_service": [
{"index": 0,
"service": {
"id": "1i1i11-,
"service_status": "pending",
"target_domain": {
"name "Domain_1",
"domain_class": "3GPP"
Py
"predicted_kpis": {
"rtt": ’
"jitter": . N

"throughput":

}
b
{"index": 1,
"service": {
"idT: "1112",
"service_status": "pending",

"target_domain": {
"name": "Domain 2",
"domain_class™: "WiFi"
}
br

{"index": 2,
"serv {
" "1113",
rvice_status": "pending",
"target_domain": {
"name": "Domain 3",
"domain_class": "TSN"
}
br

"throughput":

2. The estimation of the E2E KPIs is calculated (see Test 2). The data is formatted and
returned to the PCE with the requested data. The response has the following format:

©
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"service_id": "33333",
"kpis": {
"throughput": ’

Mttt

Results

The E2E KPI estimation interface has been tested. The request is processed by the E2E DT
and the result is formatted and returned to the PCE that will evaluate the feasibility of the
flow’s establishment.

3.4 Al/ML-assisted Control Plane
MLOps Algorithmic Framework

As explained in (PREDICT-6G/D3.2, 2023) and (PREDICT-6G/D3.3, 2025), the MLOps framework
is a module designed to offer Al-as-a-Service capabilities to the rest of AICP Management
Services, supporting the design, training and serving of AI/ML models in the management and
orchestration domain control loops of centralized or distributed production environments.

The final implementation of the MLOps framework covers a set of the AI/ML MSs described in
(PREDICT-6G/D3.1, 2023) and then redistributed in (PREDICT-6G/D3.3, 2025) as part of the
MLOps framework system architecture.

The list of AI/ML MS functionalities defined in (PREDICT-6G/D3.1, 2023) and covered by the
MLOps framework are: (i) AI/ML Model Registry to store and serve information of the models
already onboarded in the platform; (ii) Dataset Registry to store and serve information about
the datasets available for model training or pre-training; (iii) Model Repository to store and
serve the AI/ML models already onboarded in the platform; (iv) Dataset Repository to store and
serve the datasets already onboarded in the platform; and (v) Resource
Orchestration/Learning Manager to allow the creation of new AI/ML models, allow the
monitoring and update and redeployment of Al/ML models according to specific metrics or
external requests.
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Additionally, as identified in (PREDICT-6G/D3.2, 2023), specific extensions were also required
for the MLOps framework to support the generation of Al/ML pipelines based on Pytorch*
framework, the extension of the framework to support Federated Learning, and the integration
with the rest of AICP MSs. Considering these additional requirements, the MLOps framework
software architecture design has been extended with respect to the previous version defined
in (PREDICT-6G/D3.2, 2023), leading to define two different architectures for centralized and

distributed scenarios.

Model Request

Model Output

Pipeline Model Model Serving

DatasetDB &

Orchestration

Platform (POP)
Pipeline Development

Storage

4

NG

AF TensorFlow

(O TorchServe

@

Model DB
Automatic
Model Deployer

G

Kubeflow]

kubernetes

v

Figure 3-12. Final MLOps framework SW architecture - Centralized Learning

| t

Model Request Model Output
REST/
Model

Storage

Pipeline Development

DatasetDB | File System

Pipeline Development

DatasetDB | File System
Pipeline Developmen
DatasetDB  File Sy:

3

Pipeline Orchestration Platform (POP!

Metadata DB

Pipeline Orchestration Platform (POP

Metadata DB

Pipeline Orchestration Platform (POP:;
4

Aggregation
Server

Model Serving

Input Data
L UL
| REST
Inference Output

GUI
(HTTP
Access)

A/ML TF TensorFlow

e
Model DB
Model Deployer

Flower O TorchServe

Metadata DB

Manifests:
- 1/OData

- Model

- Pipeline, Training Definition

kubernetes

Figure 3-13. Final MLOps framework SW architecture - Federated Learning

As described in (PREDICT-6G/D3.2,2023), to ensure the principles of portability and scalability,
the MLOps framework design relies on the concepts of containerization and its orchestration
using Kubernetes (K8s). Based on this approach, the MLOps framework has been built on top
of Kubeflow to allow the deployment and orchestration of the AI/ML framework in any
infrastructure where K8s is available.

* https://pytorch.org
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Leveraging Kubeflow® as the foundations of the solution, the MLOps framework integrates
other libraries and tools like Minl0® KServe’ or Flower® as part of a set of modules to meet the
required functionalities in centralized or distributed scenarios. Based on this philosophy, the
set of modules included in both architectures to support Centralized and Federated Learning
strategies are the following:

DatasetDB: Database used to allow the storage of different types of data, including dataset
registry and repository functionalities that allow to retrieve complete datasets as well as their
most relevant features. The final implementation of this module is based on MinlO and is used
as the data source for feeding the pipeline development module.

Pipeline Development: Module that runs over Kubeflow and that enables the development of
E2E production Al/ML pipelines through the combination of different data science and Al/ML
stages such as data ingestion, data preparation, data validation, model design, model training,
or model testing, among others. This module supports Jupyter Notebooks, the generation of
pipelines with Tensorflow Extended and has been extended in this final version of the
framework to support the development of Pytorch E2E production pipelines based on TorchX.

Pipeline Orchestration Platform (POP): Module designed to orchestrate and automatize the
generation of the E2E Al/ML pipelines and workflows. The POP relies on Kubeflow Pipelines and
has been extended to support the generation of pipelines in distributed scenarios, e.g.
Federated Learning, through the creation of a Role-Based Access control mechanism that
allows to isolate data from different users and replicate specific pipeline stages related to data
validation, preparation, etc.

Aggregation Server: Module designed to enable the aggregation of model weights from
multiple clients in a Federated Learning environment. The module allows to create a global
model by learning and improving after the execution of several rounds where each client
distributes their own trained weights. The strategy of aggregation and the number of rounds
is a parameter that can be configured. This module is based on Flower library.

Model Storage and Automatic Model Deployer: Module envisaged to store the ML model
generated as the outcome of the different orchestrated pipelines. The model storage module
has available a REST/gRPC interface to serve models under request and relies on MinlO. This
module also integrates the Automatic Model Deployer (AMD), which acts as an add-on to

® https://www.kubeflow.org

¢ https://min.io

" https://www.kubeflow.org/docs/external-add-ons/kserve/introduction/
& https://flower.ai
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monitor the creation of new models. If new models are created, the AMD forwards the model to
the Model Serving module.

Model Serving: Module designed to offer AI/ML model and inference serving capabilities. The
module can be deployed by integrating TensorFlow Serving or TorchServe serving modules,
which only work in case of TensorFlow or Pytorch-based models, or through the deployment of
a specific KServe serving module, which acts as a server agnostic framework and supports the
serving of inferences for different types of models through APIs.

Note that the model and metrics monitoring module, which was present in the first version of
the MLOps framework, has not been included in this final version of the architecture since it
has not been finally required for any use case.

As done with the NDTs described previously, the MLOps framework functional validation is
reported in the tables below.

Test 1: Pipeline development and orchestration for Centralized Learning - Pytorch

Description

This test focuses on validating the extension performed over the MLOps framework to
support the development, deployment and orchestration of Al/ML pipelines based on
Pytorch framework in a centralized learning architecture.

The test has been performed over a Kubeflow environment by deploying a Kubeflow pipeline
composed of several Pytorch stages including data preparation, model training and storage
stages.

The expected output of the test is the successful generation and deployment of a Kubeflow
Pipeline including 3 stages devoted to data generation and ingestion, model training and
model storage. The correct deployment of the pipeline will result in the storage of a specific
Al/ML model in the Data Storage module.

Execution steps

1. Data ingestion: Reproduce the ingestion of data obtained from the DatasetDB. The
output of this step is the generation of a specific Python file (datagen.py).

2. Data Pre-processing: Pre-process and structure the ingested data in the shape of
Torch tensors to prepare the inputs and output for the model training stage.

3. Model Training: Define the model architecture, in this example a Deep Neural
Network (DNN), together with the parameters required to train the model (epochs,
batch size) and the optimizer. The output of steps 2 and 3 is the generation of a
specific Python file (trainer.py).

4. Model Storage: Store the AI/ML model previously trained in Step 3 in the Model
Storage module. The output of this step is the generation of a specific Python file
(archiver.py).
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5. Pipeline Development: Create the pipeline by defining the number and type of
stages. In this example, three stages will be created to: i) generate the data, ii) pre-
process the data and train the model, and iii) store the model. The inputs to the
pipeline development will be the Python files generated in Steps 1, 2, 3 and 4. The
output of this step will be the generation of a Python file and YAML file to develop and
deploy the pipeline (ile_forecasting_pipeline.py).

6. Pipeline Orchestration (POP): Once created, the pipeline will be run in a Kubeflow
Pipelines environment, performing the training and storage of the AI/ML model.

Results

Figure 3-14 shows the code used to develop a pipeline on Kubeflow by defining three different
stages: datagen, trainer and archiver:

@kfp.dsl.container_component

: trainer_stage = trainer(filesystem_host=filesystem_host,
def data_gen(filesystem_host: str,

filesystem_port=filesystem_port,

f%lesystem,w”t: str, filesystem_userzkbflw_and_filesystem_user,
filesystem user: str, filesystem_passwd=filesystem_passwd,
filesystem_passwd: str, timestamp=timestamp
samples: int): trainer_stage.set_caching_options(False)

return kfp.dsl.ContainerSpec( trainer_stage.after(generate_data_stage)

image='registry.atosresearch.eu:18467/mlops/kubeflow/pipelines/ile_forecasting:v0.0.1', kubernetes.set_image_pull_policy(trainer_stage, "Always")

command=[ 'python’, '/app/stages/datagen.py'],

args= archiver_stage = archiver(filesystem_host=filesystem_host,
‘--pipeline_name', pipeline_name, filesystem_port=filesystem_port,
'--filesystem_host', filesystem_host, filesystem_user=kbflu_and_filesystem_user,
'--filesystem_port', filesystem_port, filesystem_passud=filesystem_passwd,

'--filesystem_user', filesystem_user, timestamp=timestamp,

'--filesystem_passwd', filesystem_passwd, versionzmodel_version)

' _samples’, samples archiver_stage.set_caching_options(False)

archiver_stage.after(trainer_stage)

kubernetes.set_image_pull_policy(archiver_stage, "Always")

Figure 3-14. Kubeflow pipeline code

Figure 3-15 shows a snapshot of the trainer stage where a Pytorch DNN model is initialized,
together with the visualization of the pipeline generated over Kubeflow graphical interface:

@ kubeflow-userexamplec.. v

from model import initialDNN

« ile_forecasting_pipeline (ile_forecasting_pipeling) * Uploadvers
model = initialDNN(25,25) Graph  Pipsiine Spec
v | ool
X_train = torch.load(os.path.join(local_training_directory,"X_train.pt")) data-gen
y_train = torch.load(os.path.join(local_training_directory,"y_train.pt"))
# Define the loss function and optimizer
criterion = nn.Cr
optimizer = optim.Adam(model.parameters(), 1r=0.001) frainer
# Training the model
+

num_epochs = 10 —

batch_size = 32 “ SRy archiver
Figure 3-15. Pytorch trainer stage
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Test 2: User isolation (Federated Learning)

Description

This test focuses on validating the extension performed over the MLOps framework to
support the logic isolation of users in Kubeflow with the objective of emulating a Federated
Learning environment where different clients are isolated in their specific workspaces.

The test has been performed over a Kubeflow environment by generating two isolated user
profiles and their corresponding two isolated workspaces the DatasetDB environment,
which are created in MinlO. The access to each profile is managed by Dex as Authenticator
in Kubeflow, and with MinlO authentication for the DatasetDB.

The expected output of the test is the successful generation of two isolated user profiles in
Kubeflow and two workspaces in the DatasetDB environment, where each user is only able
to see the data stored in his DatasetDB environment and the pipelines generated in their
own Kubeflow workspace.

Execution steps

1. Kubeflow User Isolation: Create different user profiles in Kubeflow restricting the
access and the visibility of each user to their own workspace by leveraging Dex
Authentication.

2. MinlO User Isolation: Link the generation of the different user profiles to specific
workspaces in MinlO, where each user will only be able to access the data stored in
their own DatasetDB workspace.

3. Isolation Validation: Validate the implemented user isolation by comparing the
information that can be seen by a user profile with full access permission and the
information that each isolated user profile can see.

Results

Figure 3-16 shows the MinlO view of a user with full access permissions, proving that this
user is able to access all the datasets stored across all MinlO workspaces.

E kubeflow-user-example-com-pipelines ‘ Refresh &
Create new path

~ Name Last Modified Size

[ output_16_STA.csv Fri, Jan 10 2025 17:31 (GMT+1) 43.0 MiB
[ output_32_STA.csv Fri, Jan 10 2025 17:31 (GMT+1) 73.9 MiB
[ output_64_STA.csv Fri, Jan 10 2025 17:31 (GMT+1) 129.7 MiB

[ output_8_STA.csv Fri, Jan 10 2025 17:31 (GMT+1) 26.9 MiB

Figure 3-16. MinlO datasets view
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Figure 3-17 illustrates the MinlO view of two users (clientl and client2) created under the
logic isolation principle. This figure shows that these users can only access the datasets
stored in their own MinlO workspaces, respecting the data isolated principle needed in
Federated Learning:

E client1-pipelines ‘ Refresh ¢

‘ Create new path ‘
~ Name Last Modified Size

[ output_8_STA.csv Wed, Jan 15 2025 11:48 (GMT+1) 26.9 MiB

E client2-pipelines Refresh ¢ ‘

« Name Last Modified Size

B output_16_STA.csv Wed, Jan 15 2025 12:01 (GMT+1) 43.0 MiB

Figure 3-17. MinlO view showcasing datasets isolation

Test 3: Model Aggregation (Federated Learning)

Description

This test focuses on validating the extension performed over the MLOps framework to
support the model aggregation operation performed in a Federated Learning environment.
This test reuses the isolated user environment generated in Test 2, where two different
clients leverage the data isolation principle to train a Keras Neural Network model with
different data inputs. Once the models are trained locally, the weights of each model will be
shared through a specific number of interactions between the clients and an aggregation
server as part of the model aggregation process.

The test has been performed over a Kubeflow environment leveraging Flower framework for
performing the model aggregation.

The expected output of the test is the generation of an aggregated Federated Learning
model obtained because of the interaction between 2 clients and one aggregation server in
a distributed environment based on Flower.

Execution steps

1. Data ingestion, preprocessing and model initialization: Each user will load,
preprocess and structure their own dataset for using it as input for training the
model. In each user, the same DNN model will be initialized, setting the number of

®
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layers, learning rate, metrics and optimizer parameters. The data structured and the
model initialization will be used to create a Flower Client for each user.

2. Flower Server initialization: To perform the model aggregation, an aggregation
server needs to be implemented in the context of Flower framework. The Flower Server
interacts with the different clients for aggregating the weights of the local models
towards the generation of an aggregated model. The server specifies the number of
clients, the number of rounds during which the weights are exchanged with the
clients, as well as the strategy used to aggregate these metrics. Once initialized, the
server needs to be started.

3. Flower Clients initialization: Once the Flower server is up and running, and each
client has structured the data and initialized their models, each of the Flower Clients
will be initialized and executed.

4. Model Aggregation and Storage: To perform the model aggregation a set of
iterations (rounds) is performed between the clients and the server to aggregate the
weights of the different models based on the aggregation strategy defined in the
Flower server. Once the number of rounds is reached, the final aggregated model will
be ready to be stored in the Model Storage module and served (Test 4).

Results

Figure 3-18shows the model aggregation process performed with 2 Flower clients and 10
rounds of iterations between the clients and the Flower server. The metrics shown during
the aggregation are loss and accuracy:

3.92498305000481)

m clients (o

ple
esults and @ failur

}, 45.614065404006396)

and @ faill
d 2 clients (out of 2)
ts and @ fa: Ir
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INFO flwr 2025-02-18 12:

INFO Flwr 24 18 12
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app.py:206 | Starting Flower server, config: num_rounds=10, no round_timeout
app.py:219 | Flower ECE: gRPC server running (1@ rounds), SSL is abled
ser 2 [INIT]

server.py Requesting initial parameters from one random client

server 8 ved initial parameters from one random client

se

97 | initial parameters (loss, other metr

112 |

g | [ROUND 1]

226 | configure_fit: strategy sampled 2 clients (out of 2)

. { accura 0.0820000022649765}

240 | aggregate_fit: received 2 results and @ failur

p
:18,104 | fedavg.py:252 | No fit_metrics_aggregation fn provided
,244 | server.py:131 | fit progress:

118,244 | server.py:

:18,546 | server.py

:41:18,546 | fedavg.py

118,546 | server.py:

{'accuracy 0.617 9 33}, 6.154819502999089)
configure_evaluate: strategy sampled 2 clients (out of 2)
aggregate_evaluate: received 2 results and @ failures
| No evaluate_metrics_aggregation_fn provided

[ROUND 2]
configure_fit: sampled 2 clients (out of 2)
: received 2 results and @ failures
2, 4.419455051422119, {'accuracy’: @.617
:178 | configure evaluate: strategy sampled 2 clients (out of 2)
192 | aggregate_evaluate: received 2 results and @ failures
112 |
113 | [ROUND 3]
226 | configure fi- sampled 2 clients (out of 2)
:240 | aggregate fit: received 2 results and @ failures
471691131592, {'accuracy’: ©.617999970912

trategy sampled 2 clients (out of 2)
:192 | aggregate evaluate: received 2 results and @ failures
112 |
:113 | [ROUND 4]

i strategy sampled 2 clients (out of 2
ceived 2 results and @ failur
0.6179999709120333}, 11.174563358099876
strategy sampled 2 clients (out of 2)
received 1ts and @ failures

server.py:
server.py: strategy sampled 2 clients (out of 2)
rver.py received 2 results and @ failures
1 09.6179999709129333}, 20.
configure evaluate: strategy sampled 2 clients (out of 2)
evaluate: received 2 results and @ failures
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Figure 3-18. Flower IA model aggregation process
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Test 4: Model Serving (Centralized and Federated)

Description

This test validates the implementation of the model serving component in both centralized
and federated learning architectures as part of the MLOps framework. The objective of this
component is exposing Al/ML model as a service capability so external users can perform
inferences over the models generated in Tests 1 and 3. The test has been performed over a
Kubeflow environment leveraging Kserve for serving the models and exposing services with
endpoints where users can request model inferences.

Execution steps

1. Model Storage: Ensure that the Al/ML models to be served and exposed are stored in
the Model Storage module. If not, a Kubeflow pipeline should be generated including
the archiver stage for pushing the model to the Model Storage based on MinlO.

2. Model Serving: With the models available in MinlO, a Python application will be
created to load the model and serve it through a Kserve service in a specific endpoint.
The application can be exposed as a Kserve InferenceService in Kubeflow or as a
simple Kubernetes service to allow external users to perform model inferences. it
includes loading, preprocessing and predict functions to load the model, preprocess
the inference data and perform the model prediction based on the data received.

3. Inference Validation: To test the model serving, an inference request is sent to the
endpoint /vi/models/example:predict . The inference data is sent in the body’s
request. The response contains the result of the prediction in the predictions field.

Results

b256bo6cesdfs6rci1294

£vis @

839014bc5220baeaB67953c26 eeee7abd bash

on": [[0.646447235107421875, ©.000278584271669388]]}

kubectl logs ericsson-deployment-777b885f87-5gdj9 -n serving follow 184x24
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Al/ML-assisted control applications

This section illustrates different examples of the application of AI/ML techniques and
algorithms in support of deterministic service provisioning. Such mechanisms are aimed to
be implemented by means of the above-described MLOps framework.

Al-based resource allocation: Wi-Fi OFDMA slicing

In this subsection, the first proposed application of the Al-assisted control plane is illustrated.
In particular, a reference reinforcement learning environment that simulates the Wi-Fi network
to deliver a testable open-source Al slicing algorithm as the internal development of the
algorithm was done with a proprietary simulator. This reference environment enables any user
of the Al algorithm to train a slicing model out-of-the-box and have a working example of how
to integrate any simulator or real system with the algorithm.

Both the Al algorithm and the reference environment are released as open source in the
repository of the project (section 1.2). The Al algorithm approach, which was described formally
in (PREDICT-6G/D3.3, 2025), is elaborated in the next paragraphs.

The goal of the Al-assisted control application consists in finding a model that performs a
slicing decision to partition the available Wi-Fi radio resources into N different slices, such
that traffic with different QoS requirements can be assigned to a slice that will allocate the
appropriate number of resources as to fulfil the QoS requirements. The model will make its
decisions dynamically and based on the current and historical system state.

For Wi-Fi particularly, a centralized schedule of a Wi-Fi network using OFDMA enables the
access point (AP) to decide at each transmission opportunity how many frequencies resource
units (RUs) to use for a peer-to-peer download or upload transmission. The slicing problem to
solve then consists in aggregating RU’s for a particular class of traffic belonging to a specified
slice.

The proposed Al algorithm applies a variant of constrained reinforcement learning that
extends the monitored system state with the Lagrangian multipliers used to combine the QoS
constraints in the main objective function. This enables to create a system that can support
more than one optimal solution based on the current violation of constraints.

The proposed algorithm consistently learns to maximize the objective function (total received
bytes) as seen in Figure 3-19, where the X axis corresponds to the training step, which has been
averaged by x1000 and the Y axis corresponds to the total received bytes. The model has been
trained from scratch in 10 different instances using the presented simulation environment
with a periodic traffic scenario.

Funded by | 146
the European Union

©




D3.4 - Implementation of selected release 2 Al-driven inter-domain network control, O PREDICT 6G

management, and orchestration innovations

3000
- Mean
mmmm [QR (25th-75th percentile)
2500 Min/Max Range
[0)
2
©
> 2000 1R
1500
0 50 100 150 200

Time
Figure 3-19. Training convergence of the RL policy for 10 different training instances in a periodic traffic scenario.

Figure 3-20 illustrates the evaluation of the proposed mechanism. The first graph (left) shows
the traffic demand (in packets) simulated for 3 slices, periodically alternating. The second one
shows the slicing decisions (in percentage) made by the algorithm. The last two graphs show
the resulting reward and constraint signals which correspond to total received bytes and
average latency penalty, respectively. The latency penalty is computed as the average packet
latency plus a penalty of 100 assigned to every non-delivered packet. For all the graphs the X
axis corresponds to the RL environment time step.

Traffic demand Slicing decisions Rewards Avg. latency penalty
6k — 1 8k

o | ‘ T 0s 6k 10k (
' ‘ 4k \ ‘”) [ \
2k — | — 100 H il
SEENEREN 4 MM i T
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Figure 3-20. Evaluation of trained Al algorithm on a proprietary ns3-based Wi-Fi 7 simulator.
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Path redundancy mechanism in support of reliability

A second application proposed as part of Al-Based Predictive & DSS Support service is based
on the topology and consists in a Path Redundancy Mechanism (PRM) that dynamically
adjusts to network conditions using real-time monitoring,.

Aiming at the integration of the mechanism with the Access and Mobility Management
Function (AMF), changes in AMF are anticipated to access the new services. The following key
functionalities are available:

* Extended AMF to exchange services with the Path Redundancy Service.
e Continuously monitoring of network performance and computes alternative paths.
e Caching the best redundant paths to improve response time.
Step 1: Create network topology
Nodes: Routers, Switches, AMFs, etc.
Edges: Network Links
Weights: Latency, Bandwidth, Reliability
Step 2: AMF Uploads Monitoring Data

The AMF collects real-time network monitoring data (e.g., congestion, link failures,
jitten).

It uploads this data to the Path Redundancy Mechanism.

Al-assisted Graph Pruning removes cycles and congested/faulty links before path
computation

Step 3: Path Redundancy Mechanism Computes Optimal Paths

The mechanism analyzes monitored data and uses Graph Theory to get the best paths.
The Dijkstra's Algorithm is used for path computation considering lowest-latency path.

It precomputes and caches alternative paths based on:
o Network resilience (e.g., avoiding failure-prone links).
o Latency and bandwidth constraints.
o Traffic load balancing.

Alternative paths will be stored in a cache mechanism (Redis) for quick retrieval by the
AMF. This minimizes path computation latency by caching optimal routes.
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Periodic Re-Evaluation updates paths based on real-time data.
Step 4: AMF Requests the Best Path
When a path is needed, AMF queries the Path Redundancy Mechanism.

The mechanism retrieves and returns from the cache the best available paths. The

mechanism is able to return up to three alternative paths (primary, secondary, and
failover).

If no cached path meets the requirements, a new path is computed on-demand.
The technologies used are as follows:

PRM services are exposed as REST APIs.

Paths Computations are developed in Python using Network library

Cache mechanism uses Redis

Figure 3-21 contextualizes the PRM as a support mechanism for the E2E Path computation MS.

1. Get EZE
MD Path Computation
3. EZE Path
Computation
Request

»

2. E2E Path Predict-6G Path Redundancy
Request

> E7F *.-Lasea Predictive

& Decision Service

EZE Service

E2E .~ath

Automation Computation

Path Computation
Service
9. E2E Path 8. E2E Path by Y
Selection " Selection v ,
Precomputed Monitaring
Paths Data

Figure 3-21. PRM in support of the E2E Path computation mechanism
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4 Operational workflows validation

This chapter reports on the integration of the different AICP components to implement the
operational workflows, which were defined in (PREDICT-6G/D3.2, 2023) and updated in
(PREDICT-6G/D3.3, 2025).

It is worth noting here that the operational workflows are used as a driver to showcase control
plane integration, hence, the data plane configuration is not reported in this deliverable.

4.1 E2E Exposure and Deterministic Service Provisioning

Figure 4-1revisits the E2E service provisioning workflow described in (PREDICT-6G/D3.3, 2025).
to provide its implementation view. This means that the functionalities and the process
remain the same but the interactions between the actual implemented modules have been
depicted. Note that the workflow also illustrates the exposure process that has been explained
and validated in section 2.3, since it is necessary to understand the operation of the
provisioning phase.

As depicted in the figure, just after its boot-up, the MD Path Computation (MD-PCE) of each
local technological domain contacts the Resource Configurator (RC) to request the data plane
topology, resources and capabilities (step 1). Afterwards, each MD-PCE composes the
abstracted view of the data plane topology, which will be exposed (under request) to the E2E
MSs. In this regard, during its boot-up process, the E2E Path Computation (E2E-PCE) contacts
the MD-PCEs of the MD it oversees to request the mentioned abstract views of the
technological domains (step 2). Once the E2E-PCE has collected all the single abstract
topologies, it composes the E2E multi-domain abstract topology that it will use for the domain
selection process (step 3), which is needed for the multi-domain E2E path computation
process that takes part of the E2E deterministic service provisioning workflow.
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Figure 4-1. Implementation view of the E2E deterministic service provisioning workflow
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The provisioning phase starts with the interaction between the client and the service ingestion
to request the E2E deterministic service (step 1 in Figure 4-1). This process’ details and
validation are reported in section 2.2. Once the request has been validated by the E2E Service
Ingestion MS, it requests the provisioning of the service to the E2E Service Automation (Figure
4-2).

DEBUG:root:Sending the E2E service provisioning request to E2E Service Automation for processing:

vendpoints": {

3,
“destination": {
"id": "PC_Listener"
}
}

os_characteristics": {

dty*: 7,
"reliability": 100,
wpacket_loss": 10,
“delay": 20,

3

3

"traffic_characteristics": {
"direction": "directional",

"maximum_f1
3
"service_lifetime": {
"service_duration":
"t1": o,
"2 : 2
3,
"recurrent_service_interval": {
"recurrence_interval": 1,
"t1": o,
"t2":; 1
}
}
}
DEBUG: urllib3.connectionpool:Starting new HTTP connection (1): 10.5.15.60:80
DEBUG: urllib3.connectionpool:http://10.5.15.60:80 "POST /e2erequestprocessing/e2eprovisioningrequest HTTP/1.1" 200 7
DEBUG:root:E2E SERVICE ID: '33382'

Figure 4-2. Forwarding of E2E service provisioning request from E2E Service Ingestion to E2E Service Automation

Upon the reception of the provisioning request, the E2E Service Automation contacts the E2E
Path Computation (step 4), which computes the E2E path over the abstract topology and, in
turn, contacts the involved local MD Service Automation components to request the local
paths for each local domain (steps 5 and 6, the process is showcased in Figure 4-3).
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e.u.g.p.p.core.pce.PathComputation : Computed E2E Path

e.u.g.p.p.core.pce.PathComputation : PC_Talker - PC_Listener

e.u.g.p.p.core.pce.PathComputation I e

e.u.g.p.p.core.pce.PathComputation : currentLink: PC_Talker - PC_Listener

e.u.g.p.p.core.pce.PathComputation : Positioning pathIt2

e.u.g.p.p.core.pce.PathComputation : E2E Path for a Single Domain path request?

e.u.g.p.p.core.pce.PathComputation : Domain Sequence:

e.u.g.p.p.core.pce.PathComputation : Treating Domain: mdTsn

e.u.g.p.p.core.pce.PathComputation : TdNodes PC_Talker --> PC_Listener

e.u.g.p.p.core.sa.SARestClient : Sendign Local Path Computation Request to MD Service Automation

e.u.g.p.p.core.sa.SARestClient : Reply = <200 OK OK,"Path Computation (1125) in progress",[Date:"Mon, 27 Jan 2025 16:05:43 GMT", Co|
e.u.g.p.p.core.pce.PathComputation I e e T

e.u.g.p.p.nbi.server.NBIPceService : Processing Local Path for MD Service 1125 (10.5.15.61)

e.u.g.p.p.nbi.server.NBIPceService : Processing Local Path TempServiceId0

e.u.g.p.p.nbi.server.NBIPceService : Sending E2E Path Reply to E2E-SA: E2EPathReply [id=33382, status=pending, endPoints=EndPoints [sou

domainList=[Domain [pathDomains=PathDomains [name=mdTsn, domainClass=DetNet]]]], qosCharacteristics=QosCharacteristics [priority=7, reliabil
trafficCharacteristics=TrafficCharacteristics [direction=directional, periodicity=true, period=20, burstSize=500, maxFlowBitrate=5000], servi
t2=1, recurrenceInterval=1]], mdServices=MdServices [localService=[LocalServiceEntry [index=0, service=Service [id=1125, serviceStatus=pendin
e.u.g.p.p.core.sa.SARestClient : Sending Path Computation Result to E2E Service Automation

e.u.g.p.p.core.sa.SARestClient : Reply = <200 OK OK,{"message":"Requested provisioning of E2E service with ID 33382 successfully."}

Figure 4-3. E2E-PCE log output for domain sequence computation over the abstract topology

Each MD Service Automation coordinates the local domain path computation by contacting
the corresponding MD Path Computation element (step 7, showcased in Figure 4-4).

2025-01-27T16:05:43.116 | INFO|rest_app|postpathrequest rest_app.py:U46|Received request to forward to Path Computation service.
:05:43.203| INFO|rest_manager|addMDServiceID() |rest_manager.py:95|1124
:05:43.203 | INFO|rest_manager | addMDServiceID() | rest_manager.py:99|1125
:05:43.204| INFO|rest_app|postpathrequest() |rest_app.py:54|MD ID Service Created: 1125

2025-01-27T16:05:43.279| INFO|rest_app|postpathrequest() |rest_app.py:58|Response from Path Computation:Path Computation (1125) in progress

INFO: 10.1.194.4:44088 - "POST /path/mdservice/pathrequest HTTP/1.1" 200 OK
2025-01-27T16:05:43.531 | INFO| rest_app | postpathresponse() |rest_app.py:84|Response from E2E Path Computation service:Local Path Processing (1125) in progress
INFO: 10.1.194.4:42184 - "POST /path/mdservice/pathresponse HTTP/1.1" 200 OK

Figure 4-4. Request and response result of the Path Computation process in the MD Service Automation for a MD
Service in TSN domain

The MD Path Computation calculates the route over the complete data plane topology of the
technological domain and, if available, request the KPI estimation to the domain DT (steps 8
and 9). Figure 4-5 showcases the TSN domain with the DT reported in section 3.1.
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e.u.g.p.p.nbi.server.NBIController : Calculating path request 1125 between node PC_Talker and node
PC_Listener
e.u.g.p.p.core.pce.PathComputation : TD_Path_Selection = PathSelection [pathId=7, pathStatus=computed,

involvedNodes=InvolvedNodes [nodelList=[Node [id=PC_Talker, nodeResources=NodeResources [resourcelList={}]1],
Node [id=Rely Switchl, nodeResources=NodeResources [resourcelList={}]], Node [id=Rely_Switch2,
nodeResources=NodeResources [resourcelList={}]], Node [id=Rely Switch3, nodeResources=NodeResources
[resourcelList={}]], Node [id=Rely Switch4, nodeResources=NodeResources [resourcelList={}]], Node
[id=PC_Listener, nodeResources=NodeResources [resourcelList={}]]111]]

e.u.g.p.p.core.dt.DTRestClient : Request KPI estimation to Digital Twin
e.u.g.p.p.core.dt.DTRestClient : EndPoint = http://10.5.15.67:8081/KPIEvaluation
e.u.g.p.p.core.dt.DTRestClient : PathReply = PathReply [id=1125, e2eServiceld=33382,

tdNodes=TdNodes [tdEndpoint=TdEndPoint [id=PC_Talker], tdGateway=TdGateway [tdGatewaylList=[TdGatewayNode
[id=PC_Listener]]]], tdPathSelection=PathSelection [pathId=7, pathStatus=computed,
involvedNodes=InvolvedNodes [nodelList=[Node [id=PC_Talker, nodeResources=NodeResources [resourcelList={}]1],
Node [id=Rely Switchl, nodeResources=NodeResources [resourcelList={}]], Node [id=Rely Switch2,
nodeResources=NodeResources [resourcelList={}]], Node [id=Rely_Switch3, nodeResources=NodeResources
[resourceList={}]], Node [id=Rely Switch4, nodeResources=NodeResources [resourceList={}]], Node
[id=PC_Listener, nodeResources=NodeResources [resourcelList={}]]1]1]], qosCharacteristics=QosCharacteristics
[priority=7, reliability=100, packetlLoss=10, delay=20, rtt=30, jitter=10, burstArrivalTimeWindow={t1=0,
t2=5}, burstCompletionTimeWindow={t1=0, t2=5}], trafficCharacteristics=TrafficCharacteristics
[direction=directional, periodicity=true, period=20, burstSize=500, maxFlowBitrate=5000],
serviceLifetime=ServiceLifetime [ServiceDuration=ServiceDuration [t1=0, t2=2],
recurrentServicelnterval=RecurrentServiceInterval [tl=0, t2=1, recurrencelnterval=1]]]
e.u.g.p.p.core.dt.DTRestClient : Reply = {"kpi": {"service_ id": "1125", "delay us":
[79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999,
79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999,
79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999,
79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999,
79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999], "jitter us": [0.12, 0.12, 0.12,
0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12,
0.12, 0.12, 0.12], "granularity s": 3600000}}

e.u.g.p.p.core.sa.SARestClient : Sending Path Computation Result to MD Service Automation
b.u.g.p.p.core.sa.SARestClient : Reply = <200 OK OK,"Local Path Processing (1125) in progress", -
[Date:"Mon, 27 Jan 2025 16:05:43 GMT", Content-Type:"application/json", Content-Length:"42", Connection:"keep-
alive"]>

Figure 4-5. MD-PCE log output illustrating local path computation and KPIl estimation request to the DT

After the local path KPIs have been validated for the specific domain, steps 10 to 14 illustrate
how the path is sent back to the E2E Path Computation, through the local domain Service
Automation, for E2E path composition and E2E KPI evaluation (Figure 4-6).

k.u.g.p.p.core.dt.DTRestClient : Request E2E KPI estimation to E2E Digital Twin
e.u.g.p.p.core.dt.DTRestClient : EndPoint = http://10.5.15.67:8081/E2E_KPIEvaluation
e.u.g.p.p.core.dt.DTRestClient : PathReply = E2EPathReply [1d=33382, status=pending,

endPoints=EndPoints [source=Source [id=PC_Talker], destination=Destination [id=PC Listener]],
e2ePathSelection=E2EPathSelection [id=1, pathStatus=computed, domainList=[Domain
[pathDomains=PathDomains [name=mdTsn, domainClass=DetNet]]]],
gosCharacteristics=QosCharacteristics [priority=1, reliability=100, packetLoss=10, delay=400,
rtt=300, jitter=42, burstArrivalTimeWindow={t1l=5, t2=10}, burstCompletionTimeWindow={t1=6,
t2=12}], trafficCharacteristics=TrafficCharacteristics [direction=bidirectional,
periodicity=false, period=0, burstSize=20, maxFlowBitrate=5000], servicelLifetime=ServicelLifetime
[ServiceDuration=ServiceDuration [t1=20000, t2=60000],
recurrentServiceInterval=RecurrentServicelInterval [t1=30000, t2=80000, recurrencelnterval=7]],
mdServices=MdServices [localService=[LocalServiceEntry [index=0, service=Service [id=1125,
serviceStatus=pending, targetDomain=PathDomains [name=mdTsn, domainClass=DetNet]],
KPIs={rtt=160.0, jitter=0.12, throughput=200.0}111]

e.u.g.p.p.core.dt.DTRestClient : Reply = {"service id": "33382", "kpis": {"throughput":
200.0, "jitter": 0.12, "delay": 80.0}}

Figure 4-6. E2E-PCE log output that illustrates the E2E KPl estimation request and reply from the E2E DT

Once the E2E path has been computed and its KPIs validated, the E2E Service Automation is
notified (step 15, showcased in Figure 4-7) and starts the service configuration process.
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2025-01-27T16:05:43.145|INFO|rest_app|postpathresponse rest_app.py:32|Processing E2E Path Computation response for Service ID: 33382
2025-02-27T16:05:43.2[16| INFO| rest_app| postpathresponse() |rest_app.py:46|Successfully forwarded Service ID 33382 to E2E Lifecycle Management.

INFO: 10.1.118.198:39122 — "POST /e2epathprocessing/e2eservice/33382/e2epathresponse HTTP/1.1" 200 OK

Figure 4-7. E2E Path Computation response received at the E2E Service Automation during the E2E Service
Provisioning
The service configuration starts when the E2E Service Automation contacts each local domain
involved in the E2E service to request the local service configuration (step 16, showcased in
Figure 4-8).

2025-01-27T16:05:43.413| INFO|rest_app|provisionService() |rest_app.py:38|Received request to provision E2E service with ID 33382.

2025-01-27T16:05:43.516 | INFO| rest_app|provisionService() |rest_app.py:49|Requested provisioning of E2E service with ID 33382 successfully.
INFO: 10.1.118.254:34000 — "POST /provisione2eservice HTTP/1.1" 200 OK

Figure 4-8. Forwarding of E2E service provisioning request from E2E Service Automation to MD Service
Automation

Then, the MD Service Automation of the local technological domain coordinates the data plane
configuration for the service (step 17, Figure 4-9 and Figure 4-10), as well as the monitoring and
data collection (step 18, Figure 4-11).

2025-01-27T16:05:43.453| INFO|rest_app|provisionService() |rest_app.py:U43|Received request to provision MD service with ID 1125.

2025-01-27T16:05:43.476 | INFO|rest_app|provisionService() |rest_app.py:54|MD service with ID 1125 requested provisioning successfully.
INFO: 10.1.194.4:38302 - "POST /lifecycle/provisionmdservicerequest HTTP/1.1" 200 OK

Figure 4-9. Request result of the Lifecycle Management in the MD Service Automation for the provisioning of a MD
Service MD Service in TSN domain, leading to contact the Resource Configurator

2025-01-27T16:05:48.825| INFO| rest_app|assignmgmt() |rest_app.py:85|Assigning management for MD service with ID: 1125
2025-01-27T16 .263| INFO|rest_manager|triggerMonitoring() |rest_manager.py:206|Monitoring triggered successfully.
2025-01-27T16 .263| INFO|rest_manager|notifyDT() |rest_manager.py:273|Notifying MD DT for service ID 1125.

2025-01-27T16 .326| INFO|rest_manager|notifyDT() |rest_manager.py:276|Notification sent successfully to DT. Response: 200
2025-01-27T16 :149.919| INFO| rest_app|assignmgmt() |rest_app.py:99|Service 1125 successfully provisioned, monitoring triggered and DT notified.
INFO: 10.1.194.4:38306 - "PUT /lifecycle/provisionmdserviceresponse/1125 HTTP/1.1" 200 OK

Figure 4-10. Result of the Lifecycle Management in the MD Service Automation during the provisioning phase after
receiving the Resource Configurator response in TSN domain
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DEBUG: connexion.apis.flask_api:Getting data and status code

DEBUG: connexion.decorators.validation:http://10.5.15.64:8888/datasources/MDP validating schema. ..
DEBUG: connexion.decorators.validation:http://10.5.15.64:8888/datasources/MDP validating parameters...
DEBUG: connexion.decorators. parameter:Function Arguments: ['body', 'type_']

INFO:root:Received request to create datasource of type MDP with the following configuration:

"service_id": "1125",
"qos_characteristics": {
"priority": 7,
"td_reliability": 1600,
"td_packet_loss": 10,
"td_delay": 20,
"td_rtt": 30,
"td_jitter": 10,
"burst_arrival_time_window": {
"t1v: 9,
"t2": 5

b

"burst_completion_time_window":
"tl": @
"£2": 5

'

}
b
"traffic_characteristics": {

"direction": "directional",

"periodicity": true,

"period": 20,

"burst_size": 500,

"maximum_flow_bitrate": 5000

Figure 4-11. Request of configuration of the monitoring of a technological domain sent by the Service Automation.
The monitored KPIs are all the ones for which the service requestor provided a value

Finally, the local service is stored in the Service Exposure module (step 19), which, as detailed
in section 2.4, resides inside the Service Automation component. Figure 4-12depicts the
provisioned local service information as returned by the Service Exposure.

*
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: "Rely_Switch1”,
“node_resources”: {

“td_jitter": 10,
“td_packet_loss
“td_reliability’
“burst_arrival_{

“Rely_Switch3",
1
{

Figure 4-12. Service Exposure information about MD service 1125 provisioned in TSN domain

Once the local service has been provisioned, each MD Service Automation notifies the E2E
Service Automation (step 20, Figure 4-13), which, in turn, stores the E2E service in its E2E
Service Exposure component and configures the E2E monitoring and data collection in steps
21 and 22 (Figure 4-14).

2025-01-27T16:05:49.362| INFO|rest_app|provisionedService() |rest_app.py:88|Received response for provisioned MD service with ID 1125.
2025-01-27T16:05:49.658 | INFO| rest_manager|triggerMonitoring() |rest_manager.py:222|E2E Monitoring triggered successfully.

2025-01-27T16:05:49.659| INFO|rest_manager|notifyStatusE2EDT() |rest_manager.py:193|Sending status of the provision to: http://e2epathcomputation-service:9500
/e2eservice

2025-01-27T16:05:49.796 | INFO|rest_manager|notifyStatusE2EServiceIngestion() |rest_manager.py:170|Sending status of the provision to: http://10.5.15.65:8300/s
lervice-provisioning-notification

2025-01-27T16:05:49.872| INFO|rest_app|provisionedService() |rest_app.py:99|MD service with ID 1125 provisioned successfully.

INFO: 10.1.118.198:52U408 — "POST /e2elifecvcle/provisionedmdservice HTTP/1.1" 200 OK

Figure 4-13. MD Service Automation response received at the E2E Service Automation
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DEBUG: connexion.apis.flask_api:Getting data and status
DEBUG: connexion . deco: alidation:http://10.5.15.65:888 asources/E2E validating schema
DEBUG: connexion . deco: validation:http://10.5.15.65 a 2€ validating parameters
DEBUG: connexion . de r:Function Arguments: ['body', e_'

e ource of type E2E with the following configuration

urces ID L s provided. Retrieving all of them from DBs
DEBUG: root:DB DATASOURCES TABLES: ['mdp_da rces', 'las_d. ur '
DEBUG: root :ROW CONTENT : [(UUID( ' c959cc7u-efd! 61'),), (UUID('adU36673-17fe-U093-bedb-3799df653uud"),), (UUID('U8b269b6~FdbuU-U7db-97d0-108a875d6a72"),), (UUID('7a5765e0-b25d-U85¢c-9cf2-blad315

ROW CONTENT:[('7',), ('8',), ( ), (11250 )]
:ROW CONTENT: [
ROW CONTENT: []
DEBUG: root :DATASOURCES ID: [UUID('c959ccTu-efd8-U3c7-bde7-e3722803U261'), UUID('aBU36673-17Fe-U093-bedb-3799dF653uud"), UUID('UBb269b6—Fdbu-U7db-97de-108a875d6a72'), UUID('7aS765e0-b25d-UB5c-9cF2-blad315c230b"
J]
DEBUG: root : SERVICES ID: ['7', '8', '22', '1125']
INFO:root 1 configuration of E2E datasourc

efd8-u3c7-bde7-e3722803U261"

9d£653uud"
8b269b6—fdbu-U47db-97de-108a87

25765e0-b25d-U! £2-blad315c238b

Figure 4-14. Request of configuration of the monitoring at the E2E MD level sent by the E2E Service Automation.
The E2E service encompasses all the local services previously provisioned

Finally, the E2E Service Automation notifies the E2E Service Ingestion about the successful
provisioning (step 23). The E2E Service Ingestion, in turn, informs the client (step 24,
showcased in Figure 4-15).

DEBUG: connexion . ap:

DEBUG: connexion..decorato: i .15.6 0/service-provisioning-notification validating schema
DEBUG: connexion.decorators. parameter:Function Argumen ['body']

INFO:root:Received reque er about the outcome of the provisioning request for ice with ID 33382
INFO:root :Re 3 r tatus with the given parameters from the Request Stat er
INFO:root:Qu ‘request_status. r
INFO:root:Filtering by m ement 'SERVICE_PROVISION'
INFO:root:Filtering by tag information

DEBUG: root:Full query

from(bucket : "request_s r.information

DEBUG:root:Table:

FluxTable() col

DEBUG: root : Record

FluxRecord() table: @ r - le' B etime.datetime(20 1 8: i 5 datetime.datetime(2025, 1, 27 6,
(), '_time': dateti ocal()), '_value' - g reme 'SERVICE_PROVISION', 'information'

* for L '1h' of data

tzin
535-1d76-U' d-Uc39-ae6U-F9a6dfF228d:

INFO:root:Storing the requ 2 6 atus in the Request Statu
INFO:root: <ef2b2! d L > d-Uc39-ae6U—FIabdFF2
DEBUG: connexion. ap

DEBUG: connexion.. ap

INFO: werkzeug:10.0.0.2

Figure 4-15. Notification of the accomplishment of the provisioning of the service sent by the E2E Service
Automation to the E2E Service Ingestion and forwarded to the final user

Figure 4-16 and Figure 4-17 show the provisioned E2E service information upon a request to the
E2E Service Exposure.
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"traffic_characteristics”: {
"period": s
"direction": "directional",
"burst_size": b
"periodicity": true,
"maximum_flow_bitrate":

b

"md_services": {
"local_service": [

"index"
"service": {
"id": "1125",
"target_domain": {
"name" mdTsn",
"class": "DetNet"
}

2
ervice_status"”: "provisioned"

"id": "33382",
"e2e_path_selection": {
"id": "7",
"domain_list": [
{
"path_domains": {
"name": "mdTsn",
"class": "DetNet"

}

>
"path_status": "computed"

})

Figure 4-16. E2E Service Exposure response with the MD service over the TSN domain associated to the E2E service
33382
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"service_status": "provisioned”,
"qos_characteristics": {
"rtt" 5
"delay":
"jitter":
"priority"
"packet_loss
: >
"burst_arrival_time_window": {
"t1": o,
"t2":

>
"burst_completion_time_window": {

"service_lifetime": {
"service_duration": {

"recurrent_service_interval": {
MElg
"t2": 1,
"recurrence_interval":
}
b
"endpoints": {
"source": {
"id" PC_Talker"
})
"destination": {
"id": "PC_Listener"

Figure 4-17. E2E Service Exposure response with the E2E service 33382 provisioned over the TSN domain
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4.2 E2E Service Decommissioning

Like the provisioning, this section reports the E2E service decommissioning process. Figure
4-18 depicts the implementation version of the decommissioning workflow defined in
(PREDICT-6G/D3.2, 2023).

E2E Deterministic Service Decommissioning (Implementation View)

E2E MD Local MD(s)
E2E Service E2E Service E2E MD Service Resource Measurment
User Ingestion Automation Monitoring Automation Configuration Collection
E2E Deterministic ‘
Service i
Decommissioning |
Request i
' , Decommission
' “ E2E Service
: 5
i 3 Get E2E Service
loop J [per each local MD traversed by the E2E service]
4 Local Service Decommissionihg Request
! Release
| Resources
6 Remove Service
7 Stop Collecting Parameters
! 8 OK
| 9 Stop E2E Monitoring
10 Remove E2E Service
110K
120K !

Figure 4-18. Implementation view of the E2E deterministic service decommissioning workflow

The decommissioning request is sent by the client (step 1in Figure 4-18) by means of the E2E
service ingestion and forwarded to the E2E Service Automation component (step 2, showcased
in Figure 4-19).

DEBUG: connexion.decorators.validation:http://10.5.15.65:8300/service/33382 validating parameters...
DEBUG: connexion.decorators.parameter:Function Arguments: ['id_']

INFO:root:Received request to decommission the E2E service with ID 33382

INFO:root:Retrieve the service requests status with the given parameters from the Request Status Register

INFO:root:Query InfluxDB bucket 'request_status_register' for last 'lh' of data

INFO:root:Filtering by tag information '33382°

DEBUG:root:Full query:

from(bucket: "request_status_register") |> range(start: -1h) |> filter(fn:(r) => r.information == "33382")

Figure 4-19. Forwarding of E2E service decommissioning request from E2ZE Service Ingestion to E2E Service
Automation
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Upon the reception of the request, the E2E Service Automation coordinates the
decommissioning process by requesting the decommissioning of the local services that
compose the E2E one to the corresponding MD Service Automation components in step 4
(Figure 4-20).

2025-01-27T16:35:09.238| INFO| rest_app|decommissionService() |rest_app.py:63|Received request to decommission E2E service with ID 33382.
2025-01-27T16:35:09.331| INFO| rest_manager|decommissionService() |rest_manager.py:94|Decommissioning response for local service: True

2025-01-27T16:35:09.331| INFO| rest_app|decommissionService() |rest_app.py:7U|Requested decommissioning of E2E service with ID 33382 successfully.
INFO: 10.1.118.252:45618 - "DELETE /decommissione2eservice/33382 HTTP/1.1" 200 OK

Figure 4-20. E2E Service decommissioning request received and performed at the EZE Service Automation

Each MD Service Automation de-configures the local service by means of the Resource
Configurator (step 5, Figure 4-21 and Figure 4-22).

2025-01-27T16:35:09.291| INFO|rest_app|decomissionService() |rest_app.py:64|Received request to decommission MD service with ID 1125.

2025-01-27T16:35:09.324| INFO|rest_app|decomissionService() |rest_app.py:75|MD service with ID 1125 requested decommissioning successfully.
INFO: 10.1.194.4:46970 —- "DELETE /lifecycle/decommissionmdservicerequest/1125 HTTP/1.1" 200 OK

Figure 4-21. Request result of the Lifecycle Management in the MD Service Automation for the decommissioning of
a MD Service in TSN domain, leading to contact the Resource Configurator

2025-01-27T16:35:09.947| INFO|rest_app|releasemgmt() |rest_app.py:123|Service 1125 successfully decommissioned, monitoring triggered and DT notified.

INFO: 10.1.194.4:46974 - "PUT /lifecycle/decommissionmdserviceresponse/1125 HTTP/1.1" 200 OK

Figure 4-22. Result of the Lifecycle Management in the MD Service Automation during the decommissioning
phase after receiving the Resource Configurator response in TSN domain

Once the service has been successfully decommissioned, the monitoring is stopped (step 7,
showcased in Figure 4-23).

_api:Getting data and statu
lidation:http://10.5.15.64 a vice_id=1125 validating parameters
meter:Function Ar
/ in function arguments
‘description': 'Identifier of the e to deal with.', 'required': False, 'style': 'form', 'explode’

tion of all the a ources of type MDP wi _id 1125
BUG: connexion G code
[DEBUG: connexion
ources/MDP?service_id=1125 HTTP/1.1" 200 -

lidation:http 5 atasources/MDP/id/7a5765e0-b25d-U85c-9cF2-blad315¢2 alidating parameters
Function Ar ‘type ']
e of type MDP with id 7a5765e0-b25d-U85c-9cf2-blad315c230b
0666912 on telegraf_mdp_conf.lock
quired on telegraf_mdp_conf. Locl

IDP OpenAPI for

9
INFO:root :Produced new telegraf configuration after deletion, writing it on the file
INFO: root : Configuration wrote
INFO:root:Running upda

3 1

£_ndp_conf. Lock

Figure 4-23. Request of stopping the monitoring of a technological domain sent by the Service Automation. A GET
request is performed before the DELETE to retrieve the data source ID coupled to the service ID
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The Service Automation of each local domain notifies the result of the local service
decommissioning to the E2E (step 8, Figure 4-24).

2025-01-27T16:35:09.710| INFO| rest_app|decommissionedService() |rest_app.py:113|Received response for decommissioned MD service with ID 1125.
2025-01-27T16:35:09.834| INFO|rest_manager|triggerMonitoring() |rest_manager.py:235|E2E Monitoring stopped successfully.
2025-01-27T16:35:09.835| INFO| rest_manager|notifyStatusE2EDT() |rest_manager.py:193|Sending status of the provision to: http://e2epathcomputation-service:9500
/e2eservice

2025-01-27T16:35:09.851| INFO| rest_manager|notifyStatusE2EServiceIngestion()|rest_manager.py:170|Sending status of the provision to: http://10.5.15.65:8300/s
ervice-decommissioning-notification

2025-01-27T16:35:09.902 | INFO|rest_app|decommissionedService() |rest_app.py:124|MD service with ID 1125 decommissioned successfully.

INFO: 10.1.118.198:42684 — "POST /e2elifecycle/decommissionedmdservice HTTP/1.1" 200 OK

Figure 4-24. E2E Service decommissioning response received at the E2E Service Automation from the MD Service
Automation including E2E Monitoring stop and E2E Service Decommissioning response sent to the E2E Service
Ingestion

Once all the local services that compose the E2E one have been de-configured, the E2E service
monitoring is stopped (step 9, Figure 4-25).

2 validating paramete

ion.operations.abstract:Que amet rice_ ' in function arguments
ion.operations.ab t _id is a {'name’ _id', , 'description': ‘Identifier of the service to deal with.', 'required': False, 'style': 'forn', 'explode’: True, 'schema’

with service_id

connexion.apis.abstract:Got framework response
eug:10.0.0.2 - - [27/Jan/2025 16: 09] "GET /datasource: 200 -
£ i:Getting data and status code
alidation:http://10.5.15 /da 2E/id/ 8fd1-37c5cea57097 validating param
connexion.decorators .parameter:Function Arguments: [' , id_']
INFO: root :Received requ to delete the active datasource of type E2E with id a30787cf-Ubc9-U3U8-8fd1-37c5cea57097
DEBUG: filelock:Attempting to acquire lock 12U165995829664 on telegraf_e2e_conf.lock
DEBUG: filelock:Lock 124165995829664 acquired on telegraf_ee_conf.lock
ction accessed
g all inputs and outputs for E2E datasource
INFO:root:Produced new telegraf configuration after deletion, writing it on the file
INFO:root:Configuration
INFO:root:Running update_ _service()
DEBUG: filelock:Attempting to re 2 95829664 on telegraf_e2e_conf.lock
e f_e2e_conf.lock
DEBUG: connexion . ap:
DEBUG: connexion.apis £ response
INFO:werkzeug:10.0.0 217/. 25 16:35:09] /da rces/ /id/a30787cf-Ubc9-U3Ue-8fd1-37cS5cea57097 HTTP/1.1" 200 -

Figure 4-25. Request of stopping the monitoring at the E2E MD level sent by the E2E Service Automation. A GET
request is performed before the DELETE in order to retrieve the data source ID coupled to the EZE service ID
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Next, the service is tagged as decommissioned in the E2E Service Automation database (step
10, Figure 4-26).

{
"traffic_characteristics": {

"period":
"directional”,

>
true,

"maximum_flow_bitrate":

"md_services":
"local_service": [

g b,
"target_domain
"name’ "mdTsn",
"class": "DetNet"

¥

"service_status": "decommissioned"

1,
"path_status": "computed”

1,
"service_status": "decommissioned”,
"qos_characteristics": {

"reliability":
"burst_arrival_time_window": {

"recurrent_service_interval”: {

"destination": {
"id": "PC_Listener"

Figure 4-26. E2E Service Exposure shows E2E service 33382 as decommissioned in TSN domain
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Finally, the E2E Service Automation notifies the decommissioning result to the E2E Service
Ingestion (Figure 4-27).

[INFO: root : Sending E2E service decommissioning request to E2E Service Automation for processing

IDEBUG: root :E2E SERVICE RESPONSE: '{"message”:"Requested decommissioning of E2E service with ID successfully."}'
INFO: root:Storing the request '65f63a! a-UBad-b2de—f86U2009U597" status in the Request Status Register
JINFO: root : <65f63a68-382a-U8ad-b2de-fB8642009U597>, <DECOMMISSION>, Bec6aB83-52ad-Uc39-ae6U-FIa6dff228d3>,

<In_Progress>, <33382>
G:connexion.apis. 2 ata a tatu

code
G:connexion.apis.abs pon:

erkzeug:10.0.0.2 [27/3an/2025 16:35:09] "DELETE /service/33382 HTTP/

connexion.apis.flask_api:Getting data and status code

G:connexion.decorators . validation:http://10.5.15.65:8300/service-decommi:

connexion.decorators .parameter:Function Arguments: ['body']
INFO: root :Received request to notify the user about the outcome of the provisioning request for service with ID 3
INFO: root :Retrieve the service requests status with the given parameters from the Request Status
INFO: root :Query InfluxDB bucket 'request_status_register' for last 'lh' of data
INFO: root :Filtering by measurement 'SERVICE_DECOMMISSION'
INFO: root:Filtering by tag information
IDEBUG: root :Full query
[from(bucket : "request_status_register") |> range(start: -1h) |> filter(fn:(r) => r._measurement
[DEBI root:Table
FluxTable() columns: 11, records: 1
FluxRecord() table: 8, {'result': '_result',6 ‘table': _ datetime.datetime(2025, 1, 27, 3 tzinfo=tzlocal()),

e': datetime.datetime(2025, 1 16, 35, 9, tzinfo=tzlocal()), '_value

-382a-U8ad-b2de-F8642009U597" , ‘requestor_id' 52ad-Uc39-ae6U-9a6dfF228d3"
IDEBUG: root : Query result
[

{

‘_stop': datetime.datetime(2025, 1, 27, 16, 35, 9

, '_measurement': 'SERVICE_DECOMMISSION nformation®

equest_id": "65f63a68-382a-UBad-b2de-f86U2009U597",
"requestor_id": "28ec6aB3-52ad-lic39-ae6l—FIa6dff228d3",
" t_type”: "SERVICE_DECOMMISSION",

"In_Progress",

[INFO: root : <65 9U597>, <DECOMMISSION>, <28ec6as8:
connexion.apis.: ata and status code
G:connexion. apis.abstr ork response

INFO: root : Storing the reque 3a 2a-U8ad-b2de-£86U2009U597" status in the Request Status Register
63a68-382a 2 U

9a6d228d!

kzeug:10.6.6.2 — - [27/Jan/2825 16:35:09] "POST /service-decommissioning-notification HTTP/1.1" 260 —

Figure 4-27. Notification of the accomplishment of the decommissioning of the service sent by the E2E Service
Automation to the E2E Service Ingestion and forwarded to the final user
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4.3 MLOps - WiFi DT workflow for Federated Learning

This section summarizes the validation of the operational workflow designed to describe the
interaction between the MLOps framework and the Digital Twin used to model the WiFi domain.
In particular, the objective of the workflow is to develop a Federated Learning model able to
select the best traffic scheduling policy in different WiFi domains with a variable number of
Access Points.

The validation of the workflow has been performed by leveraging the data obtained from the
WiFi Digital Twin in four domains to develop a Federated Learning model. The domains have a
variable number of WiFi access points (APs): Domain 1 has 8 APs, Domain 2 has 16 APs, Domain
3 has 32 APs and Domain 4 has 64 APs. To leverage the data of each domain, four different
datasets have been generated by the Digital Twin: output_8_STA.csv, output_16_STA.csv,
output_32_STA.csvand output_64_STA.csv.

E client1-pipelines Refresh ¢ ‘

« Name Last Modified Size

[ output_8_STA.csv Wed, Jan 15 2025 11:48 (GMT+1) 26.9 MiB

E client2-pipelines ‘ Refresh ¢ ‘

‘ Create new path ‘

« Name Last Modified Size

B output_16_STA.csv Wed, Jan 15 2025 12:01 (GMT+1) 43.0 MiB

E client3-pipelines ‘ Refresh ¢, ‘

Create new path ‘
« Name Last Modified Size
R output_32_STA.csv Wed, Feb 26 2025 18:22 (GMT+1) 73.9 MiB

E client4-pipelines [ Refresh ¢ ‘

[ Create new path ‘

« Name Last Modified Size

[ output_64_STA.csv Wed, Feb 26 2025 18:26 (GMT+1) 129.7 MiB

Figure 4-28. Isolated Dataset Storage in Min/O

Funded by | 146
the European Union




D3.4 - Implementation of selected release 2 Al-driven inter-domain network control, O PRED'CT 6G

management, and orchestration innovations

To leverage this data and creating the Federated Learning model, the extension of the MLOps
framework to support Federated Learning (section 3.4) has been leveraged. Each of these
datasets have been uploaded to a dedicated MinlO workspace, linking each of these
workspaces with a Kubeflow user profile and emulating the behaviour of four isolated clients
in a Federated Learning environment.

Once the four clients have been created, a specific Kubeflow pipeline has been created for each
user. In each pipeline, a DNN model has been defined for each client, leveraging the
corresponding dataset for triggering a Federated Learning model training based on model
aggregation principles. To this end, the Flower Aggregation Server described in section 3.4 (Test
3) has been used to aggregate the weights of each DNN through an iterative process where
model weights have been exchanged during 50 rounds.

$ cliemt3 v >
G T e e e
" . Cl Al
¢ @ Clone of Run of polito_federated_learning (2f293) enerun "
Graph Detail Pipeline Spec
Layers | root X trainer

Input/Output Task Details Logs

3
L
“executorLabel”: "exec-trainer”

17:23:37.039433 31 cache.go:139] Cannot detect ml-pipeline in the same namespace, default to ml-pipeline.kubeflow:8887 as KFP endpoint.
£0:116] Connecting to cache endpoint ml-pipeli
Low/core/platForm/cpu_feature_guard ow binary is optimized to use available CPU instructions in performance-critical operation)
h the appropriate compiler flags.

12 | ChannelConne:
12 | ChannelConne:
2 | ChannelConnectivity.RE

1 D; under bucket °client3-pipelines®.
32 Downloaded flpolito/common/data/output_32_STA.csv to /app/download/common/data/output_32_STA.csv
Client 3:
4 Epoch 1/10
S[1m 1/108[6m B[32e—3[onS[37m—————B[om B[1n365B[0m 4s/step - accuracy: 0.1556 - loss: 2.68528F

B[1m16/108[6m B[32m————=S[onS[37nS[0m S[1mdsB[Om 12ms/step -
Epoch 2/10
B[1m 1/108[0m B[32m—8[onS[ 37m——————————3[0m B[1m0sB[0m 32ms/step -
B[1m 9/108[6m B[32m——8[0nB[37n—3[0m B[1m@sB[0m Gms/step -
B[1m16/108[6m B[32m——S[énS[37nS[0m S[1m@sB[Om 9ms/step -

42 Epoch 3/10

43 B[1n 1/108[0m B[32m—8[ORE[ 37m——————————S[on B[100sE[0m 28ms/step -
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2 B[1m16/108[6m B[32m————————S[6nE[37mS[6m B[1mdsB[Om 9ms/step -

53 Epoch 6/10

+ 54 B[1m 1/108[6m B[32m—a[omS[ 37w [6m B[1mdsB[Om 33ms/step -
B[1n10/108[0n B[32w———S[onB[37n3[6n B[1w0s3[om Bus/step - accu
- Epoch 7/10

57 B[1m 1/108[6m B[32m—a[OmS[37: [6m B[1m@sB[6m 35ms/step - acci

B[1m16/108[6m B[32m———S[on3[37nS[0m B[1mOsB[Om Bms/step - accuracy: @.5496 - loss: 1.4959

Figure 4-29. Model Aggregation in Kubeflow Pipeline for Client 3

After obtaining the aggregated Federated Learning model, the Kubeflow pipeline has pushed
the model to the Model Storage module, i.e. MinlO repository, so the model serving module is
able to access the aggregated model for serving the inference through a Kserve endpoint.
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Figure 4-30. Federated Learning model aggregation result
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Figure 4-31. Federated Learning aggregated model in Model Storage (Min/O)

The serving of the aggregated Federated Learning model is made available through the
endpoint: http://10.5.15.69:31234/vi/models/global-model:predict
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TERMINAL

root(@2eeac0bs65de: /app/twt_fl# python i

inference.py isolated train.py

root@2eeaebi p/twt_fl# python inference.py

2025-02-27 00102: I tensorflow/core/platform/cpu_feature_guard.cc:210] This TensorFlow binary is optimized to use available CPU instructions in performance-critical operations.
To enable th ng instructions: AVX2 FMA, in other operations, rebuild TensorFlow with the appropriate compiler flags.

Response status co

Response JSON: {‘prediction’: [[0.07750321179628372, 1.6511426892407144e-088, 2.7677740490616998e-06, 6.126633525127545e-85, 4.8116497453065676e-08, 0.9224327206611633, 2.2836935120729152e
-10, 3.923086744350712e-09, 1.8507700580427944e-11]]}

root@2eeae@bs65de: /app/twt_f1# [|

% shel: ml...

] kubectl logs flpolito-deployment-68bfc44ddf-q87cv -n serving --follow [ =1{E3]

Figure 4-32. Federated Learning model inference performed

4.4 E2E Service Maintenance

This section provides some preliminary work on the service maintenance and quality
assurance that has been done throughout the project and that will be finalized in the scope of
the framework integration and validation work package (WP4).

Closed-loop automation for the Localisation and Sensing Use Case

In the localisation and sensing use case Closed-loop Automation (CLA) procedures have been
designed, implemented and validated. The CLA procedures surround the proposition to utilise
topology and link monitoring information from two domains to adjust the PREOF settings of
all DetNet routers for specific service flows. Furthermore, as the DetNet router of this demo
incorporates the concept of Data Unit Groups (DUGs) (Robitzsch, 2024) which allows to apply
PREOF configurations to a set of packets that carry a single application data unit. The PREOF
capabilities of the DUG-enabled DetNet router is packet replication and elimination which can
be configured at run-time via Create Read Update Delete (CRUD) API calls.

The system architecture for the CLA methodology is illustrated in Figure 4-33 and illustrates
the AICP as a set of the three components Data Repository, Model Management and Service
Flow Management and the domain-specific components DetNet Controller and DetNet Router.
The interfaces denoted as E are the end-to-end interfaces for the domain to interact with the
E2E AICP and the interfaces denoted as N as domain-specific.
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Data Repository Model Management Service Flow Management
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Ednc
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e}

DetNet Router

Figure 4-33: Holistic system architecture for Closed-Loop Automation of localisation and sensing use case

All static (topology and capabilities) and dynamic (port and link monitoring) information from
the domain is sent via the Edr interface into the Data Repository. Requesting a new, update or
delete an existing service flow is conducted via the Esfm interface. The Ednc interface allows
the Service Flow Management to create, update or delete a service flow inside the domain.

The CLA continuously uses the live data monitoring information about a domain to assess
whether the configured PREOF conditions are sufficient to meet the KPIs such as acceptable
packet loss. If the packet loss exceeds the configured KPI threshold (which the AICP learns
from the Data Repository), the Service Flow Management component models which PREOF
conditions can overcome the packet loss and updates the confirmation of any existing service
flow for all domains the service flow traverses.

Study on SDN-based closed loop performance for the wired TSN domain

Aiming to collect some numbers about the performance that could be expected in the
implementation of the closed loop, a testing environment has been developed in the
framework of the project. This environment implements and validates the performance of a
technique for dynamically reconfiguring network paths to mitigate traffic delays. The
mechanism uses a latency measurement tool based on TSN time synchronization between
sender and receiver nodes. The method leverages the ETF mechanism for precise frame
transmission and the Linux kernel's SO_T/MESTAMPING API for accurate latency assessment,
isolating network communication delays.

The system continuously monitors latency. If a predefined threshold is exceeded, it
automatically adjusts the network path via an SDN controller. The receiver evaluates the
latency and, in the case the threshold is exceeded, sends a message to the controller that

©
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triggers path reconfiguration eitherin an Open vSwitch or changing the configuration in a TSN
switch.

Four experiments have been conducted to evaluate the system performance under stress,
injecting interfering traffic:

1. noreconfiguration.

2. reconfiguration using and Open vSwitch.

3. reconfiguration within a TSN switch.

4. reconfiguration with interfering traffic with high priority.

The setup (Figure 4-34) consists of two Intel NUC1ITNKI5 nodes (sender and receiver) with 16GB
RAM, 250GB SSDs, and Intel 1225 Ethernet cards (TSN-capable). The sender generates UDP
probe traffic (256-byte payload that includes the transmission time) using ETF scheduling and
pre-loaded datagrams for precise timing. Two additional NUCs (int 1 and int 2) generate
interfering traffic using the /perf3 tool. All NUCs run Ubuntu 22.04.3 LTS. A Dell OptiPlex 5000
(Intel i7-12700, 16GB RAM, 4TB HDD) running Open vSwitch 3.3.90 (OSW in Figure 4-34) with an
Intel 1225 4-port card acts as a switch, creating paths via TSW 1 or TSW 2. DPDK 23.11.0 was
implemented to optimize the Open vSwitch performance and reduce latency.

osw

[OONTROLLER}
o |

sender

TSwW2

[ leleie el

receiver sink

Figure 4-34. Experimental setup
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TSW 1and TSW 2 are NXP LS1028ARDB switches (dual-core ARM Cortex-A72 1.3 GHz, 4GB RAM)
with 1Gbps Ethernet and four 1Gbps QSGMII ports, supporting TSN and IEEE 1588. An additional
NUC (sink) draws interfering traffic, connected via a Netgear GS105 switch (SW) to converge
paths to the receiver. The controller on the OSW node awaits REST commands from the receiver
to trigger path changes when a latency threshold (calculated from a 1000-sample moving
average of Ims periodic traffic, then assessed every second) is exceeded. Sender and receiver
are PTP-synchronized with TSW 1 as master; interfering nodes are not synchronized.

Interfering nodes are controlled via network commands at the start of each experiment,
scheduling a wait time before launching /perf3 with specific traffic characteristics. Initially,
the traffic under analysis flows from sender to receiver via TSW 1, configured in the Open
vSwitch (OVS) with the following static rules:

1. Sender to receiver traffic is directed to TSW 1;
2. Receiver to sender traffic is directed to TSW 1;
3. REST commands from the receiver are directed to the controller.

Preliminary tests characterized network component latency (TSW 1, TSW 2, SW) using
1,000,000 samples at Ims intervals (Table 4-1). As expected, hardware switches showed
consistent latency. Software switch (OSW) latency was evaluated by measuring end-to-end
latency, attributing the variability to the OSW. DPDK-optimized OVS significantly outperformed
a standard OVS installation (which averaged ~80us latency, instead of ~25ps).

Device Latency (ns)
Avg Min P99 Max Std
TSW1 & TSW 2 2711.2 2600 2788 3278 38.6
SW 4951.3 4827 5052 5086 56.29
E2E trough OSW 25530.3 14327 26358 33646 679.4

Table 4-1. Setup latencies

Experiment 1 tested the impact of interfering traffic on TSW 1. Two nodes (int 1and int 2) used
iperf3to generate ~800 Mbps of combined UDP traffic. After a 15-second delay following a start
command, each /perf3 instance transmitted 400 Mbps for 30 seconds. Figure 4-35 shows a
latency spike >75ps around sample 16000 (interference start), followed by fluctuations
between 50-75ps. Latency returned to normal after the interference stopped.
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Figure 4-35. Experiment I, interfering traffic

Experiment 2 implemented dynamic network reconfiguration. The receiver calculated latency
using a 1000-sample simple moving average (SMA) (equivalent to 1 second of traffic). A 40ps
threshold triggered a REST command to the controller on OSW. The controller, initially
configured to route traffic via TSW 1, switched to TSW 2 upon receiving the command. New IP
traffic rules with higher priority were added while preserving existing rules (including PTP
traffic) to prevent packet loss during the switch. Figure 4-36 shows normal operation until
interference starts (~sample 16000). When the SMA exceeded 40ps, the receiver triggered the
path change, restoring lower latency, demonstrating the effectiveness of the dynamic
reconfiguration.
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Figure 4-36. Experiment 2, dynamic re-configuration

Experiment 3 explored TSN features. A Time Aware Shaper (IEEE 802.1Qbv) was implemented
on TSW 1 to isolate traffic. Sender traffic was assigned priority 3 (critical), interfering traffic
priority O (Best Effort). The sender used setsockopt/SO_PRIORITY and VLAN sub-interfaces to
set the Ethernet frame PCP field. TSW 1 was configured with three traffic windows: high priority
(300ps), intermediate (300ps), and best effort (400ps) using Linux TAPRIO and hardware
offloading. In this experiment, instead of changing paths upon exceeding the latency
threshold, the Time Aware Shaper was applied to TSW 1. Figure 4-37 shows a latency increase
around sample 16000, followed by a cluster of high-latency packets (up to 30ms) before
returning to normal. While initially behaving like Experiment 2, activating QBV effectively
isolated high-priority traffic. 28 packets experienced delays of tens of milliseconds
(demarcated by green lines), showing a regular latency decrease as queued packets were
dequeued after the configuration change. This experiment demonstrates dynamically
adjustable transmission windows based on priority but also highlights challenges: increased
delay from reconfiguration and the need for a standardized switch reconfiguration protocol.

Funded by | 146
the European Union




D3.4 - Implementation of selected release 2 Al-driven inter-domain network control,
management, and orchestration innovations

{[> PREDICT-6G

100 T T T T T T T
30
: |
10 | 25k ¥ 4.
20 ]
] . 15 L 1
' 1k 1 J
9 +
g ¥ 10 + 1 ]
K {
5+ E _
0 i
01} J
o I M e
0.01 : | | | :
16000 18000 20000 22000 24000

26000 28000

30000
Packet ID

Figure 4-37. Experiment 3 Time Aware Shaper on the TSW 1 and zoom for a comparison with other experiments

Experiment 4 began with TSW T's Time Aware Shaper active. Interfering traffic from int 1 via
iperf3 was remapped from Best Effort (priority O) to the same priority as the analyzed traffic
(priority 3) using VLAN settings. This again caused interference and delays (Figure 4-38). With
a smaller high-priority window (300ps instead of Ims), a single interfering node generating
260 Mbps was sufficient to exceed the latency threshold and trigger a path change.
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Figure 4-38. Experiment 4, interfering traffic mapped to high priority and TAPRIO

To conclude, this activity evaluated integrating a TSN network with an SDN controller for
dynamic reconfiguration to maintain QoS for time-critical data. Experiments demonstrated
the effectiveness of the approach effectiveness, highlighting the pros and cons of different
functionalities. Open vSwitch introduced some non-determinism but enabled reliable, fast,
lossless path switching. Another experiment explored dynamically configuring Time-Aware
Shapers on TSN switches, showing effectiveness but also costs. Overall, the experiments
demonstrated the need for a flexible topology leveraging both SDN and TSN to dynamically
adapt to network load changes. More details can be found in (Zunino, 2024).
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5 Conclusions

This deliverable provided the final updates, implementation notes and integration of the Al-
driven multi-stakeholder Inter-domain Control Plane (AICP) that has been designed and
developed in the framework of WP3. The complete list of the implemented AICP software
components is also reported, including the link to the project repository, where most of the
components are available.

The AICP design followed a service-based approach, where a set of Management Services (MSs)
were defined and designed to implement the control and management functionalities
necessary to fulfil the requirements for deterministic service provisioning, maintenance and
decommissioning. In addition, two levels of management, namely local (MD) and E2E, were
defined in the architecture to provide cross-domain and multi-technology operation. In this
regard, the deliverable reported the final software release of the mentioned MSs. Additionally,
several experimental tests to showcase the integration among the different components are
also reported.

The implementation of the Al-based capabilities that have been added to the AICP by means
of its MLOps algorithmic framework are also reported, and their performance validated.

Finally, the implementation of the operational workflows that were defined in the previous
deliverables of WP3 was exercised and reported here.

All in all, the different software components of the PREDICT-6G have been implemented and
validated It can be concluded that the results of the overall integrations have been successful
and very promising in terms of performance, paving thus the way to the integration with the
PREDICT-6G data plane, to finally validate the use cases.
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7 Appendixes
7.1 Appendix A - AICP MSs integration tests

Time Synchronization

Test: Collection and evaluation of E2E Time Synch configuration

Description

The E2E Time Synch Management MS module collects the time sync configuration in the
PREDICT-6G system and evaluates the consistency of the end-to-end time sync
configuration.

Execution steps

* Step 1: E2E Time Synch Management MS sends query to each Time Sync MS present
in the PREDICT-6G system using the PREDICT-6G Time Sync OpenAPI.

e Step 2: Each Time Sync MS in the PREDICT-6G system replies with the actual
configuration of the corresponding technology domain using the PREDICT-6G Time
Sync OpenAPI.

"PTPversion": "gPTP",
"ProtocolType”: "ETH",

"DomainNr": o,
"GMCapable": true,
"IsGM": true

* Step 3: E2E Time Synch Management MS collects the time sync configuration of the
domains in the PREDICT-6g system and evaluates the consistency of the time sync
configuration for the end-to-end domain.

INFO: PREDICT-6G E2E Time Sync Management MS: sending TS config query to Time Sync MS(s): OK

INFO: PREDICT-6G E2E Time Sync Management MS: receiving TS config from Time Sync MS(s): OK

INFO: PREDICT-6G E2E Time Sync Management MS: evaulation of time sync status in system: status is 0K

Results

The E2E Time Synch Management MS was able to collect the time sync configuration from
the Time Sync MSs present in the PREDICT-6G system. Based on the collected information,
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it was able to evaluate the end-to-end time sync configuration consistency of the PREDICT-
6G system.

Service Ingestion

Test 1: E2E Service Provisioning request

Description

This test aims to validate the E2E SI REST NBI, the authentication logic supported by the IAM
Platform, the parsing logic and the use of the E2E Service Automation REST interface.

The expected results of the test are:

1. To correctly authenticate and authorize the requestor.

2. To have a 200 OK response from the E2E Service Automation confirming that the
request has been correctly validated and forwarded for processing.

3. To have a new item in the Request Status Register of type PROVIS/ON and status
In_Progress.

4. To receive a notification from the E2E Service Automation confirming the successful
provisioning of the service.

5. To have a new item in the Request Status Register of type PROVIS/ON and status
Accepted.

Execution steps

* Send a POST request to Keycloak_baseURL/realms/Predict6G/protocol/openid-
connect/token providing a set of credentials, the client ID and the scope.

POST keycloakBaseUrl}} /realms/Predict6G/protocol/openid-connect/token

EIETNS Authorization Headers (8) Body Scripts Settings
none form-data ® x-www-form-urlencoded binary GraphQL
Key Value
grant_type password
client_id service-ingestion

username predict-user

[N < RN <

password pr3dictég

<]

scope service-manager
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* Send a POST request to £E2E_Service_Ingestion—_baseURL/service providing a token
in the authorization header and a data structure for the service compliant to the AICP
information model in the request body.

{

"endpoints”: {
"source": {
"id": "PC_Talker"
VWATRAMAA
)
"destination™: {
}
1
"Sea-characteristics“: {
"‘priority": 7,
"reliability": 100,
"packet-loss™: 10,
"e2e-delay": 20,
"e2e-rtt": 30,
"jitter”: 10,
"burst-arrival-time-window": {
—=l-3 (4
"t2": 5
18
"burst-completion-time-window": {
—al-3 ()
"t2": 5
}

s

"traffic-characteristics™: {
"direction": "directional”,
"periodicity”: true,
"period": 20,
"burst-size": 500,
"maximum-flow-bitrate": 5000

1

"service-lifetime": {
"service-duration": {

"t1": o,
"t2%: 2
b
"recurrent-service-interval™: {
"t1": o,
"t2%: 1,

“recurrence-interval”: 1

¥
}

* The authentication logic checks if the requestor is allowed to send the request by
assessing the role through Keycloak.
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* If the requestor is authorized, the request is parsed and forwarded to the mock-up
E2E Service Automation. If the response is 200 OK, an item with the E2E service ID in
the /nformation field and with status /n_Progress is stored in the Request Status
Register.

* Ifthe service is successfully provisioned, a notification is received from the mock-up
E2E Service Automation and an item with status Accepted is stored in the Request
Status Register.

Results

Data Explorer

o Groph ~  © CUSTOMIZE

SERVICE_PROVISION status  In_Progress 2025-02-27T12:44:24.3337  2025-02-27T13:44:24.3337  2025-62-27713:43:63.5412 33345 59dcf783-e42d-47d2-9017-9e407223329  SfdeTcIe-16d7-4d57-boS

SERVICE_PROVISION status  Accepted 2026-62-27T12:44:24.3332  2025-02-27T13:44:24.3332  2026-62-27T13:44:63.7472 33345 59dcf783-e42d-47d2-9017-9¢487223329  Sfde7c3e-16d7-4d57-bos

ViewRowData @@ £ €SV G © Pastth ~  SCRIPTEDITOR | SUBMIT

_nonitoring
_tasks status

+ Create Bucket

Test 2: E2E Service Decommissioning request

Description

This test aims to validate the E2E Service Ingestion REST NBI and the use of the E2E Service
Automation REST interface.

The expected results of the test are:

1. To correctly authenticate and authorize the requestor.

2. To have a 200 OK response from the E2E Service Automation confirming that the
request has been correctly validated and forwarded for processing.

3. Tohave anewitem in the Request Status Register of type DECOMMI/SS/ON and status
In_Progress.
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To receive a notification from the E2E Service Automation confirming the successful
decommissioning of the service.

To have a new item in the Request Status Register of type DECOMM/SS/ON and status
Accepted.

Execution steps

Preliminary step: to have a provisioned service request with status Accepted in the
Request Status Register.

Send a POST request to Keycloak_baseURL/realms/Predict6G/protocol/openid-
connect/token providing a set of credentials, the client ID and the scope.

POST {{ke kBaseUrl}} /realms/Predict6G/protocol/openid-connect/token

Params Authorization Hea 8) Body : S5 Settings

none form-data ® x-www-form-urlencoded raw binary GraphQL

Key Value

grant_type password
client_id service-ingestion
username predict-user

password pr3dictég

(NN BN < <

scope service-manager

Send a DELETE request to £2£_Service_Ingestion—_baseURL/service/{id} where id is
the E2E service ID.

If the requestor is authorized, the request is forwarded to the mock-up E2E Service
Automation. If the response is 200 OK, an item with the E2E service ID in the
information field and with status /n_Progress is stored in the Request Status
Register.

If the service is successfully decommissioned, a notification is received from the
mock-up E2E Service Automation and an item with status Accepted is stored in the
Request Status Register.

Results
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Test 3: E2E Service Update request

Description

This test aims to validate the E2E SI REST NBI and the use of the E2E Service Automation
REST interface.

The expected results of the test are:

1. To correctly authenticate and authorize the requestor.

2. To check if the E2E service with the given ID for which the update is requested is
already provisioned.

3. To correctly forward the request to the E2E Service Automation and to receive a 200
OK response.

4. To have a new item in the Request Status Register of type UPDATE and status
Accepted.

Execution steps

* Preliminary step: to have a provisioned service request with status Accepted in the
Request Status Register.

* Send a POST request to Keycloak_baseURL/realms/Predict6G/protocol/openid-
connect/token providing a set of credentials, the client ID and the scope.

POST ' {{keycloakBaseUrl}} /realms/Predict6G/protocol/openid-connect/token

Params Authorization Headers (8) Body Scripts Settings

none form-data ® x-www-form-urlencoded raw binary GraphQL

Key Value

grant_type password
client_id service-ingestion
username predict-user

password pr3dictég

(CINC RN RN <

scope service-manager

Send a PUT request to £2£_Service_Ingestion—_baseURL/service/{id}where ‘id’ is the
E2E service ID.

e If the requestor is authorized, the request is forwarded to the mock-up E2E Service
Automation. If the response is 200 OK, an item with the E2E service ID in the
information field and with status Accepted is stored in the Request Status Register.
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Results

Data Explorer

4 Graph v  © CUSTOMIZE

SERVICE_UPDATE  status  Accepted 2025-63-85T12:39:14.708Z  2025-03-05T13:39:14.708Z  2025-83-85T13:38:47.278Z 33345 007d7828-4107-4120-8112-04dF0768Fc47  5fdeTcIe-16d7-4d57-b895-5

SERVICE_UPDATE  status  In_Progress 2025-83-05T12:39:14.768Z 2025-63-85T13:39:14.708Z 2025-83-85T13:38:45.241Z 33345 15d49¢2d-83b7-496-9084-04206032692¢  5f4eTcIe-16d7-4d57-b895-5
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_tasks
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Exposure Services

Test 1: TSN MD Topology/Resource/Capabilities Exposure

Description

This test reports the operation of the Exposure MS for the TSN domain when requested by
the other modules of the same MD such as the MD PCE.

Execution steps

The Exposure MS collects the topology, resources and capabilities of the technological
domain following the information model defined in (PREDICT-6G/D2.3, 2025) and exposes it
to the requester.

Results

Extract of the topology (enriched with resource and capabilities information) of the TSN
domain as obtained upon a request to the local MD Exposure implemented by the Resource
Configurator.
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i
"links": [ "nodes": [

i i
'bandwidth®: "1Gbps", ‘capabilities": "Qbv",
latency": "0.001ms", ‘domain": "TSN",
'‘port®: "2¢, "id": "DETNET_INGRES_TSN_1"
‘source": "DETNET_INGRES_TSN_1", 3,
"target": "Rely_Switchl",
"type”: "Intradomain ‘capabilities": "Qbv",

3, ‘domain": "TSN",

'id": "Rely_Switchl’

‘bandwidth”: "1Gbps", i,
'latency": "0.001ms", 5
'poxrt*: "2%, ‘capabilities": "Qbv",
'source": "Rely_Switchl", ‘domain": "TSN",
'target": "DETNET_INGRES_TSN_1", ‘id": "DETNET_EGRES_TSN_1"
"type”: "Intradomain 1

Ly 1

}

Test 2: WiFlI MD Topology/Resource/Capabilities Exposure

Description

This test reports the operation of the Exposure MS for the WiFi domain when requested by
other MD modules such as the MD PCE.

Execution steps

The Exposure MS collects the topology, resources and capabilities of the technological
domain following the information model defined in (PREDICT-6G/D2.3, 2025) and sends it to
the requester.

Results

Extract of the topology (enriched with resource and capabilities information) of the WiFi
domain as obtained upon a request to the local MD Exposure implemented by the Resource
Configurator.
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"links": [ "nodes": [

‘bandwidth”: "1Gbps", ‘capabilities”: "Qbv",
‘latency": "0.001ms’ ‘domain": "WiFi",

‘port”: "17, 'id": "DETNET_INGRES_WiFi_1"
'source": "DETNET_INGRES_WiFi_1 Ep
"target": "Intel_WiFi_AP", i
“type”: "Intradomain® ‘capabilities": "Qbv",
1, ‘domain": "WiFi",
] 'id": "Intel_WiFi_AP"
‘bandwidth”: "500Mbps”, 3,
‘latency": "1ms", i
‘port®: "O", ‘capabilities": "Qbv",
‘source": "Intel_WiFi_STA", ‘domain": "WiFi",
'target": "Intel_WiFi_AP", 1 'id": "Intel WiFi_STA"

"type”: "Intradomain”

Test 3: E2E Topology Collection / MD Abstracted Topology Exposure

Description

This test reports the operation of the Exposure MS for the E2E when requested by another
module such as the E2E PCE.

Execution steps

The E2E Topology Exposure MS contact the MD Exposure services to collect the abstracted
topology information of the technological domains, following the abstracted topology
information model defined in section 2.3.

Results

Extract of the abstract topology of the TSN domain as collected from the local MD Exposure
(implemented by the MD Path Computation).
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{[> PREDICT-6G

"provisioning-edges®: [ "connectivity-constructs™: [
i i
“pe-id”: "DETNET_INGRES_TSN_1", “id": "cc_mdTsn_0",
“"sdps®: [ "cc-type": "P2P",
i "sender-sdps": [
"sdp-id": "2", i
"node-id": "DETNET_INGRES_TSN_1" "sdp-id": "2",
1, "node-id": "DETNET_INGRES_TSN_1"
1 3
"sdp-id": "3", 1.
"node-id": "DETNET_INGRES_TSN_1", "receiver-sdps”: [
"sdp-attachment-circuits": [ i
i "sdp-id": "0",
"ac-id": "ac-TSN-1", "node-id": "DETNET_EGRES_TSN_1"
“peer-sdps”: [ ¥
i 1.
“sdp-id*": "2", "slos i
"node-id": "Intel_WiFi_AP" "delay": "5.0"
3 3
] i,
¥ "attachment-circuits": [
1 : :
"ac-id": "ac-TSN-1",
1. "peer-sdps”: [
1
"sdp-id": "2",
"node-id": "Intel_WiFi_AP"
3
]
i,
i
"ac-id": "ac-TSN-0",
“peer-sdps”: [
{
"sdp-id": "1-0-1",
"node-id": "NS-TT"
;
]
i
]

Service Automation

Figure 7-1 highlights in orange the set of modules that have been emulated and the steps taken

as part of the testing,.

©
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Figure 7-1. E2E and MD Service Automation Architecture - Tests and External Modules

Considering these conditions, the following tables describe the set of unitary tests performed
to validate the implementation of E2E and MD SA software modules in the provisioning and
decommissioning stages.

Test 1: E2E Service Ingestion = E2E Path Computation (Provisioning)

Description

This test focuses on validating the use of the E2E Service Ingestion REST interface, the E2E
Request Processing function and the E2E Path REST Interface for processing E2E Service
Requests during the provisioning phase and triggering E2E Path Computation.

The expected results of the test are:
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1) To have a new E2E Service entry in the Services DB with the information processed
from the E2E Service Ingestion.

2) Receive a 200 OK response from the E2E Path Computation confirming that the
request including E2E Service information has been correctly received.

Execution steps

This test has been performed executing the following steps:

Step O: E2E Service Ingestion mock-up sends a new E2E Service Provisioning Request with
a POST method over the endpoint
E2E_SA_URL/e2erequestprocessing/e2eprovisioningrequest.

Step 1: The E2E Request Processing function of the E2E Service Automation module checks
and assesses the format of the request.

Step 2: If the format is correct, the E2E Request Processing creates an E2E Service entry in
the Services DB, assigning an E2E Service ID derived from the received request.

Steps 3 and 4: After creating the E2E Service entry, the E2E Request Processing function
forwards the E2E Service information to the E2E Path Computation mock-up to start the
computing the path in the E2E domain. The information is forwarded calling the endpoint
E2E_PATH_URL/e2eservice/pathrequest with a POST method.

Results

Will watch for changes in these directories: usr/src/e2e-service-automation'
Uvicorn running on http://0.0.0.0:8000 (Press CTRL+C to quit)
Started reloader process [1] using StatReload

Started server process [8]

Waiting for application startup.

Application startup complete.

10.1.118.198:55084 - "POST /e2erequestprocessing/e2eprovisioningrequest HTTP/1.1" 200 OK
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"id": 5
"e2e_path_selection”: -
"traffic_characteristics™: {
"period”: 20,
"direction”: "directional”,
"burst_size": 1500,
“periodicity”: -
"maximum_flow_bitrate"”: 5000
J‘ >
"md_services": 11,
"gos_characteristics™: {
"rtt": 30,
"delay": 3,
"jitter": 1o,
"priority": 7,
"packet_loss": 100,
"reliability”: 1ee,
"burst_arrival time window":
"t1": o,
"t2": 5

s
"burst_completion_time window":
"t1": o,
"t2": 5

1
S
"service_status”:
"endpoints™: {
"source":
"id": "PC_Talker"
>
"destination™:
"id": "PC_Listener”

Test 2: E2E Path Computation = Path Processing = MD Path Computation = Path
Processing = E2E Path Computation (Steps 5 to 13)

Description

This test focuses on validating the E2E Path Computation REST interface, the MD Path
Processing function and the Past REST Interface for managing the MD Path Computation
process as part of the E2E Path Computation process.

The expected results of the test are:
1) Receive a 200 OK response from the MD Path Computation confirming the correct
reception of the MD Path Computation request.

2) Store a new MD Service in the Services DB with the MD Path Computation
information.
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3) Receive a 200 OK response from the E2E Path Computation confirming the correct
reception of the MD Path Computation result.

Execution steps

This test has been performed executing the following steps:

Steps 5 and G: E2E Path Computation triggers the computation of paths in each MD by
calling a POST method over the endpoint MD_SA_URL/path/mdservice/pathrequest, at the
E2E Path Computation REST Interface.

Steps 7 and 8: The Path Processing function validates the request format, assigns an ID to
the MD Service and forwards the MD Service information to the MD Path Computation
module via the Path REST Interface, by calling the endpoint
PATH_COMP_URL/mdservice/pathrequest with a POST method.

Steps 9 and 10: The MD Path Computation computes the path for the MD Service and returns
the result via the Path REST Interface, by calling the endpoint
MD_SA_URL/path/mdservice/pathresponse with a POST method.

Steps 11, 12 and 13: If the path was successfully computed, the Path Processing function
stores the MD Service information with the computed path in the Services DB and informs
the E2E Path Computation of the result via the E2E Path Computation REST Interface, by
calling the endpoint E2E_PATH_COMP_URL/mdservice/pathcomputationresponse with a
POST.

Results

"td_path_selection™: {
"path_id": "7",
"path_status”: "computed”,
"involved_nodes":

"node_list": [

"id": "PC_Talker”,
"node_resources™:
"resource_list": {

"id": "Rely Switch1i",
"node_resources™:
"resource_list": {

2025-01-27T16:05:43.116| INFO|rest_app|postpathrequest() |[rest_app.py:U46|Received request to forward to Path Computation service.
2025-01-27T16:05:43.203| INFO| rest_manager|addMDServiceID() |rest_manager.py:95|1124
2025-01-27T16:05:43.203| INFO| rest_manager|addMDServiceID() |rest_manager.py:99|1125
2025-01-27T16:05:43.204 | INFO|rest_app|postpathrequest() |rest_app.py:54|MD ID Service Created: 1125

2025-01-27T16:05:43.279| INFO|rest_app|postpathrequest() |rest_app.py:58|Response from Path Computation:Path Computation (1125) in progress

INFO: 10.1.194.4:44088 - "POST /path/mdservice/pathrequest HTTP/1.1" 200 OK

2025-01-27T16:05:43.531| INFO|rest_app|postpathresponse() |rest_app.py:8U|Response from E2E Path Computation service:Local Path Processing (1125) in progre
INFO: 10.1.194.4:42184 - "POST /path/mdservice/pathresponse HTTP/1.1" 200 OK
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Test 3: E2E Path Computation = E2E Path Processing = E2E Lifecycle Management

Description

This test focuses on validating the E2E Path REST interface and the E2E Path Processing
function for processing E2E Path Computation responses during the provisioning phase.

The expected results of the test are:

1) If E2E Path Computation response confirms that the E2E Path has been computed,
update the E2E Service entry with the computed path information

2) Reply with a 200 OK response to the E2E Path Computation confirming the correct
reception and processing of the E2E Path Response.

3) Receive a 200 OK response from the E2E Lifecycle Management confirming that the
E2E Service Provisioning has been triggered successfully.

Execution steps

This test has been performed executing the following steps:

Step 14: E2E Path Computation mock-up sends the outcome of the E2E path computation
process to the E2E Path Processing function with a POST method over the endpoint
E2E_SA_URL/e2epathprocessing/e2eservice/{e2e_service_id}/e2epathresponse

Step 15: The E2E Path Processing function of the E2E Service Automation module checks the
response format and the outcome of the E2E path computation process.

Step 16: If the E2E Path has been computed, the E2E Path Processing updates the E2E Service
entry with the E2E path information and updates the path status to “computed”.

Step 17: After updating the E2E Service entry, the E2E Path Processing triggers the E2E
Service Provisioning by forwarding the E2E Service information to the E2E Lifecycle
Management  function by calling a POST method on the endpoint
E2E_SA_URL/e2elifecycle/provisioneleservice

Results

"id": "33382",
"e2e_path_selection": {
"id": 7",
"domain list":
{

"path_domains": {

"name": "mdTsn",
"class": "DetNet"

s
“path_status": "computed”
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Test 4: E2E Lifecycle Management > Lifecycle Management = Resource Configurator

Description

This test focuses on validating the E2E Lifecycle Management function for translating E2E
Service Requests into one or more MD Service Provisioning Requests for each MD that is part
of the E2E. This translation implies one or more calls to the Lifecycle Management function
of each MD, which is also tested during the triggering of the MD Service Provisioning process
by contacting the Resource Configurator.

The expected results of the test are:
1) Generate a call to one or more MD Service Automation modules in each of the
domains that are part of the E2E service.
2) Receive a 200 OK response from each MD Service Automation after contacting the
Resource Configurator, confirming that the MD Service Provisioning has been
triggered successfully.

Execution steps

This test has been performed executing the following steps:

Step 17: The E2E Lifecycle Management processes the E2E Service information and extracts
the information of each MD Service to be provisioned within the E2E.

Steps 18-20: For each MD Service in the corresponding MD, the E2E Lifecycle Management
triggers the MD Service Provisioning with a POST method over the MD_SA_URL/lifecycle/
/provisionmdservicerequestthrough the E2E Service REST and the E2E Service Automation
REST interfaces.

Step 21: Lifecycle Management function receives and validates all the information related
to the MD Service to be provisioned.

Steps 22-23: Lifecycle Management function forwards the MD Service information the

Resource Configurator to start configuring resources via the Resource REST interface by
calling the endpoint RC_URL/save-requestwith a POST method.

Results

2025-01-27T16:05:43.453| INFO|rest_app|provisionService() |rest_app.py:43|Received request to provision MD service with ID 1125.

2025-01-27T16:05:43.476| INFO|rest_app|provisionService() |rest_app.py:54|MD service with ID 1125 requested provisioning successfull
INFO: 10.1.194.4:38302 — "POST /lifecycle/provisionmdservicerequest HTTP/1.1" 200 OK
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Test 5: Resource Configurator = Lifecycle Management => Measurement Collection +
Al/DT + E2E Lifecycle Management

Description

This test focuses on validating the Lifecycle Management function when receiving the result
of the Resource Configuration. This leads to an update of the MD Service ID in the Services
DB, the communication to the MD Measurement Collection and MD Al or Digital Twin
modules, and the response to the E2E Lifecycle Management function informing about the
result of the MD Service Provisioning process.
The expected results of the test are:
1) Update the MD Service information in Services DB with the resources assigned to the
service during the provisioning phase.
2) Receive a 200 OK response from the MD Measurement Collection confirming that the
monitoring has been successfully triggered.
3) Receive a 200 OK response from the AI/DT confirming that the MD Service
Provisioning has been successfully communicated.
4) Receive a 200 OK response from the E2E Lifecycle Management confirming that the
MD Service Provisioning response has been received successfully.

Execution steps

This test has been performed executing the following steps:

Step 24: The MD Lifecycle Management function receives and processes the Resource
Configurator response, which is sent via the Resource REST Interface by calling the endpoint
MD_SA_URL/lifecycle/provisionmdserviceresponse/{service_id} with a PUT method.

Step 25: The MD Lifecycle Management function updates the MD Service information in the
Services DB.

Step 26: The MD Lifecycle Management triggers the monitoring of the MD service by
contacting the MD Measurement Collection via the Service REST interface by calling the
endpoint MD_MEAS_URL/datasources/MDP with a POST method. Additionally, it also
informs the Al/DT of the service provisioning through the same interface with a POST on the
endpoint: MD_DT_URL/Service.

Step 27-29: The MD Service Provisioning response is sent back to the E2E Lifecycle
Management via the E2E Service Automation REST Interface with a POST call over the
endpoint £E2E_SA_URL/e2elifecycle/provisionedmdservice.

Results
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"involved nodes":
"node_list": [

f
1

"id": "PC_Talker",
"node_resources™:
"resource_list":
"P1": {
"status™
"priority”

"node_resources™:
"resource_list":

"PORT_0O":

"priority”:
b
"PORT_1": {
"status™:
"priority”
b
"PORT 2": {
"status™
"priority"
}
2025-01-27T16:05:48.825| INFO|rest_app|assignmgmt () |rest_app.py:85|Assigning management for MD service with ID: 1125
2025-01-27T16:05:49.263| INFO|rest_manager|triggerMonitoring() |rest_manager.py:206|Monitoring triggered successfully.
2025-01-27T16:05:49.263 | INFO|rest_manager|notifyDT() |rest_manager.py:273|Notifying MD DT for service ID 1125.
2025-01-27T16:05:49.326 | INFO|rest_manager|notifyDT() |rest_manager.py:276|Notification sent successfully to DT. Response: 200

2025-01-27T16:05:49.919| INFO|rest_app|assignmgmt() |rest_app.py:99|Service 1125 successfully provisioned, monitoring triggered and DT notified.
INFO: 10.1.194.4:38306 - "PUT /lifecycle/provisionmdserviceresponse/1125 HTTP/1.1" 200 OK

Test 6: E2E Lifecycle Management - E2E Monitoring - E2E Service Ingestion

Description

This test focuses on validating the E2E Lifecycle Management function when receiving the
MD Service Provisioning responses for each domain to compose the E2E Service
Provisioning response, trigger the E2E Monitoring and forward the outcome to the E2E
Service Ingestion to inform about the result of the initial E2E Service Provisioning request.
The expected results of the test are:
1) Update the E2E Service information in Services DB setting the E2E status as
provisioned once all responses from MD Service Automations are received.
2) Receive a 200 OK response from E2E Measurement Collection confirming that the
E2E monitoring has been successfully triggered.
3) Receive a 200 OK response from the E2E Service Ingestion confirming that the E2E
Service Provisioning response has been received successfully.
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Execution steps

This test has been performed executing the following steps:

Step 30: The E2E Lifecycle management receives all MD Service Provisioning responses from
the corresponding MDs and updates the E2E Service status to provisioned in the E2E Service
stored in Services DB.

Step 31: The E2E Lifecycle Management triggers the E2E Monitoring via the E2E Service REST
Interface by calling the endpoint £2E_MON_URL/datasources/E2E with a POST method.

Steps 32-33: The E2E Lifecycle Management forwards the result of the E2E Service
Provisioning to the E2E Service Ingestion via the E2E Service Ingestion REST Interface by
calling the endpoint E2E_INGESTION_URL/service-provisioning-notification through a POST
method.

Results

"service status": "provisioned"”,
"endpoints™: {
"source":
"id": "PC_Talker"

>
"destination™:
"id": "PC_Listener"

"md_services": {
"local_service":
{
"index": o,
"service": {
"id": "1125",
"target_domain":
“name”: "mdTsn",
"class™: "DetNet"
2
"service_status”: "provisioned"

INFO: 10.1.118.254:53836 - "POST /provisione2eservice HTTP/1.1" 200 OK
2025-01-27T16:05:43.413| INFO|rest_app|provisionService() |rest_app.py:38|Received request to provision E2E service with ID 33382.
2025-01-27T16:05:43.516| INFO|rest_app|provisionService() |rest_app.py:49|Requested provisioning of E2E service with ID 33382 successfully.
10.1.118.254:34000 - "POST /provisione2eservice HTTP/1.1" 200 OK
10.1.118.198:52U408 - "POST /e2elifecycle/provisionedmdservice/ HTTP/1.1" 307 Temporary Redirect
2025-01-27T16:05:49.362 | INFO|rest_app|provisionedService() |rest_app.py:88|Received response for provisioned MD service with ID 1125.
2025-01-27T16:05:49.658 | INFO|rest_manager|triggerMonitoring() |rest_manager.py:222|E2E Monitoring triggered successfully.
2025-01-27T16:05:49.659| INFO|rest_manager|notifyStatusE2EDT() |rest_manager.py:193|Sending status of the provision to: http://e2epathcomputation-service:950¢
/e2eservice
2025-01-27T16:05:49.796 | INFO| rest_manager|notifyStatusE2EServiceIngestion() |rest_manager.py:170|Sending status of the provision to: http://10.5.15.65:8300/¢
lervice-provisioning-notification
2025-01-27T16:05:49.872| INFO|rest_app|provisionedService() |rest_app.py:99|MD service with ID 1125 provisioned successfully.
INFO: 10.1.118.198:52U408 — "POST /e2elifecycle/provisionedmdservice HTTP/1.1" 200 OK

*
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Test 7: E2E and MD Service Exposure

Description

This test focuses on validating the E2E and MD Service Exposure functions to expose E2E
and MD Service information after querying the ServicesDB.
The expected results of the test are:

1) Receive a 200 OK response from the E2E Service Exposure function with the
information of the requested E2E/MD service.

Execution steps

This test has been performed executing the following steps:

Step 34: Arequest is sent to the E2E/MD Service Exposure functions with the ID of a specific
E2E or MD Service to retrieve. For the E2E Service Exposure case, this query comes via the
E2E Service REST Interface with a GET to the endpoint E2E_SA_URL/
eleserviceexposure/e2eservice/{e2e_service_id}. For the MD Service Exposure case, the
query goes via the Service REST Interface with a GET to the endpoint
MD_SA_URL/exposure/mdservice/{service_id}

Step 35: The E2E/MD Service Exposure functions forward this request to the ServicesDB,
checking if the E2E/MD Service exists in the database.

Step 36: The E2E/MD Service information is exposed via the E2E Service/Service REST
Interface.

Results

10.1.118.198:59012 - "GET /e2eserviceexposure/e2eservice/33382 HTTP/1.1" 200 OK

2025-02-17T10:19:14.112|INFO|rest_app|getService() |rest_app.py:39|Received request to fetch TD service with ID: 1125
2025-02-17T10:19:14.156 | INFO|rest_app|getService() |rest_app.py:U45|Successfully retrieved service with ID: 1125
INFO: 10.1.194.4:40546 — "GET /exposure/mdservice/1125 HTTP/1.1" 200 OK

Complementing all the tests performed during the E2E and MD Service provisioning phase,
one additional test is defined to showcase the E2E and MD Service decommissioning,
highlighting the main differences performed with respect to the previous workflow (Figure 7-2).
Note that only one test is used to describe the decommissioning since several steps are
similar to the ones taken during the provisioning phase:
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Figure 7-2. E2E and MD Service Automation Architecture - Service decommissioning tests

Test 8: E2E and MD Service Decommissioning

Description

This test focuses on validating the decommissioning of the E2E and MD services generated
in the previous tests. The main differences with respect to the provisioning are:

1. The E2E Request Processing function forwards the decommissioning request
coming from the E2E Service Ingestion to the E2E Lifecycle Management function
since path computation is not required to decommission a service (Steps 0 -3)

2. The E2E Lifecycle Management function follows a similar approach to translate the
E2E Service Decommissioning request into several MD Service Decommissioning
requests (Steps 4-6).

3. The Resource Configurator releases resources instead of assigning during the MD
Service Decommissioning phase (Steps 7-9).
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4. Afterreleasing the resources and decommissioning the MD Service, the MD Lifecycle
Management stops the measurement collection and informs the AI/DT modules
(Steps 10-11).

5. A similar operation is performed in the E2E domain, where the E2E Monitoring is
stopped once the E2E Service Decommissioning has been confirmed. After that, the
E2E Decommissioning result is sent to the E2E Service Ingestion (Step 12-18).

The expected results of the test are:

1) Update the E2E and MD Service entries in the Services DB by setting the status to
decommissioned and the resources being released.

2) Receive a 200 OK response from the E2E Lifecycle Management function confirming
that the E2E Service Decommissioning has been performed successfully.

Execution steps

This test has been performed executing the following steps:

Steps 0-3: E2E Service Ingestion mock-up sends a new E2E Service Decommissioning
Request with a DELETE method over the endpoint
E2E_SA_URL/e2erequestprocessing/e2edecommissioningrequest/{e2e_service_id}. The E2E
Request Processing function of the E2E SA module checks the request format, if the E2E
service exists and if it has a provisioned status. If so, the E2E Request Processing forwards
the request to the E2E Lifecycle Management to trigger the decommissioning of this E2E
service. This request is forwarded calling the endpoint
E2E_SA_URL/decommissioneZeservice/{e2e_service_id} with a DELETE method.

Steps 4-6: The E2E Lifecycle Management processes the E2E service information and
extracts the information of each MD service to be decommissioned. For each MD service, the
E2E Lifecycle Management triggers the MD Service Decommissioning with a DELETE method
over the MD_SA_URL/lifecycle/decommissionmdservicerequest through the E2E Service
REST and the E2E SA REST interfaces.

Steps 7-9: Lifecycle Management function receives and validates all the information related
to the MD service to be decommissioned. Then, forwards the MD service information the
Resource Configurator to start releasing resources via the Resource REST interface by calling
the endpoint RC_URL/delete-requestwith a DELETE method.

Steps 10-11: The Resource Configurator releases the resources and informs the MD Lifecycle
Management function via the Resource REST Interface by calling the endpoint
MD_SA_URL/lifecycle/decommissionmdserviceresponse/{service—id} with a PUT method.
Then, the MD Lifecycle Management function updates service information in the Services
DB and stops the monitoring of the MD service via the Service REST interface by calling the
endpoint MD_MEAS_URL/datasources/MDP?service_id={service_id}with a GET method to
get the datasource_id and then the endpoint
MD_MEAS_URL/datasources/MDP/id/{datasource_id} with a DELETE method to stop the
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monitoring. Additionally, it also informs the AI/DT of the service decommissioning with a
POST on the endpoint MD_DT_URL/Service.

Steps 12-18: The MD Service Decommissioning response is sent back to the E2E Lifecycle
Management via the E2E SA REST Interface with a DELETE call over the endpoint
E2E_SA_URL/e2elifecycle/decommissionedmdservice. Once all MD Service
Decommissioning responses are received, the E2E Lifecycle Management updates the E2E
Service status to decommissioned, stops the E2E Monitoring and forwards the result to the
E2E Service Ingestion via the E2E Service Ingestion REST Interface by calling the endpoint
E2E_INGESTION_URL/service-decommissioning-notification through a POST method. The

monitoring is stopped via by calling the endpoint
E2E_MEAS_URL/datasources/E2E?service—id={e2e_service_id} with a GET method to get
the datasource_id and then the endpoint

EPE_MEAS_URL/datasources/E2E/id/{datasource_id} with a DELETE method

Results

“service_status”: "decommissioned”,
"endpoints™:
"source":

2
"destination™:
"id": "PC_Listener"

"md_services": {
"local service":
{
"index": o,
"service": {
"id": "1125",
"target_domain":
"name”: "mdTsn™,
"class™: "DetNet"

b
"service_status”: "decommissioned”

2025-01-27T16:35:09.238| INFO| rest_app|decommissionService() |rest_app.py:63|Received request to decommission E2E service with ID 33382
2025-01-27T16:35:09.331| INFO|rest_manager|decommissionService() |rest_manager.py:94|Decommissioning response for local service: True
2025-01-27T16:35:09.331| INFO|rest_app|decommissionService() |rest_app.py:74|Requested decommissioning of E2E service with ID 33382 successfully.
10.1.118.252:45618 - "DELETE /decommissione2eservice/33382 HTTP/1.1" 200 OK
10.1.118.198:42684 - "POST /e2elifecycle/decommissionedmdservice/ HTTP/1.1" 307 Temporary Redirect
2025-01-27T16:35:09.710| INFO|rest_app|decommissionedService() |rest_app.py:113|Received response for decommissioned MD service with ID 1125
2025-01-27T16:35:09.834| INFO| rest_manager|triggerMonitoring() |rest_manager.py:235|E2E Monitoring stopped successfully.
2025-01-27T16:3 9.835| INFO|rest_manager|notifyStatusE2EDT() |rest_manager.py:193|Sending status of the provision to: http://e2epathcomputation-service:9500
/e2eservice
2025-01-27T16:35:09.851| INFO| rest_manager|notifyStatusE2EServiceIngestion()|rest_manager.py:170|Sending status of the provision to: http://10.5.15.65:8300/s
ervice-decommissioning-notification
2025-01-27T16:35:09.902| INFO| rest_app|decommissionedService() |rest_app.py:124|MD service with ID 1125 decommissioned successfully.
10.1.118.198:42684 — "POST /e2elifecycle/decommissionedmdservice HTTP/1.1" 200 OK
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Path Computation

Test 1: Local MD Path Computation - Technological Domain Exposure (TSN domain)

Description

This test reports the collection of the topology, resources and capabilities from the local
domain Exposure MS.

Execution steps

On boot-up, the Path Computation MS of the local technological domain contacts the
corresponding Exposure MS to collect the topology following the model defined for the
topology exposure OpenAPl (PREDICT-6G/D2.3, 2025).

Results

The figure below depicts the extract of the log of the local MD Path Computation that
contains the topology processing.
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e.u.g.p.p.core.control.TopologyFunction : Getting Topology from the Exposure MS
e.u.g.p.p.c.t.exposure.TexRestClient : Getting topology to Digital Twin
e.u.g.p.p.c.topology.TopologyTranslator : Treating Link = PC_Listener-Rely Switch4
e.u.g.p.p.c.topology.TopologyTranslator : Looking for reverse link
e.u.g.p.p.c.topology.TopologyTranslator : Adding DstTp to Link PC_Listener-Rely Switch4
e.u.g.p.p.c.topology.TopologyTranslator : Treating Link = PC_Talker-Rely Switchl
e.u.g.p.p.c.topology.TopologyTranslator : Looking for reverse link
e.u.g.p.p.c.topology.TopologyTranslator : Adding DstTp to Link PC_Talker-Rely Switchl
e.u.g.p.p.c.topology.TopologyTranslator : Treating Link = Rely_ Switchl-PC_Talker
e.u.g.p.p.c.topology.TopologyTranslator : Treating Link = Rely_Switch4-Rely Switch3
e.u.g.p.p.c.topology.TopologyTranslator : Looking for reverse link
e.u.g.p.p.c.topology.TopologyTranslator : Adding DstTp to Link Rely Switch4-Rely_ Switch3
e.u.g.p.p.c.topology.TopologyTranslator : Treating Link = Rely Switch4-PC_Listener
e.u.g.p.p.c.topology.TopologyTranslator : Treating Link = Rely Switchl-Rely Switch2
e.u.g.p.p.c.topology.TopologyTranslator : Looking for reverse link
e.u.g.p.p.c.topology.TopologyTranslator : Adding DstTp to Link Rely_Switchl-Rely_Switch2
e.u.g.p.p.c.topology.TopologyTranslator : Treating Link = Rely_Switch2-Rely_ Switch3
e.u.g.p.p.c.topology.TopologyTranslator : Looking for reverse link
e.u.g.p.p.c.topology.TopologyTranslator : Adding DstTp to Link Rely Switch2-Rely_ Switch3
e.u.g.p.p.c.topology.TopologyTranslator : Treating Link = Rely Switch3-Rely_ Switch2
e.u.g.p.p.c.topology.TopologyTranslator : Treating Link = Rely Switch2-Rely Switchl
e.u.g.p.p.c.topology.TopologyTranslator : Treating Link = Rely Switch3-Rely Switch4
l.u.g.p.p.core.control.TopologyFunction : TexTopology = Topology [nodelList={Rely Switch2=Node [id=Rely Switch2, type=SW, tpList={0=TpTsn

.u.g.p.

[maxDataRate=1000, bufferSize=1000, id=0, type=WIRED_TSN], 1=TpTsn [maxDat

aRate=1000, bufferSize=1000, id=1, type=WIRED_TSN]}, domain=Domain [id=mdTsn, type=TSN]], PC_Talker=Node [id=PC_Talker, type=SW,
tpList={2=TpTsn [maxDataRate=1000, bufferSize=1000, id=2, type=WIRED_TSN]}, domain=Domain [id=mdTsn, type=TSN]], Rely_Switchl=Node
[id=Rely_Swi

tchl, type=SW, tpList={0=TpTsn [maxDataRate=1000, bufferSize=1000, id=0, type=WIRED TSN], 2=TpTsn [maxDataRate=1000, bufferSize=1000, id=2,
type=WIRED TSN]}, domain=Domain [id=mdTsn, type=TSN]], Rely Switch4=Node [id=Rely Switch4, type=SW, tpList={0=TpTsn [maxDataRate=100

0, bufferSize=1000, id=0, type=WIRED_TSN], 1=TpTsn [maxDataRate=1000, bufferSize=1000, id=1, type=WIRED_TSN]}, domain=Domain [id=mdTsn,
type=TSN]], Rely_Switch3=Node [id=Rely_ Switch3, type=SW, tpList={0=TpTsn [maxDataRate=1000, bufferSize=1000, id=0, type=WIRED_TSN], 1=Tp
Tsn [maxDataRate=1000, bufferSize=1000, id=1, type=WIRED_TSN]}, domain=Domain [id=mdTsn, type=TSN]], PC_Listener=Node [id=PC_Listener,
type=SW, tpList={0=TpTsn [maxDataRate=1000, bufferSize=1000, id=0, type=WIRED_TSN]}, domain=Domain [id=mdTsn, type=TSN]]}, linkList={PC_L
istener-Rely Switchd4=Link [id=PC_Listener-Rely Switch4, srcTp=TpTsn [maxDataRate=1000, bufferSize=1000, id=0, type=WIRED_TSN], dstTp=TpTsn
[maxDataRate=1000, bufferSize=1000, id=0, type=WIRED TSN]], PC_Talker-Rely Switchl=Link [id=PC_Talker-Rely Switchl, srcTp=TpTsn [maxD
ataRate=1000, bufferSize=1000, id=2, type=WIRED_TSN], dstTp=TpTsn [maxDataRate=1000, bufferSize=1000, id=2, type=WIRED TSN]], Rely Switchl-
PC_Talker=Link [id=Rely_Switchl-PC_Talker, srcTp=TpTsn [maxDataRate=1000, bufferSize=1000, id=2, type=WIRED TSN], dstTp=TpTsn [maxDat
aRate=1000, bufferSize=1000, id=2, type=WIRED_TSN]], Rely Switch4-Rely Switch3=Link [id=Rely_Switch4-Rely Switch3, srcTp=TpTsn
[maxDataRate=1000, bufferSize=1000, id=1, type=WIRED_TSN], dstTp=TpTsn [maxDataRate=1000, bufferSize=1000, id=0, type=WIRED TSN]],

Rely Switch4-P

C_Listener=Link [id=Rely Switch4-PC_Listener, srcTp=TpTsn [maxDataRate=1000, bufferSize=1000, id=0, type=WIRED_TSN], dstTp=TpTsn
[maxDataRate=1000, bufferSize=1000, id=0, type=WIRED_TSN]], Rely Switchl-Rely Switch2=Link [id=Rely Switchl-Rely Switch2, srcTp=TpTsn
[maxDataR

ate=1000, bufferSize=1000, id=0, type=WIRED TSN], dstTp=TpTsn [maxDataRate=1000, bufferSize=1000, id=1, type=WIRED TSN]], Rely Switch2-
Rely Switch3=Link [id=Rely Switch2-Rely Switch3, srcTp=TpTsn [maxDataRate=1000, bufferSize=1000, id=0, type=WIRED_TSN], dstTp=TpTsn [maxD
ataRate=1000, bufferSize=1000, id=1, type=WIRED_TSN]], Rely_Switch3-Rely Switch2=Link [id=Rely_ Switch3-Rely_Switch2, srcTp=TpTsn
[maxDataRate=1000, bufferSize=1000, id=1, type=WIRED_TSN], dstTp=TpTsn [maxDataRate=1000, bufferSize=1000, id=0, type=WIRED TSN]],

Rely Switch2

-Rely Switchl=Link [id=Rely_Switch2-Rely_Switchl, srcTp=TpTsn [maxDataRate=1000, bufferSize=1000, id=1, type=WIRED_TSN], dstTp=TpTsn
[maxDataRate=1000, bufferSize=1000, id=0, type=WIRED_TSN]], Rely Switch3-Rely Switch4=Link [id=Rely Switch3-Rely Switch4, srcTp=TpTsn [maxD
ataRate=1000, bufferSize=1000, id=0, type=WIRED TSN], dstTp=TpTsn [maxDataRate=1000, bufferSize=1000, id=1, type=WIRED TSN]]},
domainList={mdTsn=Domain [id=mdTsn, type=TSN]}]

Test 2: Local MD Path Computation - Path computation (TSN domain)

Description

This test reports the local path computation process as conducted in the Path Computation
MS.

Execution steps

Upon the reception of a path computation request from the Service Automation MS, the Path
Computation MS calculates a route between the endpoints provided in the request. The KPIs
estimation for the obtained path is requested to the local domain DT and, if they are
acceptable (that is under the thresholds stated in the request), the path is sent back to the
Service Automation MS.
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Results

The figure below depicts the extract of the log of the local MD Path Computation that
contains the path computation and KPI validation process.

e.u.g.p.p.nbi.server.NBIController : Calculating path request 1120 between node PC_Talker and node PC_Listener
e.u.g.p.p.core.pce.PathComputation : TD_Path_Selection = PathSelection [pathId=2, pathStatus=computed,
involvedNodes=InvolvedNodes [nodelList=[Node [id=PC_Talker, nodeResources=NodeResources [resourcelList={}

11, Node [id=Rely Switchl, nodeResources=NodeResources [resourceList={}]], Node [id=Rely Switch2,
nodeResources=NodeResources [resourceList={}]], Node [id=Rely Switch3, nodeResources=NodeResources
[resourceList={}]], Node [id=Rely Switch4, nodeResources=NodeResources [res

ourcelList={}]], Node [id=PC_Listener, nodeResources=NodeResources [resourceList={}1]]1]]
e.u.g.p.p.core.dt.DTRestClient : Request KPI estimation to Digital Twin

e.u.g.p.p.core.dt.DTRestClient : EndPoint = http://10.5.15.67:8081/KPIEvaluation
e.u.g.p.p.core.dt.DTRestClient : PathReply = PathReply [id=1120, e2eServiceld=33377, tdNodes=TdNodes
[tdEndpoint=TdEndPoint [id=PC_Talker], tdGateway=TdGateway [tdGatewaylList=[TdGatewayNode [id=PC Liste

ner]]]], tdPathSelection=PathSelection [pathId=2, pathStatus=computed, involvedNodes=InvolvedNodes [nodelList=[Node
[id=PC_Talker, nodeResources=NodeResources [resourcelList={}]], Node [id=Rely Switchl, nodeResources=NodeResources

[resourceList={}]], Node [id=Rely Switch2,

nodeResources=NodeResources [resourceList={}]], Node [id=Rely Switch3, nodeResources=NodeResources
[resourceList={}]], Node [id=Rely Switch4, nodeResources=NodeResources [resourceList={}]], Node [id=PC Listener,
nodeResources=NodeResources [resourcelList={}]]111]1, qosCharac

teristics=QosCharacteristics [priority=9, reliability=100, packetLoss=100, delay=0, rtt=0, jitter=0,
burstArrivalTimeWindow={t1=0, t2=0}, burstCompletionTimeWindow={t1=0, t2=0}],
trafficCharacteristics=TrafficCharacteristics [direction=directional, periodicity=true, perio

d=20, burstSize=0, maxFlowBitrate=0], servicelLifetime=ServicelLifetime [ServiceDuration=ServiceDuration [t1l=0, t2=0],
recurrentServiceInterval=RecurrentServiceInterval [t1=0, t2=0, recurrencelnterval=0]]]
e.u.g.p.p.core.dt.DTRestClient : Reply = {"kpi": {"service id": "1120", "delay us": [79.99999999999999,
79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999, 79.

99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999,
79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999, 79.99999999999999,
79.99999999999999, 79.99999999999999, 79.999999

99999999, 79.99999999999999, 79.99999999999999, 79.99999999999999], "jitter us": [0.12, 0.12, 0.12, 0.12, 0.12, 0.12,
0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12, 0.12],
"granularity s": 3600000}}

l.u.g.p.p.core.sa.SARestClient : Sending Path Computation Result to MD Service Automation
e.u.g.p.p.core.sa.SARestClient : Reply = <200 OK OK,"Local Path Processing (1120) in progress",[Date:"Mon,
27 Jan 2025 11:48:05 GMT", Content-Type:"application/json", Content-Length:"42", Connection:"ke

ep-alive"]>

Test 3: E2E Path computation - Abstract topology composition

Description

This test reports the collection of the abstract topology from the different local domains
Exposure MSs. As explained in section 2.3, the local domain abstract topology exposure is
implemented by the local MD Path Computation.

Execution steps

On boot-up, the E2E Path Computation MS contacts the corresponding Exposure MSs to
collect the abstract topology of each domain following the model defined for the abstract
topology exposure (section 2.3). Afterwards, the E2E Path Computation builds the complete
abstract topology.
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Results

The figure below depicts the extract of the log of the E2E Path Computation that contains
the topology processing.

e.u.g.p.p.core.control.TopologyFunction : Getting Abstract Topology from the MD Exposure MSs to compose E2E
e.u.g.p.p.c.t.exposure.TexRestClient : Requesting Abstract Topology to the MD Service Automation
e.u.g.p.p.c.t.exposure.TexRestClient : Requesting Abstract Topology to the MD Service Automation
e.u.g.p.p.c.t.exposure.TexRestClient : Requesting Abstract Topology to the MD Service Automation
e.u.g.p.p.c.t.i.TopologyTranslator : Treating AC = class AttachmentCircuit {
id: ac-3GPP-0
peerSdps [class Sdp {
id: 3
nodeld: PC_Listener
H
}
e.u.g.p.p.c.t.i.TopologyTranslator : Creating Direct Link from NS-TT/1-0-1
e.u.g.p.p.c.t.i.TopologyTranslator : Creating Reverse Link to NS-TT/1-0-1
e.u.g.p.p.c.t.i.TopologyTranslator : Treating AC = class AttachmentCircuit {
id: ac-TSN-1
peerSdps [class Sdp {
2
nodeId Intel WiFi_AP
H
}
e.u.g.p.p.c.t.i.TopologyTranslator : Treating Link = Link [id=acl, srcTp=null, dstTp=TpTsn [maxDataRate=1, bufferSize=1, id=1-0-1
type=WIRED_TSN]]srcNode = srcNodeTp = dstNode = NS-TTdstTp = 1-0-1
e.u.g.p.p.c.t.i.TopologyTranslator : Treating Link = Link [id=ac®, srcTp=TpTsn [maxDataRate=1, bufferSize=1, id=1-0-1,
type=WIRED TSN], dstTp=null]srcNode = NS-TTsrcNodeTp = 1-0-1ldstNode = dstTp =
e.u.g.p.p.c.t.i.TopologyTranslator : Creating Direct Link from PC_Talker/3
e.u.g.p.p.c.t.i.TopologyTranslator : Creating Reverse Link to PC_Talker/3
e.u.g.p.p.c.t.i.TopologyTranslator : Treating AC = class AttachmentCircuit {
id: ac-TSN-0
peerSdps: [class Sdp {
id: 1-0-1
nodeId: NS-TT
}
.u.g.p.p.c.t.i.TopologyTranslator : Treating Link = Link [id=ac3, srcTp=null, dstTp=TpTsn [maxDataRate=1, bufferSize=1, id=3,
type=WIRED TSN]]srcNode = srcNodeTp = dstNode = PC_TalkerdstTp = 3
e.u.g.p.p.c.t.i.TopologyTranslator : Treating Link = Link [id=ac2, srcTp=TpTsn [maxDataRate=1, bufferSize=1, id=3, type=WIRED_TSN],
dstTp=null]srcNode = PC_TalkersrcNodeTp = 3dstNode = dstTp =
.u.g.p.p.c.t.i.TopologyTranslator : Treating Link = Link [id=acl, srcTp=null, dstTp=TpTsn [maxDataRate=1, bufferSize=1, id=1-0-1,
type=WIRED TSN]]srcNode = srcNodeTp = dstNode = NS-TTdstTp = 1-0-1
e.u.g.p.p.c.t.i.TopologyTranslator : Treating Link = Link [id=ac0®, srcTp=TpTsn [maxDataRate=1, bufferSize=1, id=1-0-1
type=WIRED_TSN], dstTp=null]srcNode = NS-TTsrcNodeTp = 1-0-1ldstNode = dstTp =
e.u.g.p.p.c.t.i.TopologyTranslator : Direct Link found from PC_Listener/3 to NS-TT/1-0-1
.g.p.p.c.t.i.TopologyTranslator : Reverse Link found to PC_Listener/3 from NS-TT/1-0-1
.g.p.p.c.t.i.TopologyTranslator : Treating AC = class AttachmentCircuit {
id: ac-WiFi-0
peerSdps: [class Sdp {
id: 3
nodeld: PC_Talker
) H
e.u.g.p.p.c.t.i.TopologyTranslator : Treating Link = Link [id=ac3, srcTp=null, dstTp=TpTsn [maxDataRate=1, bufferSize=1, id=3,

type=WIRED_TSN]]srcNode = srcNodeTp = dstNode = PC_TalkerdstTp = 3

Test 4: E2E Path Computation - Domain sequence computation

Description

This test reports the domain sequence computation process conducted in the E2E Path
Computation MS.

PORCEl Funded by | 146
(SN the European Union




D3.4 - Implementation of selected release 2 Al-driven inter-domain network control,
management, and orchestration innovations

{[> PREDICT-6G

Execution steps

Upon the reception of an E2E path computation request from the F2EService Automation
MS, the Path Computation MS calculates a route between the endpoints provided in the
request over the abstract topology that is likely to fulfil the requested KPIs. From such
computation, the E2E Path Computation extracts the domain sequence, and the border
nodes involved. Then, it contacts the corresponding local domain Service Automation MSs
to request an explicit route between the borders. When all the partial routes have been
computed, the E2E Path Computation composes the E2E path and requests the KPI
estimation to the E2E DT. If they are acceptable (that is under the thresholds stated in the
request), the path is sent back to the E2E Service Automation MS for provisioning.

Results

The figure below depicts the extract of the log of the E2E Path Computation that contains
the process.

e.u.g.p.p.core.pce.PathComputation : Compute E2E Path between DS-TT and PC_Talker
e.u.g.p.p.core.pce.PathComputation : Computed E2E Path

e.u.g.p.p.core.pce.PathComputation : DS-TT - NS-TT

e.u.g.p.p.core.pce.PathComputation : NS-TT - PC_Listener

e.u.g.p.p.core.pce.PathComputation : PC_Listener - PC_Talker

e.u.g.p.p.core.pce.PathComputation e

e.u.g.p.p.core.pce.PathComputation : currentLink: DS-TT - NS-TT

e.u.g.p.p.core.pce.PathComputation : Positioning pathIt2

e.u.g.p.p.core.pce.PathComputation ¢ nextlLink: NS-TT - PC_Listener

e.u.g.p.p.core.pce.PathComputation : md3gpp vs mdTsn

e.u.g.p.p.core.pce.PathComputation : currentlink: PC_Listener - PC_Talker
e.u.g.p.p.core.pce.PathComputation : Domain Sequence:

e.u.g.p.p.core.pce.PathComputation : Treating Domain: md3gpp

e.u.g.p.p.core.pce.PathComputation : Treating Domain: mdTsn

e.u.g.p.p.core.pce.PathComputation TdNodes DS-TT --> NS-TT

e.u.g.p.p.core.sa.SARestClient : Sending Local Path Computation Request to MD Service Automation
e.u.g.p.p.nbi.server.NBIPceService : Processing Local Path for MD Service 1131 (10.5.15.62)
e.u.g.p.p.core.sa.SARestClient : Reply = <200 OK OK,"",[Date:"Mon, 10 Feb 2025 13:54:34 GMT", Content-
Type:"application/json", Content-Length:"2", Connection:"keep-alive"]>

e.u.g.p.p.core.pce.PathComputation TdNodes PC_Listener --> PC_Talker

e.u.g.p.p.core.sa.SARestClient : Sending Local Path Computation Request to MD Service Automation
e.u.g.p.p.core.sa.SARestClient : Reply = <200 OK OK,"Path Computation (1132) in progress",[Date:"Mon, 10 Feb
2025 13:54:35 GMT", Content-Type:"application/json", Content-Length:"37", Connection:"keep-alive"]>
e.u.g.p.p.core.pce.PathComputation HEE

e.u.g.p.p.nbi.server.NBIPceService : Processing Local Path for MD Service 1132 (10.5.15.61)
e.u.g.p.p.nbi.server.NBIPceService : Sending E2E Path Reply to E2E-SA: E2EPathReply [i1d=33389, status=pending,

endPoints=EndPoints [source=Source [id=DS-TT], destination=Destination [id=PC_Talker]],

e2ePathSelection=E2EPathSelection [id=1, pathStatus=computed, domainList=[Domain [pathDomains=PathDomains
[name=md3gpp, domainClass=3GPP]], Domain [pathDomains=PathDomains [name=mdTsn, domainClass=DetNet]]]],
qosCharacteristics=QosCharacteristics [priority=7, reliability=100, packetLoss=10, delay=20, rtt=30, jitter=10,
burstArrivalTimeWindow={t1=0, t2=5}, burstCompletionTimeWindow={t1=0, t2=5}],
trafficCharacteristics=TrafficCharacteristics [direction=directional, periodicity=true, period=20, burstSize=500,
maxFlowBitrate=5000], serviceLifetime=Servicelifetime [ServiceDuration=ServiceDuration [t1=0, t2=2],
recurrentServiceInterval=RecurrentServicelInterval [t1=0, t2=1, recurrencelnterval=1]], mdServices=MdServices
[localService=[LocalServiceEntry [index=0, service=Service [id=1131, serviceStatus=pending, targetDomain=PathDomains
[name=md3gpp, domainClass=3GPP]]], LocalServiceEntry [index=1, service=Service [id=1132, serviceStatus=pending,
targetDomain=PathDomains [name=mdTsn, domainClass=DetNet]]]]]]

e.u.g.p.p.core.sa.SARestClient

: Sending Path Computation Result to E2E Service Automation
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Resource Configurator

Test 1: Wi-Fi Resource Configurator: Service Provisioning / Decommissioning

Description

This test has been carried out inside the WiFi-AP, where an incoming Service Provisioning
Request from the MD SA was simulated to trigger the script to configure the queues. The
characteristics of the flows are the following.

Param Flow-1 Flow-2
Size 1000 bytes 1000 bytes
Period 50 ms 50 ms
Latency 1500 ms 50 ms
Constraint
Type Best Effort TSN

The MAC addresses and the transmission method (Unicast/Multicast) were also given.

For the decommission step, the process is the same, but with an incoming Service
Decommission from the MD SA.

Execution steps

The incoming flow characteristics are stored into a .txt file. Then, the python3 tool is
executed upon request. This python3 is able to write at the gdisc level, the queue cycle for
each queue.

Running commands:
-Provision: python3 configTimerSolved.py -f flows.txt -i wlp2s0 -verbose

-Decommission: python3 configTimerSolved.py -u -i wlp2s0 (When a Service Decommission
Request is received)

Results

Here there is showcase the two possible cases under testing:

Service Provisioning:

®
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: $ python3 configTimerSolved.py —F flows.txt -i wlp2s@ —-verbose
device configured !!

Every 1,0s: sudo tc -s qdisc show dev wlp2s@

qdisc taprio 80Pa: root refcnt 3 tc 2 map 0000001000000 080

queues offset O count 1 offset 1 count 1

clockid TAI base-time 17389176758620U8277 cycle-time 50000000 cycle-time-extension ©
index © cmd S gatemask Ox1 interval 8000
index 1 cmd S gatemask ©x1 interval 8600
index 2 cmd S gatemask ©x2 interval 49984000

Sent © bytes © pkt (dropped @, overlimits © requeues ©)
backlog 0b Op requeues 0

qdisc pfifo @: parent 800a:2 limit 1000p

Sent © bytes © pkt (dropped ©, overlimits @ requeues ©)
backlog 6b Op requeues ©

qdisc pfifo @: parent 80@a:1 Llimit 1000p

Sent © bytes © pkt (dropped ©, overlimits © requeues ©)
backlog 6b Op requeues ©

Service Decommissioning:

$ python3 configTimerSo
Configuration deleted !

Every 1,0s: sudo tc -s qdisc show dev wlp2s®

qdisc nogueue ©: root refcnt 2
Sent O bytes © pkt (dropped ©, overlimits @ requeues 0)

backlog 6b ©p requeues ©

Test 2: Ethernet TSN Resource Configurator: Service Provisioning

Description

This test was carried out inside the ETH-TSN Resource Configurator, where all switches were
connected. An incoming Service Provisioning Request from the MD SA was simulated to run
the script to configure the queues of each switch. The characteristics of the flows are the
following.

Param Flow-1 Flow-2 Flow-3 Flow-4
Size 500 bytes 1000 bytes 500 bytes 500 bytes
Period 20 ms 10 ms 10 ms 10 ms
Latency 1ms 100 ms ms 100 ms
Constraint
Type TSN BE TSN BE

The MAC addresses and the transmission method (Unicast/Multicast) were also given.

The topology considered was a diamond:
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Rely_Switch_2
1
1 1
Rely_Switch_1\ / Rely_Switch_4
>
1

Rely_Switch_3

Execution steps

The incoming flow characteristics are stored into a .txt file. Then, the java tool detects if a
new flow has to be provisioned. If so, the ETH-TSN Resource Configurator adds the new flow
ID to a local database, and generates the YAML configuration files. Once this process is done,
the configuration files are sent to the switches using NETCONF standard

Results

A video demo of the full process is available at the Gitlab.

Test 3: 3GPP Resource Configurator: Service Provisioning

Description

The 3GPP Resource Configurator is requested, from the Service Automation, to compute a path in the
3GPP domain including KPI estimations.

The 3GPP Resource Configurator will only include TSN switches in the 3GPP path when the QoS
restrictions cannot be met without them.

Execution steps

Additionally, when the TSN switches are required, the 3GPP Resource Configurator will run the gopsav2
program:

e Device side TSN transator (DS-TT): ./gopsav2 -dst_ip_vxport 10.3.202.37 -gw_mac_vxport
08:33:ed:6a:a8:23 -vxport enp2s0 -vport enp6s0

e Network side TSN translator (NW-TT): ./gopsav2 -dst_ip_vxport 10.3.202.67 -gw_mac_vxport
€0:47:35:0d:dd:93 -vxport enp59s0f1 -vport enp216s0f3
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Results

Path computation request from MD SA:

Path computation response including KPls:

TSN switches configuration:

Device side TSN Translator (DS-TT) provision:

O
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Data Collection

Test 1: MD Measurement Collection: Configuration of the monitoring for a Local MD

Description

This test aims to validate the Configuration interface of the Data Collection and
Management platform, the use of the MDP OpenAPIs and the adaptation of data in both the
Event Streaming Bus and the Time-Series DB.

The expected results of the test are:

1. To have a new MDP data source entry in the Monitoring Platform DB with the
configuration of the data collector.

2. To have a 200 OK response from the MDP OpenAPIs with the expected JSON for every
periodic query performed by the Data Collector.

3. To have the requested monitoring data collected and pushed in Kafka and /nfluxDB.

Execution steps

e Send a POST request to Data_Collection—_baseURL/datasources/{type} with type
equal to MDP and providing information about the metrics to be collected and the

belonging service.
{

"g&smacteristics": {
‘priority": 7,
" V‘reliabilitx“: 100,
packet foss~: 1o,
delay”: 20,
Tt 73 30,
| _jitter”: 10,
"burst_arrival time window": {

et

b eis

"t2": 5
1

¥

"burst_completion time window": {
"t2": 5

1
L

1

"traffic_characteristics": {
DAY )
‘direction”: “directional”,
"periodicity”: true,
"period": 20,
“burst size": 500,
“maximum Flow bitrate": 5000
PAAMANRAANITAANAANA

AN

}
e Ifthe configuration of the data source is correct, the Measurement Collection creates
a MDP data source entry in the Monitoring Platform DB, assigning a data source ID.
* The configured Data Collector (i.e. Telegraf) starts sending periodical queries to the
mock-up MDP OpenAPI. If the responses are 200 OK, the collected data are adapted
in a common format and pushed to Kafka and /nfluxDB.
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Results

Code Details

200 Response body

3346b8a6-7421-41ba-8c43-d8753ec47a23

(3
®
&
+
[
@

Ui for Apache Kafka
All Topics

Q € stow intormal Togics

Test 2: MD Measurement Collection: Removal of the monitoring for a Local MD

Description

This test aims to validate the Configuration interface of the Data Collection and
Management platform.

The expected results of the test are:

1. To no longer have the MDP data source entry in the Monitoring Platform DB with the
configuration of the data collector.

2. To no longer have monitoring data collected and pushed in Kafka and /nfluxDB.
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Execution steps

* Preliminary step: to have a configured data source of type MDP, i.e. a configured data
collector that pushes data to Kafka and /nfluxDB and an entry in the Monitoring
Platform DB with the information of the data source.

* SendaDELETE request to Data_Collection—_baseURL/datasources/{type}/id/{id}with

type equal to MDP and /d equal to the UUID returned in the POST request used for
creation.

m /datasources/{type}/id/{id} Deletes the datasource with identifier id

Parameters

Name Description

type * e
string Datasource type

(path)

MDP v

id*
string(suuia) dentifier of the datasource to deal with
(path)

3346b8ab-7421-41ba-8c43-d8753ec47a23

* The Data Collector (i.e. Telegraf) configuration is cleaned and no more data are
pushed to Kafka and /nfluxDB.

* The MDP data source entry is removed from Monitoring Platform DB as well.

Results

Code Details

AL Response body

3346b8a6-7421-41ba-8c43-d8753ec47a23

Test 3: MD Measurement Collection: Update of the monitoring for a Local MD

Description

This test aims to validate the Configuration interface of the Data Collection and
Management platform, the use of the MDP OpenAPIs and the adaptation of data in both the
Event Streaming Bus and the Time-Series DB.

The expected results of the test are:

1. To have a MDP data source entry in the Monitoring Platform DB with the same data
source ID assigned during the creation but with the configuration modified with the
provided information.

©
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2. To have a 200 OK response from the MDP OpenAPIs with the expected JSON for every

periodic query performed by the Data Collector.

3. To have the requested monitoring data collected and pushed in Kafka and /nfluxDB.

Execution steps

Preliminary step: to have a configured data source of type MDP, i.e. a configured data
collector that pushes data to Kafka and /nfluxDB and an entry in the Monitoring
Platform DB with the information of the data source.

"traffic_characteristics™: {
"direction": "directional”,
"periodicity": true,
“period”: 20,

"burst_size": 500,
"maximum_flow_bitrate": 5000
1

I
"service_id": "7"

Ul for Apache Kafka
" All Topics + Acdaopc

Q @ show Internal Topics

Send a PUT request to Data_Collection—_baseURL/datasources/{type}/id/(id} with
typeequal to MDP, idequal to the UUID returned in the POST request used for creation
and providing the new configuration of the data source in the request body, such as
different metrics to be collected.
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/datasources /{type}/id/{id} Updates configuration of the datasource with identifier specified in the path ~

Name Description
type "
o Datasource type.
(patn)
MDP v
e
string(swia) |dentifier of the datasource to deal with
(path)
54aTfce2-9801-4400-b131-54c3e3a8e2d1

New Configuration of the datasource.

* If the new configuration of the data source is correct, the Measurement Collection
updates the MDP data source entry in the Monitoring Platform DB.

* The configured Data Collector (i.e. 7Telegraf) keeps sending periodical queries to the
mock-up MDP OpenAPI asking for the new metrics. If the responses are 200 OK, the
collected data are adapted in a common format and pushed to Kafka and /nfluxDB.

Results

In this example, since the throughputis requested both in the creation and in the update
operations, there are more values for this metric with respect to the new requested metrics.
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Data Explorer

s Gragh

Ul for Apache Kafka

" All Topics

Q @D show Internal Topics

= s o = = o

Test 4: MD Measurement Collection: Data consumer creation with certain permissions

Description

This test aims to validate the Configuration, the Near-RT and the Historic Data Retrieval
interfaces of the Data Collection and Management platform.

The expected results of the test are:

1. To have a new user (i.e. data consumer) entry in the Monitoring Platform DB with
information about the credentials and the role.

2. Tohave a new user permissions entry in the Monitoring Platform DB with information
about the Kafka and /nfluxDB authorizations.
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3. To correctly consume only the authorized metrics from Kafka and /nfluxDB.

Execution steps

* Preliminary step: to have a configured data source of type MDA, i.e. a configured data
collector that pushes data to Kafka and /nfluxDB and an entry in the Monitoring
Platform DB with the information of the data source.

* Send a POST request to Data_Collection—_baseURL/users/add providing user
credentials in the request body.

s
8

"username”: "digital-twin”,
"password™: "pr3dictég”,
"user-role”: "normal”,
"organization": "upc"

v

}

e Iftheuseriscorrectly signed in both Kafka and /nfluxDB, the Measurement Collection
creates a user (i.e. data consumer) entry in the Monitoring Platform DB, assigning a
user ID.

* Send a POST request to Data_Collection—baseURL/permissions/{user—id}/enable
with user_id equal to the ID returned in the POST request used for user creation and
providing the metrics for which to set the permissions in the request body.

/permissions/{user_id}/enable Configure permissions on a specific resource for the given user

Parameters

Name Description

user_id *

string Username of the client

6u8WDEErsRvzfCruJZrac65NUtG0wInT

Request body

Kafka/InfluxDB permissions to be configured for a specific user

[Modified value] v ]

{

“service 14" "7,
“metrics s [“throughput”]

* If the permissions are correctly set in both Kafka and /nfluxDB, the Measurement
Collection creates a user permissions entry in the Monitoring Platform DB, with the
authorization information returned by Kafka and /nfluxDB.

* Query /nfluxDB by sending request to the /nfluxDB APl v2 with the user token and
Kafka by using the script kafka-utils/kafkaConsumer/kaftka—consumer.pyfollowing
the instructions reported in the docs of the script.
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Results

Code Details Code Details

201
At Response body Response body
6uBWDEErsRvzfCrulZrac65NUt60wlnT 0e8952ace4723000

User Authorization ID:

Data Explorer

Organization

Members

NS

Explore

P

digital-twin

local_admin

root@kafka_consumer: /usr/src/app# python3 kafka_consumer.py kafka 9692

e_7_Metric_packetLoss

Enter the topic to subscribe to: TD_TSN_Service_7_Metric_latency

ConsumerRecord(topic="TD_TSN_Servi etric_latenc iti pe=0, ki 1,5
67 1741362480000000000\n", header: checksum=None, key_size: 02 alized_header_size=-1)
ConsumerRecord(topic="TD_TSN_Servici e 0 i 1741362485600, timestanp_type-6, key-None, value-b*latency,host=telegraf_mdp,pathlabe
714 1741362485000000000\n" , heade: 2 ialized key : ialized value_size=103, serialized header s 1)
ConsumerRecord(topic="TD_TSN_Service 1,41=5uuuaea t)m@stamp type=0, ki 1, 5ervi
64 1741362490000000000\n" , headers=[], i y s 1 ialized_header_size=-1)
=None, value=b'latency,host=telegraf mdp,pathLabel=Path_1,servicelabel=7 value=4.8421710819873

ConsumerRecord(topic="TD_TSN_Service_7 Hetmr - latency’, partition-0, offset=
@5 1741362496000000000\n", headers=[], chec erialized k d alue_: s de -1)
ConsumerRecord(topic="TD_TSN_Service_7_Metric_latency’, partitior servicelabel=7 value=4.5075528573145
4 1741362500000000000\n", headers=[], checksum=None, serialized |
ConsumerRecord(top: ce_7_Metric_latency’, partitio
€25 1741362506000000000\n" , headers=[], checksus
ConsumerR: ( *TD_TSN_Serv. Metric_latency’,
27 1741362510000000000\n", headers-| i i |
‘onsumerRecord(topic="TD_TSN_Serv: etric_| C iti f tlmestamp type=0, key
29 1741362515000000000\n", header: chec 2610, seri Lized | beader size=-1)
™ 7_Metr: 1(712(&!\( None, value=b'latency,host=telegraf_mdp, pathLabe
checksum=None,

\ 1,servicelabel=7 value=4.7153395091141
ath_1,servicelabel=7 value=7.1048970634845

ath 1,

checksun-None, 1 ri s
*latency, host=telegraf_mdp,pathLabel-Path_1,serviceLabel=7 value=6.110773967634

ConsumerRecord(topic="TD_TSN_Service_7_M - latency’, partit
117 1741362535000000000\n", headers=[] jone, serialized key si Z )
ConsumerRecord(topic="T0_TSN_Service 7_Metric_latency’, partitio i i R *latency, host=telegraf _mdp,pathLabel-Path_1,serv
235 174136 n’, headers=[], che o i ey_si erialized value_: 02, i e )
ConsumerRecord(topic="TD_TSN_Service_7_Metric_1 i i o P c egraf_mdp, pathLabel-Path _1,servicelabel=7 valu
886 1741362545000000000\n", headers c one, serialized key_size=-1, serialized value_size=162,

5 ition-6, offset-14, timestamp-1741362550000, tinestamp_typ elegraf_mdp,pathLabel-Path_1,servicelabel=7 valu

one, serialized key size=-1, serialized value size-107, serialized header size=

Label=7 valu

ConsumerRecord(toj
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Ul for Apache Kafka
Conzumer Graups | Dighs! Twin
digital-twin

Consumers STABLE 1 1 )

B TD_TSN_Service 7 Metric_latency

Kafka-python-2.0.2- A3c0841-a5e0- 4726 9167-bbbed4323173 10.0.4.4 1 233 234

Test 5: MD Measurement Collection: Data consumer deletion

Description

This test aims to validate the Configuration, the Near-RT and the Historic Data Retrieval
interfaces of the Data Collection and Management platform.

The expected results of the test are:

1. Tono longer have a user permissions entry in the Monitoring Platform DB.
2. Tono longer have a user entry in the Monitoring Platform DB.

Execution steps

* Preliminary step: to have a configured user (i.e. a data consumer) with some
permissions, i.e. a configured user in both Kafka and /nfluxDB, that can consume
data for which has permissions set.

* Send a DELETE request to Data—_Collection—_baseURL/permissions/{user—id}/disable

with user_idequal to the ID returned in the POST request used for user creation

m /permissions/{user_id}/disable Delete permissions on a specific resource for the given user

Parameters

Name Description

user_id *

string

Username of the client
(path)

6u8WDEErsRvzfCruJZrac65NUt60wInT

* Send a DELETE request to Data—_Collection—baseURL/users/{user—id}/remove with
user—idequal to the ID returned in the POST request used for user creation
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2SR 88 /users/{user_id}/remove Remove authentication of the given user

Parameters

Name Description

user_id * ravre

string

User ID
(path)

6u8WDEErsRvzfCruJZrac65NUt60wInT

Results

Code Details Code Details

201
’ Response body 201 ) Response body

User Authorization ID: User ID:

Test 6: E2E Monitoring: Configuration of the monitoring for the E2E MD

Description

This test aims to validate the Configuration interface of the Data Collection and
Management platform, the hierarchical architecture of Monitoring Platforms, the use of the
MDP OpenAPIs and the adaptation of data in both the Event Streaming Bus and the Time-
Series DB.

The expected results of the test are:

1. To have a new E2E data source entry in the Monitoring Platform DB with the
configuration of the data collector.

2. To have a 200 OK response from the MDP OpenAPIs of each TD involved in the E2E
path with the expected JSON for every periodic query performed by the MD Data
Collectors.

3. To have the requested monitoring data collected and pushed in Kafka and /nfluxDB
at the E2E level.

Execution steps

* Preliminary step: to have two configured data sources of type MDPand with different
service ID, i.e. two configured data collectors that gather service data from mock-up
MDP OpenAPI and push them to MD Kafka and /nfluxDB.
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e Send a POST request to Data_Collection—_baseURL/datasources/{type} with type
equal to £2F and providing information about the metrics to be collected and the

belonging service.
€

"e2e_service_id": "33345",
"mdservice ids": ["7", "10"],
"§§§f€ﬂ3?§z¥$?istics": {
‘priority": 7,
"reliability": 100,
"packet_loss": 10,
"efe_delay": 20,
"e2e_rtt": 30,

"jitter": 10,
"burst arrivalm\g\g\%\:": {
't1": o,
"t2": 5
b o
"burst_completion_time window": {
10,
=t2%: 5

}
1

i . . -

"traffic characteristics™: {
"direction”: “directional”,
"periodicity”: true,
"period": 20,

“93532 size": 500,
“maximom ¥low bitrate": 5000

1 VVWAAAANVTWANTAAAAAANY
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* If the configuration of the data source is correct, the E2E Monitoring creates an E2E
data source entry in the Monitoring Platform DB, assigning a data source ID.

* Theconfigured Data Collector (i.e. Telegraf) starts sending periodical queries to Kafka
of the MD Monitoring Platforms. If the hierarchy of MD MPs is properly configured, the
collected data are merged and pushed to Kafka and /nfluxDB at the E2E level.

Results

Data Explorer
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Test 7: E2E Monitoring: Removal of the monitoring for the E2E MD

Description

Execution steps

* Preliminary step: to have a configured data source of type £2E, i.e. a configured data
collector that pushes to Kafka and /nfluxDB at the E2E level and an entry in the
Monitoring Platform DB with the information of the data source.

* Send a DELETE request to Data_Collection—_baseURL/datasources/{type}/id/{id}with
type equal to E2F and /d equal to the UUID returned in the POST request used for
creation.

* The Data Collector (i.e. Telegraf) configuration is cleaned and no more data are
pushed to Kafka and /nfluxDB at the E2E level.

e The E2E data source entry is removed from Monitoring Platform DB as well.

Results

Test 8: E2E Monitoring: Update of the monitoring for the E2E MD

Description

This test aims to validate the Configuration interface of the Data Collection and
Management platform, the hierarchical architecture of Monitoring Platforms, the use of the
MDP OpenAPIs and the adaptation of data in both the Event Streaming Bus and the Time-
Series DB.

®
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The expected results of the test are:

1. To have an E2E data source entry in the Monitoring Platform DB with the same data
source ID assigned during the creation but with the configuration modified with the
provided information.

2. To have a 200 OK response from the MDP OpenAPIs of each TD involved in the E2E
path with the expected JSON for every periodic query performed by the MD Data
Collectors.

3. To have the requested monitoring data collected and pushed in Kafka and /nfluxDB
at the E2E level.

Execution steps

* Preliminary step: to have a configured data source of type £2E, i.e. a configured data
collector that pushes data to Kafka and /nfluxDB at the E2E level and an entry in the
Monitoring Platform DB with the information of the data source.

e Send a PUT request to Data_Collection—_baseURL/datasources/{type}/id/{id} with
typeequal to £2E, idequal to the UUID returned in the POST request used for creation
and providing the new configuration of the data source in the request body, such as
different service IDs from which merge metrics.

/datasources /{type}/id/{id} Updates configuration of the datasource with identifier specified in the path ~

Datasource type.

(path)
E2E v

steing(suniay Identifier of the datasource to deal with.

423c2b7c-99fe-4077-bc37-53fede28343b

Request body application/json v

New Configuration of the dat;

Clear ]
* Ifthe new configuration of the data source is correct, the E2E Monitoring updates the
E2E data source entry in the Monitoring Platform DB.

* Theconfigured Data Collector (i.e. Telegraf) keeps sending periodical queries to Kafka
of the MD Monitoring Platforms asking for the new service metrics. If the hierarchy of
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MD MPs is properly configured, the collected data are merged and pushed to Kafka
and /nfluxDB at the E2E level.

Results

In this example, the metrics of service with ID “7” are no more collected, since the updated
configuration requests metrics of services with ID “8” and “10”.
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