
Outsourcing

Long term 
inflltration

Monoculture
E.g.  Windows

on all 
computers

Bringing 
home/personal 

stuff to work 
because work is 

"safer"

Humans are the
weakest link 
and then the 

sociotechnical 
risk group

Software 
Hardware 

Service Supply 
Chain 

Problems

Quantum
Cracking 
Crypto

Insecure 
repair or 

diagnostic 
technology 
(+dig. twins)

Huge 
impact 

from CNI 
failures

CNI sectors 
dependent on 
Telecoms and 

Electricity

Mass 
replicated 

attacks from 
monoculture 

software

Democratisation
of Attacker 

Tools

Electromagnetic
Storm / EMP

Increased 
dependency

on tech

Magnifying 
CNI Problems

through 
Social Media

Incorrect AI
Response 
to Attacks

AI 
misinformation 
through social 

media

Change 
Itself Brings

Risks

Disrupting 
Response 
to Attacks

Problems 
from Long
Lifetimes

Societal 
Harms 

through CNI 
Failures

AI Arms
Race

Internet 
Standards 

Make Hacking 
Easier

Poor 
Human 

Response 
to Incidents

Fragmentation
and Isolation 
of Systems

Dependence
on Electricity

and the 
InternetOnline

Fraud

Dependency on 
External 

Institutions/Syst
ems - Industry 

owned

Black Box 
Systems: we 

don't know how 
(part of ) a system

is coded/works

Security as an 
additive 

activity/Security 
not integrated 

in design

AI 
Enhanced

Attacks

Systems are 
not 100% 

deterministic

Stability 
of the 
Grid

Limits of 
confidence in
the outputs 

systems

Systems built 
as layers of 

interposition: 
AI-​LLM-​

Python-​C++...

Economic 
Pressures
as Drivers

Easy access to 
advanced 

technology: 
Democratisation

Super Powers

Dependence
on Technical

solutions

Decisions 
based on 

Bad Quality
Data

Lack of 
Training/Ed
ucation/Aw

areness

Lack of 
understanding of 
Interconnectivity 

and 
Interdependencie

s

Bad 
Quality/badly

designed 
Software

Commercial 
Competition

Legacy 
Systems

Disconnect 
btw 

procurement-​
contracts-​
developers

Investments
from Hostile

Countries

Decisions 
based on 
obscure 

algorithms

Theft of 
hardware 

and 
material

Bad contracts
with 

technology 
providers

Regulator 
doesn't have 
the tools and 

methods...

Too much 
focus on 

Technology
1

We give our 
data (for free)

to Cloud 
providers

Lack of 
understanding
of the greater 
infrastructure

Monopolies
of Powerful
Platforms

The malicious 
actor is not well 

understood, 
well researched.

Lack of co-​
operation/c
ommunicat

ion

Lack of 
understanding of 
human factors - 

psychology, human 
error - of engineers, 
users and hackers

Failure to identify 
hidden, seemingly 

unrelated 
vulnerabilities/dang

ers which can 
cascade into 
catastrophes

Focus on 
benefits not 
on risks and 

dangers

Inhability
to Black 

Start

No 
access to
money

Not enough
Emergency 

Planning

Software is the
main player in 
critical services

Unexplainable 
or 

Unpredictable 
AI and 

Systems

No 
Understanding
of Cyber Risk

Law on 
Responsibility

Unfit

Risk and 
Emergency 

Management 
Skills

Incident 
Response 
Different 

for OT

Poor 
Incentives 

for Security
Secrecy 

Hampers 
Development 
and Response

Only 
Respond to
Regulation

CNI Attacks
No Longer 

War No 
Understanding

of Software

Need for Cross 
Discipline 

Communication

Safety 
Ignores 
Security

Complexity 
Increases 

Risks

Cannot 
Measure 

Cybersecurity

Super
AI

Poisoned 
AI Training

Data

No 
Understanding

of Analogue 
Engineering

Critical 
Becomes
Diluted

Poor 
Quality 

Software
Attacks 

Different
for OT

Small 
Nuclear 
Reactor 

Risks

Cascading
problems

Systems 
Human 

Machine 
Danger

Danger from
Increased 

and opaque
Connectivity

Risks



Remote 
Communications

Decentralisation
of Services (6)

Large 
Language

Models
AI (8)

Web3

Cloud 
based 

services

IoT 
(5)

Smart 
Sensors 

and 
Actuators

Digital 
Twin (3)

Return to 
more Ad Hoc 

and 
Sustainable 

Conflict Mode

Large 
(health) 

data sets 
available

Direct 
Connections of

Patients into 
the Health 

System

Quantum
(3)

Data sharing, 
situational 

awareness and
data 

interpretation

Machine
Learning

(5)

Generative
AI

Wireless 
Technologies 

(2)

Digitisation

Ransomware 
(2)

Algorithms
relying on 
Data Sets

Diversification 
of the media 
environment

Intercon
nectivity

(2)
Legacy 

Systems 
bolted on 

with add-​ons

Malware, 
cheap 

attacks (2)

Internetification 
of industrial 

control systems 
underpinning 

CNI

Small 
Modular
Reactors

Security and 
Safety issues 

of 
Autonomous 

Systems
Autonomy 

Technology/Au
tonomous 

Operation/Aut
omation (3)

Complex
systems

Programmable
Networks

Integration: 
Infrastructure- 

System (rail)

Symbiosis 
Humans-​

Technology

Bodies 
controlled 

by 
Machines/AI

Trends

New CNI 
and 

Changes to 
CNI (13)

Smart 
Sensors 

and Digital 
Twins (7)

System 
Complexity 
Increasing 

(6)
Digitization 
Increased 

(5)

AI Arms
Race (3)

Human 
in Loop 

(2)

Long Lived
Software 

(2)

Quantum 
Decryption

(2)

Increased 
Geopolitical

Risk (2)

Increased
Use of 

Radio (2)

AI and 
Cloud 

(2)

Current 
Situation
Poor (2)

Increased 
Automation

(2)

Increasing 
Dependency
on Digital (1)

Increasing 
Large 

Datasets (1)

Shift to 
Preventative
Medicine (1)

Neural 
Computing

(1)

Geopolitical 
Fragmentation

(1)

Improved
Logistics 

(1)

Lack of 
Enforcement 
of Regulation 

(1)

AI to Create
Software 

(1)

Better 
Identification 
of Attackers 

(1)

Class 
Structure 
Asset or 
Not (1)

Hydrogen
for Power 
Supply (1)

Maintenance 
Not 

Innovation (1)

Power Moving 
from Nations 

to 
Organisations 

(1)

Standardised 
Off-​the-​shelf 
Software (1)



Integrate 
Security and 

Resilience into 
Software 

Education (1)

Stop teaching 
computer 

security as a 
separate 

specialism

Include 
security 

requirements 
as part of the 

original design

Make computer 
engineers, software 
designers, systems 

engineers 
responsible for 

delivering 
(quantum) resilience

Improve/update
privacy, security 

legislation (3)

Effective Risk 
Management

Focus on 
Harms 

threats can 
cause

Have a better 
understanding

of previous 
incidents

Learn what 
other people 
have already 

learnt

Technology to 
share planning

and risk 
management

Cyber 
resilience 
instead of 

cyber security 
(3)

Red 
Teaming

Discuss/Negotiate
between 

stakeholders 
understanding of 

impact of 
interconnectivity

Step out 
See the 
whole 

system (2)

Understand 
how failure 
propagates

Mitigations

Educatio
n/Traini

ng

Stronger 
Regulatory 

Mechanisms

Great 
growing 

Corporate 
Responsibility

Cyber 
Diplomacy

International pressure, 
incentives for bad actors to

stop doing what they're 
doing, more punitive 
measures, sanctions, 

punishments, retaliatory 
cyber

Data 
Protection/Data 

Privacy are 
National Assets

Greater education
and awareness  

on what data  can 
be deleted, 

and good data 
hygiene

Taking Ransomware,
Data Breach, etc. as 

National Security 
Threats and not just 

Crimes

Highly personal 
data, data of 
technology 

development and 
disruptive critical 

technologies

Think 
about the 
Impacts of 

Failure

(Stress) 
Testing 

(measure) 
(3)

Human 
Investment

Agile 
Regulation

Machine Learning 
to target Malware 

(and several 
deviations from 

the target)

Cyber 
informed 

Engineering

Be 
prepared 

for the 
Worst

Guardrails (to 
detect and 

stop system 
when smth is 
going bad).

Air 
Gapping

Enhance 
Security of 

Support 
Technologies

Test and 
evaluation on 

a real real 
equipment 
and facility

Investment 
on more 
Resilient 

Systems (2)

Understand why 
Human Errors 

happen and why  
we fall for Social 

Engineering

System 
Resilience 
Approach 

(10)

AI for Incident 
Detection and 
Prediction (7)

Secure 
Software 

Hardware by 
Design (6)

Risk 
Managment 
Improved (4)

AI to Help 
Manage 
System 

Complexity (4)

Military Response 
Sanctions or 

Arrests Expected 
to CNI Attack (3)

Political 
Leadership 

(3)

AI to Analyse 
Software 

Vulnerabilities 
(3)

Incident 
Planning 

Training and
Exercises (3)

Regulation to 
Incentivise 

Risk 
Management 

(3)

Improved 
Training in 
Software 

Contracts (2)

Safe Space to 
Coordinate 

between 
Organisations 

(2)

Cryptographic 
Solutions to 

Fake 
Information (2)

Tracking 
Existing 

Attacks and
Failures (2)

AI and 
Technology for

Incident 
Management 

(2)

Just 
Standard 

Mitigations 
as Now (2)

AI for Risk 
Management! 

(2)

Research 
into Trust
and AI (2)

Clarifying Risk 
and Incident 
Managment 
Priorities (2)

System 
Resilience 

Approach\Grace
ful Degradation 

(2)

Legal and 
Insurance 

Framework for
CNI in 

Incidents (1)

Secure Software
Hardware by 

Design\Secure 
System Testing 

(1)

Research 
into Human

Errors (1)

Training 
Staff about 
AI Threats 

(1)

International 
Coordination 

(1)

Training in 
Digitisation 

(1) Training in the 
Management 
of Innovation 

(1)

AI for 
Information 

Sharing about 
Software 
Design (1)

Diversity in
Systems 

(1)
Quantum 
Resistant 

Encryption 
(1)


