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that runs for 100 rounds on 100 devices will create 10,000
local models and 100 global models in total.
Problem: With high numbers of local models created each
round, it is challenging to keep track of which local mod-
els contributed to the global model of a specific round. Fur-
thermore, the system needs to handle the challenges of asyn-
chronous updates, client dropouts, model selection, etc.
Forces: The problem requires to balance the following forces:
• Updatability. The system needs to keep track of the local

and globalmodels concerning each client device’s updates
(application’s version or device OS/firmware updates) and
ensure that the information recorded is up-to-date.

• Immutability. The records and storage of the models co-
versions and client IDs needs to be immutable.

Solution: A model co-versioning registry records the local
model version of each client device and the global model
it corresponds to. This enables seamless synchronous and
asynchronous model updates and aggregation. Furthermore,
the model co-versioning registry enables the early-stopping
of complexmodel training (stop trainingwhen the localmodel
overfits and retrieve the best performing model previously).
This can be done by observing the performance of the ag-
gregated global model. Moreover, to provide accountable
model provenance and co-versioning, blockchain is consid-
ered as one alternative to the central server due to immutabil-
ity and decentralisation properties.
Consequences:

Benefits:
• Model quality. The mapping of local models with their

corresponding version of the globalmodel allows the study
of the effect of each local model quality on the global
model.

• Accountability. System accountability improves as stake-
holders can trace the local models that correspond to the
current or previous global model versions.

• System security. It enables the detection of adversarial or
dishonest clients and tracks the local models that poisons
the global model or causes system failure.

Drawbacks:
• Storage cost. Extra storage cost is incurred to store all the

local and global models and their mutual relationships.
The record also needs to be easily retrievable and it is chal-
lenging if the central server host more task.

Related patterns: Client Registry

Known uses:

• DVC8 is an online machine learning version control plat-
form built to make models shareable and reproducible.
8https://dvc.org/

• MLflow Model Registry9 on Databricks is a centralized
model store that provides chronological model lineage,
model versioning, stage transitions, and descriptions.

• Replicate.ai10 is an open-source version control platform
for machine learning that automatically tracks code, hy-
perparameters, training data, weights, metrics, and system
dependencies.

• Pachyderm11 is an online machine learning pipeline plat-
form that uses containers to execute the different steps
of the pipeline and also solves the data versioning prove-
nance issues.

3.2.3. Pattern 6: Model Replacement Trigger

Trigger new
model

production
when

performance
degrades

Model replacement trigger

Central
Server

Client devices

Figure 9: Model Replacement Trigger.

Summary: Fig. 9 illustrates a model replacement trigger
that initiates a new model training task when the current
global model’s performance drops below the threshold value
orwhen a degrade onmodel prediction accuracy is detected.
Context: The client devices use converged global models
for inference or prediction.
Problem: As new data is introduced to the system, the global
model accuracymight reduce gradually. Eventually, with the
degrading performance, the model is no longer be suitable
for the application.
Forces: The problem requires to balance the following forces:
• Model quality. The global model deployed might expe-

rience a performance drop when new data are used for
inference and prediction.

• Performance degradation detection. The system needs
to effectively determine the reason for the global model’s
performance degradation before deciding whether to acti-
vate a new global model generation.

Solution: Amodel replacement trigger initiates a newmodel
training task when the acting global model’s performance

9https://docs.databricks.com/applications/mlflow/model-registry.h
tml

10https://replicate.ai/
11https://www.pachyderm.com/
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