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Abstract

This "ILLUSTRATED TECHNICAL PAPER" presents the slides describing the contents of the paper
"Towards Smart City Innovation".

The talk was presented at VIl National Conference on Communication, Computer Networks and
Information Security - ENCOM 2018, 19, 20 and 21 of October 2018 at Federal University of Bahia - UFBA,
Salvador, Brazil.

The "illustrated technical paper format" is intended to complement, enrich and subsidize the technical
paper content and contains slides, complementary text and additional and/or focused bibliographic references.

Index Terms

Smart City, Innovation, Software-Defined Networking, Openflow, Artificial Intelligence, Machine Learning,
Big Data, Cognitive Management, Resource Allocation.
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1 PAPER ABSTRACT

Smart city projects address many of the current problems afflicting high populated areas and cities and, as
such, are a target for government, institutions and private organizations that plan to explore its foreseen
advantages. In technical terms, smart city projects present a complex set of requirements including a
large number users with highly different and heterogeneous requirements. In this scenario, this paper
proposes and analyses the impact and perspectives on adopting software-defined networking and artificial
intelligence as innovative approaches for smart city project development and deployment. Big data is also
considered as an inherent element of most smart city project that must be tackled. A framework layered
view is proposed with a discussion about software-defined networking and machine learning impacts on
innovation followed by a use case that demonstrates the potential benefits of cognitive learning for smart
cities. It is argued that the complexity of smart city projects do require new innovative approaches that
potentially result in more efficient and intelligent systems.

e Prof. Dr. Joberto Martins is with Salvador University - UNIFACS, Brazil. E-mail: joberto.martins@gmail.com
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—— > PAPER TEXT EXTRACT:

IEEE Communications Society for Humanity

"This article presents a perspective towards Smart City Innovation addressing Software-defined

Networking, Machine Learning and Big Data issues in smart city projects context [1]."

"Authors argue that smart city projects present a complex new set of requirements with multiple ob-
jectives that involve multiple layers using heterogeneous network technologies for a huge number
of users. Efficient solutions for smart city scenario are not easily achievable by current approaches

typically based on heuristics and meta-heuristics."

"Innovation based on new paradigm and technologies like SDN/Openflow and machine learning
provides a new perspective to these projects by allowing the computation of solutions towards the
cognitive management of complex network infrastructures coupled with the efficient processing of

huge volume of data."
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—— > Paper to read:

— The full paper text describing smart city innovation is "Towards Smart City Innovation
Under the Perspective of Software-Defined Networking, Artificial Intelligence and Big
Data" and is available at:

*  ZENODO at https:/ /zenodo.org/record /1467771#.W8x9smhKjIU

*  Research Gate at https:/ /www.researchgate.net/publication/328410597_Towards_Smart_
City_Innovation_Under_the_Perspective_of_Software-Defined_Networking_Artificial Intelligence
and_Big_Data

* ACADEMIA at https://www.academia.edu/37618281/Towards_Smart_City_Innovation_
Under_the_Perspective_of_Software-Defined_Networking_Artificial_Intelligence_and_Big
Data

—— > Complementary papers on BAM configuration, operation and management:

- A summary of Bandwidth Allocation Models (BAMs) is presented in [2]
- A summary of BAM management switching alternatives is discussed and evaluated in [3]
— An overview (in Portuguese) of Bandwidth Allocation Models (BAMs) is presented in [4].
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Agenda

@® Smart City Issues
# Innovation for Smart City
#® New Paradigms for Smart City

# Intelligent Communication Resource
Allocation — A Case Study

m https://www.unifacs.br/mestrado/mestrado-em-
sistemas-e-computacao/

Fig. 2.

PAPER TEXT EXTRACT:

"The paper [1] is organized as follows. It initially discusses smart city projects requirements,
challenges and proposes a simplified smart city deployment model to support the discussion.
Following that, software-defined networking (SDN), artificial intelligence and big data are analyzed
under the perspective of contributing to smart city innovation.".
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World Cities - Numbers

17
@ People migration to cities:

s 1800: 3% of populationlivedin cities
s 2040 - World: 65%
m 2040 — Europe: 80%
# 30 cities with more than 10 million inhabitants by 2014

@ Largest cities in the world:

m_ Consume 85% of world's energy

s Produce 80% of the waste

- Problem

Source: “On Computational Infrastructure Requirements to Smart and Autonomic Cities Framework”

Available at:
--- Research Gate (Joberto Martins): https://www.researchgate.net/profile/loberto_Martins

UNIVERSIDADE SALVADOR
LALIREATE #TERMATIONAL LINIERSIT

< | UNIFAC

—— > PAPER TEXT EXTRACT:
"Cities present a clear trend to concentrate the majority of world’s population in the years coming.
The forecast is that about 65% of world population will live in urban spaces by 2040 [5]. City
numbers are impressive: 30 cities will have more than 10 million inhabitants and largest cities will
consume 85% of world’s energy and produce 80% of the planet’s waste [6]."

—— > DPapers to read:

- The requirements for smart city infrastructure are discussed in [6]
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Some (not all) Perceivable Problems in Cities
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Fig. 4.

—— > PAPER TEXT EXTRACT:
"Easily perceivable problems in cities include congested traffic, unplanned urbanization, need
for mobility, exploding population, scarce resources, waste management and energy distribution
among others."

"A Smart City (SC), by definition, addresses the aforementioned urban problems looking for citizen
quality of live improvement, promoting sustainability and engaging citizens through transparent
government decisions [7]."
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@® "Smart City" can be described as:

= According to.1SO.(2015):

+ A city that dramatically increases the pace at which it improves its sustainability
and resilience, by fundamentally improving how it engages society, how it applies
collaborative leadership methods, how it works acrass disciplines and city
systems, and how it uses data and integrated technologies in order to transform
services and quality of life to those in and involved with the city (residents,
businesses,. visitors).

= -According to ITU:

+ “A -smart sustainable city is an innovative city that uses jnformation and
communication technologies (ICTs) and other means to improve quality of life,
efficiency of urban operation and services, and competitiveness, while ensuring
that it meets the needs of present and fufure generations with respect to
economic, social and environmental aspects.”

=

=% | UNIFACS

=
o UNIVERSIDADE SALVADE
\'&9}_@/ [ JNIVERSIDADE SALVADD
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Fig. 5.

o PAPER TEXT EXTRACT:
"There are various definitions for smart cities. Theolyre in [8], suggests that a smart city uses Infor-
mation and Communication Technologies (ICT) very intensively "to provide the ability to gather,
analyze and distribute information so as to transform services, improve operational efficiency and
entail better decisions."
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Smart City — Application Areas & Innovation

@ Smart Traffic @ Smart Environment
@ Smart Street @ Smart Government
@ Smart Parking @ Smart Building

@ Smart Health (e-health) # Smart Home

@ Smart Grid @ Smart Living

@ Smart Utilities # Smart Mobility

@ Smart Transportation @ Smart Public Services
@ Smart Security @ Smart Economy

@ Smart Infrastructure @ Smart Waste Management
#® Smart Education (e-Education) @ Other

@ Smart Water Management

@ E-government

Fig. 6.



JSMNET NETWORKING AND TECHNICAL REVIEW - VOL 19 N 5, OCTOBER 2018

Smart City — IEEE Focus Areas

Smart City Energy Systems (includes Smart Grid) o
Smart City Mobility Systems

Smart Healthcare Systems

Smart City Water Systems

Smart Food and Agriculture Systems IEEE HF—R
Smart Waste Systems Smart C

L LIS

L2 2R L AR A AR

Smart Interdependent Infrastructure Systems

®

IEEE technical paper resuming technical aspects, trends
and challenges will come out soon (November 2018)

& - e <©IEEE
"< COMMUNICATIONS G
A IE E E Bahia Section E SOCIETY Advanding Technology

for Humanity

Fig. 7.

—— > PAPER TEXT EXTRACT:
"[EEE Smart City Committee suggests the basic set of smart city areas to explore"
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How the Research & Development
Community can INNOVATE?

@ Improve the guality of life of citizens on
cities:
= Towards the citizen

@ Promote Sustainability:
m Towards the planet

@ Engage citizens with more transparency:
m Towards the governance

= Motivation

G2 | UNIFACS
G | L ALREATE STERMATIONAL LNRTR

Fig. 8.

—— > PAPER TEXT EXTRACT:
"Smart city projects need to innovate [7]."
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Innovation & Smart City

@ Smart city projects need to INNOVATE due to:
s Complexity

= Size and Scalability

= Multidisciplinary nature of the problem
= Innovation:

+ Everybody can contribute

+ Opportunity for Brazil and you
+ Strategic approach worldwide (really strong in Asia and Europe)

—
PEOPLE?_ ”*' :ﬁ —?PROCESS

INNOVATION +—— ¥ —— INFRASTRUCTURE

Fig. 9.

—— > PAPER TEXT EXTRACT:
"Innovation must be present due to the complexity, multidimensional characteristic, size and
multidisciplinary nature of the problems involved."
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Smart City Innovation
Technical Perspectives — Our Focus

@ A new set of emerging paradigms and
technologies:

= Software-defined Networking, OpenFlow, Network
Function Virtualization (NFV), P4

= Big Data
= Machine Learning

PEOPLE ._ *"' { :“ —0 PROCESS

TECHNICAL '

INNOVATION T " HIHERASTRUETNRE

Fig. 10.

——> PAPER TEXT EXTRACT:

12

"As such, innovation for the purpose of this discussion focused on city’s smartness evolution can
be understood as to evaluate and use a new set of emerging technologies that could effectively

address in a efficient way the requirements and complexity of smart city’s projects."

"More recently, a new set of network and computer paradigms and technologies have emerged.
Software-defined networking (SDN), internet of things (IoT), network function virtualization (NFV),
LTE/5G high speed wireless technologies, cloud computing, big data, cognitive management,
machine learning and blockchain are examples of new elements that can bring a new perspective

to smart city project developments."
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Smart City over the Innovation Path

@ Number and type of potentially internet-connected devices:
= 10T (Internet of Things) devices

= Sensors or actuators in some form (RFID tags, mobile phones, body
sensors, ITS monitoring devices, others)

60

[Source: Cisco Internet Business Solutions Group (IBSG)]

>0 & World population (in bilions)

40 - M Internet-connected devices (in billions)
u Internet-connected devices per person

30 " 3
e 125 = .
10 :
0.5 0.08
0 e -0
2003 2010 2015 2020

(Source: adapted from F. Javed, M. K. Afzal, M. Sharif, and B. Kim. Internet of Things (loT) Operating Systems Support, Networking
Technologies, Applications, and Challenges: A Comparative Review. IEEE Communications Surveys Tutorials, 20(3):2062-2100, 2018
and Cisco Internet Business Solutions Group)

Fig. 11.

——> PAPER TEXT EXTRACT:
"On the innovation path, another relevant aspect of smart city is the number of potentially internet-
connected devices. In effect, most of the connected devices in smart cities are IoT sensors or
actuators in some form (RFID tags, mobile phones, body sensors, ITS monitoring devices, others).
In terms of numbers, it is expected to deal with millions or billions of sensors and actuators with
multiple type of equipment by user (Fig. 11)."

—— > Paper to read:

— Potentially Internet-connected devices and objects by user [9] and Cisco Internet Business
Solutions Group.
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Smart City Project Clté g &
Characteristics and Challenges “&=sniart ,,;
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@® A robust and scalable framework combined with secure

| UNIFACS
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and open access

@ A user-centric or citizen-oriented architectural approach
@ Ahuge volume of data: storable, findable, sharable,

tagged, mobile and wearable enabling citizens to access
information from anywhere and when needed

@ An application level with analytically and integrated

capabilities

@ Ansmart physical and network infrastructure allowing the

transfer of huge volume of heterogeneous data and the
support of complex and distributed services and

applications
— There is also a managerial challenge not
discussed here

DADE 54

LALIREATE /755

Fig. 12.

—— > PAPER TEXT EXTRACT:
"A smart city project basically looks for improving the smartness of city’s systems and applications
and some of its requirements and characteristics include [6] [7] [10]:

A robust and scalable framework combined with secure and open access;

A user-centric or citizen-oriented architectural approach;

A huge volume of storable, findable, sharable, tagged, mobile and wearable public and
private data enabling citizens to access information from anywhere and when needed;

An application level with analytically and integrated capabilities; and

An smart physical and network infrastructure allowing the transfer of huge volume of
heterogeneous data and the support of complex and distributed services and applications."
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Smart City & Management Issues
Application Silos

@ Vertical vs Horizontal applications/ silos:
= Smart City applications are, mostly, vertical silos

= Trend: horizontal and multidisciplinary:
+ Better efficiency

¢ Overall integration (data)

Transportation

Waste

Maent

| Horizontal
|

Meters Sensors

PAPER TEXT EXTRACT:

"Most of current legacy smart city solutions do not present the set of required capabilities or are
not capable to cope with the ever increasing functionality complexity required by huge, efficiently
managed and multipurpose urban spaces."

"Government, institutions and private organizations need to plan their strategy towards a new
smart city concept where innovation emerges as a fundamental requirement for both technical and
managerial perspectives. It is expect that networks and computer technologies will keep playing a
key role on this innovation process."

"Smart city challenges are both technical and managerial. Managerial solutions are not discussed in
this paper but do influence the technical perspectives discussed. For example, new business model
and governmental strategies are required since smart city projects will bring, by definition, more
effectiveness and transparency to most of current city legacy processes."

"Another managerial aspect of smart city developments concerns the legacy "siloed" fashion in
which projects are still developed by municipalities. In effect, the inherent complexity of smart
city projects requires more integrated and systemic solutions. A multidisciplinary approach is most
often the best one and this is a real challenge for most actual city administrations."
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Smart City Deployment Model | [City =5
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@® Smart city projects with a multidisciplinary
perspective require a framework capable of
structuring and modelling its basic components, its
interactions and flow of data

@ Smart City Framework:

= A physical componentslevel
= A communications level
= Anapplication level

DADE 54
LALIREATE #4TF75

ggg** | UNIFACS

—— > PAPER TEXT EXTRACT:

"Smart city projects with a multidisciplinary perspective require a framework capable of structuring
and modelling its basic components, its interactions and flow of data. The smart city’s project

deployment framework proposed for this discussion has a layered structure composed by three
levels (Fig. 15):

— A physical components level;
— A communications level; and
- An application level."
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Smart City Deployment Framework

SMART CITY — Layered View Framework

DATA PROCESSING LEVEL |

SMART CITY
SYSTEM SMART

COMPONENTS GOVERN q STREET,
GOVERNEMENT CABIONG. -

SMART WASTE wome § iy APPLICATION

SMART HOME SMART

HEALTH - S L e LEVEL

SMART

MANAGEMENT

COMMUNICATION
FRAMEWORK
INFRASTRUCTURE

CLOUD COMPUTING,
FOG COMPUTING, CloT, ..

R Y =

ELEMENTS/

& Z = lk=ac

3did vivd 9id

STREETS |~ T whaes " T HOME — | GRD | PEOPLE i
streer eLemens|| | [veraes ecemenns | | | [owe pewices |, | e ecements || | [PEopie spewices]; !
|I Akl e SuTA T ||-munm |I
i casinad | | | Teses | V| s v ik I i I
|I Tham I wonm |I POWI SRR O |I WATEH
| . Foan | |I o

IUNDITTEM | | [maner saias
]

Reference: J. S. B. Martins, “Towards Smart City Innovation,” ENCOM 2018 - VII Conferéncia Nacional em Comunicacies,
Redes e Seguranca da Informacio, pp. 1-7, 2018.

Fig. 15.

—— > PAPER TEXT EXTRACT:

"The physical components level hosts all devices, sensors, equipment, apparatus and components
belonging to the various "smart" systems, services and applications."

"The communications level comprises all network technological alternatives for providing commu-
nication facilities among physical elements and applications."

"The application level includes all "smart" systems and developments conceived for the city. These
systems are fed by and process a huge volume of data that uses the communication level to flow
among the entities involved in the application process."
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@ Physical level requirements:

@ Huge volume of devices

® Heterogeneity
@ Low-processing capabilities and energy limited resources

@ Application level (not discussed in this talk):

@ Where multidisciplinary effect occurs impacting citizens
quality of life

Toread - + J. Santos et al., City of Things: Enabling Resource Provisioning in Smart
Cities. IEEE Communications Magazine, 56(7):177-183, July 2018.

+ R.Jalali, K. El-khatib, and C. McGregor. Smart City Architecture for
Community Level Services Through the Internet of Things. In 2015 18th
Int. Conf. on Intelligence in Next Generation Networks, pages 108—
113, February 2015.

| UNIFACS

DADE 54
LALIREATE #4TF75

—— > PAPER TEXT EXTRACT:
"Each framework level presents a specific set of characteristics and requirements where innovation
and new computer paradigms are being currently applied and researched."

"At physical level the main issues are:

- huge volume of devices;
- heterogeneity; and
— low-processing capabilities and energy limited resources."

"At "application level" innovation also plays a significant role that is not addressed by this paper.
In effect, it is at the application level where the integration provided by the physical and com-
munication levels will produce the multidisciplinary effect that will impact the citizens quality of
life. Authors in [11] [12] and [5] present and discuss examples on how new multidisciplinary and
integrated smart city applications can benefit citizens."
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Communication Infrastructure
with Innovation

@ Urban context has some unique characteristics and
attributes:

Fig. 17.

High density of devices used by humans or automated systems and
processes

A large and heterogeneous variety of networking technologies
(HetNet) supporting sensors, actuators and devices

A highly dynamic traffic pattern to and from the physical elements
and loT devices

+ This is different of traffic patterns generated by human beings with computers
and, as such, is a new aspect to explore in terms of planning and dimensioning of
resource allocation

Various physical topologies including unstructured and meshed ones

An interoperability inherent requirement since devices and
applications must communicate.

PAPER TEXT EXTRACT:
"The communication level is the main focus of this paper and its characteristics are highlighted and
discussed.”

19

"The communication framework infrastructure is a fundamental architectural element in any smart
city project. It has to address the urban context requirements with some unique characteristics and
attributes like [8] [13]:

High density of devices resulting mainly from the aforementioned trend on potentially

internet-connected devices used by humans or automated systems and processes.

A large and heterogeneous variety of networking technologies (HetNet) supporting sensors,

actuators and devices that are present on the smart city deployment.

A highly dynamic pattern of traffic to and from the physical elements, devices and applica-
tions. Traffic patterns generated by smart devices (IoT, sensors, other) can be either correlated
or bursty. This is different of common traffic patterns generated by human beings with
computers and, as such, is a new aspect to explore in terms of planning and dimensioning

of resource allocation.
A variety of physical topologies including unstructured and meshed ones.

An interoperability inherent requirement since devices and applications must communicate."
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Smart City Deployment Framework

SMART CITY — Layered View Framework
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Reference: J. S. B. Martins, “Towards Smart City Innovation,” ENCOM 2018 - VII Conferéncia Nacional em Comunicacies,
Redes e Seguranca da Informacio, pp. 1-7, 2018.

Fig. 18.

—— > PAPER TEXT EXTRACT:

"In general the aforementioned characteristics and requirements make smart city projects "unique"
requiring new approaches and, as such, is a potential field for innovation."
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Taxonomy Based on Communication and
Networking Aspects of Smart Cities
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Fig. 19.

—— > PAPER TEXT EXTRACT:
"There is a variety of networking technologies, some innovative, that are currently being explored
for use in smart city projects. Technologies like wireless sensor networks (WSN), machine to
machine communication (M2M), vehicle to vehicle communication (V2V), cognitive radio networks
(CRN), visible light communication (VLC) and near field communication (NFC) are examples of
innovative solutions being currently explored by researchers and developers [13]."
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CD——
Our Vision & Discussion

@ Software-defined Networking

@ Big Data

# Artificial Intelligence

A
(e | UNIFACS
Fig. 20.

—— > PAPER TEXT EXTRACT:
"Having the smart city challenges, characteristics, basic requirements and deployment model in
mind, the next question is how software-defined networking, artificial intelligence and big data
capabilities may contribute and foster smart city innovative projects.”
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Why Software-defined Networking for Smart City
Developments

SOMNCONTROLLERS
SMART CITY APPLICATION

@ Allows a logically centralized view
and control of network equipment

- H@
v Ll
e

-

and resources 2y ‘ 5
' ' o A
@ Allows a dynamically configurable 8 8
network infrastructure in terms of: @ &
= Routing SMART CTY APPLICATION

S:;: — 510 i abE NETWOrK OpEra tionm-

m Traffic profile adaptation

DATA LINK

SDN Netwaork Programability——— —_—

= Allows very specific
programming approaches

Our point is that network infrastructures have to evolve to a

_ more dynamic and flexible operation and management

approach and, for that, SDN is a suitable solution that brings
various benefits for the deployed network.

Fig. 21.

—— > PAPER TEXT EXTRACT:

"Software-defined networking (SDN) allows, in summary, the creation and deployment of pro-
grammable networks and systems [14]. In technical terms, SDN uses a logically centralized con-
troller to program network equipment using a well know interface and protocol like Openflow
(Fig. 21). As a result, we can control network state transitions by monitoring network operational
parameters and programming any modification of its operational behavior in terms of packet
handling and manipulation [7]."

"SDN can fit and support smart city project developments in all three deployment levels:

- at physical components level;
— at communications level; and
- atbig data/ application level."

"At communication level, smart city projects require the transfer of huge volume of data captured by
heterogeneous sensors over large distributed areas. In this scenario, the communication infrastruc-
ture has to cope with heterogeneous communications requirements that are difficult to realize with
a single or not dynamically configurable network infrastructure. Another important issue at the
communication level is routing and traffic patterns variability. Routes have to be defined between
data source and destinations and the network infrastructure has to adjust itself to the variability of
communication resources demanded. Due to the variety of objectives and requirements involved
in these communications such as QoS (Quality of Service), QoE (Quality of Experience) and SLA
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(Service Level Agreement) compliance, a flexible and programmable network infrastructure is the
best possible approach."

"SDN with Openflow, P4 or other deployment approach responds very positively to these difficult
to achieve objectives and requirements. In effect, SDN adoption by smart city projects brings the
following benefits:"

— Allows a logically centralized view and control of network equipment and resources; and
— Allows a dynamically configurable network infrastructure in terms of routing, where routing
here means the definition and setup of a path between data source and destinations."

"It is important to remark that SDN deployment in smart city projects do presents some important
challenges. The most important one is the level of acceptance and maturity of the technology. To-
day’s SDN deployment is prevalent in specific areas like private controlled networks, like Google’s
B4 approach for routing [15], and the technology has not yet achieved a full consensus about its
widespread utilization in all communication areas. Anyhow, our point is that network infrastruc-
tures have to evolve to a more dynamic and flexible operation and management approach and, for
that, SDN is a suitable solution that brings various benefits for the deployed network. Beyond all
this, SDN with virtualization has the capability and merit to keep legacy operation or, optionally,
to virtualize its operation keeping both legacy an innovative networks operating simultaneously
over the same equipment substrate."

"Until very recently, most solutions based on SDN paradigm and its protocols (Openflow, P4, other)
have been designed for wired infrastructures [16]."

"Nowadays, SDN-based solutions for wireless do prevail and have been extensively researched.
This comes from the fact that wireless in cities do support mobility and SDN allows a more accurate
and centralized view and control of network states with mobile users."

"As examples of wireless SDN-based solutions, Hakiri in [17] explains why current protocols for
mesh cloud do not fit new smart city requirements and SDN-based wireless solutions are presented.
Rametta in [18], exploits SDN with the perspective of more easily deployment of services. This
is achieved by merging SDN with network function virtualization (NFV) for a smart city video-
surveillance system. The innovative results, according to authors is that "the video stream generated
by each IP camera is automatically rerouted directly to the “interested receivers” in a point-to-
multipoint fashion".

"Another challenging research issue for the communication level in smart city projects is how to
distribute the collected data among producers and consumers. Data will be mainly produced by
IoT sensors and as such will be highly distributed, in large volume and with distinct requirements
(QoS, QOE, SLA, other). Two technical aspects are involved in this discussion:

- How semantically discover and distribute data; and
- How to allocate efficiently resources to the communication channels (communication level)
necessary for data distribution."

"One possible approach for the first challenge is currently being addressed by using Publish/
Subscribe approaches [19]. SDN plays again an innovative role with these approaches since it
allows a more efficient control and deployment of network resources. Jalali in [5] and Mazhar in
[20] present two distinct uses of SDN to foster resource allocation for IoT based smart city projects."
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State & Reward

Transition

Contribute for Innovation

How can Artificial Intelligence } 1
] Action m

7

@ Cognitive processing and management approach
for networks, 10T and data

@ Machine learning contributions:

= A cognitive approach allows the computation of solutions for
highly complex problems with multiple requirements and
objectives

=..Coghitive solutions have the .capability to extract "knowledge"
and "learn" from huge and dynamic volume of data and this is an
actual requirement to allow more "intelligent" and easy to use
applications

= Cognitive-based application and systems have the capability to
substitute, at least in part, some human tasks

| UNIFACS

LALIREATE #4TF75

PAPER TEXT EXTRACT:

"Artificial intelligence using machine learning techniques applied to smart city has drawn a lot
of attention from research. It has a tremendous application potential by exploring, for instance, a
cognitive processing and management approach for networks, IoT and data."

"The effective contribution that machine learning brings to smart city application and systems
comes from the fact that:

- A cognitive approach allows the computation of solutions for highly complex problems with
multiple requirements and objectives.

- Cognitive solutions have the capability to extract "knowledge" and "learn" from huge and
dynamic volume of data and this is an actual requirement to allow more "intelligent" and
easy to use applications.

— Cognitive-based application and systems have the capability to substitute, at least in part,
some human tasks (like management tasks), which turn out to be difficult to realize and
subject to errors when a large and sometimes unrelated volume of information is involved."
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How can Artificial Intelligence S ER—

Contribute for Innovation s ) 3B
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@ Machine learning contributions: ‘

= In relation to the smart city complexity problem, the
computation of solutions under multiple requirements and
objectives using an heuristic or meta-heuristic approach is
difficult due to the NP-hard nature of the computation

= Machine learning provides a new possible approach to
solve  the multiple requirement andobjectives keeping
computation on a reasonable level of difficulty and
required computational capacity

2 | UNIFACS

LALIREATE /755

PAPER TEXT EXTRACT:

"In relation to the smart city problem complexity, the computation of solutions under multiple
requirements and objectives using an heuristic or meta-heuristic approach is difficult due to the
NP-hard nature of the computation. Machine learning provides a new possible approach to solve
the multiple requirement and objectives keeping computation on a reasonable level of difficulty
and required computational capacity. This allows, for instance, the possibility to develop "on-the-
fly" solutions for problems with a large number of decisions variables."

"In smart city a large volume of data has to be captured, aggregated, smoothed, clustered and
processed. Machine learning techniques do apply in this specific context mainly for clustering and
knowledge extraction [21] [22]."

"In summary, artificial intelligence and machine learning are techniques known for decades that,
nowadays, are capable to assist in the development of new solutions to many common problems
found in smart cities for network infrastructure and IoT data. Machine learning allows intelligent
network infrastructures with smarter data management and cognitive applications in general [22]."



JSMNET NETWORKING AND TECHNICAL REVIEW - VOL 19 N 5, OCTOBER 2018

Smart City
Paradigms & Communications Technology (non exhaustive list)

@ New paradigms for architectures and -'
- . . m
technologies that can be involved in Smart CRETERON S { RECOVER >
City projects:
= Machine Learning (ML), CBR - Case-based soumon mm
Reasoning, RL— Reinforcement Learning, Deep
learning, Fuzzy, Genetic Algorithms, other
= OpenFlow/SDN — Software Defined Aoy
Networks, P4 and Network Function
Virtualization (NFV)
State & Reward

s Virtualization 1
&
Transition
T Action
C-
’  OpenFlow

Fig. 24.
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Big Data Innovation Perspectives &Ityrt»;w

28

[7
@ Big data innovation perspective:

= Big data analytics
= Big data processing, transfer and storage
@ Introduce some "intelligence" is innovative in processing
the big data flow from the physical components level to the

application level through the communication level

@ One challenging issue concerning big data within smart city
projects is to decide "where" to process and store the big

data chunk:
= Cloud/ fog computing, CloT, user-centric, data-centric, other

2 | UNIFACS

LALIREATE /755

PAPER TEXT EXTRACT:
"The big data innovation perspective for smart city projects under the technological point of view

involves minimally the following aspects:

Big data analytics; and
Big data processing, transfer and storage."

"First, it is important to highlight that the main target pursued by big data innovation in smart city
is to extract information and knowledge efficiently to be used on behalf of the citizens."

"Extract information and knowledge is certainly well accomplish by machine learning methods like
reinforcement learning, case-based reasoning, deep learning, deep reinforcement learning (DRL)
and unsupervised learning among other possibilities [23] [22]."

"One challenging issue concerning big data within smart city projects is to decide "where" to process
and store the big data chunk. The possibilities involved include:

To adopt an edge computing approach like used by fog computing [24]; and/or

To adopt either user-centric or content-centric approaches for data processing, communica-
tion and storage [25] [23]."
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"In all cases, introduce some "intelligence" is innovative in processing the big data flow from the
physical components level to the application level through the communication level."

"The technical aspects of big data processing, communication and storage are far extensive. In-
novation perspectives for the purpose of this specific discussion of big data issues in smart cities
often converges to the adoption of edge computing or not for either user-centric or content-centric
data processing approaches with big data analytics. In this specific context, both SDN and machine
learning play a fundamental role."

"Big data analytics is, by definition, well supported by machine learning with various alternative
techniques (CBR, RL, deep learning, other) [21]."

"Big data processing with SDN is discussed by Khan concerning its communication and processing
aspects in [26]. Smart city big data processing and analytics by using different machine learning
techniques is discussed by Mohammadi in [22] and Khan in [12]. Finally, edge computing has been
extensively adopts in IoT scenarios with big data as discussed in [22]."
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Smart City & Big Data

® Aspects of the “big data” issue:
= Large volume of collected/ gathered data (distributed)

m Requireslarge and low cost storage

s Requires ontologies:

+ How systems interoperate among themselves and among o O
various physical components (sensors, actuators, ...) N /7
= Requires aggregation ...—O\
s Geo-referencing (GIS — Geographical Information Systems / .
approach) might be associated to the collected data 0

m Statistics and analytics
m Datasharing

m Decision-support systems
m Uses various machine learning and data-science

techniques to mining knowledge and information

s E-health has a great potential

Fig. 26.
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E-Health & Smart Cities
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Reference: From I. A. T. Hashem ef al., “The Role of Big Data in Smart City,”
Iiternational Journal of liformation Management, vol. 36, no. 5, pp. 748-758, Oct. 2016.

Fig. 27.
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Fig. 28.

LAUREATE INTERNATIONAL LINIVERSITIES® Review, JSMNet Netwerking and Technical Review Vel 18 N1, 2017.

PAPER TEXT EXTRACT:

"A case study that highlights how innovation plays an important role in current cognitive manage-

ment developments is presented in [27]."

Complementary paper to read:

— The RePAF Project illustrates the general strategy for cognitive resource allocation in various

contexts including the smart city one [28].
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Cognitive BAM-based Resource
Allocation

® The development aims to "enhance management" by
adopting cognitive tools to support the overall
management process (OAM - Operation, Administration
and Management).
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Reference: E. Oliveira, R. Reale, and J. Martins, “Cognitive Management of Bandwidth Allocation Models with Case-Based
Reasoning - Evidences Towards Dynamic BAM Reconfiguration,” in IEEE International Symposium on Computers and
Communications - ISCC 2018, Natal, Brazil, 2018, pp. 1-7.

Fig. 29.

—— > PAPER TEXT EXTRACT:
"The development aims to "enhance management" by adopting cognitive tools to support the
overall management process (OAM - Operation, Administration and Management). The focus of
this preliminary work is to control the allocation of bandwidth based on bandwidth allocation
models (BAMs) operation for an MPLS network."

"The main components of the BAM-based cognitive approach are illustrated in Figure 29."
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Cognitive BAM-based Resource %
Allocation x\»j;;/

@ Overall operation:
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Classes (TCs) g | e e {5
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variable both in time and in terms of hsssssosssatoes
its bandwidth requirements (reflecting
application QoS/ QoE)

Fig. 30.

—— > PAPER TEXT EXTRACT:
"The overall operation, in summary, is as follows:

- The BAM model controls bandwidth allocation per group of users in Traffic Classes (TCs);

- User request bandwidth to the BAM module that behaves as bandwidth broker granting or
denying requests; and

— The BAM model used is dynamically configured as a function of input demands which are
variable both in time and in terms of its bandwidth requirements (reflecting users QoS/

QoE)."
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Smart City Deployment Framework

SMART CITY — Layered View Framework
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Reference: J. S. B. Martins, “Towards Smart City Innovation,” ENCOM 2018 - VII Conferéncia Nacional em Comunicacies,
Redes e Seguranca da Informacio, pp. 1-7, 2018.

Fig. 31.
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Cognitive BAM-based
Resource Allocation e
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Reference: E. Torres, R. F. Reale, L. N. Sampaio, and J. Martins, “BAMSDN: Uma Ferramenta para a Explorag3o Dindmica e Flexivel de
Recursos Baseada em Modelo de Alocagiio de Banda e SDN/OpenFlow,” in Proceedings of the Brazilian Symposium on Computer
Networks and Distributed Systems - SBRC 2018, Campos do Jord3o, Brazil, 2018, pp. 1-8.

Fig. 32.

PAPER TEXT EXTRACT:

"The result demonstrated by Reale in [3] is that, depending on the input traffic pattern (profile
of bandwidth demands) the BAM model must be reconfigured between distinct models (MAM,
RDM or ATCS) to optimize network operation like, for instance, to achieve the best possible link
utilization. This reconfiguration is often mentioned as "BAM switching"."

"From the management point of view, BAM switching must be executed "on-the-fly" and the
decision either to maintain actual configuration or reconfigure the BAM model has multiple require-
ments and possibly various objectives. Some possible management objectives include to increase
link utilization, to reduce blocking or to reduce packet loss among others."

"The option for using machine learning addresses the difficulty and challenge that we have to learn
about network status and decide on reconfigure it or not. In effect, having multiple requirements
and multiple objectives, as is the case, leads to a rather complex solution that are difficult to
handle with heuristic or meta-heuristic based solutions. The machine learning approach presents
effectively some difficulties in the modelling process but has the advantage of acquire knowledge
and, as such, is capable to deal with much more complex scenarios reacting to them."

"The adoption of SDN/Openflow is somehow disruptive, as the paradigm itself, and addresses the
difficult we still have to dynamically configure networks. In effect, dynamic reconfiguration, like
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setting up and tearing down LSPs under dynamic requests is not evident on classical IP networks."

"The main challenges involved in providing an efficient management solution for this bandwidth
allocation setup are:

— The MPLS network has a highly dynamic traffic pattern;

— MPLS users have, as often happens in actual networks, various quality of service (QoS) and
quality of experience (QoE) requirements; and

— The set of requirements for optimizing the configuration parameters of the BAM-based MPLS
operation (bandwidth available per class, packet loss, delays, link utilization, other) is highly
complex with multiple objectives."
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Cognitive BAM-based Resource %
Allocation x\»j;;/
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Fig. 33.

—— > PAPER TEXT EXTRACT:
"Lessons learned from the adoption of machine learning and Openflow innovative techniques for
the cognitive management of a BAM-based bandwidth allocation tool were [27]:

— The machine learning cognitive management using CBR did learn from policies defined for
the network and current performance metrics whether the current configuration is adequate
and, subsequently, was able to dynamically and autonomically reconfigure BAM models to
achieve the specified manager’s goal.

- Network performance was improved in alignment with manager’s predefined policy."
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Cognitive BAM-based Resource
Allocation

@ Innovation was explored in distinct
ways:

Fig. 34.

Allowing the cognitive management of a
system using a huge number of parameters
that are difficult, if not impossible, to handle
by humans (managers)

Obtaining a "on-the-fly" solution that adapts
the network configuration dynamically (by
"dynamic" it is meant according with current
user's traffic profile and load over the
network)

Deploying a new configuration "on-the-fly"

which is not easily implementable by typical
IP networks

PAPER TEXT EXTRACT:
"In summary, innovation was explored in two distinct ways:
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Allowing the cognitive management of a system using a huge number of parameters that are

difficult, if not impossible, to handle by humans (managers);

Obtaining a "on-the-fly" solution that adapts the network configuration dynamically. By
"dynamic" it is meant according with current user’s traffic load over the network; and
Deploying a new configuration "on-the-fly" which is not easily implementable by typical IP

networks."

"The first and second gains result from innovating with machine learning and the last one (network
deployment) by using SDN/Openflow."
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Fig. 35.

https://www.unifacs.br/mestrado/mestrado
-em-sistemas-e-computacao/

Thanks
Discussion and Questions

Contacts:

Prof. Dr. Joberto S. B. Martins - joberto.martins@gmail.com
Slides available at:

--- Research Gate (Joberto Martins): https://www.researchgate.net/profile/loberto_Martins
--- Academia (Joberto Martins): https://unifacs.academia.edu/JobertoMartins
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Joberto Martins

®

Current position: Professor at Salvador University - UNIFACS and
visiting professor at Hochshule Fiur Technik und Wirstchaft Des
Saarlandes, HTW — Saarbrucken, in Germany.

PhD in Computer Science, UPMC, Paris— France, 1986; M.Sc. in
Electronic Engineering, Pll, Eindhoven—Netherlands, 1979

Worked as visiting scientist at ICSI — California University at

Berkeley (USA) in 1995; PosDoc at Evry University — Paris — 2016 u =
Member of IEEE Research Committee on Smart Grid and IEEE IEEE | IQR
Technical Activities Committee on Smart Cities Smart Cities

Additional information:see “Joberto Martins” on Google

e e
SMARTSD

https://www.unifacs.br/mestrado/me
strado-em-sistemas-e-computacao/
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https://www.unifacs.br/mestrado/mestrado
-em-sistemas-e-computacao/

Computer Science
Research at UNIFACS

S |

ALIRLATE

Fig. 37.

—— > PAPER TEXT EXTRACT:
"Computer science research at Salvador University - UNIFACS"
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SALVADOR UNIVERSITY
UNIFACS

]

@ Laureate International
Universities

@ Salvador — BA - Brazil
@ +/-32.000 students
@ Private institution

@ All areas (BAC)

@ Masters & PhD:

= 09 programs (03 PhDs, 6 MSc)

s PPGCOMP = PhD and MSc
Computer Science

Fig. 38.

sistemas-e-computacao/

—— > PAPER TEXT EXTRACT:
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"Computer science research at Salvador University - UNIFACS"
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Computer Science at Unifacs

® PPGCOMP — Masters Program on
Computer Science

s http://www.unifacs.br/mestrado/mestrado-em- m
sistemas-e-computacao/

® Computer Science:

s Machine Learning, e-science, big data,
loT, data monitoring and smart city
applications

https://www.unifacs.br/mestrado/mestrado
-em-sistemas-e-computacao/

Fig. 39.

——> PAPER TEXT EXTRACT:
"Computer science research at Salvador University - UNIFACS"
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PPGCOMP

Research Areas

]

@ Software Engineering
@® Computer Networks

@® Web/Multimedia
Applicationsand GIS
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=}
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sistemas-e-computacao/
Fig. 40.

——> PAPER TEXT EXTRACT:
"Computer science research at Salvador University - UNIFACS"
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Computer Networks (04 profs)

Research Topics ._._?/E._._.
# Machine Learning I
@ Smart City _m
& E-Health e
# Internet of Things (loT) NUP__'_ERC
@ Computational Intelligence —@—
& SDN/ OpenFlow IPQoS
# Cognitive and Autonomic Management =)
#® Context Awareness Grow
# Modeling and Simulation
4 Smart Grid

m https://www.unifacs.br/mestrado/mestrado-em- i
sistemas-e-computacao/
Fig. 41.

—— > PAPER TEXT EXTRACT:
"Computer science research at Salvador University - UNIFACS"
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Software Engineering (06 profs)
Research Topics

Big Data 4___‘1
Machine Learning Application

E-Science

Software Maintenance and Technical Debt
Ubiquitous Computing and Software Engineering

Information Technology Management

Business Intelligence

XBRL SPED, Data Quality, GIS and Security
XBRL and Mobile Computing

SOA, Web Services and XBRL

Data Visualization and Software Visualization

Software Quality
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Software Process Modelling

m https://www.unifacs.br/mestrado/mestrado-em-
sistemas-e-computacao/ =2
Fig. 42.

—— > PAPER TEXT EXTRACT:
"Computer science research at Salvador University - UNIFACS"
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Web/Multimedia Applications and GIS (03 profs)
Research Topics

@ Geographic Information Systems (SIG)

@ Multimedia, Hypermedia and Web = ? 2 (
T Ea e 2
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# Virtual and Augmented Reality FEE S

@ Mobile Objects and Trajectory Semantics

@ Knowledge Mining in Space-Temporal
database

@ Crowdsourcing
@ Mobile SIG and WEB SIG
#® Embedded Systems

m https://www.unifacs.br/mestrado/mestrado-em- 44
sistemas-e-computacao/

Fig. 43.

—— > PAPER TEXT EXTRACT:
"Computer science research at Salvador University - UNIFACS"
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PPGCOMP TEAM 2018
Professor ]

Artur Henrique Kronbauer Dr— UNIFACS/UFBA-BR-2013

Ana Patricia Magalhdes Dr—UNIFACS/UFBA-BR - 2015

Ernesto de Souza Massa Neto Dr—UNIFACS/UFBA—-BR - 2014

Eldman Nunes Dr-UFF-BR- 2003

Glauco de Figueiredo Carneiro Dr— UNIFACS/UFBA-BR-2011

Joberto Sérgio Barbosa Martins Dr — UPMC (Paris Vl)— Franca— 1986

Jorge Alberto Prado de Campos PhD —UMO (Maine at Orono)— US - 2004

Paulo Caetano da Silva Dr - UFPE - BR- 2010

Paulo Nazareno Sampaio Dr —Univ. Paul Sabatier / LAAS-CNRS —Franca -
2003

Rodrigo Spinola Dr - COPPE/UFRJ - BR - 2010

Sergio Martins Fernandes Dr.—USP -BR-2013

m https://www.unifacs.br/mestrado/mestrado-em-
sistemas-e-computacao/
Fig. 44.

—— > PAPER TEXT EXTRACT:
"Computer science research at Salvador University - UNIFACS"
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PPGCOMP Research Groups

IPQoS — Nticleo de Pesquisa em Redes IP e Qualidade de Servigo

\

GROW - Grupo de Redes Opticas e Wireless

| GESA — Grupo de Pesquisa em Engenharia de Software

GAMA - Grupo de Pesquisa em Aplicacoes Multimidia Avancadas
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