
EOSC-ENTRUST
First Evaluation & Adoption 

Workshop
24-25 September 2024, Helsinki

Local Organisers: Miikka Kallberg (CSC) Stefanie Kirschenmann 
(CSC), Susanna Repo (CSC)



The venue: Paasitorni
• Paasitorni was built to be a Helsinki Workers’ House. 

The oldest part of Paasitorni was completed in 1908, and 
extensions in 1925, 1995 and 2012.

• The granite used was facade excavated on site

• Paasitorni is one of 7 workers’ 
assembly halls that are aiming 
for UNESCO World Heritage List



Please remain muted unless you are 
invited to speak by the Chair

This meeting will be run in line with the ELIXIR Code of Conduct
If you have any concerns, please refer to the Code of Conduct on the ELIXIR website

Attendees are encouraged to have their 
camera on when appropriate (bandwidth 
and circumstances allowing) 

Please use the “hand-raising function” to 
indicate you would like to contribute directly

Welcome to the 1st EOSC-ENTRUST Evaluations & 
Adoptions Workshop

Please use “Chat” for further comments 
or discussions.

The meeting will start at the top of the hour
. ..

.

..
. ..

. ..

Adapted from ELIXIR housekeeping slides

https://elixir-europe.org/documents/elixir-presentations-and-slides


We value 
each other’s perspectives

We maintain
high ethical standards

We’ll apply 
honesty and integrity in the dealing of any 
transgressions against the Code. 

We’re committed
to making ELIXIR events collaborative, 
supportive and enjoyable

We’ll ensure
a respectful and inclusive environment

The Code of Conduct
ELIXIR’s Code of Conduct – the principles

We adopt
 a zero-tolerance approach to harassment 
and discrimination 

The Code of Conduct pertains to ELIXIR 
organised or funded events

Source:  ELIXIR housekeeping slides

https://elixir-europe.org/documents/elixir-presentations-and-slides


Opening and Welcome

• Words of welcome and Housekeeping, Objectives of this 
workshop 
– Miikka Kallberg

• EOSC-ENTRUST: WP1 view and links to EOSC, EHDS and Data 
Spaces 
– Peter Maccallum

• Round-table of introductions – Miikka Kallberg



Workshop objectives
★ Facilitating alignment between the 

different EOSC-ENTRUST work packages

★ Mapping results from the Drivers and 
Providers WPs to the Architecture WP

★ Providing input for the related 
deliverables regarding the blueprint 
architecture and the provider catalogue



Agenda 24 September
Link to Agenda

Link to 
collaborative 
minutes

Time Session Presenter

13:00-13:15 Opening
● Words of welcome and Housekeeping, Objectives of the workshop 

● The Blueprint in context - the view from WP1 

● Round-table of introductions 

Miikka Kallberg

Peter Maccallum

Miikka Kallberg

13:45-15:00 Session 1 - Input from Drivers and Providers
● WP7: Evaluating driver requirements for the TRE blueprint

● TRE Inventory & Capabilities

● Requirements gathering framework and gap analysis 

Anne van der Kant

Heidi Laine 

Abdulrahman Azab

15:00-15:30 Break

15:15-16:45 Session 2 - Cross-WP Alignment
● Update from WP16 (Technologies) 

● WP19: Digital Transformation to support FAIR, workflows and federated 
analytics

● Discussion: Cross-WP alignment

Peter Balcirak, Martin Kuba 

Stian Soiland-Reyes 

16:45-17:00 Closing Day 1

18:00- Working dinner

https://docs.google.com/document/d/1ohpSipUIB6knglbllK7T9S_4B8jT0fdqLYid4y26MH0/edit?usp=sharing
https://docs.google.com/document/d/1aYusuELYc4yQEYtMyZAGfyZS_ZTLShXo18EW0y-Ma3A/edit?usp=sharing
https://docs.google.com/document/d/1aYusuELYc4yQEYtMyZAGfyZS_ZTLShXo18EW0y-Ma3A/edit?usp=sharing
https://docs.google.com/document/d/1aYusuELYc4yQEYtMyZAGfyZS_ZTLShXo18EW0y-Ma3A/edit?usp=sharing


Agenda 25 September
Time Session Presenter

08:00–09:00 Breakfast

09:00-10:30 Session 3 - Architecture and Blueprint
● Short summary from DARE UK report
● Architecture WP: Introduction and Status updates on the upcoming 

deliverables / milestones
○ D13.2 - Training package for EOSC-ENTRUST Year one Blueprint 

& Interoperability Framework 
○ D13.3 - Machine-readable First Edition of the EOSC-ENTRUST 

TRE Provider Catalogue
○ D13.4 - Year one version of EOSC-ENTRUST Blueprint & 

Interoperability Framework 
○ M15 - Key selected interoperability challenge demonstrations 

implemented
● Discussion

Rob Baxter

Christine Stansberg

Miikka Kallberg

Pål Sætrom

Per Kulseth Dahl

10:30-12:00 Breakout Rooms (3 hybrid rooms)
Main focus: Year one version of EOSC-ENTRUST Blueprint

Subtopic: 
Interoperability

Subtopic: 
Capabilities

Subtopic: 
Governance

12:00-12:45 Lunch

12:45-14:30 Results from the Breakout sessions and closing of the Workshop
● Plenary: Wrap-up from the breakout rooms
● Closing

Miikka Kallberg, Pål Sætrom

14:30-15:00 Coffee and Leaving

Link to Agenda

Link to 
collaborative 
minutes

https://docs.google.com/document/d/1ohpSipUIB6knglbllK7T9S_4B8jT0fdqLYid4y26MH0/edit?usp=sharing
https://docs.google.com/document/d/1aYusuELYc4yQEYtMyZAGfyZS_ZTLShXo18EW0y-Ma3A/edit?usp=sharing
https://docs.google.com/document/d/1aYusuELYc4yQEYtMyZAGfyZS_ZTLShXo18EW0y-Ma3A/edit?usp=sharing
https://docs.google.com/document/d/1aYusuELYc4yQEYtMyZAGfyZS_ZTLShXo18EW0y-Ma3A/edit?usp=sharing


Next
EOSC-ENTRUST: WP1 view and links to EOSC, EHDS and Data 
Spaces 
– Peter Maccallum
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The Blueprint in context - 
the view from WP1 

1st EOSC-ENTRUST Evaluation & Adoption Workshop, 
24-25 September 2024, Helsinki

Peter Maccallum, ELIXIR/EOSC-ENTRUST Coordination



EOSC-ENTRUST Objectives
Objective 1: Create a European network of Trusted Research Environments, linked to EOSC and EuroHPC, to 
enable transnational collaborative research on sensitive or restricted data.

Objective 2: Trusted Research Environment providers implement, validate, and promote their capabilities 
through a European framework using common standards and shared legal, operational and technical 
language.

Objective 3: National funders and governments understand the network of TRE capabilities serving their 
needs, and how TREs support their national priorities and their contributions to selected transnational 
programmes.

Objective 4: The European Network of Trusted Research Environments (ENTRUST) is embedded in the 
European Open Science Cloud and the European Data Spaces and fosters an ecosystem of public, private 
and joint-venture providers of TRE services.



Blueprint & Interoperability Framework in context

‘There was a star danced, and under that was I born…’ 

There is a lot of activity in the TRE/SPE space, and the Data Spaces in 
general.

This leads to two possible interpretations of where we stand (Sep 2024)

• Pessimistic: there is so much going on, we will never be able to 
track it all and keep up

• Optimistic: there is so much going on, Europe (and therefore the 
World) needs a more robust framework to make sense of it all

We will (of course!) make the case for the second view



Data Spaces and TRE/SPE specifications
Key developments ongoing now:
• EOSC Association Handbook and the EOSC Node Concept
• Adoption of the EHDS regulation and TEHDAS2
• Data Spaces standardisation approaches
• Activities outside the EU, and outside Europe



EOSC is developing its operational model
The EOSC Association is 
finishing the 
development of its 
operating model. 

This will include the 
context of ‘EOSC Nodes’ 
through which TRE and 
other services will be 
delivered.



The EOSC EU 
Node

The EOSC EU Node has been 
procured as a single entity. 

It will take the form of a 
Cloud hosting environment 
and proof-of-concept.

TRE/SPE is not part of the 
initial specification. 



The EOSC 
Catalogue 
revisited

The EOSC-Future ‘EOSC 
Catalogue’ is present in 
reduced form. Most of the 
resources listed are harvested 
from OpenAIRE and Zenodo.

We can expect that RDF will be 
the ‘language’ of the catalogue.



The EHDS Regulation

The EHDS regulation has 
been adopted as a proposal. 

There are a few steps to get it 
ratified by the Parliament and 
revised by the Commission. It 
will likely come in to force late 
2025, with implementation 
over 5 years.



EHDS specification:
TEHDAS2

The TEHDAS joint actions are 
developing the technical 
specifications. 

THEDAS2 has just started. 
WP7 will define the ‘SPE’ 
technology to be adopted.



EHDS mandated 
standards
The Data Spaces, and the 
EHDS in particular, have a 
recent history of mandating 
standards when faced with 
competition and diversity. 

For example EHDS have 
selected DCAT-AP for dataset 
catalogue metadata.



Mandated 
standards 2 -  
SIMPL?
One intention, across the 
Data Spaces but led by EHDS, 
is adoption of the SIMPL 
middleware. 

This has been procured, from 
scratch - we don’t yet have 
reference implementations to 
evaluate. 



TITAN Data Space connector technology

Our EOSC TRE sister project 
plans a workstream on Data 
Space connectors. 

We should connect this work 
at an early stage, and see how 
their future developments 
would be represented in the 
current blueprint. 



‘Outside’ the EU 
United Kingdom

The DARE programme, which 
funded SATRE and TRE-FX, 
has been renewed by the UK 
government. 

While the focus will be to 
support UK research needs, 
the funding to develop 
capabilities is significant 
(more than 5MGBP/year)



‘Outside’ the EU 
Worldwide/RDA
A new WG on TREs is being 
convened by the RDA - this will 
work for 18 months towards 
published recommendations.  



For this workshop
Some constraints:

• The Data Spaces will require flexibility as business models develop

• There may be technical standards imposed by the Commission such as SIMPL

• EOSC will preferentially consume RDF

• There are programmes beyond EOSC with their own objectives

Some opportunities:

• We have the UK blueprints as a baseline

• We already have a network of TREs with varying capabilities and user communities

• We have already started! 

Most importantly - most of these other programmes will consume whatever high quality reference is 
available, as their starting point. 
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Evaluating driver 
requirements for the TRE 

blueprint 
1st EOSC-ENTRUST Evaluation & Adoption Workshop, 

24-25 September 2024, Helsinki

Anne van der Kant - Health-RI (NL)



WP 7-8-9: Drivers
Aim
• Inform Blueprint from the perspective of representative TRE users
• Evaluate Blueprint through real-world use cases (“Drivers”)

How?
• Gather Driver requirements and harmonize these using a common 

framework (where possible)
• Evaluate architectural concepts and proposed technical solutions 

(WP13) against requirements
• Workshops
• Validation report



Four Drivers
• Federated Human Genomics as a catalyst for European TRE 

provision (EMBL, CRG, BSC)
• Common standards to enable trans-national sharing of 

administrative and social science data (CESSDA,GESIS, UKDS, 
TARKI)

• Enabling the re-use of clinical trials data for research purposes 
across Europe (ECRIN, UiO, HDR UK, UNIVDUN)

• Public-Private interactions between TRE in health and environmental 
data (Turku UAS, CSC, Sigma2)



Structure of WP7-9

Year 1: WP7 Year 2: WP8 Year 3: WP9

M6

M3

F2f Workshop
Baseline reqs

M9

Online validation
event

M7.1 – short report:
Reqs collected in 

workshop 1

M12

M15

Workshop
Gap analysis

M21

Workshop
Solution validation

M27 M33

Dissemination
workshop

Tbd

D7.1 report Yr1:
Architecture outline

vs driver reqs

M24

D8.1 report Yr2:
Complete reqs &

gap analysis

M36

D9.1 report Yr3:
Showcasing impact

of blueprint on drivers

M18

M8.1 – short report:
Revised reqs 

from workshop 2

M30

M9.1 – short report:
Revised reqs 

from workshop 3



Status
• Initial Driver requirements have been gathered:

• M7.1 Milestone Report
• M7.1 Drivers List of requirements
• M7.1 Drivers mapping, containing analysis

• Drivers participate in D13.4 Blueprint meetings to help align Blueprint 
with requirements

• Preparing next steps towards D7.1: Driver validation report
• Barriers to adoption
• Gaps between blueprint & requirements
• Follow-up in-person workshop to be planned

https://docs.google.com/document/d/1v-kKDbcD_TVRJ3aW5IZLJ0rEy8RHcz7s/edit?usp=sharing&ouid=111132503329519295942&rtpof=true&sd=true
https://docs.google.com/spreadsheets/u/0/d/1aMu9-qujhZSCsLHGinsUsfTLCuPrFVDnXNXamgSY0bQ/edit
https://docs.google.com/spreadsheets/u/0/d/1yEj05gwzkMClPCc-E7nFTJ8lvW_Zxg2USVnmCjwriEQ/edit


Process towards requirements: design thinking
Leading questions
• What problem is the Driver trying to solve?
• Who are the users?
• What is the (expected) user journey?
• Which key capabilities and requirements can be identified?

How
• Initial Drivers requirements workshop
• Individual Driver focus workshops

Problem Users User journey Requirements

Gaps & next steps



Results: Users
Data providers
• Data managers
• Data custodians
• PIs
• Trial sponsors
• Healthcare 

professionals
• Public health 

institutes

Data users
• Researchers
• Policy makers
• Patients 
• Citizens
• Developers

Infrastructure 
providers

Regulatory 
bodies



Results: User journey
Initial (example journey provided to Drivers)



Results: User journey
Updated



Results: User journey
Updated

Can take place 
at TRE

At Data holder for Driver 1



Drivers Requirements
Gathered in M7.1 List of Requirements

Most agreed-upon (3 or 4 Drivers)
• Data Sharing Agreement
• Data encryption in transit
• Data Use Agreement
• Usability

Varying between Drivers
• Internet connection from within TRE
• Retrieving output from TRE (more a question of: under which conditions)

https://docs.google.com/spreadsheets/u/0/d/1aMu9-qujhZSCsLHGinsUsfTLCuPrFVDnXNXamgSY0bQ/edit


Mapping on SATRE
Key capabilities (indicated by 3 or 4 Drivers)
Information Governance
Governance Requirements 4 Drivers
Computing technology and Information Security
End user computing 4 Drivers
Infrastructure management 3 Drivers
Information security 4 Drivers
Data Management
Data lifecycle management 3 Drivers
Identity and access management 3 Drivers
Output management 3 Drivers
Security Levels and Tiering 3 Drivers
Supporting Capabilities
Business continuity management 3 Drivers
Legal services 3 Drivers



Mapping on SATRE
Missing Capabilities Driver 1 Driver 2 Driver 3 Driver 4

Anonymization x x

Internet Connection from Within TRE x

Scalable Infrastructure x

data standardisation/ common data models x

Data transfer between environments x

Service design x

Ethical guidance x

Backup x



Alignment with DARE-UK
Federation
• Driver 3 states Data discovery, possibly in a federated way, as a 

requirement (could-have), should-have for Driver 2
• Federation is not explicitly stated as a requirement or important 

capability by the Drivers
• However..



Alignment with DARE-UK
A federated network with shared services (as in DARE-UK 
architecture) provides a possible solution for multiple requirements:

• Data transfer between environments
• Data discovery
• Internet connection from within TRE (Drivers 1 & 4: should-have, 

Driver 2: won’t have) - functional requirement: using data from 
outside TRE, Examples: annotation of genomes, reference 
sequences for sequence alignment, usage of ontologies and other 
open resources

• Scalable infrastructure
• Publishing and re-using code and workflows



Identified issues
• All Drivers use at least one mature TRE, which puts the focus on 

existing solutions. It is important to keep the perspective of the user 
in mind when gathering requirements

• Definition and scope of TRE differs between Drivers: keep a broad 
scope to identify differences

• Conflation of roles of Data providers with TRE providers: roles can 
be fulfilled by the same organisations, but should be separable in the 
Blueprint architecture

• Each of the Drivers should explicitly consider the perspective of the 
data contributor next to that of the user



Next steps
Drivers 1, 3 and 4 propose to design surveys, where the scope 
differs based on the aims of the Drivers: 
• Driver 1 aims to gather specific data holders’ requirements, 

subsequently to be mapped to the SATRE framework
• Driver 3 aims to gather specific requirements from clinical trial 

sponsors and PIs on requirements for data sharing, including via the 
use of TREs

• Driver 4 aims to gather requirements from (potential) data users

Where possible we would like to align with other EOSC-ENTRUST 
surveys
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TRE Inventory & 
Capabilities

1st EOSC-ENTRUST Evaluation & Adoption Workshop, 
24-25 September 2024, Helsinki

Heidi Laine



TRE Survey  
• WP10 (Provider Forum) conducted a survey among partner (and 

affiliated) TRE’s for the inventory
• Survey was based on survey conducted by HDRUK
• Questions were organised around 5 safes
• Responses were collected over the summer
• 18 TRE’s either in production or in development were reported (+ 1 

directly to the inventory spreadsheet)
• Transcript of questions in Zenodo here >
• Raw survey results also available at the project drive (you might need 

to request authorization)

https://zenodo.org/records/12623607
https://drive.google.com/drive/folders/1ETHyBByNJUByR_AzE2OyAEwCYG0QjNK0


Inventory
● First iteration of inventory (T4.1) covers TRE’s operated by 

project partners or organisations affiliated with partners
● Inventory will be updated twice, by months 18 and  30 (and 

extended beyond original TRE’s)
● First inventory internal to project, next versions will be public
● Final result the TRE service catalogue developed by WP 

Architecture in T5C.2?
● Inventory available for project participants here>
● Summary of TRE capabilities available here>

https://docs.google.com/spreadsheets/d/1U1fJgpjHj51irqXY3IYnF6iUbkna8eUR/edit?usp=drive_link&ouid=101510434350722146324&rtpof=true&sd=true
https://docs.google.com/document/d/1SaaFUeAE8umQYYddVS4NMkSKWXXqvT0sCa7-0ddhU9o/edit?usp=drive_link


Some findings from the survey



We need to define terminology



Some of us control data, others just process it



There’s a lot of red tape



Also for users



TRE capabilities based on the inventory
A capability is the ability to execute a specified course of action or to achieve a 
desired outcome. 

TRE capabilities covered in the survey
● Ability to support different data formats in the environment and upon export
● Ability to support secure access
● Ability to support international access
● Ability to prevent unauthorized access
● Ability to mitigate data loss
● Ability to mitigate misuse by users
● Ability to offer HPC in/through the evironment
● Ability to allow users to import code/software/libraries
● Ability to prevent malicious code execution
● Ability to support external federated queries of metadata/data
● Ability to support AI/machine learning methods









Next generations capabilities
Question: Do you have plans for next generation capabilities?
● 10 responded in affirmative, 2 negative
● 4 answered just yes
● Rest were planning to include these capabilities
○ GPU and super computing resources capabilities.

○ HPC and GPU -capabilities 

○ Qauntum computing infrastructure, AI specialized systems, LEXIS platform extensions and 
more.

○  HPC access, containerisation and setting up an analytics platform on top.

○ Secure Computing cluster to provide larger computational resources and improve the 
efficiency of their use.

○ 1) Integrating SANE in scientific workflows, 2) supercomputer offloading, 3) better internal 
collaboration tooling



How to capture all relevant capabilities?

Just these?

Or these too?



May all your problems be 
technical ones 



Ecosystem update for EOSC-ENTRUST
Date: 8 October 
Time: 10-11 CEST

Agenda
● Short update on Common European Data Spaces, Heidi Laine
● RDA TRE WG & EGI TRE WG, Ville Tenhunen

○ Includes results from the EGI TRE WG’s landscape analysis work
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Requirement gathering 
framework and gap analysis

1st EOSC-ENTRUST Evaluation & Adoption Workshop, 
24-25 September 2024, Helsinki

Abdulrahman Azab (Sigma2), Provider Forum (WP10)



Drivers
A portfolio of Multidisciplinary Drivers informs and validates the blueprint.

• Driver 1: Federated Human Genomics as a catalyst for European TRE 
provision

• Driver 2: Common standards to enable trans-national sharing of 
administrative/register and social science data

• Driver 3: Enabling secure transnational re-use of clinical research data in a 
legally and ethically compliant manner

• Driver 4: Public-Private interactions between TRE in health and 
environmental data



Provider forum
The Provider Forum is an open platform for convergence of TREs including 
co-development of composable services and common processes (where the 
national requirements are visible to users and other providers). 

• The Provider Forum collects requirements, challenges and opportunities 
for making TREs part of the EOSC offering. Its wide participation is a 
unique opportunity to give input for further development of the EOSC itself. 

• To be sustained as a platform for knowledge sharing, collaboration and 
discussion beyond the EOSC-ENTRUST project.



Provider Forum
TRE Providers Forum consolidate existing expertise and good practices for 
the common interoperability blueprint.



TRE state-of the art capability mapping 
and gap analysis (T4.2)
Capability mapping of the TREs enhancing the inventory of TREs.
• Includes a listing of used reference architectures. 
• Establish a requirements management framework and identify 

gaps in the existing services.
• The outcomes are delivered as input for the blueprint 

architecture and discussed in the first Evaluation and Adoption 
Workshop.



Scope and framework of the requirements



EOSC-ENTRUST Blueprint



Listing of used reference architectures

• SATRE
• DARE UK



Standard Architecture for Trusted Research 
Environments

Source: SATRE Presentation

https://docs.google.com/presentation/d/19P37BHi0bCHwnNQn0quSx6c7CfI32Q6c/edit?usp=sharing&ouid=117095049849694613185&rtpof=true&sd=true


What is it?
• A guide on how to build and run a TRE

• Four Pillars
• Information Governance

• Computing Technology

• Data Management

• Supporting Capabilities

• 29 Capabilities
• 160 statements

• 75 mandatory

• Applicable to almost all UK TREs

https://satre-specification.readthedocs.io

Source: SATRE Presentation

https://satre-specification.readthedocs.io/
https://satre-specification.readthedocs.io/
https://docs.google.com/presentation/d/19P37BHi0bCHwnNQn0quSx6c7CfI32Q6c/edit?usp=sharing&ouid=117095049849694613185&rtpof=true&sd=true


Source: SATRE Presentation

https://docs.google.com/presentation/d/19P37BHi0bCHwnNQn0quSx6c7CfI32Q6c/edit?usp=sharing&ouid=117095049849694613185&rtpof=true&sd=true


Response example: NORTRE (National 
Federation)

https://docs.google.com/spreadsheets/d/114F9p-SK3xcuoPO3yAwAUa6lgVw5v-kjo-q0ME2ehwg/edit?usp=sharing
https://docs.google.com/spreadsheets/d/114F9p-SK3xcuoPO3yAwAUa6lgVw5v-kjo-q0ME2ehwg/edit?usp=sharing


DARE 
UK

Pan-UKRI infrastructure programme
for secure, cross-domain sensitive data research 

| 13

“Enable a step-change in the 
UKRI’s/national research 

capability for secure sharing, 
linkage and analysis of sensitive 

data for research and 
innovation, timely and at scale 

for public benefit.”

 July 2021

Phase 1a: Design & Dialogue [£3.0m]

September 2022

Phase 1b: Design & Dialogue [£4.5m]

June 2024

Phase 2: Build, Test & Establish

TBC

Phase 3: Deliver, Optimise & Federate

March 2027?

Source: DARE UK Presentation

https://docs.google.com/presentation/d/1CeX3fx962i8Gv_IHsHhaHBFcUHA8E8Ky/edit?usp=sharing&ouid=117095049849694613185&rtpof=true&sd=true


DARE 
UK

Federation: Joining The Dots

• We have to federate TREs, and we have to start from where we are
– Landscape version 0 is not a throwaway prototype!

• We need to connect existing services in a way that’s
– Secure and trustworthy

– Governed and managed

– Standardised and non-proprietary

– Secure and trustworthy

• We need to do this in ways which cause the least disruption…
• …support both remote query and data pooling…
• …and are open to new participants

| 14

Source: DARE UK Presentation

https://docs.google.com/presentation/d/1CeX3fx962i8Gv_IHsHhaHBFcUHA8E8Ky/edit?usp=sharing&ouid=117095049849694613185&rtpof=true&sd=true


DARE 
UK

Driver Projects Key Results

• Defining TRE capabilities
– SATRE developed a specification that gives us the first answer to “what is a TRE anyway?”

• (Semi-) automation of data risk assessment at TRE boundaries
– SARA and SACRO demonstrated approaches to reducing frictions of data in and results out 

• Federated query patterns
– TRE-FX federated indirect queries via job submission

– TELEPORT federated direct queries via polystore presentation

• Pop-up TREs
– TELEPORT demonstrated dynamic provisioning with ongoing “approved state” sync using GitOps CI/CD

• Registry services
– TRE-FX and TELEPORT demonstrated common researcher identities & project registration

• Common technologies
– RO-Crates as an object exchange format (TRE-FX, TELEPORT, SACRO)

– GA4GH Passports (OIDC JWT) as common researcher identity/authZ (TRE-FX, TELEPORT)

– Docker and Kubernetes (everywhere)

| 15

Source: DARE UK Presentation

https://docs.google.com/presentation/d/1CeX3fx962i8Gv_IHsHhaHBFcUHA8E8Ky/edit?usp=sharing&ouid=117095049849694613185&rtpof=true&sd=true




Driver requirements evaluation: Data Access

Driver 1 Data Encryption in transit All data within the Trusted Research Environment 
must be encrypted in transit. This requirement 
aims to ensure that data is protected from 
unauthorized access or breaches.

Driver 1 Data Encryption at rest All data within the Trusted Research Environment 
must be encrypted at rest. This requirement aims 
to ensure that data is protected from unauthorized 
access or breaches.

Driver 3 2-factor authentication for TRE 
users

2-factor authentication is a critical security measure in TREs to 
ensure that only authorized individuals can access sensitive 
data. E.g. username and password + OTP.



TRE Capabilities: Data Access

NB! Encryption is mentioned as a requirement by some TREs



Driver requirements evaluation: Policies 1
Driver 1 Data Sharing Agreement Establish a formal data-sharing agreement among participating institutions. This 

agreement should outline the terms and conditions for sharing data, including 
licensing, access controls, and data use limitations.

Driver 1 Anonymization Agreement Establish anonymization guidelines among participating instituttions. This 
agreement should outline the set of techniques - and their use-cases - that best 
assure the privacy of the pacient is respected

Driver 1 Technology agreement The current landscape of available TREs makes quite difficult - if not directly 
impossible - to provide a single, comprehensive list of possible hardware or 
technologies to use.

Driver 3 Data Transfer Agreement A TRE that wants to cover datasets from a specific data type needs to provide to potential data providers a 
Data Transfer Agreement (DTA) template that covers necessary requirements specific to the data type. 
DTAs at least per data type should be standardised but some flexibility should be provided to cover the 
different legal obligations of the data controllers (data providers).

Driver 3 Data Use Agreement A TRE that wants to cover datasets from a specific data type needs to provide a model Data Use 
Agreement (DUA) that covers necessary requirements specific to the data type. DUAs should include 
access prerequisites, requirements and obligations.

Driver 3 Data Sharing Policy A Data Sharing Policy / Data Access Policy is a common element needed for TREs operating with 
clinical trial data.



Driver requirements evaluation: Policies 2
Driver 1 ISO 27001 Accreditation

Driver 3 Certification Demonstrate good information management and security via certifications: e.g., 
ISO/IEC 27001 - Information Security Management, ISO/IEC 27701 -Privacy 
Information Management

Metadata Metadata available in one language (English)

Findability Central Portal for research data discovery 
(improved CESSDA portal?, New portal, 
harvesting info of existing ones?)
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Ethical Assessment and legal frameworks 
TREs

● Internal projects
● Federation?



Ethical Assessment for NORTRE Projects
Before starting a project in NORTRE, it is mandatory to obtain ethical approval for handling 
personal data in your research. This approval must come from one of the following authorized 
entities:

● REK (Regional Committees for Medical and Health Research Ethics): Primarily responsible 
for medical and health-related research involving sensitive personal data.  

● SIKT (Norwegian Agency for Shared Services in Education and Research): Focuses on 
research across various fields, ensuring proper data handling in compliance with privacy 
laws.

● Datatilsynet (The Norwegian Data Protection Authority): Monitors and enforces compliance 
with privacy regulations, including GDPR, ensuring the protection of personal data.

● Data Protection Officer/Official: Provides guidance and approval for personal data 
management in accordance with institutional and legal frameworks.

● Additionally, a Data Protection Impact Assessment (DPIA) is required for projects involving 
high-risk processing of personal data. The DPIA ensures that risks to privacy and data 
security are evaluated and mitigated before the research begins.



Ensuring Legal Compliance: IT4Innovations’Requirements for Project 
Work and Data Analysis

HPC Resources Use
● Purpose: HPC (High-Performance Computing) resources provided by IT4I should align with the approved 

project scope.
● Access Controls: Users must not alter or bypass access controls to perform unauthorized actions.
● Account Security: Promptly report compromised accounts to IT4I via support@it4i.cz.
● Vulnerabilities: Users are obligated to report any detected vulnerabilities or data security threats.
● Misuse Reporting: IT4I personnel and users must address and report misuse, abuse, and criminal 

activities related to HPC technologies.
Data Handling
● Data Categorization: Authors/owners must correctly categorize data as sensitive or non-sensitive.
● Secure Handling: Owners of sensitive information are responsible for secure handling, transmission, 

processing, storage, and disposal.
● Unauthorized Access: Users are prohibited from attempting unauthorized data access or modifications.
● IT4I’s Right: IT4I reserves the right to deny access to its infrastructure based on legal or international 

restrictions.

Within our ISO 27001 framework, there is a requirement to establish a specialized contract with external 
institutions.

We have shared services as part of e-INFRA CZ, including a unified AAI (Authentication and Authorization 
Infrastructure), where there is also a contract defining precise access roles to data, among other things.



Legal Framework for TRE  at LNDS (LU)
The following legal framework is used to inform LNDS SPE service 
requirements:

EU Legislation:
● Data Governance Act (DGA);
● General Data Protection Regulation (GDPR) 

including Data Processing Agreements as per Article 28 / role of Data Processors;
● EU Health Data Space (EHDS) - not yet adopted into EU law.
Standards:
● ISO 27001, 27001, 27701

Guidance:
● FinData Annex 1, Regulation 1/2022

Documentation:
● (a)Terms of Service, (b) contracts with 3rd party subprocessors & (c)data processing 

agreements (as per GDPR data processor obligations).

**Ethical requirements will more so be assessed by the Data Holders, Data Users, and Researchers, 
in the preliminary steps before uploading data to the SPE platform, etc.

https://findata.fi/wp-content/uploads/sites/13/2022/03/Annex-1-Requirements-for-a-Secure-Operating-Environment.pdf


Ethical/Legal Framework and Requirements of 
ARIS HPC (GRNET)

ARIS HPC: 
● EU Legislation and Standards: 

○ GDPR, NIS2

○ ISO27001

● Documentation: 

○ Research plan

○ Description of purpose for accessing and using the environment

○ Documentation on need of computational capacity

○ Information on project participants (i.e. environment end-users)

● Specific Legal/Ethical Requirements: 

○ Only for Academia/Research users – no access granted to SMEs/Industry 

○ Publication of research results is included in the eligibility criteria 

○ Users must acknowledge the use of GRNET resources in all publications related to their production/development project 

○ Users indicate the level of Confidentiality required for their project  

○ Access to GRNET’s HPC facilities is granted on an individual basis (personal account) - no sharing of accounts allowed 



Ethical/Legal Framework and Requirements of 
Harmoni (GRNET)HARMONI: 

● EU Legislation and Standards: 

○ GDPR, NIS2,

○ ISO27001, 

○ National/regional requirements 

● Documentation: 

○ MoU between GRNET and the Ministry of Health (Hospitals are the users)

● Specific Legal/Ethical Requirements: 

○ The institutions included as users must be hospitals, already having medical imaging archiving system 

(LOCAL PACS), appropriately configured to automatically send and retrieve exams through the Gateway 

Server to/from the diagnostic imaging archive solution (DIAS); if they don’t, the transmission will be 

carried out via diagnostic units using the DICOM standard 

○ Controlled access to the server is required and equipment provided by GRNET (Gateway server) must be 

protected from physical damage - also online UPS system for the Gateway is mandatory, as well as 

alternative generators



Ethical/Legal Framework and Requirements of 
de.NBI Cloud (UNIBI)de.NBI Cloud: 

● EU Legislation and Standards: 
○ GDPR, (NIS2, KRITIS: critical infrastructures, application unclear ATM)

○ ISO 27001, 27017, BSI C5 (Cloud Computing Compliance Criteria Catalogue)

● Documentation: 
○ Research Data Management Plan

○ Approval of ethics committee or similar authority

○ Description of purpose for accessing and using the environment

○ Justification for computational capacity and special resources (e.g. high RAM / CPU or GPUs)

○ Information on project participants (rights and roles)

○ Data Processing Agreement between legally responsible PI and hosting location with inclusion of resp. data protection officers, procedural 

directory & TOMs (for mutual audits between data holder and data processor), data protection impact assessment (for highly sensitive data)

○ Terms of Use (detailing rights and obligations, responsibilities etc.)

● Specific Legal/Ethical Requirements: 
○ Only for academic research use

○ PI is required to work for a public German research institution – no access granted to SMEs/Industry, unless cooperation with PI

○ PIs can select which information details to release about their project (e.g. nothing, title only, description, down to requested resources)

○ Publication of research results must acknowledge de.NBI Cloud funding statement. 

https://cloud.denbi.de/about/policies/


Driver requirements evaluation: Federation
Anne’s presentation



Can we establish a complete federation?
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Federation Example: Federated European 
Genome-Phenome Archive (FEGA)



www.eosc-entrust.eu /company/eosc-entrust@eosc-entrust



Survey on TREs - Providers
Create an inventory of TREs operated by the TRE provider forum 
members. 
• The survey serves the purpose of the inventory, as well as 

capability mapping and gap analysis. 
• Collect an initial set of high-level requirements and best 

practices on TREs from the provider forum members. 
• Give input for the  TRE blueprint, to be developed by the work 

package on architecture.



Survey on TREs - Providers
The survey is divided into six parts:
1. Administrative information
2. Safe Projects - Is the data being used appropriately?  
3. Safe People - Who is going to be accessing the data?
4. Safe Data - How will the data be accessed?  
5. Safe Settings - What computing/analytics services does the 

environment provide?
6. Safe Outputs - How do users export data from your 

environment?



TRE Survey Responses
https://docs.google.com/forms/d/1-EKxhbxwzLjRl7qCVyvmPiy1Z
Xxega80SNFbbkVtZYY/edit#responses 

https://docs.google.com/forms/d/1-EKxhbxwzLjRl7qCVyvmPiy1ZXxega80SNFbbkVtZYY/edit#responses
https://docs.google.com/forms/d/1-EKxhbxwzLjRl7qCVyvmPiy1ZXxega80SNFbbkVtZYY/edit#responses


Requirements - Drivers
Data Security Requirements related to data encryption, access controls, and secure data 

storage.
Data Privacy Policies on personal data protection, compliance with privacy regulations 

(e.g., GDPR), and anonymization techniques.
Data Governance

Standards for data management, data stewardship, and data quality.
Data Sharing and Collaboration Guidelines for sharing data among institutions, including licensing, data use 

agreements, and collaborative research frameworks.
Compliance and Regulation Requirements to ensure compliance with legal and regulatory frameworks 

(e.g., GDPR, HIPAA).
Audit and Monitoring Procedures for auditing data access and use, as well as monitoring for 

security incidents.
Identity and Access Management Policies for user authentication, authorization, and role-based access 

controls.
Data Integrity

Mechanisms to ensure data accuracy, consistency, and reliability.
Incident Response and Recovery Plans for responding to security incidents, data breaches, and disaster 

recovery.
Infrastructure and Technology Requirements for the underlying technology, including cloud infrastructure, 

hardware, and software tools.



Requirements - Drivers
Infrastructure and Technology Requirements for the underlying technology, including cloud infrastructure, 

hardware, and software tools.
Data Retention and Disposal

Policies for data retention, archival, and secure data disposal.
Training and Awareness Programs for training staff and raising awareness about data security and 

compliance.
Ethics and Responsible Research Guidelines for conducting ethical research, including informed consent and 

ethical review processes.
Performance and Scalability Requirements to ensure the TRE can handle the anticipated data load and 

user traffic.
Interoperability and Standards Standards for ensuring data can be easily shared and used across different 

systems and platforms.





Partners - as Drivers
Barcelona Supercomputing Center - 
Centro Nacional de 
Supercomputacion

EMBL-EBI Sciensano University of Essex

Bielefeld University EUDAT Collaborative data 
infrastructure Sigma2 AS University of Ljubljana

BioData.pt
Finnish Institute for Health and 
Welfare (Terveyden ja hyvinvoinnin 
laitos)

Stichting Health-RI University of Nottingham

Centre for Genomic Regulation 
(CRG)

GESIS - Leibniz-Institut für 
Sozialwissenschaften SURF University of Oslo

CESSDA ERIC GRNET – National Infrastructures 
for Research and Technology Tárki Alapítvány University of Tartu

CSC – Tieteen tietotekniikan 
keskus Oy Health Data Research UK (HDR UK) The University of Manchester Uppsala universitet

Danmarks Tekniske Universitet(DTU) Luxembourg National Data Service 
(LNDS)

Turku University of Applied 
Sciences (Turun 
ammattikorkeakoulu)

Vlaams Instituut voor Biotechnologie 
(VIB)

ECRIN (European Clinical Research 
Infrastructure Network) Masaryk University University of Bergen VSB - Technical University of Ostrava

ELIXIR NTNU - Norwegian University of 
Science and Technology University of Dundee

https://www.bsc.es/
https://www.bsc.es/
https://www.bsc.es/
https://www.sciensano.be/en
https://www.essex.ac.uk/
https://www.uni-bielefeld.de/
https://eudat.eu/
https://eudat.eu/
https://www.sigma2.no/
https://www.uni-lj.si/
https://biodata.pt/
https://thl.fi/etusivu
https://thl.fi/etusivu
https://thl.fi/etusivu
https://www.health-ri.nl/en
https://www.nottingham.ac.uk/
https://www.crg.eu/
https://www.crg.eu/
https://www.gesis.org/home
https://www.gesis.org/home
https://www.surf.nl/en
https://www.uio.no/english/
https://www.cessda.eu/
https://grnet.gr/en/
https://grnet.gr/en/
https://tarki.hu/eng/tarki-alapitvany
https://ut.ee/en/home
https://www.csc.fi/
https://www.csc.fi/
https://www.hdruk.ac.uk/
https://www.manchester.ac.uk/
https://www.uu.se/
https://www.dtu.dk/
https://www.lnds.lu/about-us/
https://www.lnds.lu/about-us/
https://www.turkuamk.fi/fi/
https://www.turkuamk.fi/fi/
https://www.turkuamk.fi/fi/
https://vib.be/en
https://vib.be/en
https://ecrin.org/
https://ecrin.org/
https://www.muni.cz/en
https://www.uib.no/
https://www.vsb.cz/en
https://www.embl.org/
https://www.ntnu.edu/
https://www.ntnu.edu/
https://www.dundee.ac.uk/
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Life Science AAI
• Complex Solution Providing

• Authentication Capabilities
• Single-Sign On - login once, access the whole infrastructure

• Authorization Capabilities
• Performs basic authorization (allowed to access, approved all policies)
• Packs services with data for making authorization decisions

• Identity Management
• manage user identities (link, manage associated data, …)

• Access Management
• define rules for authorization (e.g. user must be a member of a group)



WP16 Challenges
• Secure Authentication

• Multi-Factor & Passwordless Authentication
• Policies & Processes

• Identity Assurance
• Identity Federation & eIDAS Activities

• Identity Curation
• Identity Life Cycle & Freshness

• Fine-Grained Access Control
• Authorization in distributed & federated environments
• Focus on authorization delegation

• Add “the third A”
• Support of accounting and auditing the access to sensitive digital objects



Ongoing Work
• Requirements Gathering & Evaluation

• Cooperation with the Drivers and Architecture WPs
• Bringing our own requirements

• eID Integration
• Discussions about possible solutions



Deadlines
• D16.1 AAAI for TREs Blueprint

• 1st version (M12) - 02/2025
• D13.4 Year one version of EOSC-ENTRUST Blueprint & 

Interoperability Framework
• (M9) - 11/2024

• D19.1 Deployable Demonstrator of Digital Objects & Workflows 
Developments
• (M10) - 12/2024



Digital Transformation to 
support FAIR, workflows and 

federated analytics
1st EOSC-ENTRUST Evaluation & Adoption Workshop, 

24-25 September 2024, Helsinki

Laia Codó, Phil Quinlan, Stian Soiland-Reyes 
(WP19)



Mobile Phones
● I can pick a range of devices
● I can pick different operating systems

● I can pick different networks
● I can roam and be a guest on other networks

● I can run the same apps as others on different 
networks and different phones/systems



Who in the room knows….
● The AAI process to allow you onto the network
● The AAI process to allow you onto a guest network 
● The communication protocols for texts, calls, data
● The standards used for capturing consumption and 

billing?

If anyone does know the answer did it change your purchasing 
decision and what you could do with your phone?



Trish the TRE
• Primary role to protect the reputation of the TRE as a 

trustworthy and secure environment

• A strong technical background

• TRE established to mitigate a governance concern of 
data controllers

• As interface between data controllers who provide data, 
and researchers who seek to access it

• Has to develop and manage cost recovery mechanisms



Harriet the HPC
• Primary role to provide a high end compute 

environment

• A strong technical background

• Established to provide researchers with the 
required compute

• Some level of cost recovery and accounting

• Hardware refresh every few years  



Razia the Researcher
• Primary role to undertake research

• A real mix of technical expertise 

• Finds it an increasingly hard environment to 
undertake research
 

• Has greater data needs from multiple sources in 
multiple environments

• Data is in multiple environments and jurisdictions



The pain in the system
In order to do analyses across multiple environments, Razia 
has to do the heavy lifting and understand all the major 
components.

In order to support researchers, Trish is being asked to install 
multiple tools and platforms that have different mechanisms 
for AAI and governance considerations

In order to support research in sensitive data, Harriet must act 
more like a TRE, considering security implications and tool 
requirements



The goal
Razia is able to select the analytics to run, select the data required 
across TREs, and chose the level of compute to use from a tool or 
platform of her choice. 

In order to achieve this goal, digital transformation is required that 
is sympathetic to current governance. Must allow Trish to secure 
data and utilise existing high compute so others don't replicate 
what Harriet already has available.



The idea…. 
A Research Object that can be passed 
between tool providers, TREs and HPCs 
that is universally understood. 

Within, the object can contain data, 
analytics, provenance and governance 
details. 

Each actor reads and contributes 
different parts.RO-Crate: Research Object Crate

https://www.researchobject.org/ro-crate/


If we pass boxes around… 

We need software that can 
receive, unpack, process the 
contents, initiate compute, and 
re-package the results….. 

Can the box simply contain a 
workflow that we run?WfExS: Workflow Execution Service

https://wfexs-backend.readthedocs.io/


What the text says….
• Task 7A.1: Use-cases for the deployment of Five Safes 

RO-Crate
• Task 7A.2: Workflow engine processing a Five Safes RO-Crate
• Deliverable D7A.1: Deployable Demonstrator of Digital Objects 

& Workflows Developments



Translated
We will create a demonstrator that will show how… 

Razia can go to the HDR UK Cohort Discovery tool and/or the 
Nottingham Beacon page. She will create a query via those tools 
natively.

Trisha has only installed the ability to receive and process 
RO-Crates in her TRE.



Technology readiness
Mature workflow systems (e.g. Snakemake, Galaxy, CWL, 
Nextflow) adds:
Automation Scalability Adaptation Provenance 
(Ludäscher 2012)

>350 known workflow systems 
https://s.apache.org/existing-workflow-systems 

https://doi.org/10.1007/s13222-012-0100-z
https://s.apache.org/existing-workflow-systems
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Technology readiness
Mature workflow systems (e.g. Snakemake, Galaxy, CWL, 
Nextflow) adds:
Automation Scalability Adaptation Provenance 
(Ludäscher 2012)

FAIR principles enables machine actionability and 
structured metadata
Findability Accessible Interoperable Reusable (Wilkinson 
2016)

Containers (Docker, Singularity) and package systems 
(Conda) allow software to reliably move across compute 
systems (Grüning 2018, Möller 2017)

FAIR Workflows allows computational methods to be 
shared and documented (Goble 2020)

WfExS has built support for provenance and Five Safes 
Crate. Broader WfMS support for Workflow Run Crate

Challenges: 

1. Current workflow tech has default 
assumption of open Internet access

2. Convince Trish it is safe? (or even safer 
than manual access)

3. Get Harriet to install workflow 
technologies?

4. Working with tool providers so Razia 
can easily use the workflow systems?

https://doi.org/10.1007/s13222-012-0100-z
https://doi.org/10.1038/sdata.2016.18
https://doi.org/10.1038/sdata.2016.18
https://doi.org/10.1038/s41592-018-0046-7
https://doi.org/10.1007/s41019-017-0050-4
https://doi.org/10.1162/dint_a_00033
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Next step on technology
- Making “full stack” demonstrator with Five Safes 

Crate
- Supporting workflows for Driver 1 (FEGA/EGDI) 

with WfExS
- “Cratey” microservice within TRE. 

Offloading RO-Crates generation, evidence 
gathering of what’s executed

- Formalising how containers can move into the 
TRE (considering firewalls, software quality)

- What is minimal FAIR metadata for a TRE 
dataset? (DOI, RO-Crate ?)
- Mapping to DCAT-AP, making a 4½ Safe Crate 

profile for TRE datasets
- 7 Oct 2024: RO-Crate topic in ENTRUST 

Architecture call



Next step on governance
Engage with drivers to gauge potential of digital transformation
- Not just aligning with state of the art! (SATRE mapping, DARE 

TRE framework)
- Showcase what are the possibilities for the TRE ecosystem 

and their users
- Agree new capabilities for federated analytics and workflow 

technologies
- Define new governance processes for FAIR TREs and evidence 

gathering



Can it be done? Federated causal research reusing 
sensitive real-world population health data

DATA REQUIREMENTS

Study protocol

Common Data Model Specification

Workshop Directed Acyclic Graphs

Data Management Plan

Federated causal inference based on real-world 
observational data sources 
https://doi.org/10.1186/s12874-023-02068-3 

Workshops integration socioeconomic data

Integration of socioeconomic data in observational 
studies 

ANALYTICAL PIPELINE DEPLOYMENT SHARING

Code repository

RO-Crate

WorkflowHub 

Local outputs and 
comparative analysis

Webinar on using containers 
as SPEs in federated research 
architectures for health data 
reuse

RO-Crate 

Real-World Comparative 
Effectiveness of SARS-CoV-2 
Primary Vaccination 
Campaigns Against 
SARS-CoV-2 Infections 
[preprint]

Prototyping 
federated causal 
research questions 
reusing sensitive 
health data

WP5, BY-COVID Final General Assembly 2024-09-10
Enrique Bernal-Delgado, Nina Van Goethem

https://doi.org/10.5281/zenodo.7825979
https://doi.org/10.5281/zenodo.7572373
https://doi.org/10.5281/zenodo.7625784
https://doi.org/10.1186/s12874-023-02068-3
https://github.com/by-covid/BY-COVID_WP5_T5.2_baseline-use-case
https://w3id.org/ro/doi/10.5281/zenodo.6913045
https://doi.org/10.48546/workflowhub.workflow.502.4
https://doi.org/10.5281/zenodo.11209363
https://doi.org/10.5281/zenodo.11209363
https://by-covid.github.io/baseline-use-case-comparative-analysis/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4869107
https://www.infectious-diseases-toolkit.org/showcase/prototyping-research-questions
https://www.infectious-diseases-toolkit.org/showcase/prototyping-research-questions
https://www.infectious-diseases-toolkit.org/showcase/prototyping-research-questions
https://www.infectious-diseases-toolkit.org/showcase/prototyping-research-questions
https://www.infectious-diseases-toolkit.org/showcase/prototyping-research-questions
https://docs.google.com/presentation/d/18pqJRs3Hi38KAlRaUMa9Iwxy5oJ4hsAo5BUDcdBbpq0/edit#slide=id.g2f69a09e15a_0_260
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DARE UK 
TRE Federation Architecture

v2.0
1st EOSC-ENTRUST Evaluation & Adoption Workshop, 

24-25 September 2024, Helsinki

Rob Baxter
National Digital Infrastructure Technical Lead

https://docs.google.com/document/d/17RjaSsudziwq6Af3910ji50risVdUXgO/ 

https://docs.google.com/document/d/17RjaSsudziwq6Af3910ji50risVdUXgO/


Phase 1: Design & Dialogue 

July ’21 – March ‘24

£7.5m

• UK-wide public dialogue
• Two landscape reviews

• Initial review
• Infrastructure review

• Two portfolios of funded projects
• 9x Sprint Exemplars
• 5x Driver Projects

• Phase 1 recommendations report
• Community building initiatives
• Three drafts of a federated architecture 

blueprint



Phase 2: Build, Test & Establish

August ’24 – March ’27

£18.2m

• Transformational Programmes
• Bring new capabilities to production-readiness

• Test, configure and adopt these capabilities working with 
early adopter TREs

• Use these new capabilities to support researchers and 
TREs to deliver real-world science

• Portfolio of sprint-style prototype / proofs-of-concept
• Identify & address missing capabilities

• Early testing of a national network of TREs

• Community building, engagement and standards 
development
• Supporting communities 

• Promote information sharing

• Build consensus around common standards and good 
practice



Federation v2.0
(2023)

| 4
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| 7

TRE “Blueprint”
• TRE Zones

• RAZ: Research Analytics Zone
• Provides researcher access to project environments via 

VDI etc.
• MAY support direct & indirect query (qv)
• MAY support access to external software/package 

repos
• SDZ: Secure Data Zone

• Grants Information Governance access to datasets
• Supports curation & linkage of research-ready datasets
• Supports provision of datasets for research

• QMZ: Query Management Zone
• Handles incoming queries, direct & indirect
• Returns results to calling TREs
• MAY pull in job payloads from external repos

• Not every TRE needs every zone
• Security Server

• Common (standardised) API gateway
• All intra-federation connections route through this

100%SATREcompliant



Federation 
Services

Federation Svcs

SS

TRE

AZ

DZ

QZ

Software Svc
(research artifacts)

Job Submission Svc
(indirect query)

Discovery Svc
(direct query)

Software Svc
(env. artifacts)

Index Svc

TRE
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I
G

Research
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I
G

• Central Registries of:
• Services
• Projects
• Users
• Data

• PKI signing authority
• CA
• RAs

• Known-good config for 
Security Servers
• Auto-update?
• Auto-sync?

S
S

S
S

S
ecurity S

erver

S
ecurity S

erver

• Federation Governance for:
• Joining / on-boarding?
• Leaving?
• Rules of participation?
• Technical standards?
o Interoperability/exchange?
▪ Recommend RO-Crate

o Federation metadata?
o Data standards?

• Accreditation?
o ISO 27001?
o DEA 2017?

S
SS
S

S
S
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D13.2 - Training package for 
EOSC-ENTRUST Year one Blueprint 

& Interoperability Framework
1st EOSC-ENTRUST Evaluation & Adoption Workshop, 

24-25 September 2024, Helsinki

Christine Stansberg
University of Bergen

Norwegian TREs - NORTRE



Introduction: 
D13.2: Training package for EOSC-ENTRUST Year one 
Blueprint & Interoperability Framework

Description from proposal:
“Collection of training materials for building interoperable TRE 
services according to the year one version of the EOSC ENTRUST 
Blueprint & Interoperability Framework”

Responsible: NORTRE and ELIXIR Norway, valued input received 
from all over EOSC-ENTRUST during WP13 generic- and 
D13.2-specific calls.



Training package?
A structured set of educational materials and activities designed to 
teach specific skills or knowledge
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- Delivery format

- Objectives
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Revisiting the proposal:

“Collection of training materials for building interoperable TRE 
services according to the year one version of the EOSC-ENTRUST 
Blueprint & Interoperability Framework”

We read this as:
“Given the current state of the Blueprint, what does an aspiring 
TRE need to know to be able join the ENTRUST network?” 
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D13.2: Training package for EOSC-ENTRUST 
Year one Blueprint & Interoperability Framework

- Audience

- Content

- Structure

- Delivery format

- Objective
- Enable TREs to onboard the EOSC-ENTRUST 

network and federation

- Owners and operators of existing and 
emerging TREs 

- Comprehensive guide to all aspects that will 
influence the process

- Sections corresponding to Blueprint 

- Online guide 



Suggested structure 
- aligned with emerging D13.4 Blueprint sections

How to 
establish an 
EOSC-ENTRUST 
Node

Introduction

Legal framework

Architecture 
specifications

Operational 
procedures

Topic
Topic
Topic

TRE user guidelines

Interface definitions



Inspiration:



Inspiration:



Suggested content - unstructured



Introduction
- What is the EOSC-Entrust network

- What is the purpose?
- What are we trying to accomplish?

- Why should our TRE join the EOSC-Entrust network
- What are the benefits?
- What are the consequences?

- How can our TRE join the EOSC-Entrust network
- Outline the journey from start to onboarded of TREs
- Requirements? Compliance?

+ Cheating note:



Legal framework
- Governance

- Who can agree that a TRE and its data joins the network?
- Who can approve that access to its data can be shared?
- Who approves that a TRE fulfils minimum regulatory requirements?
- What legal entities can represent a node

- Regulations, legislations that will influence
- Common regulations in European setting
- Local regulations vs Europeans.
- GDPR, EHDS

- Implications of joining
- What may happen to the data?Worst case?
- Benefits for TRE - what legal obligations can you let go when joining - to make it more 

interesting to join - do not need to make agreements for every data sharing 
- Is there any user certification or passports that we need? If different countries 

have different requirements - what does a user need to do in order to access data 
in a TRE that requires a passport?

- Possible sanctions if rules are not followed - exclusion of entire TREs or 
organisations - linked to GDPR? Local implication



Architectural specifications
- Understand the different zones and components

- borrow from DARE-UK
- Understand how these translate to your TRE and how your TRE 

fits into the network
- Use the ongoing mappings as examples - both for drivers and 

TREs
- Minimum requirements - the zones that one need to have in 

order to be a TRE in this context



Operational procedures
- Requirements that need to be fulfilled to be a compliant 

EOSC-Entrust node (whatever that is)
- 5 safes, SATRE, ISO 27001

- How-to approach listing procedures as step-by-step:
- Fulfil requirements
- Adjust to changes in requirements
- Connect to others through federation services
- Make local/national services interoperable with those of the other 

nodes
- System admin perspective
- Management perspective



Interface definitions
- Technical parameters for different protocols to be interoperable



User guidelines
- Eventually also guiding researchers on how they should use 

TREs and the network
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D13.3 - Machine-readable First 
Edition of the EOSC-ENTRUST 

TRE Provider Catalogue
1st EOSC-ENTRUST Evaluation & Adoption Workshop, 

24-25 September 2024, Helsinki

Miikka Kallberg, 
Stefanie Kirschenmann, Heikki Lehväslaiho (CSC)

Rob Baxter (DARE UK), Mark van de Sanden (SURF)



Introduction to the topic 

D13.2 Machine-readable Edition of the EOSC-ENTRUST TRE 
Provider Catalogue

Deliverable lead: Miikka Kallberg (CSC)
Contributing: CSC, NO, SURF, UK
+ And more participants in the calls from the whole project



Introduction to the topic 
Machine-readable Edition of the EOSC-ENTRUST TRE Provider Catalogue

• Definitions from the project plan
• “A catalogue of suitable national or institutional TREs as part of the EOSC 

offering”
• “A machine-readable catalogue of TRE capabilities allowing detailed, 

comparative analysis of technical capabilities and identification of gaps”

• Deliverable has direct links to
• M10 (Providers): “ Inventory & summary of current TRE Provider capabilities”
• M7 (Drivers): “Initial Driver Requirements for TREs from the four Drivers”



Planning and next steps 
Task-specific meetings and schedule

• Deliverable D13.3 due November 2024
• Two meetings were held to brainstorm and align on the contents of the task
• Meetings will continue after the workshop

First conclusions

• Format: 
• First version of the TRE provider catalogue will be a spreadsheet
• Spreadsheet to be developed into database for further iterations

• Contents/use case
• Discovery: Allow the user to look up which provider/TRE provides which components 

and capabilities; services; analysis tools
• TRE Inventory survey (Providers M10) to be used as basis for the spreadsheet



Discussion of Version v0.0 
Link to spreadsheet

Main Categories 
• ID and Name
• Organisational Details
• General Classification/Target group
• Access mechanisms
• (Inter)national accessibility
• Accepted data type/data format
• Audits and Security measures
• Computing and analysis services provided
• User rights
• Federated discovery/analysis

https://docs.google.com/spreadsheets/d/1wBx1ZoyuhOhYLAdp4owDLeCAUQral9wG/edit?usp=sharing&ouid=100433371046049646117&rtpof=true&sd=true
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EOSC-ENTRUST Blueprint & 
Interoperability Framework – 

Year 1
1st EOSC-ENTRUST Evaluation & Adoption Workshop, 

24-25 September 2024, Helsinki

Pål Sætrom



Notes on the contents/Leading questions 
Presentation-specific
• Introduction to the topic and current status 

• please include links to outputs and deliverables, if available
• Main proponents in the topic/task
• Planning/next steps

• Are there any follow-up or related deliverables/milestones?

As we have representatives from all the different WPs, please think 
about:
• What do you want to share with the other WPs?
• Where is alignment needed?
• What is your update on TRE/SPE requirements?

• Alignment with SATRE/thoughts on DARE UK/…
• Providers: What capabilities do you already have within your 

TRE/SPE? What is missing?



The Blueprint – Components (proposal)
• Template legal agreements

• Operating procedures

• Architecture specifications

• Interface definitions

• Terminology/Glossary



The Blueprint – Year 1 Deliverable (D13.4)
• Analysis of DARE UK Federated Architecture Blueprint

• The DARE UK Federated Architecture Blueprint (“DARE UK Blueprint”)
• Mapping ENTRUST TRE Providers to the DARE UK Blueprint

• NorTRE, SURF, CSC
• Mapping ENTRUST Driver requirements to the DARE UK Blueprint

• Milestone report M7.1: Initial Driver Requirements for TREs from the four Drivers
• Driver mapping

• Mapping aligning European sensitive data projects to the DARE UK Blueprint
• EHDS, SIESTA, TITAN

• ENTRUST Blueprint
• Legal frameworks
• Architecture specifications
• Operating procedures
• Interface definitions
• Glossary

https://docs.google.com/document/d/16MFqYA4MSoimZWMFtzCB6V9xwCWBLcTa/edit#heading=h.6enlgesflsx4
https://docs.google.com/presentation/d/16GOPNTRtVXr6txpJ4orKSBN0kXaav7K6ourSdclbxZ0/edit#slide=id.p1


DARE UK Blueprint – Data usage patterns

Figure from DARE UK Federated Architecture Blueprint



DARE UK Blueprint – Capabilities/components

Figure from DARE UK Federated Architecture Blueprint



DARE UK Blueprint – Capabilities/components

Figure from DARE UK Federated Architecture Blueprint

● Federation Services
● Security Server
● Software Service
● Discovery Service
● Job Submission 

Service
● Index Service
● Research Analytics 

Zone
● Secure Data Zone
● Query Management 

Zone



Drivers – Data usage patterns
Driver Vertical Usage Horizontal Usage

Driver 1 – Federated 
Human Genomics

X
data reuse, meta-analyses

 
data from other domains

Driver 2 –  
Administrative and 
social science data

X
analyses between countries

(x)
data from other domains

Driver 3 – Clinical trials 
data

X
data reuse, meta-analyses

X
data from other domains

Driver 4 – Public-Private 
interactions 

(x) (x)
(data from multiple domains)



User journeys vs DARE UK Blueprint capabilities
Ex: Driver 1 – Federated Human 
Genomics
● Data discovery -> “Discovery 

service”
● Access application -> not part of 

Blueprint?
● Data access and analysis -> 

“Research analytics zone”
● Export of results-> “Output 

Control” (sub-capability within 
Blueprint)

● Compliance and reporting -> not 
explicitly modelled?

Figure from M7.1 milestone report



User journeys vs DARE UK Blueprint
Supported capabilities
• Discovery service (D1, D2, D3)
• Research analytics zone (D1, D2, D3, D4)
• Output Control (D1, D2, D3)
Missing capabilities
• Data access/project application/approval (D1, D2, D3)
• User certification (D2, D3)
• Compliance and reporting (D1)
• Data publishing/archiving (D3)

• ”Publishing with Data credit attribution”
• Role-based services within Research Analytics Zone (D4)

• “Assign SD services to the project”



Key interoperability requirements vs DARE UK Blueprint
Supported capabilities
• (Encrypted) Data transfer between environments (D2, D3)
• Software applications (D3, D4)
• Mechanisms for timely deletion of data post-expiration (D2)
• Archiving for future validation or reproducibility under regulations (D3)
Possible capabilities
• Internet connection from within TRE (Software services?) (D1)
• Scalable infrastructure (through Blueprint itself?) (D1)
• Metadata (General + domain-specific) (D3)
• Service design (Research analytics zone) (D4)



Key interoperability requirements vs DARE UK Blueprint

Missing capabilities
• Data access/project application/approval (D1, D2, D3)
• User certification (Safe Researcher' training and/or passport; 

Ethical guidance) (D2, D3, D4)
• General user training (D2, D3)
• Anonymization (pseudonymization?) (D1, D3)
• Data standardization/archiving/publishing/citation (D2, D3)
• Compliance with varied national legal frameworks for data 

sharing (D2)
• Compliance and reporting (D1)



Next steps
• Mapping TRE providers to DARE UK Blueprint

• NorTRE
• SURF
• CSC

• ENTRUST Blueprint
• Architecture specifications
• Glossary
• Operating procedures
• Legal frameworks
• Interface definitions
For internal review Nov. 1

Figure from NorTRE
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Interoperability challenge 
demonstrations

1st EOSC-ENTRUST Evaluation & Adoption Workshop, 
24-25 September 2024, Helsinki

Per Kulseth Dahl



Sensitive data transfer between TREs

Reusable information from secure 
environments



Sensitive data transfer between TREs

TRE A
Client

TRE B
Server

upload/download possible

upload/download not possible



Challenges

• Respecting policies of both TREs



Challenges

• Respecting policies of both TREs
• Logging without central infrastructure



Challenges

• Respecting policies of both TREs
• Logging without central infrastructure
• TRE A’s export policy



Reusable information from secure environments

https://crdsr.ecrin.org/login



Search - Request Access - Submit

https://crdsr.ecrin.org/browsing



Search - Request Access - Submit

https://crdsr.ecrin.org/browsing



Submit

• Data Transfer Process
• Repository Manager
• Data Object Provider
• TSD User
• TSD Import



Request Access

• Data Use Process
• Data Object Requester
• TSD Export



Repository Storage Structure
repository/

<study>/
<dataset>/

data/
<instance>
<instance> …

pnnn-r<dataset>-group
pnnn-w<dataset>-group



Links
• TSD API Client

https://github.com/unioslo/tsd-api-client
• ECRIN metadata schemas

https://newmdr.ecrin.org/About
• ECRIN RMS user interface

https://github.com/ecrin-github/rms-portal-new/tree/main
• ECRIN back end

https://github.com/ecrin-github/esbs-django
• Clinical Research Data Sharing Repository guide

https://crr.gitbook.io/crdsr
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Closing remarks 
1st EOSC-ENTRUST Evaluation & Adoption Workshop, 

24-25 September 2024, Helsinki

Pål Sætrom



Thanks for your participation!

Thank you all for the great presentations and input

Technicalities regarding the workshop
● We would like to publish the outcomes again via zenodo 

(presentation slides)
○ Speakers: Please fill out the consent form 

● Follow-up: 
○ Upcoming deliverables: Reviewers needed
○ Please feel welcome to participate in upcoming task-related meetings

https://docs.google.com/spreadsheets/u/0/d/1Ls41v35PqdGlg0-F_N_x4UqK-rhrp2484AuVoUdNvdc/edit


Points moving forward
● Driver Requirements vs Provider Capabilities

○ User journeys inform requirement/capability mappings
○ How to (best) Capture, Describe, Present Provider capabilities?
○ Agree on common framework between ENTRUST WPs

➢ Requirements gathering framework
○ Language disconnect:

■ Driver/User “Federation” vs Provider/Technical “Federation”
■ All Drivers describe distributed Data usage patterns

● Driver Requirements vs Technologies & Workflows
○ User certification (training, accountability)?
○ Researcher registry – what information is needed?
○ Project level vs. fine grained data access control?
○ FAIR: Data discovery vs Metadata standards vs Standardized data vs 

Data credit attribution



Points moving forward (2)
● Cross-WP alignment & priorities

○ Be aware & beware of EHDS
○ Ambitions: Blueprint & Interoperability Framework vs Federation
○ Prioritisation should come from the drivers

■ Fundamental capabilities vs ease of implementation
● Future work & discussions

○ Legal agreement frameworks – general vs tied to specific capabilities?
○ Operating procedures

■ Setting up/Joining an ENTRUST federation (“ a group of computing providers”)
■ Running specific ENTRUST capabilities

○ Interface definitions



Blueprint – Roadmap

Figure from D13.1 Draft Roadmap



Blueprint – Next steps
● Nov. 1, ‘24

○ D13.2 – Training package for EOSC-ENTRUST Year one Blueprint & 
Interoperability Framework

○ D13.3 – Machine-readable First Edition of the EOSC-ENTRUST TRE 
Provider Catalogue

○ D13.4 – Year one version of EOSC-ENTRUST Blueprint & 
Interoperability Framework

○ M15 – Key selected interoperability challenge demonstrations 
implemented

● May, ‘25
○ M17 – 2nd EOSC-ENTRUST  Requirements and Capabilities Workshop
○ D14.2 – Updated Roadmap for EOSC-ENTRUST Blueprint



Architecture WP – Upcoming meetings
● WP meeting

○ Oct. 7, 13:00-14:00 CEST
○ RO-Crate

● D13.4 Blueprint:
○ Oct. 2, 15:00-16:00 CEST?
○ NorTRE mapping to DARE UK Blueprint
○ Oct. 9, 14:00-15:00 CEST?
○ SURF mapping to DARE UK Blueprint
○ Oct. 15, 14:00-15:00 CEST?
○ ENTRUST Blueprint Architecture draft

● D13.3 Provider catalogue
○ Oct 3, 13:00-14:00 CEST 

● D13.2 Training package
○ Oct 4 10:00-11:00 CEST (Weekly until deadline, may adjust next slots)



“...there is so much going on in the TRE/SPE space, the World needs 
a more robust framework to make sense of it all…”

— Peter M, optimist
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