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Substantial overall performance Pattern-matching algorithm for

Network Stability
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ABSTRACT

The rise in network traffic and speed can create present calculations to eventually turn into
performance bottle neck. Because of this, it's quite required to build up speedier and a lot more
successful pattern fitting calculations as a way to conquer the difficulties in your operation. The
algorithm along with its particular functioning approach are clarified at length. Using a brand
new notion of benchmark purpose a two- dimensional selection re designed predicated on
publication established rules from the preprocessing stage, Verify the algorithm a much
improved performance and also much more successful.

Keywords: network security, network intrusion detection.

1. INTRODUCTION

Network security applications such as
firewall, Network Intrusion Detection
Systems (NIDS), virus scan software, anti-
spam software, are endeavored to detect
such attempts by monitoring incoming
traffic for suspicious contents. They use a set
of signatures (or rules) and report offending
packets to the administrators for further
actions. Since firewall and quality-of-service
(Qos) applications examine multiple fields
in the packet header, many firewall rules
only have to check roughly 128 bits within
the first 40 bytes of a packet header.

On the other hand, signature- based NIDSs,
such as Snort [8] and Bro [9], identify threat
by testing network packets against rules
that specify conditions for both the packet
header and content. These applications
often rely on pattern matching techniques.

While the pattern matching algorithms are
applied to network security, such NIDSs,
the speed of pattern matching usually
becomes a bottleneck. Previous research
results suggest that in the performance of
NIDSs, 30% of total processing time is spent

on pattern matching [1], especially in the
cases like Web-intensive traffic, this
percentage raises up to 80% [2]. The
increase in network speed from Mbps to
Gbps poses new challenges to technology
presses forward, Gigabit and 10 Gigabit
Ethernet is becoming a popular network
environment. Most of the existing
algorithms are not suitable for new
generations of network security
applications.

In order to protect such environment, one of
approach is to improve the performance of
signatures detection engine by increasing
the efficiency of pattern matching
algorithm.

The rest of the paper is organized as
follows. Section 2 is contributed to the
characterization of the place of pattern
matching in network security such as NIDS
and discussion relevant prior works in
pattern matching algorithm. We discuss our
new algorithm in Section 3. Evaluation of
the results of our techniques can be found in
Section 4. Our  contributions are
summarized in Section 5.
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2. NEW PATTERN
ALGORITHM

MATCHING

A new pattern matching algorithm is
presented here. Core part of the algorithm is
described briefly as followings.

Pattern Matching Algorithm
Begin
1. for (each charl X) do

2. for(each char2 ) do
next[charl,char2]«—m+2;
3. for (each charl ) do

next[charl,pattern[0]]«m+1;

4. for (i=0 to m-2) do
next[pattern[i], pattern[i+1]]«-m-i;

5. j«0;

6. while (j<=n) do begin

8 i«—m-1;

9 while(i>=0 and pattern[i]=text[i+j]) do i«i-
1;

10 if (i<0) then output(match at location j);
11 if (text[j+m-1,j+m]=pattern[m-2,m-1]) then
jogi;

12 else j«—j+next[text[j+m] text[j+m+1]];

13 end while

14 End

3.  PATTERN RECOGNITION SYSTEM

The anomaly intrusion detection system
experiences high false alarm rates while the
abuse intrusion detection system needs
generalization capacities and can't identify
new attack writes. Pattern Recognition
strategies have been found to strike a fine
adjust in this exchange off. The utilization of
pattern recognition and classification has
developed in the previous couple of years.
The unpredictability of the classification
systems and their expanded accessibility
has made them more available.
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They can channel commotion and
concentrate highlights from movement to
encourage classification. Pattern
classification is a progression of steps,
beginning with the information, moving to
segmentation, data extraction and
translation and at last classification. After
the classification, cost components can be
added to build the intensity of the decision
to act. All together for pattern recognition to
be valuable in network security, two huge
issues must be tended to; Data extraction
and classification. Information from a
solitary bundle is lacking for include
extraction

Ordering various bundles may give a
premise to depicting highlights yet what
number of parcels are sufficient and how
would we orchestrate the data from
numerous parcels to make it helpful for
data extraction.

The point of pattern classification is to use
the information gained from pattern
investigation to train the computer keeping
in mind the end goal to achieve the
classification. The progression of
classification is the piece of the pattern
recognition system.

The subsequent stage following Data
extraction is classification. It is the way
toward utilizing the data set to order the
activity as ordinary or ill-conceived
movement. The classifications can be
isolated into three classifications: typical,
Denial of Service and Scan. Numerical
qualities were doled out the three
classifications in view of their likelihood.
Four sorts of classifiers are utilized:
Bayesian, Feed Forward with Back
propagation, ART2 and Kohonen neural
networks.

4. CONCLUSIONS

We presented a novel pattern matching
algorithm and evaluated its performance by
using diverse text strings and various set of
pattern strings. The testing results of English
text and network traffic show an
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improvement of 24%~31% in average

comparing to the case of BM algorithm.

The new algorithm is a variant of BM
algorithm and has been greatly improved.
A two-dimensional array in  the
preprocessing phase is redesigned. The
concept of reference point, makes the
algorithm to have better performance and
more efficient. It provides another option for
network security applications, not only for
Intrusion Detection System, but also for
other security applications such as virus
scanning, firewalls, and layer seven
switches.
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