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ABSTRACT8

This paper introduces an innovative tool equipped with a multi-perspective, user-friendly dashboard
designed to enhance the explainability of AI models, particularly in cybersecurity. By enabling users to
select data samples and apply various xAI methods, the tool provides insightful views into the decision-
making processes of AI systems. These methods offer diverse perspectives and deepen the understanding
of how models derive their conclusions, thus demystifying the ”black box” of AI. The tool’s architecture
facilitates easy integration with existing ML models, making it accessible to users regardless of their
technical expertise. This approach promotes transparency and fosters trust in AI applications by aligning
decision-making with domain knowledge and mitigating potential biases.
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1 INTRODUCTION9

In a variety of domains and applications, the accuracy of Artificial Intelligence (AI) algorithms has sur-10

passed many traditional methods of classification and pattern recognition in data streams. This advancement11

is also beneficial in cyberattack detection, where, despite different attacker motivations (Pawlicka et al.,12

2021, 2020), AI shows great potential (Kaur et al., 2023; Rafy, 2024; Pawlicki et al., 2023; Xu et al., 2021).13

The majority of the high-performing AI algorithms work as black-boxes – the data is fed to the algorithm,14

and the algorithm provides highly accurate output, however with no indications or explanations regarding15

the basis of these outputs and the factors influencing the decision-making process (Choraś et al., 2020). In16

many applications, this knowledge is very valuable, both for AI model users, as well as model developers.17

Therefore, explainability of AI (xAI) and interpretation of black-box algorithms are of crucial importance18

for the proliferation of AI technologies in the cybersecurity domain, as one of the ways to garner user trust19

(Barredo Arrieta et al., 2020; Ribeiro et al., 2016; Pawlicki et al., 2024).20

This paper introduces an innovative tool featuring a user-friendly dashboard designed to significantly21

enhance interpretability for end-users. This dashboard allows users to selectively examine data samples22

classified by the AI model and choose from an array of explanation methods. Each method provides a23

distinct perspective into the model’s decision-making processes, effectively demystifying the ’black box’.24

This multi-perspective capability, accessible via an intuitive interface, represents a key contribution of this25

work, offering users a tailored and insightful exploration of AI outputs.26

The rest of the paper is structured as follows:27

• Section 2 is focused on the description of related work in the context of applying different methods28

of xAI.29

• The goal of section 3 is to introduce our innovative explainer for AI-based NIDS (Network Intrusion30

Detection).31

• Section 4 presents the local and global explainability capabilities provided by the proposed tool.32

• Section 5 concludes the paper.33

2 RELATED WORK34

A number of recent publications show a successful application of explainable AI models used to detect or35

classify phenomena for cybersecurity purposes. The need for explainability capabilities is emphasized,36
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taking into account aspects of ensuring the trustworthiness, interpretability, robustness and performance of37

AI-based detection models at the local level for each sample, and in the global perspective of the entire38

decision-making process of the AI model (Mane and Rao, 2021; Hariharan et al., 2023; Neupane et al.,39

2022). The importance of xAI algorithms is unquestionable for cybersecurity operators using black-box40

models, but also crucial for the performance of the developers of AI tools for security solutions, ensuring41

AI reliability or fine-tuning the solutions.42

The authors of (Abou El Houda et al., 2022) presented the framework providing real-time intrusion43

detection for Internet of Things (IoT) networks, enhanced by three xAI techniques, i.e., RuleFit, Local44

Interpretable Model-Agnostic Explanations (LIME), and SHapley Additive exPlanations (SHAP), on top45

of a DNN-based detection model. The aim of (Warnecke et al., 2020) was to investigate six popular46

explanation methods and to evaluate their performance in malware detection and vulnerability discovery47

scenarios. Assessed methods included LIME, SHAP, Gradients and Integrated Gradients (IG), Local48

Explanation Method using Nonlinear Approximation (LEMNA) and Layer-Wise Relevance Propagation49

(LRP). The authors investigated those methods introducing such criteria as descriptive accuracy, descriptive50

sparsity, as well as completeness, efficiency, robustness and stability of explanation. The works conclude51

that there exist significant differences between the xAI methods performance based on the particular52

AI-assisted security task. On the other hand, the authors of (Arreche et al., 2024) proposed an end-to-end53

framework to evaluate xAI methods performance in network intrusion detection tasks, including global54

and local explanations. The authors proposed and analyzed different metrics to showcase the differences55

between popular black-box xAI techniques, namely SHAP and LIME.56

Additionally, several open-source, multi-method xAI frameworks, libraries and tools aiming at im-57

proved explainability of AI models are available. XAITK toolkit is comprised of variety of separate tools58

developed at different levels of maturity and addressing different xAI tasks, e.g.: After Action Review for59

AI, Bayesian teaching for xAI, Counterfactual explanations, fault-line image explanations, similarity-based60

saliency maps, etc. (Hu et al., 2021). The explAIner framework (Spinner et al., 2019), a tool for inter-61

active and explainable machine learning, incorporates over 20 state-of-the-art xAI methods and helps to62

understand xAI process mapping it into an iterative, three-stage workflow, including model understanding,63

diagnosis, and refinement. OmniXAI is an open-source Python library designed to address explaining64

decisions made by AI models to improve analytic, debugging and interpretability capabilities in a variety65

of tasks and AI applications (Yang et al., 2022). It includes a range of well-known explanation methods,66

such as feature-attribution/importance explanation (LIME, SHAP, Integrated Gradients, Grad-CAM, L2X),67

counterfactual explanation (MACE), Partial Dependence Plots (PDP), and model-specific methods (linear68

and tree models).69

3 EXPLAINER FOR AI-BASED NETWORK INTRUSION DETECTION DECI-70

SIONS71

The tool proposed in this paper has been developed within the AI4CYBER (Trustworthy Artificial In-72

telligence for Cybersecurity Reinforcement and System Resilience) project, co-funded by the European73

Commission. The project provides next-generation trustworthy cybersecurity services that leverage AI74

and Big Data technologies (ai4, 2024; cor, 2024). The aim of the project is to support system developers75

and operators in effectively managing robustness, resilience, and dynamic response against advanced and76

AI-powered cyberattacks. The solution presented in this publication is a sub-component developed within77

the toolkit focusing on the aspects of the AI4CYBER services trustworthiness, namely explainability78

(presented TRUST4AI.XAI explainer).79

The high-level architecture of the solution is presented in Fig. 1. The information flow starts from80

the user, who having authenticated, can see the dashboard and issue requests. The tool is based on the81

publish-subscribe architecture, using the bus to move samples around the different microservices. AI82

Model Integration Interface is implemented to handle communication with different AI models used in83

the project, and the integration microservice is used to poll the models when the particular samples are84

being explained. Next, different pre-processing services are used to transform the data, to tailor it to the85

different xAI algorithms. Then, the actual xAI microservices are available through, and since some of them86

are computationally demanding, a data storage component is implemented to save both the time and the87

resources - when the user needs to see the same explanation multiple times.88

The AI-based intrusion detection component, which feed the data to the explainer module, has been89

trained on the LITNET benchmark dataset (Damasevicius et al., 2020). The xAI module allows the user to90

view the decision making process of the AI-based detector from multiple perspectives, listed as options in91

the dashboard.92

In the proposed TRUST4AI.XAI component providing explainability features for AI4Cyber services93

several state-of-the art explanation techniques, along with proprietary methods are implemented to demon-94
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Figure 1. Architecture of the proposed xAI module.

strate different xAI capabilities that can be tailored or customized to different scenarios. There are:95

1. Local explainers:96

• Anchors explanations97

• Diverse Counterfactual Explanations (DICE)98

• Local Interpretable Model-Agnostic Explanations (LIME)99

• Shapley Additive Exlanations (SHAP)100

• Explanation based on decision trees101

2. Global explainers:102

• Accumulated Local Effects (ALE)103

• Individual Conditional Expectation (ICE)104

• Partial Dependence Plot (PDP)105

• Permutation Feature Importance (PFI)106

• RuleFit method107

The summary of the characteristics of each implemented explanation technique and relevant TRUST4AI.XAI108

dashboard views are presented in the following sub-sections.109

4 LOCAL EXPLAINERS110

4.1 Anchors explanations111

Anchors is a model-agnostic explanation method based on if-then rules, called “anchors”. These rules are112

specific conditions that, if satisfied, guarantee the same prediction (model output) with a high probability113

(Ribeiro et al., 2018). Anchors explainer offers insights into a set of factors that are most influential in the114

AI decision-making process and allows for analysis of the conditions that consistently lead to the same115

predictions. The authors of this approach demonstrated the usefulness of anchors in different machine116

learning tasks, namely classification, structured prediction or text generation, for different formats of input117

data (i.e. tabular, text, images). According to (Ribeiro et al., 2018), the extraction of the partial input data118

that is sufficient for the classifier to make the prediction, helps to analyze the output of the prediction in an119

intuitive manner. An example of the AI explanation using this method in the proposed tool is presented in120

Fig. 2.121

3/11
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Figure 2. Anchors explanation example.

4.2 Diverse Counterfactual Explanations (DICE)122

DICE (Diverse Counterfactual Explanations) is a method based on the generation of counterfactuals –123

hypothetical scenarios showing what minimal changes are needed to obtain different predictions. In other124

words, this method provides a set of different “if-then” predictions by perturbing input information, to125

understand the ML model’s decision process and its boundaries (Mothilal et al., 2020). In the proposed126

explainer module, the user can analyze the original outcome of the model and several feasible counterfactual127

examples, as can be seen in Fig. 3.128

Figure 3. DICE explanation example.

4.3 Local Interpretable Model-Agnostic Explanations (LIME)129

LIME (Local Interpretable Model-Agnostic Explanations) is a model-agnostic algorithm that provides130

explanations based on a generated “local”, simpler model that approximates the behaviour of the original131

model around a specific input instance. More specifically, in the first step, the instance to be explained is132

selected, and perturbed versions of the instance are generated by randomly masking or adding noise to the133

features. Then, the weights of the interpretable features are computed to obtain the importance of each134

feature in the prediction. This is accomplished by training a linear model on the perturbed instances, where135

the interpretable features are used as input and the predicted probability of the original model is the output136

(Ribeiro et al., 2016; Molnar et al., 2020). In the proposed explainer, the explanation is visualized by the137

plot showing feature importance attributed by LIME, as presented in Fig. 4.138

4.4 Shapley Additive Explanations (SHAP)139

SHAP (SHapley Additive exPlanations) is a model-agnostic machine learning explanation method based140

on assigning value points to each input feature to explain the prediction. It is done by showing to which141

4/11
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Figure 4. LIME explanation example.

extent a specific feature contributes to the final prediction. The SHAP score represents the difference142

between expected predictions when the feature exists and when the feature does not exist, calculated on143

the average for all the possible combinations of features (Molnar et al., 2020; Lundberg and Lee, 2017).144

Complete interpretation of the prediction is visualized by displaying these values for each feature on a bar145

or summary plot, as shown in Fig. 5.146

4.5 Tree-based explainer147

The decision tree method is a model-agnostic technique to provide model explanations by constructing a148

tree-like model of decisions and their potential repercussions. The algorithm ingests the sample along with149

the classification performed by the AI model and compares them with pre-trained explanation clusters to150

find the closest match. Each node in the tree indicates a choice based on a certain data aspect or attribute,151

and the edges reflect the various consequences of that decision (Quinlan, 1986). The decision tree linked to152

the closest cluster is used to explain the model prediction (Fig. 6).153

5 GLOBAL EXPLAINERS154

5.1 Accumulated Local Effects (ALE)155

ALE (Accumulated Local Effects) method to visualize and interpret model behaviour has been introduced156

in (Apley and Zhu, 2020). This algorithm computes the model predictions for data points within intervals of157

a particular feature. After calculating predictions for different intervals, while keeping other variables fixed,158

the algorithm calculates differences between adjacent predictions, accumulates the effects and plots them.159

The visualized output for a given range of a specific feature allows for understanding the influence of this160

feature in predictions (Fig. 7). In particular, this algorithm can be useful to detect non-linear relationships161

between variables and the model output.162

5.2 Partial Dependence Plot (PDP)163

PDP (Partial Dependence Plot) is a technique to visualize the models predicted outcome, based on the164

feature changes. In general, the approach is an alternative to the ALE technique. However, instead of165

accumulating local effects, the visualization is provided based on the average of the model predictions over166

a dataset consisting of selected features in a specific range (Friedman, 2001). PDP helps in understanding167

5/11
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Figure 5. SHAP explanation example.

the global effect of the given feature, ignoring interaction with other features and is useful to interpret168

complex models by providing a straightforward representation of the feature influence on the predicted169

output, as presented in Fig. 8.170

5.3 Individual Conditional Expectation (ICE)171

ICE (Individual Conditional Expectation) plots are another technique used for understanding the relation-172

ship between input variables and model predictions, similar to PDP and ALE plots. ICE plots provide173

a visualization showing the prediction behaviour for each instance individually. This results in plotting174

one line per instance as shown in Fig. 9, in contrary to one line overall plotted using the PDP method175

(Goldstein et al., 2013; Molnar et al., 2020).176

In general, the PDP provides visualization of the average of the lines calculated and plotted using the177

ICE method. In the proposed dashboard, there is also an included explainer combining the ICE and PDP178

plots (Fig. 10, thus providing a more comprehensive view of how selected features influence the model179

prediction both on average and for varied individual instances. This can be helpful in highlighting of180

potential variations and anomalies that might be overlooked using only a single method.181

5.4 Permutation Feature Importance (PFI)182

PFI (Permutation Feature Importance) is a model-agnostic technique helping in model interpretation based183

on measurements of the model accuracy by shuffling the feature values. In other words, PFI measures184

the variation of the prediction error applying permutation of the feature values. Based on this approach, a185

given feature can be evaluated as important to the model’s decisions when shuffling its values increases the186

model error because in this case, the model relied on the feature for the prediction. The model ignores187

the feature or the future is less important when changes in its output do not impact the prediction error188

(Breiman, 2001; Molnar et al., 2020).189

5.5 RuleFit190

RuleFit shown in Fig. 12, is a method in which a set of rules generated from decision trees is combined191

with linear models. The final model is a linear combination of these rules and original features making192

predictions based on both. To identify the non-linear relationships in the data, the RuleFit algorithm first193

constructs a decision tree ensemble, often a random forest. Using a process known as rule extraction, the194

6/11
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Figure 6. Decision tree explanation example.

decision tree algorithm is then turned into a collection of rules. To develop a hybrid model, the extracted195

rules are merged with linear models such as linear regression or logistic regression. The linear models are196

utilized to represent the linear patterns of the data, while the non-linear correlations are captured by the197

retrieved rules from the decision tree ensemble (Friedman and Popescu, 2008; Molnar et al., 2020). The198

visualization provides insights not only into the feature importance but also shows which different feature199

combinations affect the model output.200

6 CONCLUSIONS201

In this paper, a comprehensive explainability module for AI algorithms, called TRUST4AI.XAI has202

been proposed. The tool has been developed within the AI4CYBER project to provide AI explainability203

capabilities. The paper presents 10 different explanation and visualization techniques, namely: Anchors,204

DICE, LIME, SHAP, Decision Tree-based explanations, ALE, PDP, ICE, PFI and RuleFit, implemented as205

the backend in the tool presented, and available for the user via the intuitive dashboard. Upon setup of206

the tool, these methods are made available for anyone, regardless of their level of expertise and without207

necessitating any coding knowledge. This is achieved by setting up a scalable architecture allowing for208

Figure 7. ALE explanation example.
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Figure 8. PDP explanation example.

connectivity with various ML models, data preprocessing, and serving the results of the xAI methods to209

the user in a browser window.210

Employing a broad range of different explainability methods on the same model or data sample offers211

several advantages in comparison to relying only on a single method to interpret the model behaviour. The212

explanations obtained using different methods provide unique insights into the AI model’s decision-making213

processes, offering a more comprehensive understanding of the underlying logic of the black box.214

Parallel use of different explanations can also help to evaluate model robustness, ensuring that the215

decision-making aligns with domain knowledge. This approach helps to avoid biases that may be observable216

using one specific method but not another, and facilitates the refining or fine-tuning of the model by allowing217

a detailed and comprehensive analysis of particular feature importance and its contributions to the model218

output. The tool is being rolled out to the end users in the AI4Cyber project, and a systematic evaluation of219

its usability and effectiveness is planned to inform iterative enhancements based on empirical user data.220
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Figure 11. PFI explanation example.

Figure 12. RuleFit explanation example.
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