International Science Index, Computer and Information Engineering Vol:9, No:4, 2015 waset.org/Publication/10001116

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering
Vol:9, No:4, 2015

Improved of Elliptic Curves Cryptography over a Ring

A. Chillali, A. Tadmori, M. Ziane

Abstract—In this article we will study the elliptic curve defined
over the ring An and we define the mathematical operations of ECC,
which provides a high security and advantage for wireless
applications compared to other asymmetric key cryptosystem.
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1. INTRODUCTION

HE ECC use curves whose variables coefficients are
finite, there are two family commonly used on this

cryptography. The first uses elliptic curves E(F,) over prime
finite field F, where p is large prime; this family is the best for
software implementation of ECC. The second family use
elliptic curves E(F,a) over binary field F,« where d is large
integer number, this family is more suitable for hardware
implementation of ECC. In this work, we define the other
family which seems to be benefical and interesting in ECC
implementations. Its the family use elliptic curves E,p(A,)
over the ring A, = F,a[e] where ¢" =0, d and n are large
integers numbers [1], [2], [7].

Let d be a positive integer, we consider the quotient ring

Fa[X]
An = )
A, is identified to the ring F,a[e];€" =0. So, we have:
An = {25 xi €| (X osisn—1 € F'5a}. Similar as in [3] and in
[5], we have the following lemmas:
Lemma 1. The elements non invertible in the ring A, are the
elements of ideal eA,.
Proof: A, is a local ring, its maximal ideal is M = €A,,.
Lemma 2. A, is a vector space over F,a of dimension n and
(1,5,€%, €%, ...,e" 1) is a basis of A,,.
Lemma 3. Let Y=Y 1y;¢! be the inverse of the element
X =Y lx; &l then:

where F,a is the finite field of order 29. The ring

( Yo =%
j-1

iyj = xo_l.Zyixj_i.Forj =1,23,..,n—1.

i=0

II.NOTATION

Definition 1. We define an elliptic curve over the ring A,
noted E, ,(A,) as a curve given by such Weierstrass equation:

Y2Z + XYZ = X3 + aX?Z + bZ® €))
where a,b € A, that h is invertible.
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The discriminant A= b and the J-invariant J= %, we write:
E.p(An) = {[X: Y:Z] € P,( Ay)| Y2Z + XYZ = X3 + aX?Z + bZ?}

Definition 2. We define a reduction of E, ;,(A,) over F,q as a
curve given by such Weierstrass equation:

Y2Z + XYZ = X3 + agX2Z + by Z3 ®)

where ay; by € F,a that by # 0.
The discriminant Ay= b, and the j-invariant j = bi we write:

i
0

an’bo([FZd) = {[X:Y: Z] € P,(F,0)|Y?Z + XYZ = X* + agX?Z + b,Z*}

Notation 1. We denote m the canonical projection by:

A, — Fua
n—1

i
ins — X

i=0

III. CLASSIFICATION OF ELEMENTS OF E, 3(A;)

Let [X:Y :Z] € E;p(Az), where X, Y and Z are in A. We
have two cases for Z:
+  Zinvertible: then [X : Y : Z] =[XZ™ ! : Y Z™!: 1]; hence
we take just [X:Y:1].
*  Znon invertible: So Z = z, ¢, see [4], in this cases we have
tow cases for Y.

- Y Invertible:
Then [X:Y :Z]=[XY1:1:ZY1]; so we just take [X : 1
: z,€]; then is verified the equation of

Eap(A): Y2Z + XYZ = X3 + aX?Z + bZ3,

SO we can write:

a=agy+ae
bzbo +b1€
X =xq + x4€

We have:

71€+ (Xo + X1€).21 = (Xo + %,8)% + (80 + 2,8). (Xo + x,8)2. 2,6 + (bg
+ byg). 7,33

which implies that
7€ + XoZ1€ = Xo° + (X2Xq + a9X(22Z)E

Then
(21 + XoZ1)E = Xo° + (Xo?%X1 + 29X22Z1)E
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Since (1,¢) is a base of the vector space A over F,a, then
X9 =0, so X = x;€ and z,& = 0 (iez; = 0) hence [X:1l:z.¢] =
[x1€:1:0].

- 'Y Non Invertible:

Then we have Y =y, ¢ 50X =Xy + x,€1s invertible so we
take [X:Y:Z]~[l:yi&e:z,€] thus 1+ a.ze=0,iel+agz;€=0
which is absurd.

Proposition 1. Every element of E,1,(4), is of the form [X:Y: 1]
or [xe: 1: 0], where x € F,q and we write:

E.p(A) = {{X:Y:1]€ P,(A)|Y? + XY = X3 + aX? + b}u
{[xe:1:0]|x € F,a}. [1, 4].

Theorem 1. Let P = [X;:Y3:Z,],Q = [X;: Y2: Z,] in E, ,(A) then

P+ Q= [X5:Ys:Z3]:

e Ifm,(P) = m,(Q) then:

X3 = X1 1Y, + X, Y1 2Y, + X2V, % 4+ X, X,2Y; + a X %X, Y,
+aX;X;%Y; +aX?X,% +bX Y, 7,2
+bX,Y,Z,;2 +bX;%Z,% + b Y,2,°Z,
+bY¥,7,%Z, + bX,Z,%Z,

Y; = Y, 2Y,% + X, Y, %Y, + a X X52Y; + a%X,2X,% + b X, %X, Z,
+bX; X,%Z; + bX,Y,Z,% + b X,%Z,°
+ab X,%Z;% + b ¥, Z,%Z; + bX,Z,°Z,

+ ab X,Z,%Z, + abX,Z,%Z, + b?Z,%Z,>

Zs = X.%X, Y, + XiXo2Y; + Yi2Y,Z, + YV, Y527, + X,2X,2

+X,Y,%Z, + X257, + aX %Y, Z, + a X% Y7,
+ X:%X,Z, +a X X,%Z, + b Y Z,%7,
+ bY,Z,%Z, + b X, 2,7,

o Ifm,(P) = m,(Q) then:

>
w
|

= X1 Yo%Zy + X, Y, %2, + X, 2Y,Z, + X2V, 2y + a X, %X, Z,
+aX;X;%Z; +bX,Z,%Z; +bX,7,%Z,

= X1 %X, Y, + X Xo2Y; + V12,7, + Y Y522 + X4%Y,Z,
+X,2Y,Z, + aX,?*Y,Z, +aX,%Y 7,
+aX;%X,Z, +aX;X,2Z, + b Y, 72,%7,
+ bY,Z,%Z, + b X,Z,%Z; + bX,7,%Z,

X1%X,Zy + X1 X227y + Y12Z5% + Y5274 + X, Y, 2,7
+X,Y,Z,% + aX,%Z,% + aX,2Z,

3

Proof: Using the explicit formulas in [8] we prove the
theorem.

IV. CRYPTOGRAPHY APPLICATION
Let P € E,1,(A,) of order p, we will use the subgroup < P >
of E,p(A,) to encrypt message, and we denote G =< P >.
* Coding of Elements of G.

We will give a code to each element Q =m.P€Gg,
where m € {1,2, ...p}.

Let Q=[Xlgxe: X yiehZ] where, x;y; € F,a, for
i=0,1,..,n—1land Z=3Y" 'z, orzZ =1

We set:

_ d-1 _
Xj = Cgj €0t + *** C(d-1),i%" ~ = Cg,iC1,j -+ C(d-1),i

International Scholarly and Scientific Research & Innovation 9(4) 2015

where o is a primitive root of an irreducible polynomial of
degree d over [, then, we code  as it follows:[6]
o IfQ=[Xhixe: ¥ty €l 1], then:

Q = XoX1 . Xp-1YoY1 -+ Yn-110...0
3.d.n

o IfQ=[Xhlx e 1: X0t 7 €], then:

Q=0..0x;..%X,-110...0z3 ... Z, 1
3.d.n

» Exchange of Secret Key

Alice and Bob wants exchange the secret key, for this he
start publicly with integer d, a curve elliptic E,};(A,), a point
P € E,p(A,) of order p and the coding methode over G =< P >.

Alice chooses a random number 0 < t < p — 1 and computes
K = tP.

Alice sends K to Bob, but keep t

Bob chooses a random number 0<1<p—1, computes
K =1P.

Bob sends K’ to Alice, but keep 1.

Alice computes t.K' = t.IP.

Bob computes 1.K = 1. tP.

Finally, Alice and Bob are agree with a point S = t.IP,
choose the binary code of point 5 as a private key, which
transformed on the decimal code « S’ ».

Remark 1. With the secret key S’ such as the decimal code of
point 5 Alice and Bob can encrypt and decrypt the message

(m).
» ECC Key Generation Block Diagram

Public keyis

nessage m |a,b,d,F, Fbkey, O )
Determine Frivates key is

8, b, d {t,Lk,s") )

Select suitable

curve and G=<P= ™ Calculate Pbkey=53'0 —
r‘—lE{rargE send 0
i of key Calculate O=kPm
Alice Bob
choozes t GrrTes
and and I‘
CoOmplte compute Choose randomiy k
P P
_ Encode
LI the message mon piint Pm
l sends l
Cakoulates Caloulates x
S=t.IF E=L1P
* Choose the decimal code of
the point = as secret keys’

Fig. 1 Depict the key generation phase

To encrypt B, a user picks an integer « r » at random and
sends the point (r.Q, Py, + r.Pbkey). This operation is showed
in Fig. 2.

» ECC Encryption Process Block Diagram

Decryption this message is done by multiplying the first
component of the received point by the secret key « S’ » and
substract it from the second component:

(P, + r.Pbkey) —=S".(r.Q) =P, +1r.5.Q—-S".r.Q =P,
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This operation is shown in Fig. 3.

Pick an integer number «r »

EfE

randomiy

Jj

rO=t. kPm Pm+rRokey

\_'_1

Semnds the point
(v, Pm+rRbkey) 25 3 public
ey

Fig. 2 The encryption operation

Multiply the first
compomemt of the received
paint by 5
B

shro

poiint

[Pm+rPbkey)
= -s.ra=Pm —

Resultat the encoding

message m

m
Substract from second
compamemt of the received
Dopois

Fig. 3 Decrypting the message

* Example.

For the example we take the case n = 3 (i.e.: E;(A3)) and
let @ is a primitive root of an irreducible polynomial R(X) =
X3+ X+ 1overF,.

: _ KX]

We consider the field F,(a) = R

field of order 2% and of basis (1, a, a?).
Leta=1+a+as+¢%b=1+a?c+ 2 two elements of A,.
The elliptic curve E,},(A3) has 896 elements but the elliptic

curve E, p (Fg), where a,=m(a), and b, =m(b) has 14

elements.

So, we have well: #E,},(A3) = #E, 1, (Fg) X # Fg”.

We consider the point P = [o? + o + ag?: 1+ o + &: 1], we
have G =< P > is the subgroup of order 56 so, for Q € G,Im €
{1,2,..56}:Q = mP.

The points of (z are:

P=[a?+a’e+ac®:1+a®+e1]

2P=[14+®+ (1 +a+a®e+ (a+a?)e?:a+ (a® + De+e%:1]

3P=[a+a®+(1+a+aDe+ (a+a?)e®:a+a®+ (a+ 1) + a?e?: 1]

WP=[1+a+(@a+aPe+(a+ad)el+a+a®+(1+a+a)e

+ (1+ a?)e 1]

5P = [a+ (a+a?)e®:a+a? + (a + a?)e: 1]

6P=[1+a+a®+ac+a?e2ia+a®+ (1+a+a®)el]

7P = [a?e+ (1 +a?)e®: 1+ (1 + aP)e + £%:1]

8P=[l+a+a?+(1+a)e+(1+a)e®:1+ (a+a)e+ ag1]

= Fg, Fg is the finite
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9P =[a+ (1 + a)e+ (1 + a)e?: o? + (o + a)e + a?e?: 1]
1OP=[14+a+e+ A +a+aP)e:a?+ 1+ oaDe+ (a+ a?)e?: 1]
11IP=[a+a® +ac+a?e®: (1 +a+ aPe+ (1 + o+ a?)e?: 1]
12P=[1+®+ (1 +aPDe+ex1+a+a®+ac+ (1+a?)e%:1]
13P = [0 + ag + €211 + o®e + €%: 1]
14P = [o®e + £%:1: 0]
15P = [o? + ag + a?e%: 1+ o + (o + a)e + €%: 1]
16P=[1+?+ (1 +a®)e+aca+(1+a+a®)+(1+a+a?)e:1]
17P =[a+a® + ag+ (a + a®)e®:a+ a? + (1 + a¥)e + (a + a?)e?: 1]
18P =[1+a+e+ (a+aP)et:1+a+a®+a’e+ (a+ a?)e?: 1]
19P=[a+ (1+a)e+a?eta+a®+ (1+a?)el]
20P=[1l+a+a?+(1+a)e+(1+a+ad)eta+ o+ (1+a?)e
+ ag?: 1]
21P = [@’e + (1 + aP)ex: 1 + £+ ag: 1]
22P=[1+a+a®+ae1+ (1+a?)e+ (1+a)e:1]
23P = [a+ €% o + (a4 aP)e + (a + a?)e?: 1]
24P =[1+a+ (a+a®)e+ (1 +a+a®)e®: o +e+ (1 +a?)e?: 1]
25P =[a+o? + (1 +a+a?)e+ e a?e + (1 + a?)e: 1]
26P=[1+®+(1+a+aoP)e+(1+a?)e:1+a+a®+ae
+(1+a+a®)e1]
27P = [a? + o?e+ (1 + a+ a®)er: 1+ (1 + a®)e + (a + a?)e?: 1]
28P = [(a + a?)e?:1: 0]
2P =[o? + e+ (1+a+a®)e®: 1+ o +e+€%:1]
3P=[1+®+ (1 +a+oDe+(1+a®)e?a+ (14 a?)e+ ag?: 1]
31P = [a+ o + (1 + a + o®)e + a2e?: a + o + (1 + a)e + £2: 1]
32P=[1+a+(a+a®)e+ (1 +a+a®)e:1+a+a?+ (1 +a+a)e
+ag?: 1]
33P =[a+ e a+a®+ (a+o®e+ (1+a+a?)e?:1]
4P =[1+a+?+asa+a®+ (1 +a+a?)e+ (1 +a)e1]
35P = [?e+ (1+ a2t 1+ (1 +a?)e+ (1 + a+a?)e: 1]
36P=[1+a+a?+ (1 +a)e+ (1 +a+a?)e?:1+ (a+a?)e
+ (1 + a?)e?:1]
37P = [a+ (1 + @) + o?e?: o? + (o + a®)e + a?e?: 1]
38P=[1+a+e+ (a+a?)e?:a? + (1 +a?)e:1]
39P=[a+a®+a+ (a+a®)ex: (1 +a+a)e1]
40P=[1+*+ (1 +o®e+ac®: 1+ a+ o +aeg+ (1+ad)e*:1]
41P = [a® + ae + a?e%: 1 + e + (1 + a?)e?: 1]
42P = [a®e + (1 + a + a?)e?: 1: 0]
43P =[a? +ac+ €21+ o® + (a + a?)e: 1]
4P =[1+a®>+ (1 +aPe+ e a+ (1 +a+ad)e+ ae?:1]
45P = [a+ o? + ag + o?e®:a+ a® + (1 + oP)e + (1 + a)e?: 1]
46P=[1+a+e+ (1 +a+a?)e2: 1+ a+a?+a’e+e%1]
47P=Ja+ 1+ e+ (1 +)eZa+o® + (1 +a®) + (1 + o+ a®)e?: 1]
48P =[1+a+a®+ (1 + e+ (1 +a)e®a+a?+ (1+ aPe+ 1]
49P = [o®e + (1 4+ aP)e*: 1 + e + ae?: 1]
50P =[1+a+a®+as+ae®: 1+ (14 a)e+ ae?: 1]
51P = [a + (a + aPe®: o + (a + aPe + (a + a?)e*: 1]
52P=[14+a+ (a+oDe+ (a+a®)e?: o® + e+ (1 + )& 1]
53P =[a+a®+ (1 +a+ ade+ (a+ a®)e?: a?e + aeg?: 1]
54P=[1+®+ (1 +a+a®e+ (a+a®)e*:1+a+a®+ae
+ (14 a+a?)ez:1]
55P = [o? + a?e + ag?: 1+ (1 + a®)e + ag?: 1]
56P = [0:1:0]
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010000011011011000100000000
111010001011111000100000000
000001101100101100100000000
111110110100011010100000000
010110110001011001100000000
110100111001101011100000000
011010001000111111100000000
101101100111010101100000000
001010100100001100100000000
000001100100000000000000000
001010001101011100100000000
101101010010111111100000000
011010011011101011100000000
110100011111001011100000000
010110001011101000100000000
111110111011101010100000000
000001101100100010100000000
111010000100101110100000000
010000100001011011100000000
110011111001100101100000000
011111001000001101100000000
101111101111010111100000000
001001111100101011100000000
000000011100000000000000000
001001111101100100100000000
101111101010101010100000000
011111001011110100100000000

P~ AN X S <C 0SSO T OS5 3 —X—=—303Q D020 g

101101100111010101100000000
010110110001011001100000000

+ Table of Coding the Elements of G TABLEI
. . . . TABLE OF ENCRYPT

We use English letters for this application. The coding are Code of letters Symbol
as follows: 001001010101100000100000000 a
TABLE] 110011011111111101100000000 d
TABLE OF LETTERS 001010100100001100100000000 m
Code of m.P Symbol 000001100100000000000000000 n
001001010101100000100000000 111110111011101010100000000 t
101111011010101100100000000 000001101100100010100000000 u
011111011011110001100000000 111010000100101110100000000 v
110011011111111101100000000 101111101111010111100000000 z
|
|

The encryption and decryption of these points are effected
by the process cited before see, Figs. 1 and 2.

Exchange of Secret Key.

Alice chooses a random number t=5 and computes
K=tP.

Alice sends K to Bob, but keep

Bob chooses a random number = 7, computes K' = 1. P.

Bob sends K’ to Alice, but keep 1.

Alice computes tK' = 35P.

Bob computes 1K = 35P.

Alice and Bob are agree with a point S = 35P, choose the
code of point 5 as a private key, which transformed on the
decimal code S’ = 3563264

To encrypt every point Py, a user picks an integer « r» at
random and sends the point (r.Q, P, + r. Pbkey).

We have the following text:

(101111011010101100100000000,0111110110111100011000

110011111111111010100000000 §

010000100011011111100000000 . 00000)(110011011111111101100000000,0100000110110110
1110100000111 111 10100000000 o 00100000000)(111010001011111000100000000,0000011011
000001101100101111100000000 > 00101100100000000)(111110110100011010100000000,0101
111110111100011101100000000 < 10110001011001100000000)(11010011100110101110000000
2i8138821881231883188888888 °£° 0,011010001000111111100000000)(10110110011101010110
011010011000111000100000000 s 0000000,001010100100001100100000000)(00000110010000
101101010111010101100000000 / 0000000000000,001010001101011100100000000)
001010001100001101100000000 ? (101111011010101100100000000,0111110110111100011000
gggggé13318?822888288888888 . 00000)(110011011111111101100000000,0100000110110110
L01101100010111001 100000000 o 00100000000)(111010001011111000100000000,0000011011
011010001011101110100000000 1 00101100100000000)(111110110100011010100000000,0101
110100111111001100100000000 2 10110001011001100000000)(11010011100110101110000000
010110110011101111100000000 3 0,011010001000111111100000000)(10110110011101010110
éééééﬁéggéé18(1)(1)8‘1)188888888 g 0000000,001010100100001100100000000)(000001 10010000
111010001100101001 100000000 . 0000000000000,001010001101011100100000000)
010000011001011011100000000 7

110011011001100110100000000 8 Remark 2. With this application, we can encrypt and decrypt
011111011000001010100000000 9 any message. The security of this encryption is based on the
101111011111010111100000000 , discrete logarithm problem

001001010100101010100000000 space g p ’

000000000100000000000000000

V.CONCLUSION

* Encryption and Decryption Messages In this work, we have studied the elliptic curves

cryptography over the ring A, = F,a[e]; €" = 0, and we have
established the coding over the elliptic curves E,,(Ap).

Let the following message: “nlmad tamazivt”
Transmutation this message effected letter by letter, its
points codes are:
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Further, the Discrete Logarithm Problem (DLP) on this elliptic
curve is equivalent to the one on E, . (F,q) but the cardinal of

a0, (F24)s which
seems to be beneficial and interesting in cryptography.

Qo,bg

this elliptic curve is bigger than that of E
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