
 

 

 
Abstract—In this article we will study the elliptic curve defined 

over the ring An and we define the mathematical operations of ECC, 
which provides a high security and advantage for wireless 
applications compared to other asymmetric key cryptosystem. 
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I. INTRODUCTION 

HE ECC use curves whose variables coefficients are 
finite, there are two family commonly used on this 

cryptography. The first uses elliptic curves Eሺॲ୮ሻ over prime 
finite field ॲ୮ where p is large prime; this family is the best for 
software implementation of ECC. The second family use 
elliptic curves Eሺॲଶౚሻ over binary field ॲଶౚ where d is large 
integer number, this family is more suitable for hardware 
implementation of ECC. In this work, we define the other 
family which seems to be benefical and interesting in ECC 
implementations. Its the family use elliptic curves Eୟ,ୠሺA୬ሻ 
over the ring A୬ ൌ ॲଶౚሾεሿ where ε୬ ൌ 0,  and  are large 
integers numbers [1], [2], [7]. 

Let  be a positive integer, we consider the quotient ring 

A୬ ൌ
ॲ

మౚ ሾXሿ

ሺX౤ሻ
 where ॲଶౚ is the finite field of order 2ୢ. The ring 

 A୬ is identified to the ring ॲଶౚሾεሿ; ε୬ ൌ 0. So, we have: 
A୬ ൌ ൛∑ x୧

୬ିଵ
୧ୀ଴ ε୧หሺx୧ሻ଴ஸ୧ஸ୬ିଵ א  ॲ୬

ଶౚൟ. Similar as in [3] and in 
[5], we have the following lemmas: 
Lemma 1. The elements non invertible in the ring  A୬ are the 
elements of ideal  εA୬. 
Proof:  A୬ is a local ring, its maximal ideal is M ൌ  εA୬.  
Lemma 2.  A୬ is a vector space over ॲଶౚ of dimension  and 
ሺ1, ε, εଶ, εଷ, … , ε୬ିଵሻ is a basis of A୬.  
Lemma 3. Let Y ൌ ∑ y୧

୬ିଵ
୧ୀ଴ ε୧ be the inverse of the element 

X ൌ ∑ x୧
୬ିଵ
୧ୀ଴ ε୧ then: 

 

ە
۔

ۓ
y଴ ൌ x଴

ିଵ

y୨ ൌ x଴
ିଵ. ෍ y୧x୨ି୧. For j ൌ 1, 2, 3, … , n െ 1.

୨ିଵ

୧ୀ଴

 

II. NOTATION 

Definition 1. We define an elliptic curve over the ring A୬ 
noted Eୟ,ୠሺA୬ሻ as a curve given by such Weierstrass equation: 
 

YଶZ ൅ XYZ ൌ Xଷ ൅ aXଶZ ൅ bZଷ      (1) 
 
where a, b א A୬ that  is invertible.  
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The discriminant ∆ൌ b and the J-invariant J= 
ଵ

ୠ
, we write: 

 
Eୟ,ୠሺA୬ሻ ൌ ሼሾX: Y: Zሿ א Զଶሺ A୬ሻ| YଶZ ൅ XYZ ൌ Xଷ ൅ aXଶZ ൅ bZଷሽ 

 
Definition 2. We define a reduction of Eୟ,ୠሺA୬ሻ over ॲଶౚ as a 
curve given by such Weierstrass equation: 
 

YଶZ ൅ XYZ ൌ Xଷ ൅ a଴XଶZ ൅ b଴Zଷ      (2) 
 
where a଴; b଴ א ॲଶౚ that b଴ ് 0.  

The discriminant ∆଴ൌ b଴ and the j-invariant j ൌ ଵ

ୠబ
, we write: 

 
Eୟబ,ౘబ

൫ॲଶౚ൯ ൌ ൛ሾX: Y: Zሿ א ԶଶሺॲଶౚሻหYଶZ ൅ XYZ ൌ Xଷ ൅ a଴XଶZ ൅ b଴Zଷൟ 

 
Notation 1. We denote  the canonical projection by: 
 

π: A୬ ื  ॲଶౚ 

෍ x୧

୬ିଵ

୧ୀ଴

ε୧ ฽  x଴ 

III. CLASSIFICATION OF ELEMENTS OF EA,BሺAଶሻ 

Let [X :Y :Z] א Eୟ,ୠሺAଶሻ, where X, Y and Z are in A. We 
have two cases for Z: 
• Z invertible: then [X : Y : Z] = [XZିଵ : Y Zିଵ: 1]; hence 

we take just [X:Y:1].  
• Z non invertible: So Z = zଵε, see [4], in this cases we have 

tow cases for Y. 

- Y Invertible: 

Then [X : Y : Z] = [XYିଵ : 1 : ZYିଵ ]; so we just take [X : 1 
: zଵε]; then is verified the equation of  

 
Eୟ,ୠሺAሻ: YଶZ ൅ XYZ ൌ Xଷ ൅ aXଶZ ൅ bZଷ, 

 
so we can write:  

a = a଴ ൅ aଵε 
b = b଴ ൅ bଵε 
X = x଴ ൅ xଵε 

 
We have: 
 

zଵε ൅ ሺx଴ ൅ xଵεሻ. zଵ ൌ ሺx଴ ൅ xଵεሻଷ ൅ ሺa଴ ൅ aଵεሻ. ሺx଴ ൅ xଵεሻଶ. zଵε ൅ ሺb଴

൅ bଵεሻ. zଵ
ଷεଷ 

 
which implies that 
 

zଵε ൅ x଴zଵε ൌ x଴
ଷ ൅ ሺx଴

ଶxଵ ൅ a଴x଴
ଶzଵሻε 

 
Then 

ሺzଵ ൅ x଴zଵሻε ൌ x଴
ଷ ൅ ሺx଴

ଶxଵ ൅ a଴x଴
ଶzଵሻε 
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Si
x଴

ሾx

ta
w
Pr
or
 

 
T
P ൅

• 
Xଷ

Yଷ

Zଷ

 
• 
 
Xଷ

Yଷ

Zଷ

 
Pr
th

of

w

i ൌ

 

ince ሺ1, εሻ is 

଴ ൌ 0, so X =
xଵε : 1 :0]. 

- Y Non Inve

Then we ha
ake ሾX: Y: Zሿ~ሾ

which is absurd
roposition 1. 
r ሾxε: 1: 0ሿ, wh

Eୟ,ୠሺAሻ ൌ ሼ

heorem 1. Le
൅ Q ൌ ሾXଷ: Yଷ: Zଷ

If πଶሺPሻ ൌ
ଷ ൌ  XଵYଵYଶ ൅ X

ଷ ൌ  Yଵ
ଶYଶ

ଶ ൅ X

ଷ ൌ  Xଵ
ଶXଶYଶ ൅

If πଶሺPሻ ്

ଷ ൌ  XଵYଶ
ଶZଵ ൅

ଷ ൌ  Xଵ
ଶXଶYଶ ൅

ଷ ൌ  Xଵ
ଶXଶZଶ ൅

roof: Using 
heorem.  

IV

Let P א Eୟ,ୠሺA
f Eୟ,ୠሺA୬ሻ to en

• Coding of 

We will gi
where m א ሼ1, 2

Let Q ൌ ሾ∑୬
୧

ൌ 0, 1, . . , n െ 1
We set:  
 

x୧ ൌ c଴,୧

a base of th
= xଵε and zଵε

ertible: 

ave Y ൌ yଵε, s
ሾ1: yଵε: zଵεሿ th
d. 
Every elemen
ere x א ॲଶౚ an

ሼ[X:Y:1]א Pଶሺ
൛ሾxε: 1: 0ሿห

et P ൌ ሾXଵ: Yଵ:

ଷሿ:  
ൌ πଶሺQሻ then: 

XଶYଵ
ଶYଶ ൅ Xଶ

ଶ

൅ a XଵXଶ
ଶY

൅ b XଶYଶZଵ

൅ b YଶZଵ
ଶZଶ

XଶYଵ
ଶYଶ ൅ a Xଵ

൅ b Xଵ Xଶ
ଶZ

൅ ab Xଶ
ଶZଵ

൅  ab XଵZଶ
ଶ

൅  XଵXଶ
ଶYଵ ൅ Yଵ

൅ XଶYଵ
ଶZଶ ൅

൅  Xଵ
ଶXଶZଶ

൅  b YଶZଵ
ଶZ

πଶሺQሻ then: 

൅ XଶYଵ
ଶZଶ ൅  Xଵ

൅ a XଵXଶ
ଶZ

൅  XଵXଶ
ଶYଵ ൅ Yଵ

൅ Xଶ
ଶYଵZଵ ൅

൅ a Xଵ
ଶXଶZ

൅  b YଶZଵ
ଶZ

൅  XଵXଶ
ଶZଵ ൅ Y

൅ XଶYଶZଵ
ଶ ൅

the explicit 

V. CRYPTOGR

A୬ሻ of order ρ
ncrypt messag

f Elements of 

ive a code 
, … ρሽ. 

x୧
୬ିଵ
୧ୀ଴ ε୧ : ∑୬ିଵ

୧ୀ଴

1 and Z ൌ ∑୬ିଵ
୧ୀଷ

൅ cଵ,୧α ൅ ڮ cሺ

he vector spac
ε ൌ 0 ሺiezଵ ൌ 0

oX ൌ x଴ ൅ xଵε 
hus 1 ൅ a. zଵε

nt of Eୟ,ୠሺAሻ, i
nd we write: 

ሺAሻ|Yଶ ൅ XY ൌ
x א ॲଶౚൟ. [1, 4

Zଵሿ, Q ൌ ሾXଶ: Y

Yଵ
ଶ ൅ XଵXଶ

ଶYଵ

Yଵ ൅ a Xଵ
ଶXଶ

ଶ  ൅
ଶ ൅ b Xଵ

ଶZଶ
ଶ ൅

ଶ ൅ b XଵZଶ
ଶZଵ 

Xଶ
ଶYଵ ൅ aଶXଵ

ଶ

Zଵ ൅  b XଵYଵZଶ
ଶ

ଶ ൅ b YଵZଶ
ଶZଵ

ଶZଵ ൅ ab XଶZଵ
ଶ

ଵ
ଶYଶZଶ ൅ YଵYଶ

ଶ

൅  Xଵ
ଶYଶZଶ ൅ a

൅ a XଵXଶ
ଶZଵ ൅

Zଶ ൅ b XଵZଶ
ଶZଵ

ଵ
ଶYଶZଶ ൅ Xଶ

ଶY
Zଵ ൅ b XଵZଶ

ଶZଵ

ଵ
ଶYଶZଶ ൅ YଵYଶ

ଶ

൅ a Xଵ
ଶYଶZଶ  ൅

Zଶ ൅ a XଵXଶ
ଶZଵ

Zଶ ൅ b XଵZଶ
ଶZଵ

Yଵ
ଶZଶ

ଶ ൅ Yଶ
ଶZଵ

ଶ

൅ a Xଵ
ଶZଶ

ଶ ൅ a

formulas in 

RAPHY APPLIC

ρ, we will use
ge, and we den

. 

to each ele

y୧ ε୧: Zሿ whe
z୧

ଵ ε୧, or Z ൌ 1

ୢିଵሻ,୧αୢିଵ ൌ c଴

ce A over ॲଶ

0ሻ hence ሾX: 1

is invertible 
ε ൌ 0, ie 1 ൅ a଴

is of the form 

Xଷ ൅ aXଶ ൅ b}
4]. 

Yଶ: Zଶሿ in Eୟ,ୠሺ

ଵ ൅ a Xଵ
ଶXଶYଶ

൅ b XଵYଵZଶ
ଶ

൅ b YଵZଶ
ଶZଵ

ଶXଶ
ଶ ൅ b Xଵ

ଶXଶ
ଶ ൅ b Xଵ

ଶZଶ
ଶ

൅  b XଵZଶ
ଶZଵ

ଶZଶ  ൅ bଶZଵ
ଶZଶ

ଶZଵ ൅  Xଵ
ଶXଶ

ଶ

a Xଵ
ଶYଶZଶ ൅ a X

൅ b YଵZଶ
ଶZଵ

 

YଵZଵ ൅ a Xଵ
ଶXଶZ

 ൅ b XଶZଵ
ଶZଶ

ଶZଵ ൅  Xଵ
ଶYଶZଶ

൅ a Xଶ
ଶYଵZଵ

൅ b YଵZଶ
ଶZଵ

൅ b XଶZଵ
ଶZଶ

ଶ ൅ XଵYଵZଶ
ଶ

a Xଶ
ଶZଵ

ଶ 

[8] we pro

CATION  

e the subgroup
note G ൌ൏ P ൐

ement Q ൌ m

re, x୧, y୧ א ॲଶ

.  

଴,୧cଵ,୧ … cሺୢିଵሻ,୧

 

ଶౚ, then 
1: zଵεሿ ൌ

so we 

଴zଵε ൌ 0 

ሾX: Y: 1ሿ 

׫{

Aሻ then 

ଶZଶ

ଶ 

Xଶ
ଶYଵZଵ

Zଶ

ଶ

ove the 

p ൏ P ൐ 
൐.  

m. P א G, 

ଶౚ, for 

wh
de




sta
P א

K ൌ

K′

ch
tra
Re
po
(m

 

sen
in 

co
sub

here  is a p
gree  over ॲ

If Q ൌ ሾ∑୬ି
୧ୀ଴

 
Q

 
If Q ൌ ሾ∑୬ି

୧ୀଵ

 
Q

• Exchange o

Alice and Bo
art publicly w
א Eୟ,ୠሺA୬ሻ of o
Alice chooses

ൌ tP. 
Alice sends 
Bob chooses
ൌ lP.  
Bob sends K′

Alice comput
Bob compute
Finally, Alic

hoose the bina
ansformed on 
emark 1. Wit
oint  Alice a
m). 

• ECC Key G

Fi

To encrypt P୫

nds the point 
Fig. 2. 

• ECC Encry

Decryption th
mponent of th
bstract it from
 

ሺP୫ ൅ r. Pbk

primitive root 

ଶ then, we cod
x୧

ଵ
଴ ε୧ : ∑ y୧

୬ିଵ
୧ୀ଴

Q ൌ x଴xଵ … x୬ିᇣᇧᇧᇧᇧᇧᇧᇧ

x୧
ଵ

ଵ ε୧: 1: ∑ z୬ିଵ
୧ୀଷ

Q ൌ 0 … 0xଵ … xᇣᇧᇧᇧᇧᇧᇧᇧ

of Secret Key

ob wants exch
with integer ,
order  and th
s a random nu

 to Bob, but k
s a random 

to Alice, but 
tes t. K ′ ൌ t. lP.
es l. K ൌ l. tP. 
ce and Bob a
ary code of p
the decimal co

th the secret k
and Bob can e

Generation Bl

ig. 1 Depict the

୫, a user pick
ሺr. Q, P୫ ൅ r. P

yption Process

his message 
he received p

m the second c

keyሻ െ SԢ. ሺr. Qሻ

of an irreduc
de  as it follo
ε୧: 1ሿ, then: 

ିଵy଴yଵ … y୬ିଵ1ᇧᇧᇧᇤᇧᇧᇧᇧᇧᇧᇧ
ଷ.ୢ.୬

z୧ ε୧ሿ, then:  

x୬ିଵ10 … 0zଷ …ᇧᇧᇧᇤᇧᇧᇧᇧᇧᇧᇧ
ଷ.ୢ.୬

y 

hange the sec
, a curve ellip

he coding meth
umber 0 ൑ t ൑

keep  
number 0 ൑

keep . 

are agree wit
point  as a 
ode « Sᇱ ». 

key SԢ such as 
encrypt and d

lock Diagram 

 key generation

ks an integer 
Pbkeyሻ. This o

s Block Diagr

is done by m
point by the s
component: 

ሻ ൌ P୫ ൅ r. SԢ.

cible polynom
ows:[6] 

10 … 0ᇧᇧᇧᇥ 

… z୬ିଵᇧᇧᇧᇥ 

cret key, for t
ptic Eୟ,ୠሺA୬ሻ, a
hode over G ൌ

ρ െ 1 and com

l ൑ ρ െ 1, com

th a point S
private key, 

the decimal c
decrypt the m

n phase 

« r » at rando
operation is s

ram 

multiplying th
ecret key « Sᇱ

Q െ SԢ. r. Q ൌ P

mial of 

this he 
a point 

ൌ൏ P ൐. 
mputes 

mputes 

ൌ t. lP, 
which 

code of 
message 

 

om and 
showed 

he first 
ᇱ » and 

P୫ 

World Academy of Science, Engineering and Technology
International Journal of Computer and Information Engineering

 Vol:9, No:4, 2015 

236International Scholarly and Scientific Research & Innovation 9(4) 2015 scholar.waset.org/1307-6892/10001116

In
te

rn
at

io
na

l S
ci

en
ce

 I
nd

ex
, C

om
pu

te
r 

an
d 

In
fo

rm
at

io
n 

E
ng

in
ee

ri
ng

 V
ol

:9
, N

o:
4,

 2
01

5 
w

as
et

.o
rg

/P
ub

lic
at

io
n/

10
00

11
16

http://waset.org/publication/Improved-of-Elliptic-Curves-Cryptography-over-a-Ring/10001116
http://scholar.waset.org/1307-6892/10001116


 

le
Xଷ

fie

cu
el

ha
ሼ1

P
2P
3P
4P

5P
6P
7P
8P

This operatio

• Example.  

For the exam
t  is a prim

ଷ ൅ X ൅ 1 over

We consider

eld of order 2
Let a ൌ 1 ൅ α
The elliptic c

urve Eୟబ,ୠబ
ሺॲ଼

lements. 
So, we have 
We consider 

ave G ൌ൏ P ൐ 
1,2, … 56ሽ: Q ൌ

The points of
ൌ ሾαଶ ൅ αଶε ൅ α

P ൌ ሾ1 ൅ αଶ ൅ ሺ1
P ൌ ሾα ൅ αଶ ൅ ሺ1
P ൌ ሾ1 ൅ α ൅ ሺα ൅

P ൌ ሾα ൅ ሺα ൅ αଶ

P ൌ ሾ1 ൅ α ൅ αଶ

P ൌ ሾαଶε ൅ ሺ1 ൅
P ൌ ሾ1 ൅ α ൅ αଶ

on is shown in

Fig. 2 The en

Fig. 3 Decry

mple we take 
mitive root of 
r ॲଶ.  
r the field ॲଶ

ଷ and of basis
α ൅ αε ൅ εଶ, b ൌ
curve Eୟ,ୠሺAଷሻ

଼ሻ, where a଴

well: #Eୟ,ୠሺAଷ

r the point P ൌ
is the subgrou
mP.  
f  are: 

αεଶ: 1 ൅ αଶ ൅ ε: 1
1 ൅ α ൅ αଶሻε ൅ ሺα
1 ൅ α ൅ αଶሻε ൅ ሺα
൅ αଶሻε ൅ ሺα ൅ α

൅ ሺ1 ൅ αଶሻεଶ

ଶሻεଶ: α ൅ αଶ ൅ ሺα
൅ αε ൅ αଶεଶ: α ൅
αଶሻεଶ: 1 ൅ ሺ1 ൅ α
൅ ሺ1 ൅ αሻε ൅ ሺ1

n Fig. 3. 
 

ncryption opera
 

ypting the mess

the case n ൌ
an irreducible

ଶሺαሻ ൌ ॲమሾXሿ

ሺRሺXሻሻ
؆

 ሺ1, α, αଶሻ. 
ൌ 1 ൅ αଶε ൅ εଶ

ሻ has 896 elem

଴ ൌ πሺaሻ, and

ଷሻ ൌ #Eୟబ,ୠబ
ሺॲ

ൌ ሾαଶ ൅ αଶε ൅ α
up of order 56

ሿ 
α ൅ αଶሻεଶ: α ൅ ሺα
α ൅ αଶሻεଶ: α ൅ α
ଶሻεଶ: 1 ൅ α ൅ αଶ

ଶ: 1ሿ 
α ൅ αଶሻε: 1ሿ 
൅ αଶ ൅ ሺ1 ൅ α ൅ α
αଶሻε ൅ εଶ: 1ሿ 
൅ αሻεଶ: 1 ൅ ሺα ൅

 

ation 

age 

3 (i.e.: Eୟ,ୠሺA
e polynomial 

؆ ॲ଼, ॲ଼ is th

ଶ two elements
ments but the 
d b଴ ൌ πሺbሻ h

ॲ଼ሻ ൈ # ॲ଼
ଶ.  

αεଶ: 1 ൅ αଶ ൅ ε
6 so, for Q א G

αଶ ൅ 1ሻε ൅ εଶ: 1ሿ
αଶ ൅ ሺα ൅ 1ሻ ൅ αଶ

൅ ሺ1 ൅ α ൅ αଶሻε

αଶሻε: 1ሿ 

൅ αଶሻε ൅ αεଶ: 1ሿ

 

Aଷሻሻ and 
RሺXሻ ൌ

e finite 

s of Aଷ.  
elliptic 

has 14 

ε: 1ሿ, we 
G, m ׌ א

ሿ 
ଶεଶ: 1ሿ 
ε

9P
10P
11P
12P
13P
14P
15P
16P
17P
18P
19P
20P

21P
22P
23P
24P
25P
26P

27P
28P
29P
30P
31P
32P

33P
34P
35P
36P

37P
38P
39P
40P
41P
42P
43P
44P
45P
46P
47P
48P
49P
50P
51P
52P
53P
54P

55P
56P
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

ൌ ሾα ൅ ሺ1 ൅ αሻε
P ൌ ሾ1 ൅ α ൅ ε ൅
P ൌ ሾα ൅ αଶ ൅ α
P ൌ ሾ1 ൅ αଶ ൅ ሺ1
P ൌ ሾαଶ ൅ αε ൅ ε
P ൌ ሾαଶε ൅ εଶ: 1
P ൌ ሾαଶ ൅ αε ൅ α
P ൌ ሾ1 ൅ αଶ ൅ ሺ1
P ൌ ሾα ൅ αଶ ൅ α
P ൌ ሾ1 ൅ α ൅ ε ൅
P ൌ ሾα ൅ ሺ1 ൅ αሻ
P ൌ ሾ1 ൅ α ൅ αଶ

P ൌ ሾαଶε ൅ ሺ1 ൅
P ൌ ሾ1 ൅ α ൅ αଶ

P ൌ ሾα ൅ εଶ: αଶ ൅
P ൌ ሾ1 ൅ α ൅ ሺα
P ൌ ሾα ൅ αଶ ൅ ሺ1
P ൌ ሾ1 ൅ αଶ ൅ ሺ1

P ൌ ሾαଶ ൅ αଶε ൅
P ൌ ሾሺα ൅ αଶሻεଶ

P ൌ ሾαଶ ൅ αଶε ൅
P ൌ ሾ1 ൅ αଶ ൅ ሺ1
P ൌ ሾα ൅ αଶ ൅ ሺ1
P ൌ ሾ1 ൅ α ൅ ሺα

P ൌ ሾα ൅ εଶ: α ൅
P ൌ ሾ1 ൅ α ൅ αଶ

P ൌ ሾαଶε ൅ ሺ1 ൅
P ൌ ሾ1 ൅ α ൅ αଶ

P ൌ ሾα ൅ ሺ1 ൅ αሻ
P ൌ ሾ1 ൅ α ൅ ε ൅
P ൌ ሾα ൅ αଶ ൅ α
P ൌ ሾ1 ൅ αଶ ൅ ሺ1
P ൌ ሾαଶ ൅ αε ൅ α
P ൌ ሾαଶε ൅ ሺ1 ൅
P ൌ ሾαଶ ൅ αε ൅ ε
P ൌ ሾ1 ൅ αଶ ൅ ሺ1
P ൌ ሾα ൅ αଶ ൅ α
P ൌ ሾ1 ൅ α ൅ ε ൅
P ൌ ሾα ൅ ሺ1 ൅ αሻ
P ൌ ሾ1 ൅ α ൅ αଶ

P ൌ ሾαଶε ൅ ሺ1 ൅
P ൌ ሾ1 ൅ α ൅ αଶ

P ൌ ሾα ൅ ሺα ൅ αଶ

P ൌ ሾ1 ൅ α ൅ ሺα
P ൌ ሾα ൅ αଶ ൅ ሺ1
P ൌ ሾ1 ൅ αଶ ൅ ሺ1

P ൌ ሾαଶ ൅ αଶε ൅
P ൌ ሾ0: 1: 0ሿ  

ε ൅ ሺ1 ൅ αሻεଶ: αଶ

൅ ሺ1 ൅ α ൅ αଶሻεଶ

ε ൅ αଶεଶ: ሺ1 ൅ α
1 ൅ αଶሻε ൅ εଶ: 1
εଶ: 1 ൅ αଶε ൅ εଶ:
: 0ሿ 
αଶεଶ: 1 ൅ αଶ ൅ ሺα
1 ൅ αଶሻε ൅ αεଶ: α
ε ൅ ሺα ൅ αଶሻεଶ: α

൅ ሺα ൅ αଶሻεଶ: 1 ൅
ሻε ൅ αଶεଶ: α ൅ α
൅ ሺ1 ൅ αሻε ൅ ሺ1

൅ αεଶ: 1ሿ 
αଶሻεଶ: 1 ൅ ε ൅ α
൅ αε: 1 ൅ ሺ1 ൅ α

൅ ሺα ൅ αଶሻε ൅ ሺα
൅ αଶሻε ൅ ሺ1 ൅ α

1 ൅ α ൅ αଶሻε ൅ α
1 ൅ α ൅ αଶሻε ൅ ሺ

൅ ሺ1 ൅ α ൅ αଶ

ሺ1 ൅ α ൅ αଶሻεଶ:
: 1: 0ሿ 
ሺ1 ൅ α ൅ αଶሻεଶ:

1 ൅ α ൅ αଶሻε ൅ ሺ
1 ൅ α ൅ αଶሻε ൅ α
൅ αଶሻε ൅ ሺ1 ൅ α

൅ αεଶ: 1ሿ 
൅ αଶ ൅ ሺα ൅ αଶሻε

൅ αε: α ൅ αଶ ൅ ሺ
αଶሻεଶ: 1 ൅ ሺ1 ൅
൅ ሺ1 ൅ αሻε ൅ ሺ1

൅ ሺ1 ൅ αଶሻεଶ:
ሻε ൅ αଶεଶ: αଶ ൅ ሺ

൅ ሺα ൅ αଶሻεଶ: αଶ

൅ ሺα ൅ αଶሻεଶ: ሺ1
1 ൅ αଶሻε ൅ αεଶ: 1
αଶεଶ: 1 ൅ αଶε ൅ ሺ
α ൅ αଶሻεଶ: 1: 0ሿ

εଶ: 1 ൅ αଶ ൅ ሺα ൅
1 ൅ αଶሻε ൅ εଶ: α
ε ൅ αଶεଶ: α ൅ αଶ

൅ ሺ1 ൅ α ൅ αଶሻεଶ

ሻε ൅ ሺ1 ൅ αሻεଶ: α
൅ ሺ1 ൅ αሻε ൅ ሺ1
αଶሻεଶ: 1 ൅ ε ൅ α
൅ αε ൅ αଶεଶ: 1 ൅

ଶሻεଶ:  αଶ ൅ ሺα ൅
൅ αଶሻε ൅ ሺα ൅ α

1 ൅ α ൅ αଶሻε ൅ ሺ
1 ൅ α ൅ αଶሻε ൅ ሺ

൅ ሺ1 ൅ α ൅ αଶ

αεଶ: 1 ൅ ሺ1 ൅ αଶ

ଶ ൅ ሺαଶ ൅ αሻε ൅
ଶ: αଶ ൅ ሺ1 ൅  αଶሻε

൅ αଶሻε ൅ ሺ1 ൅ α
൅ α ൅ αଶ ൅ αε ൅
1ሿ 

αଶ ൅ αሻε ൅ εଶ: 1ሿ
α ൅ ሺ1 ൅ α ൅ αଶሻ
α ൅ αଶ ൅ ሺ1 ൅ αଶ

൅ α ൅ αଶ ൅ αଶε ൅
ଶ ൅ ሺ1 ൅ αଶሻε: 1ሿ

1 ൅ α ൅ αଶሻεଶ: α

αεଶ: 1ሿ 
αଶሻε ൅ ሺ1 ൅ αሻεଶ

α ൅ αଶሻεଶ: 1ሿ 
α ൅ αଶሻεଶ: αଶ ൅ ε
αଶεଶ: αଶε ൅ ሺ1 ൅  
ሺ1 ൅ αଶሻεଶ: 1 ൅ α
ଶሻεଶ: 1ሿ 
: 1 ൅ ሺ1 ൅ αଶሻε ൅

: 1 ൅ αଶ ൅ ε ൅ εଶ

ሺ1 ൅ αଶሻεଶ: α ൅ ሺ
αଶεଶ: α ൅ αଶ ൅ ሺ1
α ൅ αଶሻεଶ: 1 ൅ α

൅ ሺ1 ൅ α ൅ αଶሻε
ሺ1 ൅ α ൅ αଶሻε ൅
αଶሻε ൅ ሺ1 ൅ α ൅

1 ൅ α ൅ αଶሻεଶ: 1
: 1ሿ 
ሺα ൅ αଶሻε ൅ αଶεଶ

൅ ሺ1 ൅ αଶሻε: 1ሿ 
1 ൅ α ൅ αଶሻε: 1ሿ 
1 ൅ α ൅ αଶ ൅ αε
ሺ1 ൅ αଶሻεଶ: 1ሿ 

൅ αଶሻε: 1ሿ 
൅ ሺ1 ൅ α ൅ αଶሻε
൅ ሺ1 ൅ αଶሻε ൅ ሺ

ଶ: 1 ൅ α ൅ αଶ ൅ α
α ൅ αଶ ൅ ሺ1 ൅ αଶ

1 ൅ αሻεଶ: α ൅ αଶ

αଶεଶ: 1ሿ 
൅ ሺ1 ൅ αଶሻε ൅ αଶ

αଶሻε ൅ ሺα ൅ αଶሻ
αଶሻεଶ: αଶ ൅ ε ൅ ሺ
ሺα ൅ αଶሻεଶ: αଶε ൅
ሺα ൅ αଶሻεଶ: 1 ൅ α
ଶሻεଶ: 1ሿ 
ଶሻε ൅ αεଶ: 1ሿ 

αଶεଶ: 1ሿ 
ε ൅ ሺα ൅ αଶሻεଶ: 1

α ൅ αଶሻεଶ: 1ሿ 
൅ ሺ1 ൅ αଶሻεଶ: 1ሿ 

ሿ 
ሻ ൅ ሺ1 ൅ α ൅ αଶሻ
ଶሻε ൅ ሺα ൅ αଶሻεଶ

൅ ሺα ൅ αଶሻεଶ: 1ሿ 
ሿ 
൅ αଶ ൅ ሺ1 ൅ αଶሻ

ଶ: 1ሿ 

ε ൅ ሺ1 ൅ αଶሻεଶ: 1
αଶሻεଶ: 1ሿ 

α ൅ αଶ ൅ αε

൅ ሺα ൅ αଶሻεଶ: 1ሿ

: 1ሿ 
ሺ1 ൅ αଶሻε ൅ αεଶ:
1 ൅ αሻε ൅ εଶ: 1ሿ
൅ αଶ ൅ ሺ1 ൅ α ൅

εଶ: 1ሿ 
ሺ1 ൅ αሻεଶ: 1ሿ 

൅ αଶሻεଶ: 1ሿ 
൅ ሺα ൅ αଶሻε

ଶ: 1ሿ 

൅ ሺ1 ൅ αଶሻεଶ: 1ሿ

ε ൅ αଶεଶ: 1ሿ 
ሺ1 ൅ αሻεଶ: 1ሿ 

αଶε ൅ εଶ: 1ሿ 
ଶሻ ൅ ሺ1 ൅ α ൅ αଶ

൅ ሺ1 ൅ αଶሻε ൅ εଶ

ଶεଶ: 1ሿ 
ሻεଶ: 1ሿ 
1 ൅ αሻεଶ: 1ሿ 

൅ αεଶ: 1ሿ 
α ൅ αଶ ൅ αε

1ሿ 

εଶ: 1ሿ 
ଶ: 1ሿ 

ε

ሿ 

1ሿ 

൅ αଶሻε

ሿ 

ሻεଶ: 1ሿ 
ଶ: 1ሿ 
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• Table of Coding the Elements of  

We use English letters for this application. The coding are 
as follows: 

 
TABLE I 

TABLE OF LETTERS 

Code of m.P Symbol 
001001010101100000100000000 a 
101111011010101100100000000  b 
011111011011110001100000000 c 
110011011111111101100000000 d 
010000011011011000100000000 e 
111010001011111000100000000 f 
000001101100101100100000000 g 
111110110100011010100000000 h 
010110110001011001100000000 i 
110100111001101011100000000 j 
011010001000111111100000000 k 
101101100111010101100000000 l 
001010100100001100100000000 m 
000001100100000000000000000 n 
001010001101011100100000000 o 
101101010010111111100000000 p 
011010011011101011100000000 q 
110100011111001011100000000 r 
010110001011101000100000000 s 
111110111011101010100000000 t 
000001101100100010100000000 u 
111010000100101110100000000 v 
010000100001011011100000000 w 
110011111001100101100000000 x 
011111001000001101100000000 y 
101111101111010111100000000 z 
001001111100101011100000000 ( 
000000011100000000000000000 ) 
001001111101100100100000000 ; 
101111101010101010100000000 ! 
011111001011110100100000000 : 
110011111111111010100000000 § 
010000100011011111100000000 . 
111010000011111110100000000 @ 
000001101100101111100000000 > 
111110111100011101100000000 < 
010110001001011001100000000 % 
110100011001101000100000000 £ 
011010011000111000100000000 $ 
101101010111010101100000000 / 
001010001100001101100000000 ? 
000001111100000000000000000 
001010100101011000100000000 # 
101101100010111001100000000 0 
011010001011101110100000000 1 
110100111111001100100000000 2 
010110110011101111100000000 3 
111110110011101100100000000 4 
000001101100100001100000000 5 
111010001100101001100000000 6 
010000011001011011100000000 7 
110011011001100110100000000 8 
011111011000001010100000000 9 
101111011111010111100000000 , 
001001010100101010100000000 space 
000000000100000000000000000 ~ 

• Encryption and Decryption Messages 

Let the following message: “nlmad tamazivt” 
Transmutation this message effected letter by letter, its 

points codes are:  

TABLE II 
TABLE OF ENCRYPT 

Code of letters Symbol 

001001010101100000100000000 a 

110011011111111101100000000 d 

001010100100001100100000000 m 

000001100100000000000000000 n 

111110111011101010100000000 t 

000001101100100010100000000 u 

111010000100101110100000000 v 

101111101111010111100000000 z 

101101100111010101100000000 l 

010110110001011001100000000 i 

  
The encryption and decryption of these points are effected 

by the process cited before see, Figs. 1 and 2. 

Exchange of Secret Key. 

Alice chooses a random number t ൌ 5 and computes 
K ൌ t. P. 

Alice sends  to Bob, but keep  
Bob chooses a random number ൌ 7, computes K′ ൌ l. P.  
Bob sends K′ to Alice, but keep . 
Alice computes tK′ ൌ 35P. 
Bob computes lK ൌ 35P. 
Alice and Bob are agree with a point S ൌ 35P, choose the 

code of point  as a private key, which transformed on the 
decimal code Sᇱ ൌ 3563264 

To encrypt every point P୫, a user picks an integer « r » at 
random and sends the point ሺr. Q, P୫ ൅ r. Pbkeyሻ. 

We have the following text:  
 

(101111011010101100100000000,0111110110111100011000
00000)(110011011111111101100000000,0100000110110110
00100000000)(111010001011111000100000000,0000011011
00101100100000000)(111110110100011010100000000,0101
10110001011001100000000)(11010011100110101110000000
0,011010001000111111100000000)(10110110011101010110
0000000,001010100100001100100000000)(00000110010000
0000000000000,001010001101011100100000000) 
(101111011010101100100000000,0111110110111100011000
00000)(110011011111111101100000000,0100000110110110
00100000000)(111010001011111000100000000,0000011011
00101100100000000)(111110110100011010100000000,0101
10110001011001100000000)(11010011100110101110000000
0,011010001000111111100000000)(10110110011101010110
0000000,001010100100001100100000000)(00000110010000
0000000000000,001010001101011100100000000) 
 
Remark 2. With this application, we can encrypt and decrypt 
any message. The security of this encryption is based on the 
discrete logarithm problem. 

V. CONCLUSION 

In this work, we have studied the elliptic curves 
cryptography over the ring A୬ ൌ ॲଶౚሾεሿ; ε୬ ൌ 0, and we have 
established the coding over the elliptic curves Eୟ,ୠሺA୬ሻ. 
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Further, the Discrete Logarithm Problem (DLP) on this elliptic 
curve is equivalent to the one on Eୟబ,ౘబ

ሺॲଶౚሻ but the cardinal of 

this elliptic curve is bigger than that of Eୟబ,ౘబ
ሺॲଶౚሻ, which 

seems to be beneficial and interesting in cryptography. 
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