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Abstract. In the context of Connected, Cooperative, and Automated
Mobility (CCAM), precise ego-vehicle positioning and environmental sta-
tus assessment are crucial. However, these tasks can be susceptible to
sensor failures, misuse, and cyberattacks. Automation disengagements
and system redundancy are common strategies to achieve Minimum
Risk Conditions when failures occur. This paper presents a Fail-Safe
decision architecture formulated within the framework of the SELFY
project (https://selfy-project.eu/). The main aim is to reduce inaccu-
racies in GNSS-derived positioning through the incorporation of sensor
fusion, Al-guided situational assessment, trajectory planning, and mode
decision components. Additionally, the architecture has been designed
to enable real-time updates and communication with external entities,
including the Vehicle Security Operations Centre.
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1 Introduction

Advanced Driver Assistance Systems (ADAS) and Automated Driving Systems
(ADS) have enhanced commercial vehicle safety in recent years. However, accu-
rate localisation remains a critical challenge for Automated Vehicles (AVs) in
urban environments, necessitating further research. Most systems rely on redun-
dancy or disengagement in case of failures for risk mitigation [1].
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The latest European Commission reports emphasize key developments in
communication, cyber-security, onboard sensors, infrastructure, mobility con-
cepts, and city contexts for urban transportation [2,3]. ADAS and ADS employ
various sensors, including cameras, Global Positioning System (GPS), and Light
and Radio Detection and Ranging (LiDAR and RaDAR), for environmental
perception. Perception tasks are critical for increasing automation in AVs devel-
opments, as environment recognition must be assured in any scenario. Moreover,
their failure-tolerant operation during automated mode is crucial to ensure pas-
senger safety, particularly in emergencies [4].

Some authors have considered sensor data fusion to enhance performance
robustness in different contexts, including the perception of the environment
[5], localization [6,7], and traffic sign detection and recognition [8]. A detailed
description of the most popular methods and techniques for performing data
fusion has been explored. The authors conclude that the appropriate technique
to be implemented depends on environmental conditions [9]. For example, the
most widely used global localization approaches involve global navigation satel-
lite systems. However, these systems have limitations in urban environments due
to signal blockage or multipath effects. As a result, alternative localization tech-
niques have been evaluated to address these limitations and improve performance
in urban environments.

Research and development efforts are underway to determine when a vehicle
should switch to fault-tolerant operation. The SELFY project [10] focuses on
initiating this process, either through external commands (e.g., Vehicle Secu-
rity Operations Centre) or by processing vehicle and infrastructure data (e.g.,
Vehicle-to-Everything messages). The next step involves selecting a suitable fall-
back strategy, considering potential failures caused by malfunctioning systems
(e.g., electric or electronic devices), performance limitations, and misuse (e.g.,
sensor limitations, algorithm failures, user errors due to overload or confusion).
Ultimately, the resulting fault-tolerant mode defines the system’s capabilities
[11].

This work presents a fail-safe decision architecture for positioning failures of
automated vehicles in urban scenarios. This architecture is based on the frame-
work of the EU-SELFY project, which aims to increase AVs safety, security,
robustness, and resilience.

2 Fail-Safe Decision Architecture in the SELFY Project

The proposed architecture, depicted in Fig.1, is part of the Cooperative
Resilience and Healing System (CRHS) Toolbox, which includes tools that elicit
self-protection actions whenever a compromised situation is detected in relation
to assets, vehicles, operations, or the system itself. These actions can be taken
locally, or in cooperation with other tools in their environment so that decisions
can be taken at the global Connected, Cooperative, and Automated Mobility
(CCAM) level.

Overall, the architecture consists of four separate components, including posi-
tioning, situation assessment, safety mode decision, and path planning. The
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architecture runs in parallel with the normal perception and decision modules
and overwrites the path computed by the normal path planner when a localisa-
tion failure occurs. It can also receive and send status information to external
entities.
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Fig. 1. Fail-Safe Decision Architecture in the SELFY Project

2.1 Fallback Positioning System

This component in the global architecture provides an alternative solution to
localization when the primary source, typically the Global Navigation Satellite
System (GNSS), fails. It offers pose and twist estimations with covariance but is
less precise. This solution is considered degraded but reliable enough for secure
vehicle operation for several seconds.

The module relies on the Extended Kalman Filter (EKF), which blends the
kinematic bicycle model of the vehicle with external localization sources, includ-
ing the degraded GNSS signal with Inertial Measurement Unit (IMU) compensa-
tion, cooperative perception via Vehicle-to-X (V2X), and landmark-based local-
ization methods. Mahalanobis gates are employed to reject the sensor and exter-
nal localization sources that are more distant than the Mahalanobis distance
with the kinematic bicycle model. The positioning system is an adaptation of
the Autoware EKF localizer [12], which involves amendments to the vehicle
model and the localization sources.

2.2 Situational Assessment Module

The Situational Assessment Module compares the environment model (fused
from RSU and on-board vehicle sensor data), CAN messages from the ego vehi-
cle, Cooperative Awareness Messages (CAM), analyses these data by using Arti-
ficial Intelligence-based methods to detect anomalies, misuse, malfunctions, etc.,
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and decides the risk level of the current situation. The risk information is pro-
vided to the Safety Mode Decision Module.

A method based on distance estimation was developed to prevent GNSS loss
or GNSS spoofing. For this method, latitude and longitude data from GNSS,
speed and steering data from CAN, and forward acceleration data from IMU
were used. These data were obtained by simulation driving in Carla and to
calculate the distance between the two time intervals, the Haversine great circle
formula, which calculates with latitude and longitude information, was used.

A Long Short-Term Memory (LSTM) model, which is a type of RNN, was
used to estimate the distance. Since our algorithm is a sequence prediction prob-
lem, a LSTM is a proper model because of its capability of learning long-term
dependencies. Speed, steering angle and forward acceleration were used as input
data to train the LSTM. The output is the distance between two time intervals.
After completing the training on the LSTM model, a fine-tuning operation was
performed to enhance its performance and achieve higher accuracy. In pursuit of
obtaining closer predictions and improving its capabilities, additional 2 hidden
layers were added to the model architecture. By implementing these measures,
the aim is to enhance the system’s accuracy and performance by improving its
capacity to capture intricate relationships. Following the fine-tuning operation,
it was observed that the predicted distance values converged towards the actual
values and an enhancement in accuracy was achieved. After the distance esti-
mation is completed, a threshold distance value is set according to the vehicle’s
capacity and the error values in the GNSS signal. When the estimated value
exceeds this threshold value, GNSS loss or spoofing is detected.

In addition to the LSTM model development, an innovative approach involv-
ing data manipulation techniques was used to further improve the model’s
robustness and anomaly detection capabilities. To simulate various anomaly sce-
narios, a custom function that introduces anomalies into the dataset by perturb-
ing the GNSS latitude and longitude coordinates, creating inconsistent speed
or acceleration values, and generating outliers in steering angle and speed was
developed. These anomalies cover possible GNSS hacking, spoofing, or signal
degradation scenarios.

A preliminary NN model was trained and designed as a binary classifier that
aims to predict whether a given sample is normal or manipulated according to
the provided features. While the simplicity of the neural network may limit its
predictive capabilities, it still provides valuable insight into the overall impact of
the data manipulation techniques. The successful differentiation of the NN model
between normal and manipulated data encourages us to use it to refine and fine-
tune the LSTM model for advanced anomaly detection, ultimately leading to a
more sophisticated and accurate GNSS anomaly detection solution.

2.3 Safety Mode Decision Module

The Safety Mode Decision Module selects the most suitable operation mode
according to the environmental circumstances and the ego-vehicle status. The
algorithm is capable of switching between three modes of operation, including
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Normal Operation, Fail-Safe Operation, and Total Failure - Stop. When engaged,
the Fail-Safe Operation guides the vehicle towards a safe state, which may not
always require an immediate stop. Depending on the situation and the availabil-
ity of a suitable stop location nearby, the vehicle might have to continue driving
for a brief period.

The algorithm is based on Fuzzy logic, considering various factors, includ-
ing the risk evaluation from the Situational Assessment Module, median control
errors, GNSS signal status, surrounding agent detection, and localization covari-
ance. External entities can also trigger the available modes, and the module can
provide periodic updates to these entities.

Vehicle Security Operations Centre. One entity that further utilizes the
information from the fail-safe decision architecture is a Vehicle Security Oper-
ations Center (VSOC). Besides communication between cars and exchanging
safety modes and risks, a VSOC can further utilize this data. A VSOC is respon-
sible for collecting data from various sources within an environment. In the case
of the SELFY project, the VSOC collects data from the CCAM, e.g., includ-
ing all tools within the SELFY toolbox and OEMs or third-party services (e.g.,
threat intelligence providers and vulnerability databases). This overview allows
the SELFY VSOC to picture the events within the SELFY ecosystem compre-
hensively. As a result, detecting vulnerabilities, anomalies, and cyber-security
incidents becomes feasible. The VSOC utilizes the information from the safety
operational tools to define risk values for the vehicle or a group of vehicles. Dis-
tributing the risk value can further increase knowledge between participants of
the CCAM ecosystem. Implementing dedicated point-to-point communication
methods is time-consuming and complex with all the technologies present in
modern vehicles and their ecosystems. If the VSOC distributes this knowledge, a
more open knowledge-sharing methodology is achieved. Only some participants
need to implement a connection to other participants. Instead, a connection
to the VSOC allows the tools to send relevant data to the VSOC and receive
enriched information from it.

2.4 Fail-Safe Trajectory Planning

The last component in the architecture handles Minimum Risk Manoeuvre cal-
culations. Utilizing emergency vehicle localization from the Fallback Positioning
System, along with the positions of surrounding agents like vehicles and road
users, as well as the initially planned trajectory and lane map data, it continu-
ously computes the minimum risk manoeuvre. This new path is executed only
when the Fuail-Safe Operation is activated within the Safety Mode Decision Mod-
ule. Under Normal Operation, the final path adheres to the originally planned
trajectory.

The ultimate goal during Fail-Safe Operation is to perform a controlled stop
at a suitable location, but this may not always be possible immediately. Longi-
tudinally, the speed is reduced within the legal limits of the road. Laterally, the
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calculated path is capable of lane changes, overtaking, and emergency stops, but
larger safety margins are built-in and safety is given priority over comfort.
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