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ABSTRACT

The breakthrough in Machine Learning (ML) techniques and the popularity of the Internet of Things (IoT) has
increased interest in applying Artificial Intelligence (AI) techniques to the new paradigm of Edge Computing.
One of the challenges in edge computing architectures is the optimal distribution of the generated tasks
between the devices in each layer (i.e., cloud-fog-edge). In this paper, we propose to use Reinforcement
Learning (RL) to solve the Task Assignment Problem (TAP) at the edge layer and then we propose a novel
multi-layer extension of RL (ML-RL) techniques that allows edge agents to query an upper-level agent with
more knowledge to improve the performance in complex and uncertain situations. We first formulate the
task assignment process considering the trade-off between energy consumption and execution time. We then
present a greedy solution as a baseline and implement our multi-layer RL proposal in the PureEdgeSim
simulator. Finally several simulations of each algorithm are evaluated with different numbers of devices to
verify scalability. The simulation results show that reinforcement learning solutions outperformed the heuristic-
based solutions and our multi-layer approach can significantly improve performance in high device density

scenarios.

1. Introduction

We are currently experiencing one of the most important changes in
our history, the beginning of digitalization of our entire society, bring-
ing the Internet to everything around us. IoT and mobile technologies
could be considered part of the devices of the future and all technology
will evolve to adapt to these changes. Alongside IoT, other useful tech-
nologies are emerging that will be an important foundation for a fully
connected future, for example, machine learning will enable mobile
devices networks to provide “intelligence” to be able to automatically
process their data, draw conclusions from it and even take security
measures if they detect a cyberattack.

Even so, all innovative progress come with challenges, and IoT
and mobile technologies are no exception, as discussed in [1,2]. One
of them is the latency problem, some mobile applications, such as
autonomous driving [3] or virtual reality [4], need to meet a maximum
delay requirement so in some cases it is not possible to send the data
to the cloud [5]. The edge computing paradigm addresses this problem
by providing a distributed data processing network near to the users,
enabling latency-critical applications and reducing bandwidth usage
and congestion of cloud servers.

However, to make efficient use of devices in edge computing archi-
tecture, it is necessary to use a computational offloading framework
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that optimizes the allocation of tasks to computing devices in the best
possible way. Our work will address this topic in which each edge
device receives tasks with specific requirements and has to decide
whether to perform the computation itself or offload the task to another
edge node or the cloud.

The procedure for deciding the best allocation of tasks to devices
is called “task assignment problem” and is a combinatorial optimization
problem defined as the process of determining where the computation
of each task is performed in order to minimize certain parameters, such
as the aforementioned latency and energy consumption, an important
topic for an eco-friendly future [6] and a key component of the green
computing philosophy [7].

The task assignment problem (TAP) can be formulated as a Gen-
eralized Assignment Problem (GAP) [8], which is an NP-hard [9,10].
Among the traditional methods for solving GAP, new methods based
on dynamic programming and machine learning [11] techniques have
emerged, such as reinforcement learning (RL) and neural network
reinforcement learning (Deep RL). Our work proposes to improve the
performance of current RL-based solutions through a multi-layer archi-

tecture that provides a passive knowledge transfer mechanism.
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1.1. Motivation and contributions

Edge computing together with artificial intelligence is one of the
most successful IoT technologies today. In fact, machine learning tech-
niques can provide promising self-learning solutions, such as those
based on reinforcement learning. Reinforcement learning is a technique
that allows an agent to learn by itself in an interactive environment by
trial and error using feedback from their actions and past experiences.

In our article we designed an edge computing architecture in which
edge devices receive tasks and can process them locally or send them
either to another edge device, to the fog server or the cloud. We present
a first approach to solve the TAP by using a greedy solution, and then
we propose the use of reinforcement learning techniques to increase
effectiveness.

The initial RL proposal solution aims to improve performance and
dynamically reduce energy consumption and latency in contrast to the
fixed and non-dynamic performance achieved by the greedy solution.
However, in real-world scenarios, edge devices have a reduced view of
their environment and no real-time data, which limits the performance
of RL algorithms due to biased actions. Therefore, it is necessary to
modify the RL algorithms to improve their performance.

Our main proposal is to extend the RL agents’ functionality in order
to make them able to delegate the offloading decision in situations of
uncertainty to agents in a higher layer to avoid making biased decisions
when local knowledge is limited. For this purpose, we designed a
multi-layer reinforcement learning system in which edge devices are
independent RL agents modified to be able in specific situations to
delegate the offloading process to a fog layer agent with a global view
of the system. Our extended RL algorithm adds to the edge layer RL
agents an extra action to perform the offloading query to the upper
layer agent and learn from the result.

Having said that, we can summarize the main contributions of this
work as the following:

+ We propose a greedy approach to TAP as a baseline algorithm,
edge devices will make use of heuristics to determine where to
offload tasks.

Based on the modelled task assignment problem, we propose a
reinforcement learning system for the task offloading decision.
Each edge device will be an RL agent that can decide to compute
its tasks locally or send them to the edge, fog or cloud layer.

We propose a novel RL approach based on a multi-layer system
in which the RL agents of the devices can delegate the offloading
decision to an agent of a higher layer.

The performance of the proposed solution is compared with the
Greedy and the single-layer RL algorithm, showing that the pro-
posed solution is superior to the other algorithms.

1.2. Organization

This paper is organized as follows. In Section 2 we explore the state
of the art of the task assignment problem. In Section 3 we formulated
the assignment problem with its main components. In Section 4 we
present a greedy approach as a baseline solution. In Section 5 we
briefly introduce reinforcement learning theory and then propose our
single-layer reinforcement learning approach. In 6 we present our
novel multi-layer RL approach. In Section 7 we evaluate the proposed
algorithms and present the results. Finally, the conclusion and future
works are drawn in Section 8.

2. Related work

In this section, we will cover some of the most important methods
obtained through literature research. Since it is difficult to find optimal
solutions to the task assignment problem, especially given the pro-
hibitive computational complexity in IoT devices, many approaches use
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techniques or methods based on heuristics that search for sub-optimal
solutions.

Greedy algorithms are common techniques that provide sub-optimal
solutions but at a low computational cost and, in some cases, achieve
solutions very close to the optimal. In [12] Rahabri et al. present
a greedy approach to solve the task assignment problem using a
knapsack-based scheduling algorithm (GKS). In their work they pro-
pose an algorithm that ranks tasks by their benefit and weight and
assigns those with the highest value to fill the knapsack. They evaluate
the solution using iFogSim, one of the most popular fog computing
simulators.

Another way of solving optimization problems are algorithms based
on metaheuristics, the most popular are Genetic Algorithms which
are inspired by the process of natural selection. In [13] ZhenyueJia
et al. formulate a cooperative multiple task assignment problem for
UAVs and solve the problem using a modified genetic algorithm. They
conclude, through numerical simulations, that their algorithm provides
computationally feasible and efficient solutions.

Reinforcement learning (RL) is a novel technique based on machine
learning that is not part of the well-known supervised and unsupervised
learning paradigms. The purpose of reinforcement learning is to learn
an optimal, or near-optimal, policy that maximizes the reward function
and provides an optimal set of actions for different agent states and
environmental conditions. Reinforcement learning algorithms learn it-
eratively through the immediate rewards they receive each time they
perform an action based on their state.

In [14] Tanmoy Sen et al. propose to use RL to solve the TAP taking
into account timeliness and energy consumption, and then propose a
heuristic for solving the problem and design the reinforcement model
based on the result of the proposed heuristic. They implement the
proposed RL system (RILTA) as a model-free Q-learning algorithm and
evaluate it in the iFogSim simulator. Their simulation results show that
RILTA can reduce tasks processing time and energy consumption by
about 10%-20% compared to other methods.

In some cases it is not possible to use RL algorithm directly, such
as in scenarios where the agents’ state is a large number of variables,
making Q-Learning algorithms inefficient, or even when the state vari-
ables are not discrete. To address these limitations, researchers propose
the use of neural networks to model the agent’s learning process.

Jiadai Wang et al. propose in [15] a Deep Reinforcement Learning
based Resource Allocation (DRLRA) scheme, which can allocate com-
puting and network resources adaptively, reduce the average service
time and balance the use of resources under varying MEC environment.
Their solution uses a neural network to calculate the Q-Value of each
agent’s state and select an action according to the e-greedy strategy.
Since they use neural networks, it is necessary to perform a training
state before using the algorithm. They evaluate the solution using a
real-world network topology from Topology Zoo and develop a Python
simulator for testing the DRLRA algorithm. They conclude, through
various simulations, that compared to the classical OSPF algorithm
under multiple conditions, their proposed DRLRA achieves much better
performance.

Similarly, Xiaoyan Huang et al. propose in [16] a distributed multi-
agent DRL scheme with the objective of minimizing the overall energy
consumption while ensuring the latency requirements and Liang Xiao
et al. in [17] present a RL and DRL offloading algorithm to address
smart jamming and heavy interference in MEC considering transmission
rate and power.

In general, RL algorithms have a common problem, the convergence
time. This type of algorithm requires a series of iterations to reach the
optimal solution, and in some cases using random factor policies may
take even longer to reach the optimal solution. Mauricio Fadel Argerich
et al. from NEC Laboratories propose in [18] to use external knowledge
to guide the agents’ decisions and experience. The method improves
the performance during training by using expert or domain knowledge
from a knowledge database in the form of programmable functions.
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Their proposed system consists of an RL agent together with a “tutor”
who accesses a knowledge database defined by the domain expert. The
knowledge base is composed of several constraint-type functions, which
limit the agent’s behaviour, and guide-type functions, which express
heuristics of the domain that the agent will use to guide its decisions,
especially in times of high uncertainty. During its first steps, the agent
uses these knowledge functions to decide the best action, guiding its
exploration and providing better performance from the start. In their
tests, Tutor4RL achieves more than three times higher reward at the
beginning of its training than an agent with no external knowledge.
The work of Mauricio Fadel Argerich et al. has been one of the first
inspirations for our work as it is one of the first proposals in which a
system external to the RL agent helps it in decision making.

Finally, some approaches in the literature use other novel tech-
niques to solve TAP. In [19] Dadmehr Rahbari et al. use classification
and regression trees to solve the problem and use Cloudsim simulator
to evaluate it. In [20] Mainak Adhikari et al. design a delay-dependent
priority-aware offloading (DPTO) strategy by assigning a priority to
each task according to its deadline and prioritizes the delay-sensitive
tasks and minimizes the starvation problem of the low priority tasks.
In [21] Lindong Liu et al. propose a supervised machine learning
approach to solve the task scheduling problem based on classification
data mining technique. They develop a novel classification mining
algorithm (I-Apriori) based on the Apriori algorithm and implement
a task scheduling model based on it. Haibin Zhang et al. propose
in [22] the use of a blockchain together with DRL algorithm to improve
security between edge servers in an ultra-dense network.

Regarding edge computing architecture, there are examples in the
literature of different approaches to both the distribution of devices
and the offloading process. Liang Tong et al. propose in [23] a typical
hierarchical edge-cloud architecture with mobile devices at the bottom
(edge) layer, cloudlet at the middle layer and data centre at the top
(cloud) layer. They define and evaluate a workload placement algo-
rithm to ensure efficient utilization of cloud resources. In [24] Wen
Sun et al. design a Digital Twin edge network in 6G and propose a
DRL-based mobile offloading scheme to reduce the latency in MEC
applications.

As shown in this section, there are several architectures and tech-
niques for solving an assignment problem, each with its advantages and
disadvantages. Among these, artificial intelligence-based techniques
are the most promising, and reinforcement learning stands out for its
simplicity and ability to learn by itself through rewards. In this article
we propose to use reinforcement learning to solve the task assignment
problem in an edge-cloud architecture similar to those mentioned
above to enhance the offloading process by deploying collaborative
agents at each layer with different views of the environment. We also
extend the algorithm to allow delegating decisions to other devices with
more knowledge to improve performance in the initial stages of the
learning process.

3. Task assignment problem

Edge computing systems are composed of a large number of hetero-
geneous devices with different characteristics and roles. Some devices
have high computational power and serve as a host for processing tasks,
while others with lower computational power constantly generate tasks
for the applications they run. This forms a layered architecture where
devices are separated into levels according to their role.

On top of this architecture appears a flow of offloaded tasks, as some
lower-capacity devices decide to send tasks to more powerful devices
for processing. We define a task as an indivisible piece of computation
generated by a particular application, which has its own characteristics
and constraints such as maximum latency, data size and computational
resources required. One of the key components of these architectures
is the Task Assignment Problem since it is necessary to determine the
best possible distribution of tasks between devices at each layer.
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Fig. 1. Edge computing architecture.

An assignment problem is formulated as a combinatorial optimiza-
tion problem where there is a set of agents and a set of tasks. Any tasks
can be assigned to an agent to perform it, incurring some costs which
may vary depending on the task-agent assignment. The assignment
problem consists of finding the best task—agent assignment of all tasks
and agents in order to meet specific constraints and minimize the cost
function.

3.1. System model

Our proposed system consists of devices that are separated into
three layers, depending on their role, Fig. 1 shows the proposed offload-
ing architecture. The layer closest to the users is the edge layer, which
consists of heterogeneous edge devices that might have an intermittent
connection and a dynamic position. This layer has the lowest latency
and computational capacity, and is where tasks are generated from the
edge devices that host IoT applications. Tasks can be processed locally
or sent to devices in any of the three layers according to the decision
of the offloading algorithm.

The fog layer is the middle layer where fog Servers are deployed.
Fog Servers are small datacenters with intermediate computational
capacity located between edge devices and the cloud, hence they have
intermediate latency.

The upper layer is the cloud layer, which has very high computa-
tional capacity and medium-high latency. The cloud acts as a single
device, but in real deployments it is typically a large number of high-
performance computers in a datacenter, therefore its computational
capacity can be very high. However, their latency is also high due to
the distance to end-users.

The layers are connected to each other via wired and wireless
connections. The cloud and fog layer are connected via cable, while
the edge layer is connected to the fog layer and other edge devices via
radio links. Each connection between levels has a particular maximum
bandwidth.

In the edge layer each edge device executes an offloading algorithm
that decides, using the local information of the device, where it offloads
the tasks it generates. We call to the decision-making system that uses
the perception of the environment an agent.
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3.2. Task characteristics

In this subsection we define the task characteristics of our task
assignment problem. In our three layers edge-fog-cloud architecture the
tasks are generated from different applications running on edge devices
at the edge layer. Each task has specific characteristics such as incoming
data size and maximum latency, depending on the requirements of
the application. In our model we have assumed that the size of the
incoming data and the millions of instructions in the task are known in
advance, but in some edge deployments this is not possible. Therefore,
in case these parameters are not known exactly, they will be defined as
the upper bound of their plausible value.

All the characteristics of a task are as follows:

. Start time of the task. Timestamp when the task is executed.

. End time of the task. Timestamp when the task is completed.

. Deadline of the task. Maximum assumable task execution time.

. Incoming data size. The data size refers to the amount of data
in bits that the edge node must receive in order to process the
task.

5. Millions of instructions (MI) needed to process the task.

A WN R

We assume that the outgoing data, task output data to be sent by the
edge node to the task generator node, are small enough to be omitted
from our modelling. Consequently, the list of characteristics of a task k
in device d can be formulated as the following vector.

Tk = {start,end,dl, size,mi}
3.3. Device characteristics

Our proposed architecture consists of a heterogeneous set of devices,
each with specific characteristics, distributed in layers connected with
different network technologies. The characteristics of the device will
depend on its hardware specifications, its real-time status and the
bandwidth of the connection with other devices and layers, so the
characteristics of a device are as follows:

1. Current CPU usage (as a percentage).

2. The number of tasks currently in execution.

3. Maximum computational capacity of the processor in millions of
instructions per second (MIPS).

. Energy consumption per million instructions.

. Energy consumption per transmitted bit.

. Bandwidth with edge devices in bits per second (bps)

. Bandwidth with fog servers in bits per second (bps)

. Bandwidth with the cloud in bits per second (bps)

0N O UGN

The list of characteristics of a device d can be formulated as the
following vector.

DY = {cpu,tr, mips, ee,te,eb, fb,cb}
3.4. Local processing

The first decision that can be taken in the offloading process is to
process a task locally. When a device decides to process the task itself,
it is not necessary to send it to other devices, so the local processing
time L/, also called latency, can be defined only as the processing time.
Given a device d and a task k the local processing time is defined as:

d.k
L[ _ mi
dk =

d
mips

Similarly, the power consumption corresponding to task k of device d
only depends on the processing cost and is denoted by E' and defined
as:

I _ pdk d
Ed,k - Tm[ . Dee
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Therefore, the total cost of local processing is a weighted combination
of the local processing time L/ and the local power consumption E':

I _ gl 1
Cd,k - LdA,k + ﬂEd,k M

where f is a weighting parameter that regulates the trade-off between
latency and consumption.

3.5. Edge processing

Alternatively, the processing of the task can be performed on an-
other edge node. When an edge device decides to offload the task to
the edge layer, it is necessary to send the task data to an adjacent edge
device that will process it, thus both latency and power consumption
will include the cost of sending data. Given a device d, a task k, and
the adjacent edge device d’ the edge processing time is defined as:

d.k d.k
Lm _ size Tmi
k" Ryar D

B mips

where R, ; is the maximum bit rate of the network between devices d
and d’ according to the Shannon-Hartley theorem. The channel noise
is assumed to be white Gaussian noise with its variance as ¢ and the
signal power S depends on the path loss propagation model [25].

S
Ry = D% log,(1+ ;)

Likewise, the energy consumption associate to task k of device d de-
pends on the cost of processing at device d’ and the cost of transmitting
the data from device d to device d’.

m _ dk d d.k d’
E'd,k_T D, +T," - D

size ee

Accordingly, the total cost of edge processing is a weighted sum of the
edge processing time L™ and the edge power consumption E™:

Cly =Ly +PE], @

where g is the same constant as in the previous section.
3.6. Fog processing

In the same way as edge processing, the offloading process can
decide to offload the task to the fog layer. As a result, the latency and
energy consumption will include the cost of transmitting the data since
it is necessary to send the task data to a fog node in the upper layer.
Given a device d, a task k, and a fog device f the fog processing time
is defined as:

d.k d.k

Lf - size + mi
“ Ryy DI
mips

where R, , is again the maximum bit rate of the connection be-
tween devices d and f according to the Shannon-Hartley theorem. The
parameters .S and o> have the same meaning as in the previous section.

y K
Ry = DY, logo(l+ =)

Equivalently, the energy consumption of task k of device d depends on
the cost of processing at fog device f and the cost of transmitting the
data from device d to device f.

[ _qdk | pyd dk nf
Ed,k - Tsize : Dte + Tmi ’ Dee

Consequently, the total cost of fog processing is a weighted sum of the
fog processing time L/ and the fog power consumption E/:

T, s
Cd,k - LdA,k + ﬁEd,k (3)

where f is again the same weighting constant as in the local processing
section.
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3.7. Cloud processing

Edge devices can choose to offload the task to the cloud layer, in
which case it must send the task to a cloud server. This action is the
one that generates the highest latency since the cloud layer is the most
distant from the edge devices. As before, latency is defined as the time
required to send and process task k from device d on a cloud server ¢
and is described as follows:

d.k d.k
L& — _size mi
d.k c
Rd,C Dmipx

K
Ry, = DY log,(1+ ﬁ)

The bit rate R, is determined by the Shannon-Hartley theorem since
our model simplifies the connection of edge devices to the cloud by
using a long-range radio link different from the one used in edge-
fog communications. Nonetheless, in a scenario where the connection
requires several hops to reach the cloud servers the bit rate would be
defined according to the QoS of the multilayer backhaul network [26—
28].

The energy consumption of task k of device d depends on the cost
of processing at cloud server f and the cost of transmitting the data
from device d to the cloud server c.

By, =T DT 0

size

In consequence, the total cost of cloud processing is a weighted sum of
the cloud processing time L¢ and the cloud energy consumption E°:

Can = Lok +PEG, 4
3.8. Problem definition

In edge computing networks, the management of available resources
is crucial. One of the key aspects of resource management is the
allocation of user-generated tasks to nodes for processing. As shown
above, a device can decide to execute a task locally (a = 0) or send it
to a adjacent node (a = 1), a fog server (a = 2) or the cloud (a = 3),
resulting in a specific cost as a weighted sum of execution time and
energy consumption.

We define the cost function in the offloading problem as a trade-off,
as proposed by several papers [29-31], since it is a common, simple
and effective way to measure the performance of offloading actions.
However, our main proposal of the multi-layer RL system could work
with any other definition of the optimization problem.

Therefore, we formulate the cost of our optimization problem as a
piecewise function that depends on the offloading action and its value
are defined by the formulas (1), (2), (3) and (4). In a real environment,
it may be possible that the offloading process fails (¢ = —1), so it
is necessary to define a penalty cost 6 in the following segmented
function:

c!  if ais equal to 0

Ccr, ifaisequaltol
Cipl@)=4C), if ais equal to 2 )
C;, ifaisequal to3

6, ifaisequal to -1

We propose to design an optimization scheme in which the cost
resulting from the allocation of tasks (K) produced by a device d is
minimized. Therefore, each device d aims to perform the best possible
assignment of actions for each task k to minimize the resulting cost of
all assignments. The optimization problem is formulated as following:

K
G, = min z Cyxlag) (6)
% =1
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subject to:
K/
Tk < pd.
mips mips
k=1

Vk, Ly <T3"
a, € {-1,0,1,2,3)

The optimization problem is subject to the following constraints: The
tasks assigned to a device (K’) must not exceed the computing capacity
of the device, no task must exceed its maximum latency (deadline) and
the possible actions that can be taken are error, local processing, offload
to an adjacent node, offload to the fog layer and offload to the cloud
layer.

3.9. Proposed solutions

In the following sections we will propose three methods to solve
the problem of task offloading. The first one is a greedy method that
collects information from the devices in each layer and selects the best
of them for offloading tasks according to a heuristic value calculated
for each one. The drawback of this method is that it requires a large
amount of real-time information that is difficult to achieve in real-
world environments. Nevertheless, it provides sub-optimal solutions
with good performance and will serve as a baseline for comparison
with the other two methods. As an alternative to obtain near-optimal
solutions we propose to use reinforcement learning algorithms, which
allows the agent to learn and make decisions based on experience. In
addition, we extended the functionality of the RL algorithms to a new
multi-layer approach that allows the agent to delegate the offloading
decision to another agent.

4. Greedy task offloading algorithm

As previously mentioned, the offloading problem is NP-hard and is
computationally expensive, and in some cases even impossible, to find
optimal solutions in a reasonable time. In this section we present an
approach to solve the optimization problem using a greedy algorithm
as a baseline algorithm to provide sub-optimal solutions at a low
computational cost.

For each task produced by the device, the algorithm decides through
some heuristics where the offload will take place. The complete process
is detailed in Algorithm 1, which has a computational complexity
O(ID,| +|Ds| + |D.).

At the beginning the algorithm needs to collect information about
the current states of some sets of nodes, such as their computational
capacity, average CPU usage and the number of currently running tasks.
Based on the estimated information the algorithm greedily selects the
device d with the least heuristic value for the task t.

The procedure followed by the algorithm starts with receiving as
input the task to be offloaded, the device that generated it, the set
of nearby nodes, the set of available fog nodes and the set of cloud
nodes. Then for each set of devices the heuristic value of each device
is calculated using the following formula:

* dtr
X ¢d.p, )

t

. mips
min = @, X

dmips
where o, is a different weighting constant for each set (v,, , and )
and ¢ is the trade-off constant between actual CPU usage and running

tasks.
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Algorithm 1: Greedy Tasks Offloading Algorithm
Input: Task Source Device d,, Nearest Edge Device Set D,, Fog Server
Device Set D, Cloud Device Set D, and task ¢ to offload.
Nearest device weighing w,, Edge server weighing «, Cloud
weighing . and CPU trade-off ¢.
Output: Device d

1 begin
/* Local Offloading */
2 d«—d
. nips *yy
3 min = oy x ¢drpu
/* Nearest Device Offloading */
4 for d’ € D, do
. ’mr \*d’r‘
5 min' « w, X —d", X ¢dc’pu
i
6 if min’ < min then
7 min « min'
8 d<d
9 end
10 end
/* Fog Server 0ffloading */
11 for d’ € D, do
. mips d’r
12 mm’«—wfx—ld',*’ X(i)dépu
ins
13 if min’ < min then
14 min < min’
15 d<d
16 end
17 end
/* Cloud Offloading */
18 for d’ € D, do
. Lips 4, ’
19 min’ < o, X d,—"' X d)dzpM
20 if min’ < min then
21 min < min’
22 d<d
23 end
24 end
25 return d
26 end

5. RL-based task offloading algorithm

To better understand our proposal, in this section we briefly in-
troduce the theory of reinforcement learning and then present our
single-layer RL-based approach. In the following subsections we will
explain the Markov decision process, then the concept of reinforcement
learning and Q-Learning together with the mathematical definition
of value, quality and reward functions. Finally, we will present an
RL-based approach to solve the TAP, detailing how the agent’s state
is defined, how the reward function is calculated and the general
operation of the implemented algorithm.

5.1. Reinforcement learning

One of the most widely used machine learning approaches is su-
pervised learning, which uses input-output examples to predict the
output of new inputs. However, in some scenarios it is only possible to
obtain information as a reward for specific actions, the only thing that is
known is the effect of the actions that are taken. The feedback obtained
by performing an action guides the system towards the best actions
according to its utility. Reinforcement learning aims to iteratively learn,
by trial and error, the best action to take in each situation according to
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Agent

State s,

Wy Action a,
State s, Reward ry,,

Reward r,

Environment

Fig. 2. Reinforcement learning process.

a given reward function, rather than using defined input-output pairs
as in supervised learning.

The agent has a perception (state) of the environment to which it is
connected and a set of possible actions to perform in order to change
the environment. Thus, in each iteration the agent receives as input the
current state of the environment and then select an action to perform
from the action set. The action will change the state and produce a
reward that the agent will use to learn if the action was the right one.
Fig. 2 shows the typical behaviour of RL algorithms.

Therefore, an agent’s behaviour can be summarized as a system that
should choose actions that tend to increase the long-term total rewards.
The agent’s goal will be to find a policy (x) that maps states to actions
and maximizes a given reward function.

Reinforcement learning algorithms are modelled as a Markov Deci-
sion Process (MDP), a mathematical framework for describing stochas-
tic control processes. It provides a theory for define sequential decision
making in an evolving environment determined by a probability tran-
sition function that maps states and actions to other states. Markov
decision processes are memoryless, the probability of transition from
one state to another depends only on the current state and the ac-
tion taken, it is independent of all previous states and actions. This
behaviour of stochastic processes is called the Markov property and al-
most all reinforcement problems can be formalized by Markov decision
processes that satisfy the Markov property. Mathematically, a Markov
decision process is defined as a 4-tuple M = (S, A, P, R), where:

+ S is the state space, a finite set of all possible states of the system.

+ A is the action space, a finite set of actions that the agent can
perform. Alternatively, A is the set of actions available from state
S.

» P is a set of transition probabilities from one state to another for
a particular action. P, (s, s") denotes the probability to go to state
s’ from state s by action a.

* R is the reward function that determines the value of the imme-
diate reward obtained after transitioning from state s to state s
by action a, denoted by R (s, s").

Given a state s, at a time slot ¢, the agent will select the action
a, to change to state s,,; according to a r policy, and then receive
a reward r,,;. The policy = is a mapping from the state space to the
probabilities of choosing a particular action. The goal of the MPD is
to find an optimal policy #* that maximizes the expected cumulative
rewards R. The expected cumulative reward of a state s, can be defined
as the sum of the geometrically discounted future state rewards using
the y factor (0 <y < 1) as follows:
[oo]
R; = Z Vkrt+1+k €))
k=0
Consequently, the value of a state can be defined in terms of future
rewards r, that can be expected. This value will give an estimate of
“how good” a particular state is for the agent, and will depend on the
actions taken when using the z policy. The value function of the state
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s under a policy = is defined as follows:

Vi) =E, [R |5, =5] =E, [2 Yr | 8= S] 9
k=0

Similarly, the quality of an action « under r policy is expressed as
the expected value of the cumulative reward starting from the state
s, taking action a, and then following the policy z:

o]
S[ =39, _ k
_ ] =E, ZV Ft+1+k
4=a k=0

As mentioned above, the MDP agent tries to find the best possible policy
by comparing value functions. A policy z’ is considered better than
another policy r if for each state the expected value function has a
higher value. In other words, a policy 7’ is better than or equal to =
(! > =) if and only if the value of the state-value function of z’ is
greater than that of « (V™ (s) > V7(s)) for all states (Vs € .S). In fact,
there is always at least one policy that is better or equal to all others
according to the Banach’s fixed point theorem [32] and we can find it
iteratively [33]. The best possible policy, or best policies set, is called
the optimal policy (#*) and is the objective to be achieved by the MDP
agent. Thus, the value and quality functions can be rewritten in terms
of optimal policy and recursively according to the Bellman optimality
equations [34] as follows:

O"(s,a)=E, [Rr

- S’] (10)
=a

V*(s) = max V7(s) = max Z P(s,sHR,(s,8") +yV*(s")] 1D

Q*(s,a) = max Q" (s, a) = 2 P(s,sNR,(s,s") +7 max 0*(s',d)] (12)

In some cases, reinforcement learning algorithms need to ensure
that the agent explores sufficiently. Off-policy methods separate the
policy to be searched from the one used to make decisions, ensuring ex-
ploration and exploitation by balancing both types of action selection.
One of the most important off-policy reinforcement learning algorithms
based on temporal difference learning is Q-Learning. The learning pro-
cess focuses on the optimization of the action-value function (Q) using
an iterative update based on previous values and temporal difference.
The general update process of the Q-function is defined by:

0Gs,.a,) = O(s, a) + a [R,+1 + 7 max Q5,41 @) — Qs a,)] 13)

where s, is the current state, g, is the current action, y is the discount
factor and « is the learning rate, between 0 and 1, which determines
the proportion between the new learned value and the previous value.
The Q-Values start with predefined or random values and are updated
while the agent learns until it converges on the near-optimal policy.

5.2. Reinforcement learning-based task offloading solution

To solve the Task Assignment Problem defined in Eq. (6) we pro-
pose a reinforcement learning approach based on Tabular Q-Learning.
Each edge device will run its own reinforcement learning algorithm to
explore the optimal task offloading policy by minimizing the long-term
cumulative discounted cost. Fig. 3 shows an overview of an agent of
the proposed multi-agent RL system.

When a task is received, the agent will decide an offloading action
(a, € A ={0,1,2,3}), whenever possible, whether to process the task
locally (action 0), send it to a nearby node (action 1), send it to the fog
layer (action 2) or send it to the cloud (action 3).

The decision will depend on the environment, which is based on
the characteristics of the task, the state of the device and the last
average state of fog and cloud. Classical Q-Learning algorithms require
a finite state space, so it is necessary to discretize continuous values
such as CPU usage and maximum latency. The state is composed of
the following discrete parameters according to their maximum and
minimum values:
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MIPS required by the task: Up to 20000 MIPS the value is
“Low”, from 20000 to 100000 is “Medium” and above 100000
is “High”.

Maximum allowed latency: Up to 6 s the value is “Low”, from
6 to 15 is “Medium” and above 15 is “High”.

Current use of device MIPS: Up to 30000 MIPS the value is
“Low”, from 30000 to 130000 is “Medium” and above 130000
is “High”.

Current use of device CPU: From 0% to 25% of CPU use the
value is “Low”, from 25% to 50% is “Medium”, from 50% to 75%
is “Busy” and from 75% to 100% is “High”.

Last average CPU use of fog servers: The percentage is divided
into four equal parts in the same way that device CPU use.

Last average CPU use of cloud server: The percentage is divided
into four equal parts in the same way that device CPU use.

In a real world scenarios it is difficult to know the real-time status of
the servers deployed in the fog and cloud layers as it would have a high
impact on network usage and might even be impossible to implement
without affecting system latency. Therefore, it is only possible for edge
devices to obtain statistical information about the average CPU usage
of the last minutes (configurable parameter, e.g. 5-10 m), which is
calculated by fog and cloud servers and broadcasted to the network
periodically (configurable parameter).

The learning process uses a table, the Q-Value table, to store and
query the value of the Q-function for each state and action. When an
action is performed, the new Q-Value in the table is updated according
to the following one-step Q update formula based on (13):

O(spa) =1 -a)0(s;,a) + a(C, + ymain O(s,41,a) 14

This formula updates the Q-Value using a percentage (1 —a) of the old
Q-Value and a percentage (a) of the learned value, which is formed by
the reward obtained C, and the discounted Q-Value of the best action
of the new state. The behaviour of the update function indicates that
the algorithm is off-policy, since for the choice of action an e-greedy
policy is followed while for updating the Q-Values a greedy approach
is followed.

To determine the reward C, obtained after the execution of an action
at time r, we define a two-element piecewise function that depends on
the task execution time to model the two possible completion states of
a task, when it finishes within its deadline and when it does not (also
includes failed tasks).

In case that the execution time of the task (T e’n .= T;W,) is less than
its deadline (T‘; 1) it is considered that its execution has been successful
and its reward is calculated as a weighted sum between the execution
time and the energy consumption of the task (7' E’nergy), as introduced in
Section 3.

On the other hand, if the time required to complete the task exceeds
its deadline, the task is considered not to have finished its execution
properly despite having been executed successfully because it has not
been completed within the maximum time allowed. Therefore, it is
considered that the offloading choice was not appropriate and the
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reward value should be penalized. Thus, the reward is calculated in the
same way as the previous case, and then multiplied by a configurable
penalty factor 6. In addition, this case included the scenario where the
task fails to execute for other reasons such as a transmission failure, a
runtime error, a device out of battery, etc.

In summary, the piecewise function of the reward is defined as
follows:

t t t
C = Tona = Titard) * Plenersy Tona = Tt < Ty (15)
e .
8- ((Tetml - T;tart) + ﬂTt ) otherwise

energy

The reward function only considers energy and execution time, all other
parameters are part of the state and do not need to be included as they
will have an indirect impact on the latency.

The Q-Learning-based reinforcement learning solution proposed in
this paper is detailed in the Algorithm 2, which has a computational
complexity O(kS A) according to [35], where k is the number of learn-
ing steps, S is the number of states and A is the number of actions. In
our proposal, the state space consists of a total of 1728 fixed discrete
states, and the set of actions is 4, so a table of 1728 x 4 elements
is needed to store the Q-Values. Edge devices have enough memory
space and computational power to store the whole Q-Table and run
the algorithm.

Regarding the algorithm, the process starts with the definition of the
algorithm’s parameters, such as the discount factor y of the rewards,
the learning rate a of the Q-function and the exploration rate & of
the control policy. Then the algorithm goes into a loop that iterates
over each step of the learning process. Each step ¢ corresponds to the
offloading decision process of a task 77, and begins by obtaining the
current state of the agent (based on local status and latest average data
from fog and cloud servers) and determining the set of possible actions
that the agent can perform (e.g., sensors cannot do local processing).

Once the state and set of actions are available, the Q-Value table is
used to determine the best action. Since the algorithm is off-policy and
follows an e-greedy control policy the best solution, the one with the
lowest Q-Value, will only be selected if a random number e is greater
than or equal to ¢, otherwise the action is chosen randomly from the
set of feasible actions.

The action chosen will establish where the offloading of the task
takes place, so it is necessary to send the task and its data to the
appropriate node and wait for the result. Finally, the agent’s new state
s, is determined, the reward C, is calculated by piecewise function
(15) and the Q-Value Q(s,, a,) is updated using the formula (14).

Algorithm 2: ¢-greedy Q-Learning Algorithm

Parameters: discount factor y, learning rate «, exploration rate ¢ and
penalty factor §

1 begin
2 for each step t do
3 Observe actual state s,
4 Determine feasible action set A’ from A
5 e « random number from [0,1]
6 if ¢ < ¢ then
7 ‘ a, < randomly select an action from A’
8 else
9 ‘ a, < arg “rrenAn (s, a)
10 end
11 Execute offloading action q,
12 Wait for the task to be completed
13 Observe new state s,
14 Calculate reward C, by (15)
15 Update Q(s,, a,) according to (14)
16 end
17 end
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6. Multi-layer RL-based task offloading algorithm

In this section we extend the previous solution to a multi-layer
approach that improves the performance of reinforcement learning
algorithms in the multi-agent task offloading problem.

In the algorithm explained in the previous section, each device
works independently using its local information and aggregated global
information. Thus, decisions are made according to the local state and
knowledge of the agent. However, the biased view of the environment
and the lack of knowledge in the early stages of the algorithm causes
low performance in complex situations. To overcome this drawback,
we propose to allow the RL agent of a device to delegate the offload-
ing decision to a upper level agent in case it does not have enough
information. The upper level agent, e.g. deployed in the fog layer, will
decide according to its knowledge and the global state of the system.
The offloading decision will be sent to the querying device and both the
local and the upper level agent will learn from the reward obtained
after executing the action. Fig. 4 shows the process of the offloading
query.

In this enhanced architecture, both edge devices and fog servers run
an independent RL algorithm that can collaborate between layers. The
offloading query allows a passive knowledge transfer from fog agents
to edge agents, especially useful when an edge agent starts with no
knowledge and performs queries to learn from the decisions of the
upper level agent.

We extend the functionality of the RL offloading algorithm from the
previous section to include the new offloading query action in the set
of feasible actions of edge devices and the query management in the
fog server. Edge devices and fog servers execute the same algorithm
but with different behaviour, as they have a different view of the
environment.

The edge device agent works in a similar way to the previous one,
with the difference that it now has the action (Au{4}) of performing the
offloading query. When a reward is received for an action queried to a
fog server, it is considered to have a higher value since it is assumed
that the upper agent will take better decisions. Also, the Q-Value of
the query action is penalized as it is used to decrease the probability
of being selected while increasing the agent’s local knowledge. On
the other hand, the upper layer agent waits to receive offloading
queries from other agents and uses its own knowledge and view of
the current state, including cloud and fog realtime CPU usages, to take
an offloading decision and send it back. As a result, a reward will be
obtained from the execution of the offloading action that will improve
the knowledge of both the agent who made the request and the upper
layer agent.

The proposed multilayer solution to the offloading problem based
on e-greedy Q-Learning is shown in Algorithm 3. As mentioned before,
all devices run the same algorithm but with their own view of the state
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and their own knowledge. This means that each device will manage an
independent Q-Table that will be trained locally. In addition, the upper
layer agent will take advantage of all interactions with the devices to
update their global status.

Algorithm 3: e-greedy Multilayer Q-Learning Algorithm

Parameters: discount factor y, learning rate «, exploration rate ¢,
penalty factor §, query reward factor p and query use

penalty w

1 begin

2 for each step t do

3 Observe actual state s,

4 Determine feasible action set A’ from A

5 isQuery < false

6 e « random number from [0,1]

7 if e < ¢ then

8 ‘ a, < randomly select an action from A’
9 else

10 ‘ a, < arg anéiAq O(s;, a)

11 end

12 if a, is to ask a fog server then

13 isQuery « true

14 Send the offloading request to a fog server
15 a, < get the fog server decision

16 end

17 Execute or send the offloading action q,
18 Wait for the task to be completed

19 Observe new state s,

20 Calculate reward C, by (15)

21 if isQuery then

22 C «p-C

23 Cl—w-t-C

24 Update Q(s,,4) using (14) with C/

25 end

26 Update Q(s,, q,) according to (14) with C,
27 end
28 end

The algorithm begins by defining the parameters of the learning
process, such as the discount factor y of the rewards, the learning rate
a of the Q-function, the exploration rate ¢ of the control policy, the
latency-energy trade-off parameter f, the penalty 6 factor in case of
offloading error, the p reward multiplier of queried actions and the
penalty w factor of using the query action. In general, all devices will
have the same parameter values to maintain consistency of results.

The algorithm then starts in a loop that iterates each time a task
is received. In the case of an edge agent, tasks are received as they
are generated, whereas a fog agent will only receive tasks when an
offloading query is performed. After that, the current state and the set
of feasible actions for the task 7" is determined and used to decide the
offloading action to take following an e-greedy policy. If the action is
to delegate the decision to an upper-level agent, then it is necessary to
send the request and wait for the response. Once the offloading action
is known, it can be executed or, in the case of a fog agent, sent to the
agent that made the request and wait for the task to finish in order
to calculate the reward obtained. If the offloading action is decided
by the upper level agent, the value of the reward is increased by the
p multiplier and the Q-Value of the query action is decreased by c«t
penalty factor. Finally, the Q-value of the action performed is updated
according to the calculated reward using the formula (14).

7. Performance evaluation

In this section we will evaluate our proposed solution compared
to the greedy and single layer reinforcement learning alternatives
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Fig. 5. Example of a simulation map of 200 devices.
Table 1
PureEdgeSim simulation parameters.
Simulation parameter Value
Simulation duration 10 min

Number of averaged simulations 10 per configuration
Min number of edge devices 10

Max number of edge devices 200

Simulation area 200 m x 200 m

Edge and fog bandwidth 100 Mbps
Cloud bandwidth 20 Mbps
Edge devices range 40 m

in a simulated edge computing environment. We will perform many
simulations with each algorithm and measure their performance using
a set of metrics to compare their effectiveness. The simulation results
are available in our GitHub repository [36].

7.1. Methodology

The purpose of our evaluation is to obtain enough data to fairly
compare the offloading algorithms. Therefore, we will make use of an
edge computing simulator to test the behaviour of the algorithms from
low-density to high-density device scenarios. We have considered an
area of 200 x 200 m is realistic for a Smart-Campus IoT scenario [37],
and the minimum number of devices that makes sense would be 10. On
the other hand, we consider high-density a scenario with more than 200
edge devices.

The output of each simulation will be a set of metrics used to
determine the performance of the algorithm in the specific simulation
scenario. To prevent inaccurate results caused by the random compo-
nent of the simulator, the metrics will be calculated by averaging the
result of several simulations on the same conditions.

7.2. Experiment setup

The evaluation has been performed on a modified version of PureEd-
geSim [38,39] edge computing simulator, the source code of our exten-
sion is available on GitHub [40]. We have improved the functionality
of the simulator to meet our requirements, including new performance
metrics and reinforcement learning algorithms. The simulator runs in a
Java 1.8 environment and on a computer with an AMD Ryzen 9 5900X
and 32 GB of DDR4 RAM.

The simulated edge computing scenario consists of three layers
of devices in an edge-cloud architecture, where the edge devices are
randomly distributed in a 200 x 200 m area (Fig. 5 shows an example).
To verify the scalability of the proposed algorithms, the number of
edge devices in each simulation is increased by 10 until 200. Each
simulation lasts 10 min and is executed 10 times per configuration to
calculate the average result. The bandwidth of the connection between
devices is 100 megabits per second at the edge and fog layers, while



A. Robles-Enciso and A.F. Skarmeta

Computer Networks 220 (2023) 109476

!

e

i thcens

90

110 130 150 170 190 10 30 50 70 90

(b) Average total time

110 130 150 170 190

(c) Avg. total time + lost time

Consumed energy (W)
~
N

n [ i i ! L L L L ! L ! L

100 T T T T
3 |
98
9% I
25 |
04, doifid
(S
2 =2 |
] L @
= 2
3 E
g 88 =
B gg | 15
84
82 Ty
80
I T IR S S R 05 B
10 30 50 70 90 110 130 150 170 190 10 30 50 70
(a) Tasks success rate
— 7T T—T—T T 90
12.000 |- 1
80
10.000 [ 8 70
. 60
@ 8000 [ ! g
i
& § 50
5 =
5 6.000 [ 1 3
-E 5 40
- 4 .
2 o
4.000 R © 30
20
2000 |-inds )
10
° i S SR S S S 0 oy
10 30 50 70 90 110 130 150 170 190 10 30 50 70
Edge devices count
—8—Greedy —@—RL Local —@—RL Multilayer Empty —@—RL Multilayer —8—Greedy

(d) Failed tasks due to latency

90

110 130 150 170 190 10 30 50 70 90
Edge devices count

—@—RL Local —@—RL Multilayer Empty —@—RL Multilayer

(e) Avg. CPU usage per device

110 130 150 170 190
Edge devices count

—@—Greedy —@—RLLocal —@—RL Multilayer Empty —@—RL Multilayer

(f) Avg. energy per device

Fig. 6. Simulations results.

Table 2
PureEdgeSim device characteristics.
Devices type Cloud datacenter Edge datacenter Smartphone Raspberry Laptop Sensor
Layer Cloud Fog Edge Edge Edge Edge
Number of devices 1 4 30% 10% 20% 40%
CPU cores 8 8 8 4 8 -
MIPS 2000000 1000000 25000 16 000 110000 -
Generate tasks - - Yes No No Yes
Idle consumption (Wh/s) 0.00015 0.00015 0.078 1.6 1.7 0.0011
Max consumption (Wh/s) 0.016 0.016 3.3 5.1 23.6 0.036
the connection to the cloud layer is 20 megabits per second. The Table 3
maximum range of the wireless connection of the edge devices is 40 PurefdgeSim applications parameters.
metres. The simulation parameters of the PureEdgeSim environment Augmented Health Data
. . reality App processing
are summarized in Table 1.
o . . . . . U t; 20 25 30
The characteristics required by PureEdgeSim simulator to define the sage percentage
A . ) Generation rate (task/m) 45 35 45
devices that compose the proposed three-layer architecture are detailed Maximum delay (s) 6 30 10
in Table 2. All devices with the exception of sensors have enough Task length (MI) 120000 600000 18000

computing capacity to receive and process tasks, so sensors do not have
the functionality to perform local offloading or to receive tasks from
other devices. Among the edge devices only sensors and smartphones
generate tasks in the system.

To test the behaviour of the offloading algorithms, three applica-
tions with specific latency and computational requirements are simu-
lated. Table 3 shows the percentage of usage on each device and the
specifications of each application according to PureEdgeSim specifica-
tions.

7.3. Metrics

To compare the performance of each algorithm we define the fol-
lowing benchmark metrics:

» Task Success Rate: The percentage of the tasks that finish their
execution over the total. A task is not considered to complete
its execution correctly if its execution time exceeds its deadline

10

or if the offloading process fails. This metric is one of the most
important for the evaluation process.

Average Total Time: The total time required to complete suc-
cessfully a task, which includes the execution time and the time
to send the task to the processing node. This metric is especially
useful for comparing the latency incurred by each algorithm.
Complete Average Total Time: Same as Average Total Time
but also considering the time wasted on tasks that were not
executed successfully.

Failed tasks due to latency: The number of tasks that have failed
because their execution time exceeds their maximum allowed
latency.

Average CPU Usage per device: Average CPU usage of a device.
Useful to determine how much the computational resources of the
devices are used.
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Table 4

Greedy algorithm parameters.
Greedy algorithm parameter Value
Nearest device weighing w, 1.1
Fog server weighing o, 1.5
Cloud weighing , 1.8
CPU trade-off ¢ 20

Table 5
Reinforcement learning algorithm parameters.

Parameter/RL algorithm Single Multi
Learning rate a 0.6 0.6
Latency-energy trade-off f 0.003 0.003
Discount factor y 0.3 0.3
Failure penalty & 1000 1000
Average CPU refresh rate 60 s 60 s
Query reward factor p - 0.2
Query use penalty @ - 10
Initial Q-value 200 200
Initial query Q-value - 10

» Average Energy Consumption per Device: Average power con-
sumption of one device.

7.4. Compared methods

We have implemented in the simulator the three algorithms pro-
posed in this article to evaluate their performance. For our experiments
we assume that the CPU and energy cost of the methods is negligible
because of their low computational cost and compared to the high cost
of processing the offloaded tasks. The greedy solution will serve as a
reference for comparison with the single-layer reinforcement learning
algorithm and our proposed multi-layer guided RL. The parameters
used by the heuristic of the greedy algorithm are shown in Table 4.

On the other hand, we designed three methods based on the im-
plementations of the reinforcement learning solutions explained in
previous sections. The first one is the basic implementation of a rein-
forcement learning algorithm that runs locally on each device without
external knowledge, in the tests we will denote it as “Local RL”. The sec-
ond and third methods are the same implementation of the multi-layer
RL algorithm but with different initial conditions. The “RL Multilayer
Empty” version starts each simulation with all Q-Tables (knowledge)
of the devices completely empty, while “RL Multilayer” version uses
on the fog servers the Q-Table resulting from the previous simulations,
with the same configuration, to simulate the behaviour of a system that
starts with knowledge to improve initial performance. The parameters
used by both methods are summarized in Table 5.

7.5. Experimental results and analysis

In this section we will show the most important results of the
simulations performed for each algorithm and configuration. Each of
the subfigures of Fig. 6 represents the metrics that were defined to make
the comparison between algorithms from a scenario with 10 devices
up to 200 and the value will be the average obtained by repeating the
simulation 10 times.

One of the most critical results is the success rate in task execution,
since in practice this has the most negative impact on the end-user.
Fig. 6(a) shows the success rate resulting from each algorithm and
configuration when performing the simulation. As we can see, in low
device density scenarios, the greedy method outperforms the others
until it reaches a medium density, 70 devices, where its success rate
starts to drop. In the high device density scenarios the performance of
the greedy method and the RL single-layer are very low while both
multi-layer methods are able to keep an acceptable performance.

11
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Fig. 7. Evolution of the success rate of tasks (70 and 170 devices).

This behaviour is due to the fact that in low device density scenarios
there are not a large number of tasks and most of them can be executed
by the fog and cloud servers without saturation, so the heuristics of the
greedy method gives a better result than the reinforcement learning
algorithms. When a medium density of devices is reached, the appro-
priate use of resources becomes more relevant and algorithms using
reinforcement learning techniques are able to adapt dynamically to
keep the success rate as high as possible. In high density scenarios with
a large number of tasks the optimal use of processing nodes is critical,
therefore the greedy method cannot achieve good results and even the
single-layer RL method cannot improve the result. In contrast, multi-
layer RL methods achieve a high success rate due to the possibility of
delegating offloading decisions to higher level agents. In fact, the best
success rate is achieved with multi-layer RL method that start with the
Q-Table of the fog servers filled with the values learned from previous
simulations since it allows to provide useful knowledge to the devices
in the early stages of the learning process.

Furthermore, the multi-layer method offers superior real-time per-
formance and rate of convergence to single-layer even in the ver-
sion that starts without initial knowledge as shown in the simulation
examples in Fig. 7. The single-layer method provides initially low
performance that slowly converges to the best possible at the end of the
simulation. However, the multi-layer method quickly achieves the best
success rate of the single-layer method, due to the offloading query,
to slowly improve the success rate by itself. In addition, the multi-
layer method that starts from the Q-tables of the fog agents learned
in previous simulations directly achieves the best result and maintains
it throughout the simulation. In contrast, the greedy method has a
fixed and stable behaviour as its heuristics do not have any dynamic
component.

The average time required to complete a task for each algorithm
and number of devices is shown in Fig. 6(b). Similar to the success
rate, the average total time of the greedy algorithm drastically changes
its performance based on the number of devices, while reinforcement
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Fig. 8. Comparison of different trade-off f parameters.

learning algorithms slowly change the average total time. The three
RL methods provide a similar average total time as this metric only
considers tasks that have successfully completed their execution, which
can lead to confusion when comparing them.

In order to clarify the performance of the methods in terms of
total execution time, another metric is defined that also considers
the time lost due to tasks that do not execute correctly because of
latency. Fig. 6(c) to show the real impact of the algorithm’s actions
when deciding to do an unsuitable offloading. The behaviour of the
greedy algorithm is similar to Fig. 6(b), but the single-layer RL method
substantially increases the time in high device density scenarios as the
impact of bad decisions in complex situations is very high (e.g. deciding
to send tasks to the cloud server saturating it instead of distributing them
among the edge devices). In contrast, multi-layer RL methods avoid the
initial uncertainty by delegating the decision, thereby making better
offloading decisions that reduce latency failures as can be seen in
Fig. 6(d).

One more relevant result that can be analysed is the average CPU
usage per device, which indicates the degree of utilization of the
system’s computational resources. A proper distribution of tasks among
the devices results in a high average CPU usage per device as resource
utilization is maximized. In contrast, low CPU usage indicates that
the algorithm is saturating a few devices while many others are idle.
As shown in Fig. 6(e), which represents the simulator output for this
metric, the two multi-layer RL methods stand out from others, and the
greedy method shows a low use of computational resources.

Similarly, the performance of algorithms can be measured in terms
of their energy consumption as this is one of the components of the opti-
mization problem, Fig. 6(f) shows the average energy consumption per
device obtained from the simulations. The greedy algorithm presents
the highest energy consumption while the reinforcement learning algo-
rithms show the lowest energy consumption. The difference between
the methods is small as in general all devices in the scenario have low
energy consumption. Even so, the remarkable point of this result is
how the RL methods manage to reduce consumption even when there
is limited potential for improvement, while also improving the result
significantly in the other metrics.

All simulations have been performed with a trade-off factor g of
0.003 since in our test scenario application latency is a critical factor
that directly affects the rate of successful execution, while energy usage
is relevant but does not directly affect the tasks success rate. However,
there may be other scenarios where we may be interested in increasing
the beta parameter in case energy usage is crucial. For example, in a
system where the task maximum allowed waiting times are high and
the edge devices are battery powered, it would be more important to
properly manage the energy usage to avoid draining the batteries even
if this increases the waiting time for the execution of tasks.
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Fig. 8 provides a comparison of various values of the beta parameter
of our multi-layer RL proposal, where it can be clearly seen that as the
value of the beta parameter increases, the tasks success rate decreases
rapidly. In our scenario this behaviour is because tasks have a short
maximum waiting time, therefore any saturation on a server that causes
the task to wait to start its execution will cause the task deadline to
be exceeded and then it will be considered failed. As can be seen in
the second graph of the figure, the higher the beta, the longer the
waiting time of the tasks that are successfully executed as they are
sent to more efficient servers but more saturated. This is demonstrated
in the third graph where we can see the trend to use less CPU of the
edge layer devices as beta increases, therefore the execution of tasks is
performed in the fog and cloud layers, which are more energy efficient
but unable to handle a high volume of tasks, causing a high impact on
task execution time.

After having seen the performance of the algorithms in different
simulator scenarios, we can conclude that the greedy algorithm offers
acceptable performance in low and medium device density scenarios.
However, as device density increases, more complex methods must
be applied to maintain system performance. Reinforcement learning
algorithms are able to adapt to complex scenarios at a low computa-
tional cost, thus providing the best results in simulations. Furthermore,
our multi-layer approach stands out from other methods because in
complex high-density scenarios it shows high performance in the most
important metrics. This improvement is due to enhanced offloading
decision system by using external knowledge and serves as evidence
of the good performance of our multi-layer RL proposal. Therefore, re-
inforcement learning algorithms are good methods for solving the task
assignment problem and our proposal is a useful and easily applicable
extension to any RL algorithm to improve its performance.

8. Conclusion and future work

In this paper, we have presented the task assignment problem
as a key component of collaborative edge computing architectures.
As shown in the first section, there are several methods for solving
TAP, but those based on artificial intelligence are the most promising.
Reinforcement learning, a machine learning technique, is presented as
a solution for the task offloading process in our proposed three-layer
edge-fog-cloud architecture.

In this work we have studied different configurations to understand
the impact of task distribution and limited vision of RL agents and how
this impacts the performance behaviour of the algorithm in complex
situations. To overcome these drawbacks, we propose a novel extension
of reinforcement learning techniques that allows agents to query an
upper-level agent with more knowledge and a broader view of the
environment.
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We have implemented our proposals together with a greedy alter-
native in a modified version of PureEdgeSim simulator and performed
several tests to compare the performance of each algorithm in different
situations following a set of metrics, providing access to the results and
simulations for reproducibility. The experimental results showed that,
compared with the greedy and classical RL algorithms, under multiple
conditions, our proposed multilayer RL algorithm achieved much better
performance in scenarios with a high number of devices and tasks.

Our proposal follows a passive approach of knowledge transfer,
as future work we want to explore alternatives of knowledge trans-
fer and federated learning to develop distributed decision systems
in 5G networks and Computing Continuum paradigm [41,42]. An-
other promising future research direction is to apply neural networks
to improve the performance of Q-Learning, thus overcoming some
limitations such as a low number of states and discrete variables.
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